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1. Ileanb ocBOEHHUS M CIAIIINHBI

JucuuminHa «3aluiieHHble  MH(QOPMAlMOHHBIE CHCTEMbl» HMMEET 1LEIbl0 IOJArOTOBUTH
BBIIIYCKHHMKA K JIESTEIbHOCTH, CBSI3aHHOM € pa3pabOTKOM, MOAEpHU3ALMEN U BBOJOM B IKCIUIyaTalUIO
KOMILIEKCOB, CPEJICTB U TEXHOJIOIMH o0ecrieueHuss MHPOPMALMOHHOM 6€3011acHOCTH.

2. MecTO THCHMILIMHBI B CTPYKTYpe 00pa30oBaTeIbHOI MPOrpaMmbl

Jucunmmna «3amuiieHHble "HPOPMALMOHHBIE CHCTEMBI» OTHOCHUTCS K 00s3aTeNIbHON YacTh
oOpa3oBaTenbHOl MporpaMMsbl. JlJis JIydillero YCBOEHHS! JAaHHOW AMCLUUIUIMHBI HEOOXOAMMO, YTOOBI
CTY[ICHT BIaJie]l 3HAHUSAMM, YMEHHUSAMU M HaBBIKaMH, C(OPMHPOBAHHBIMH B Ipoliecce OOy4eHHUs B
OakanaBpuate no HampasiaeHusM 10.03.01, 11.03.02, 03.03.03, 11.03.01, a Taxxe B mporiecce U3y4eHUS
CIICAYIOIIMX JUCIMIUIMH TEepBOr0 Kypca «YmpaBieHue HH(PpOpMaMOHHOW 0€30MacHOCTHION,
«TexHonorun obecrnieueHus: HHPOpMaMOHHON Oe3onacHocTHy, «TexHudeckas 3ammura UHHOPMALIUN,
«AynuTt uHGOPMALMOHHON Oe30macHOCTHY, «3ammTa nHpOpMAMKd B OECIIPOBOJHBIX CETAX», «3aluTa
MPOrpaMM U JaHHBIX).

3HaHMST M TPAKTUYECKUE HABBIKM, IIOJIyYEHHBIE B pE3yJbTaTe M3yYEHUU JUCLMILIUHBI
«3amuieHHble THHOPMAITMOHHBIE CHUCTEMBI», UCIIONB3YIOTCS CTYIEHTAMH MPHU MOATOTOBKE TUTIIIOMHBIX
paboT ¥ HETTOCPECTBEHHO B TPO(HECCUOHATILHOM e TSIIbHOCTH.

3. [lnanupyemble pe3yabTaTbl O00y4YeHHs] MO JHUCIHUILIAHE, COOTHECEHHbIEe € IUIAHUPYEeMBbIMH
pe3yJibTaTaMHU OCBOCHHS 00pPa30BaTeJIbHOI IPOrPaMMBbl

[Tporilecc wW3ydYeHWs IUCHUIUIMHBI HamNpaBlieH Ha (OPMUPOBAHHE CIEAYIONINX 3JICMCHTOB
kommeteHuit B coorBercTBUU ¢ ®I'OC BO, OIl BO u npuoOpereHus clenyroIux 3HAHUH, YMEHHIA,
HaBBIKOB U (WJIM) OTIBITA AESTEIILHOCTHU:

®opmupyemas
KOMMNeTeHIHs
(xox u popmyIHpPOBKA)

Nuaukarop nocTukeHust
KOMIeTeHINH
(xox u popmyIHpPOBKA)

Ilepeyennb
IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus

OomenpodgeccuoHaJbHbIC KOMIIETCHIMH

OIIK-2

CniocoOeH pa3pabaThiBaTh
TEXHUYECKUM MPOEKT
CUCTEMBI (ITOJICUCTEMBI JTHOO0
KOMIIOHEHTa CUCTEMBI)
obecrniedeHus
WHPOPMAITUOHHON
0e301acHOCTH.

H-OIIK-2.1

Crioco0eH OCYIIECTBIAT
pa3paboTKy TEXHUYECKOTO
MpOeKTa cUCcTeMbI (JI0O ee
IIOACHUCTEMSBI, TH00
KOMITOHEHTa) 00CCIICUCHHS
WHPOPMAaITMOHHON
0€30I1aCHOCTH.

3HaTh:

— OCHOBHBIC IPHWHIIUIIBI OpraHUu3aln
TEXHUYECKOTO U MPOrpaMMHOTO 00eCTICUEeHUS
3aIIMIICHHBIX HHPOPMALMOHHBIX CHCTEM.

Ymersn:

— pa3pabaThiBaTh MOJIEIH HaJIS)KHOCTH, MACCOBOTO
00CTyKUBaHUSI U PUCKA 3aLTUIICHHBIX CUCTEM U
CPEICTB XpaHeHUsI, 00paOOTKH U Iepeaun
WHPOPMAIUH.

Baaners HaBbIKaMu:

— (opMyIUpPOBATH U PeLIaTh 33 a4H
MOJICJIMPOBAaHHMS 3AIIMIIEHHBIX HHPOPMAIMOHHBIX
CHCTEM, B TOM YHUCJIE CPEJICTB U CETEll XpaHEeHus,
00paboTKH ¥ Tiepeiadn HHPOPMAIHH.

OIIK-3

CniocoOeH pa3pabaThiBaTh
IIPOEKTHI OPraHU3alHOHHO-
pacrnopAauTEIbHBIX
JOKYMEHTOB IO
o0ecrnieueHn o

N-OIIK-3.1

Crioco0eH oCyIIeCTBISATh
pa3paboTKy MPOEKTOB
pabounx, TEXHUIECKUX,
OpraHu3aIMOHHO-
PacIopsAANTENBHBIX U

3HaTh:

— TpeOOBaHUS PYKOBOIAIINX 1 HOPMATHBHO-
METOJIMYECKHX JIOKYMEHTOB 110 CO3JIaHUIO U
skcruryaramuu AC3H.

YmMmern:

- pa3pa6aTLIBaTL TEXHUYCCKYIO TOKYMCHTAllUIO Ha




WHPOPMALTHOHHON
Oe3omacHoCTH.

AKCIUTyaTaIllMOHHBIX
JIOKYMEHTOB 110 00€CIICUYEHHUIO
WH()OPMAITMOHHOH
0€30MacCHOCTH B COOTBETCTBUU
C JCUCTBYIOIIUMU
HOPMATUBHBIMU aKTaMH U
rOCyJIapCTBEHHBIMH
CTaH/IapTaMHU.

AC3U, HopMaTUBHO-METOANYECKUE U
OpTraHu3aIMOHHO-PACTIOPAANTEIHHBIE IOKYMEHTHI
Mo co3fanmio u dKcruryaranuu AC3U.

BaageTh HaBLIKAMM:
— pa3paboOTKH MPOEKTOB OPraHU3aIIOHHO-
PacHOpPSIUTENBHBIX JOKYMEHTOB Ha CUCTEMBI
obecnieueHnss HOOPMAITMOHHOM 0€301TacHOCTH.
— OpraHu3aluu padoT MO CO3MaHUI0 WIH
MOJICPHH3AIINH CUCTEM, CPEICTB B TEXHOJIOTUH
obecrieueHrss THPOPMAIIMOHHOH 0€30MaCHOCTH B
COOTBETCTBUH C TIPABOBBIMU HOPMATHBHBIMHU
aKTaM{ ¥ HOPMaTUBHBIMU METOAMIECKUMHU
nokymentamu ®Cb Poccun, @CTIK Poccun.

4. O6beM, CTPYKTYpPA U cojlep:KaHue TUCIUTIIMHBI

OO61mas TpyA0eMKOCTh AUCHHUIUIMHBI COCTABISIET 5 3a4eTHbIX equHull, 180 akageMuuecKux 4acos.

Buabl yueOHbIX 3aHATHIH,

BKJIIOYAsl CAMOCTOSAITEIbHYIO padoTy

CTY/€HTOB,
H UX TPYI0eMKOCTh
(B akaieMUYECKHX Yacax)

DopMbI TEKYLIET0

Tembl (pa3nesnl) = KonTakTHas padora KOHTPOJISl YCIIEBAEMOCTH
Ne JUCIHHUILIMHBI, g
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BBojanas nexnusa. Beegenne
3aganue aiIs
1 B aBTOMATH3UPOBAHHBIE 3 2 2 N
CaMOCTOSITETTLHON PabOThI
CUCTEMBI — 00IIHe TOHSATHUS
ABTOMAaTH3UPOBAHHBIE
3aganue aiIs
2 CHCTEMBI B 3aILUIIEHHOM 3 8 8 2 N
CaMOCTOSITETTLHON PabOThI
WICTIOJTHEHUH
3apanue st
Cosnmanue A I .
CaMOCTOSITEIbHOM
3 ABTOMAaTHU3UPOBAaHHBIX 3 10 16 2
paboThI.
cucTeM
KonTponbpHas pabora.
4 Cepruduxanus cpeicTB 3 10 8 5 3ananue It
3alUThl HTHPOPMAIUK CaMOCTOSITEITEHOM pabOoThHI
5 Cpencrsa obecriedeHust 3 10 8 2 3ananue Ui
HajgexHoctu AC3U CaMOCTOSITEITLHOU PabOTHI
3anmanue I
[opsanox BBoga AC3U1 B A g N
CaMOCTOSITEIbHOM
6 JKCIUTyaTaIMI0 Ha 00BEKTE 3 8 8 2 AGOThL
rH(pOpMaTH3aIIU p )
Kontposbnas pabora.
Opranu3zanys 00paboTKu
. 3amanue g
7 KOH(UICHIINATBHON 3 8 8 2 "
CaMOCTOSITETTFHON PabOThI
nHpOpMaLIUH
Opranuzanysi TEXHUYECKOTO 3aganue Ui
8 3 8 8 2 N
obcyxuBaans AC3U CaMOCTOSITETFHON PabOThI




2 0,5 | 33,5 |9x3amen
Bcero 64 64 2 0,5 | 49,5

Conep:xaHue pa3iesioB JUCHUIIIHHBI:

Tema 1. BBoanas jiekuusi. BBeeHne B aBTOMATU3MPOBAHHbIE CHCTEMBbI — 001 e TOHATHSI

TepMHUHBI U ONpeieTeHNsT OCHOBHBIX MOHATHI B 00jacTu aBTOMaTtu3upoBaHHBIX cuctem (AC).
HopmatuBHo-nipaBoBbie TOKyMeHTHI Poccuiickoii ®denepanuu B 00JaCcTH ONpeAeneHus, pa3padoTKu U
samuTel AC.

Tema 2. ABTOMATHU3MPOBAHHBbIE CUCTEMbI B 3AIMIIEHHOM HCIIOJTHEHUH

ABTOMATU3UPOBaHHBIE CUCTEMBbI B 3amuiieHHOM wucnonHeHuu (AC3U). dynkuuum cucremsl
samuTel uHGopmanuu (C31) AC: npenynpexIeHue O MOSBJICHHH YIpo3 0€30MacHOCTH MHGOPMAIIUH;
oOHapyKeHHEe, HEUTpaTU3alMI0 W JIOKAIM3ALUI0 BO3ACHUCTBUS Yrpo3 0e30MacHOCTH HH(OpMAaIHH;
yIpaBieHUE JOCTYIIOM K 3aluiiaeMoi nHGOpMaly; BOCCTAHOBIICHHE CUCTEMBbI 3aIUTHI HHPOPMAIUHU U
3anMmaeMoil MHGOpPMauu Mocie BO3ACUCTBUS Yyrpo3; perucrpauuto coObituii m mombsitok HCJI k
3amuaeMoil MHQOpMalM U HECAHKIIMOHMPOBAHHOTO BO3/ACWUCTBUA Ha Hee; oOecredeHue KOHTPOJIA
(YHKIIMOHMPOBAHUS CPEICTB M CHUCTEMBI 3aIIMTHI MHPOPMALMK M HEMEIJICHHOE pearupoBaHHE Ha WX
BBIXOJ] U3 CTPOS.

Tema 3. Coznanue aBTOMaTH3HPOBAHHBIX CHCTEM

Craguu u sranel cozganus AC (B cootB. ¢ 'OCT 34.601-90). ®opmupoBanue TpeOOBaHU K
ctpykrype AC. Paszpaborka xonneniuu AC. Texnuueckoe 3amaHue. ICKU3HBIN MPOEKT. TeXHUYECKU
npoekT. Pabouas nokymentauus. Beoa B neticteue AC. ConpoBoxaenue AC.

Tema 4. Cepruduxkanus cpeacTs 3alUThI HHGOpMaLUT

Ceptudukanus TEXHUYECKUX CpEICTB 3aIUTHI uH(bOopMaInu. CepTtuduxanus
KpUNTOTpaQUUeCKuX CcpeacTB 3amuThl uHpopMmarmu. CepTHHUKAIMS aHTHBHPYCHBIX IPOTPAMM.
Cnenuanbnbie uccienoanusa CBT na IIDMUH. Cneunansabie Texuudeckue nposepku CBT.

Tema S. CpencrBa odecnieuenust HaaexnocTu AC3U.

Cpencta obecnieuenus HagexxHocTu AC3U. TexHonoruu co3aaHusi OTKa30yCTONYHUBBIX CHCTEM.

Tema 6. BBoa B 3xcniryatanuio AC3U Ha o0bexTe HHPOPMATH3ALMH.

Pa3paboTka cxem pacCTaHOBKH OCHOBHBIX TEXHHUUECKHUX CPEJCTB M CHCTEM M BCIIOMOTaTEIbHOIO
o0opynoBanusi Ha o00BekTe wuHPoOpMaruzanuu. OrpeaeieHne YCIOBUM pPaCIoOJIOKEHUST O00beKTa
MHpOpMATHU3alMU OTHOCUTEIBHO TPaHMIl KOHTpOIMpYyeMoH 30HBI. OmnpeneneHue MepedyHsl CBEACHUM
OTpaHUYEHHOTO JI0CTYyMa, noasexamux oopadorke Ha AC3U. Onpenenenne CTeneHn yyacTusi nepcoHaia
B 00paboTke (0OCyXIeHMH, Nepeaaye, XpaHeHu!) UH(opMaIiy, XapakTep UX B3aUMOJICHCTBUS MEXIy
co0oif u co ciyx00i1 Oe3onacHocTu. Onpenenenue pexxuMoB 00padoTku nadopmannuu B AC B 11eJI0M U B
oTAenbHbIX KoMnoHeHTax. Kinaccudukamus AC. KareropupoBanue oobekra nHbopMaTu3aluu. AHaIN3
yrpo3 Oe3zomacHoctd wuHpopManuu Ha oObekTe wuHGopMmaru3anuu. Pa3paboTka wmoxenu yrpos
6e3onacHocty HMH(popmanuu. HacTpoilka TeXHHYECKHX, MPOTPAMMHBIX M IPOrpaMMHO-ANIMapaTHBIX
CPEICTB 3alMThl HHPopManuu. Pa3paboTka opraHu3alOHHBIX MEPONPUATHI MO 3alIuTe WH(OPMALIUH.
Pa3paboTka opraHn3almOHHO-PACTIOPAIUTENbHBIX JOKYMEHTOB. ATTecTanus 00beKkTa HH(POpMaTH3AIIH.
OneiTHas skcrmyaranuss AC3U. Ilpukaz o BBome AC3U u C3U obbekta uHpOpMaTH3aluu B
HKCIUTyaTaIHIo.

Tema 7. Opranusanusi 00padoTKu KOHPUICHIUATbHONH HH(pOpMaUH.

[Topsimoxk  cozmaHusi, ydera, XpaHeHMs W pabOThl C  AJIEKTPOHHBIMU  HOCHTEISIMU
KOH(UIEHIATBHOM nH(pOpMaLINH. [Topsimox YHUUYTOKEHUS AIEKTPOHHBIX HOCUTENeH
KOH(HIeHIMaTbHONH uHpopManuu. [TopsaoKk OTHpaBKU 3JEKTPOHHBIX HOCUTENEH KOH(HUAECHIMAIbHON
uHpopmanuu. [lopsnoxk mneyatn KOHOGUACHIMAIBHBIX JOKYMEHTOB C JJEKTPOHHBIX HOCHTENEH, X
pEerucTpanyy u yJera.

Tema 8. Opranmnsanusi Texuudeckoro oocay:;xkupanusa AC3HU.

Bunasr texuuueckoro oocnyxuanus AC3U. Cpencta nuarnoctupoBanust AC3U. Coneprxanue u
MOPSAZIOK BEACHUS HKCIUTyaTallMOHHOM JokyMeHTanuu. OpraHu3anusi BOCCTAHOBJIEHUS! CUCTEMbI 3alllUThI
uHOpMaLMY U 3alUIaeMoil MH(opMaIuy mocie Bo3JeicTBUS yIpo3.

Cnncok j1abopaTopHbIX padoT:



1. 3ammra AC c¢ onepammonHoi cuctemort Windows 10 ¢ MCHoOJb30BaHHEM IITATHBIX CPEJICTB
OC.

2. [Toctpoenne SIEM na ocnose MaxPatrol Security Information and Event Managemen.

3. Opranuzanus peryisipHOTO ayAuTa 0e30MacHOCTH CeTH C IIOMOINBI0 ckanepa MaxPatrol.

4. IloctpoeHue CHCTEMBI 3allMIIEHHOTO OOMEHa JaHHBIMH Ha ocHOBe pemeHnii ViPNet
Coordinator, Admin u Client.

5. Hacrtpoiika pasrpanndenus gocryna ¢ momonisto Dallas Lock 8.0-K.

6. Hactpoiika nu301upoBaHHO# nporpaMMHO# cpenbl ¢ momornisio Dallas Lock 8.0-K.

7. Hactpoiika [1OBEpeHHON 3arpy3kd C MOMOLIbIO IPOTrPaMMHO-ANIApaTHOrO KOMIUIEKca
«Cobomnby Bepcuu 4.

5. O0pa3oBare/jibHble TEXHOJIOTHH, B TOM 4YMCJIe TEXHOJIOTMH DJJIEKTPOHHOr0 OO0y4YeHUS U
AUCTAHIMOHHBbIE O00pa3oBaTejibHbIEe TEXHOJOIHMH, WCHOJb3yeMble TPH  OCYIIECTBJIEHUH
00pa30BaTeIbHOIO NMpoLecca N0 JUCHUIINHE

B nponecce 06yueHus UCIIONB3YIOTCS cielyrolue 00pa3oBaTeIbHbIE TEXHOJIOTHU:

BBoanasi JieKIHUS — 1a€T IEPBOE LEIOCTHOE MNPEACTABICHUE O IUCLUIUIMHE W OPUEHTUPYET
CTYICHTA B CUCTEME M3y4YCHUS JAHHON AUCUUIIINHBL. CTyIEHThI 3HAKOMSATCS C HA3HAYCHHUEM U 3aladaMu
Kypca, ero pojibl0 U MECTOM B CHUCTEME y4EOHbBIX AMCLUMIUIMH U B CUCTEME IOJATOTOBKU B LieioM. [laeTcs
KpaTKuil 0030p Kypca, MCTOpUs pa3BUTHS HAYKH W IPAKTUKH, JOCTH)KEHUS B 3ToH cdepe, nMeHa
M3BECTHBIX YYEHBIX, H3JIaralOTCA IEPCIEKTUBHBIE HalpaBieHus wucciaenoBaHnid. Ha stol nexumm
BBICKa3bIBAIOTCS METOJUYECKUE U OpraHU3alMOHHBbIE OCOOCHHOCTH paboThl B paMKax JaHHOH
JUCLUILIMHBL, @ TAKKE JAETCS aHaIN3 PEKOMEHyeMOl y4eOHO-METOANYECKOM JIUTEPaTypBhI.

AKajeMH4ecKas JeKIHs ¢ JJeMeHTaMH JIeKIUH-0eceabl — [10CIIE0BATEIbHOE U3JI0KEHUE
MaTepHala, OCyIECTBIIIEMOE IPEUMYILECTBEHHO B BUJE MOHOJIOrA MIPENOAABATEN. DJIEMEHTHI JIEKIIUH-
Oeceibl 00eCHIEUMBAIOT KOHTAKT MPENoJaBaTels ¢ ayAUTOpPUEH, 4TO MO3BOJISIET NMPUBJIEKATh BHUMaHUE
CTY/ICHTOB K HauOojiee Ba)XKHBIM TE€MaM JIWCIHUILIMHBI, aKTUBHO BOBJIEKATh MX B Y4EOHBIH Mporecc,
KOHTPOJIMPOBATh TEMII U3JI0KEHUS y4eOHOro MaTepualia B 3aBUCUMOCTH OT YPOBHS €r0 BOCIIPUSTHSL.

IIpakTH4Yeckoe 3aHSATHE — 3aHATHE, ITOCBSIICHHOE OCBOCHHUIO KOHKPETHBIX YMEHUN M HABBIKOB
I10 3aKPEILICHUIO ITOJYyYEHHBIX HA JIEKIIUY 3HAaHUM.

Koncynbrauum — Buj ydeOHBIX 3aHATHH, SBISAIOLIMNCA OZHOW U3 (QOpM KOHTPOJS
CaMOCTOSITENIbHONW paboThl CTyzneHTOB. Ha KOHCyNmbTalMsX MO MPOChOE CTYAEHTOB pPaccMaTpUBAIOTCS
HauboJsee CIO0XHbIE MOMEHTHI NPU OCBOCHMM MaTepuaja JUCLUIUIMHBI, MpernojaBaTellb OTBEYAeT Ha
BOIPOCHI CTYJICHTOB, KOTOPbIE BO3HUKAIOT Y HUX B MPOIIECCE CAMOCTOSITEIbHOM pabOTHI.

6. Hepeqeﬂb JIMICH3UOHHOIO " (HJII/I) CBO0OOIHO PpacnpoCcrpansieMoro nmporpammMmHoOro 06ecneqemm,
HUCIMOJb3YyEMOI'0 NP OCyIEeCTBJICHUHN 06Pa30BaTeHLHOFO nponecca nmo TMCumMIJinHe

B mporecce ocyrecTBneHns 00pa3oBaTeNFHOTO MPoIiecca Mo AUCIHHUIUTMHE UCTIONB3YIOTCS:

s GOpMHUPOBaHMST MAaTEpUANIOB JUIS TEKYIEro KOHTPOJS YCIEBAGMOCTH W TPOBEICHHUS
MPOMEXKYTOUHOH aTTecTallu, Ui POPMUPOBAHUS METOAMIECKUX MATEPHUAIOB IO JUCIHUILIHHE!

- nporpammbl Microsoft Office;

- nu3naTenbekas cuctema LaTex;

- Adobe Acrobat Reader.

- Omnepanmonnsie cuctemel: OC Windows mo mporpamme Microsoft Azure Dev Tools for

Teaching, OC Linux, cBOO0OHO pacnpocTpaHsIeMble TUCTPUOYTHBBI.

- OteuecTBeHHBIC CpejCcTBa 3anmmThl HpopMmanuu: Positive Technologies Application Firewal,

koHpurypanus Education, MaxPatrol, kouduryparust Education, MaxPatrol Security Information

and Event Management, kouduryparms Education, ITO Dallas Lock 8.0-K, ITO ViPNet Client 4,

1O ViPNet Administrator 4.5, IIporpammuo-anmnapatasiii kommuiekce (ITAK) ViPNet Coordinator

4.5, TTAK Cobomnb, Bepcus 4.



7. IlepevyeHb COBpPeMEHHBIX NMPO(ECCHOHAIBHBIX 0a3 JaHHBIX U WH()POPMAUMOHHBIX CHPABOYHBIX
CHCTEM, MCIOJIb3yeMbIX NMPH OCYHIECTBJIEHHMH 00PAa30BaTEJbHOr0 Mpouecca mo JUCHUIIUHEe (MpH
He00X0IMMOCTH)

8.

B mporecce ocymecTBieHns 00pa3oBaTeNbHOTO MpoIiecca Mo AUCHUILIMHE HCIOTb3YIOTCS:
- ABTOoMaTu3upoBaHHas 6ubimmoreyHo-uHpopmanuonnas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektponHas OubanoreuHas cucrema «Jlaupy» https://e.lanbook.com

- DnekTponHas oubnmoreunas cucrema «kOpaiir» https://urait.ru

- DnexTpoHHas 6ubnuoreynas cucrema «KOHCYIIbTaHT CTyJCHTa»
https://www.studentlibrary.ru

IlepeyeHb  OCHOBHOII M [ONOJHHUTEJbHOW  Yy4yeOHOH  JMTepaTypbl, PpecypcoB

HUH(GOPMALMOHHO-TEJIEKOMMYHUKANMOHHON ceTu HMHTepHeT, HeO0XOAUMBIX /JIsi OCBOEHUS
AUCHMILINHBI

a) OCHOBHAasI JTUTepaTypa

1. [Hanerun B. @. 3amura nHdopMaluu B KOMIBIOTEPHBIX cucTeMax u cetax. - M.: JIMK Ilpecc,
2012. https://www.studentlibrary.ru/ru/book/ISBN9785940746379.html

2. IlnaronoB B. B. [IporpamMmMHo-anmapaTHbie CpeACTBa 3alIUThl HHGOpManuu. - M.: Akajaemus,
2013. https://djvu.online/file/3HtxghHPox4Wz?ysclid=lky1pbg2jx135883838

0) JOMOJIHUTe/IbHAS JIUTEpPaTypa

1. Opranu3anmoHHOE ¥ MTPaBOBOE o0ecrieueHrne NHPOPMAITMOHHON 0€301TacCHOCTH : YYSOHHUK IS
By30B / T. A. TlonskoBa, A. A. Ctpensios, C. I'. UybykoBa, B. A. Huecos ; mox pegaxiueii T. A.
[TonmsixkoBoii, A. A. CtpenbiioBa. — 2-€ U31., mepepad. u qom. — Mocksa : M3garenscTBo FOpaiir,
2024. — 357 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-19108-0. — Tekcer :
anekTpoHHbIH // Obpa3zoBatenbHas miardopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/555950

2. 3aroponuuii B. M. KommiekcHast 3amuTa HHPOPMALUU B KOMITBIOTEPHBIX CHCTeMax: Yueo.
nocob6ue 11st By30B. - M: Jloroc, 2001.
https://www.elec.ru/viewer?url=/files/2019/08/06/B.1._3aBropoaHuii_-

_Komnunekcnas _3amurta_unndopmarmu_B.pdf&ysclid=lky1r8md8r103744543

B) pecypchl cetu UHTepHeT

1. Opuumansuelii caitT LleHTpa 1o JMIeH3UPOBAaHUIO, CEPTU(UKALMYI U 3alUTE FOCY1apCTBEHHON
taiitiel @Cb Poccun. Ilepedenp cpenctB 3amuthl uHbopMaiuu, cepruduuupoBaHHbix PCh
Poccuu: http://clsz.fsb.ru/clsz/license.htm

2. OpunmanpHelii  cadt denepalbHOTO AareHTCTBA 1O TEXHUYECKOMY PETyJIHPOBAaHUIO H
metpostoruu: http://www.gost.ru/

3. XKypnan «Xakep»: https://xakep.ru

9. MarepuajbHo-TexHHYecKass 0a3a, HeoOXoauMasi /Jisl OCYLIeCTBJIEHHUSI 00pPa30BaTEIbHOIO
npouecca no JUCHUIINHE

MarepuanpHO-TeXHUYECKass 0a3za, HeoOXoaumasi JUIsi OCYIIECTBJICHHS 00pa30BaTEIbHOTO

nponecca no AMCIHUILNIMHE BKIIFOYACT B CBOM COCTaB CIEIHUAIbHBIC IIOMEIICHUS

— y4eOHblE ayTUTOPHM JUISL TIPOBENEHUS 3aHSATHHA JIGKIMOHHOTO THIIA, O00OpYyIOBaHHBIC
NEPCOHATBHON KOMITBIOTEPHOW TEXHUKOH C yCTAaHOBJICHHBIMH CPEJCTBAMU BU3YAITU3AI[MH TEKCTOB
B ¢opmare DOC/DOCX, PDF, F2B, daiinoB nzo0pakeHuii, npe3eHTaluil U MyJIbTUMEIUHHBIX
(aiinoB, a TakKe — BUACONPOSKTOPOM U JKATIO3M Ha OKHAX;

— yueOHbIE ayJUTOPUU JUIS TPOBEICHUS MPAKTUYECKHX 3aHATHI: J1abopaTtopusi MpOrpaMMHO-
anmapaTHbIX CpeACTB o0ecredeHnss HHPOPMALMOHHOM 0€301acHOCTH;
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http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://www.studentlibrary.ru/ru/book/ISBN9785940746379.html
https://djvu.online/file/3HtxghHPox4Wz?ysclid=lky1pbq2jx135883838
https://urait.ru/bcode/555950
https://www.elec.ru/viewer?url=/files/2019/08/06/В.И._Завгородний_-_Комплексная_защита_информации_в.pdf&ysclid=lky1r8md8r103744543
https://www.elec.ru/viewer?url=/files/2019/08/06/В.И._Завгородний_-_Комплексная_защита_информации_в.pdf&ysclid=lky1r8md8r103744543
http://clsz.fsb.ru/clsz/license.htm
http://www.gost.ru/

— y4eOHbIe ayAUTOPUH I IPOBEIECHUS IPYMNIOBBIX U HHAMBUYalIbHBIX KOHCYJIbTAIUM;

— y4eOHbIE ayAUTOPUH [T IPOBEAECHUS TEKYILEro KOHTPOJIS U IPOMEXYTOYHON aTTeCTallny;

— MOMEIIEHHS JUI CAMOCTOSTEIIbHOU PaboTHI;

— MOMELICHHs JIi XpaHEHUs U NPO(PUIAKTHUECKOTO OOCIYKHMBAaHUS TEXHUYECKHX CPEICTB

00yJeHUsI.

[ToMerieHust 11 cCaMOCTOSTENFHONU pabOTHl 00YUAIOIIMXCS OCHAIICHBI KOMITBIOTEPHON TEXHUKOM
C BO3MOXKHOCTBIO IOJKIIOYEHUS K ceTH VIHTepHeT M obOecnedyeHueM J0CTyla B 3JIEKTPOHHYIO
nH(OPMAIIMOHHO-00pa30BaTEeLHYIO CPey OpraHU3aIiH.

ABTOpP(BI):

JloneHT kaeapsl KOMIBIOTEPHOH OE30IaCHOCTH
¥ MaTeMaTUYeCKHX METO0B 00paboTKH HH(pOpMAITUN B.H. Kus3eB



[Mpuio:xkenne Nel k padodeil mporpamMMe QM CHUTIINHbBI
«3amuneHHble HHPOPMALMOHHBbIE CHCTEMbI»

@oH/1 OLIEHOYHBIX CPEACTB /IJIsA MPOBeAeHHs
TeKylleil U MPOMEKYTOYHOM aTTecTaluu
CTY/JA€HTOB MO IUCUHUILINHE

1. TunoBble KOHTPOJILHBIE 32JaHUS U HHbIE MATEPHAJIbI, HCIIOJIb3yeMble B MpoIecce
TEKYIero KOHTPOJIsI yCreBaeMOoCTH.

Tema 1. BBenenue B aBTOMaTU3UPOBAHHbBIE CHCTEMBI — OOUIME MOHSATHS.

1. 3aganus 1ist caMoCTOATEIbHOI PadoThI o Teme 1.

1.1. I3y4nTh OCHOBHBIE HOPMATHBHO-TIPABOBBIE JOKYMEHTHI Poccuiickoit ®eneparuu B o0jacTu
orpeiesieHus], pa3padoTku u 3amuThl AC.

TeMa 2 ABTOMaTI/I3I/IDOBaHHI)I€ CHUCTCMBI B 3AIMMIIICHHOM HMCIIOJHCHHHN.

1. 3aganus 1JIst CaMOCTOSATEILHON PaGoThI IO TeMe 2.

1.1. I3yuyuTh OCHOBHBIE HOPMATHBHO-TIPaBOBble JOKYMeHThl Poccuiickoii ®enepauuu B oOnactu
ornpeneneHusi, pazpadbotku u 3ammtsl AC3U.

Tema 3. Co3znianne aBTOMaTU3UPOBAHHBIX CUCTEM.

1. 3aganus 1JIst CaMOCTOATEILHOM PadoThI O TeMe 3.

1.1. 3yuuth ocHOBHBIC cTaauu U 3tambl cozganus AC3U B coorserctBuu ¢ 'OCT 34.601-90.
2. Borpochl K KOHTPOJILHO# paGore mo temam 1 — 3.

2.1. JlaTp onpenenenne aBTOMaTH3UPOBAHHON CHCTEMBI.

2.2. [latb onpenenenue pyHKIUU aBTOMAaTU3UPOBAHHON CUCTEMBI.

2.3. JlaTe onpeneneHue 3a1a4e aBTOMAaTU3HPOBAHHON CHCTEMEI.

2.4. IlepeurcanTh OCHOBHBIE KOMITOHEHThI aBTOMAaTH3UPOBAHHOM CUCTEMBI.

2.5. JlaTh onpeneneHne aBTOMaTU3UPOBAHHOTO PabOYero Mecra.

2.6. [lepeuncanTh OCHOBHBIE MIOKA3aTEIN aBTOMAaTU3UPOBAHHON CUCTEMBI.

2.7. [laTpb onpenenenne >KU3HEHHOTO IIMKJIa aBTOMATU3HPOBAHHOM CUCTEMBI.

2.8. [laTb ompeneneHue cTauy CO3/1aHKs aBTOMAaTU3UPOBAHHON CUCTEMBI.

2.9. [laTpb ompenernenue 3Tamy Co3JaHus aBTOMAaTH3UPOBAHHOMN CHCTEMBI.

2.10. JlaTh onpezieneHre TEXHUYECKOMY 3a/1aHUI0 Ha aBTOMAaTU3UPOBAHHYIO CHCTEMY.

2.11. JlaTh onpezieNieHHe TEXHUIECKOMY IPOEKTY Ha aBTOMAaTH3UPOBAHHYIO CUCTEMY.

2.12. Jlath onpeneneHue paboyeil JOKyYMEHTAI[MH HAa aBTOMATU3UPOBAHHYIO CUCTEMY.

2.13. JlaTh onpeienieHre YKCIUTyaTallHOHHON JOKYMEHTAIMH Ha aBTOMATU3UPOBAHHYIO CHCTEMY.
2.14. Jlath onpezeneHure o0IIeMy MporpaMMHOMY 00€CIIEYeHHIO aBTOMAaTU3UPOBAHHON CHCTEMBI.
2.15. JlaTh onpeienieHre CreNUaIbHOMY IIPOTPAMMHOMY 00€CTICUEHUI0 aBTOMATH3HPOBAHHONW CUCTEMBI.
2.16. JlaTh onpezeneHe rocyJapCTBEHHOM TaliHbI.

2.17. JlaTh onpesienieHue CITy>)KeOHOM TaliHBI.

2.18. Jlath onpezieneHue ceKpeTHOM nHpopMaluu.

2.19. llaTh ompeieicHHe 3amuIaeMoi HHpOpMaIiH.

2.20. Jlath onpeieneHue 3ammre HHGOpMaIum.

2.21. JlaTh onpesieNieHHe aBTOMAaTH3UPOBAHHON CUCTEMBI B 3alIIUIIIEHHOM HCITOJTHEHHH.

2.22. JlaTh onpezieeHre CUCTEMBI 3allIUThl aBTOMAaTU3UPOBAaHHOHN MH(OpMAIIHH.

2.23. TlepeuncnuTh GYHKIUU CUCTEMBI 3amuThl HHPopmaruun AC3U.

2.24. Jlath onpejienieHle HECAHKIIMOHUPOBAHHOTO JOCTYyTIA.

2.25. Tlepeuncimtsh knaccs 3ammmernocta AC ot HCI.

2.26. Ilepeuncnuts craguu co3nanus AC3U.

2.27. TlepeunciuTh 3Tanbl padOT, BBITIOIHIEMBIX Ha cTaquu GpopmupoBanus Tpedoanuii k AC.

7



2.28. TlepeuncauTh Tansl padoT, BBITIOIHIEMBIX Ha CTaauK pa3padoTka koHuenuu AC.
2.29. IlepeuncnuTh 3Tanbl padoT, BHIIOIHIEMbIX Ha CTaIMU BBOJA B JICHCTBUE.

Tema 4. Ceprudukanus cpeACTB 3alUTHI HHOOpMALIUH.

1. 3aganus 1Ist CaMOCTOSATEILHOM PadoTHI 10 Teme 4.

1.1. 3yuuTh OCHOBHBIE HOPMAaTHBHO-IIPABOBbIE JOKYMEHTHI Poccuiickoit @enepanuu o cepTuUKaUH
CPEJICTB 3aIIUThl HH(POpPMAITUH.

Tema 5. CpencrBa obecrieuenus Hajgexxgoctu AC3U.

1. 3aganus 1Ist caMOCTOATEIbHOI PadoThHI IO TeMe 5.
1.1. 3y4nTh OCHOBHBIE CPEICTBA M TEXHOJIOTUHU CO3JJaHUSI OTKA30yCTOMUMBBIX CHCTEM.

Tema 6. Box B sxcruryaraiio AC3U Ha 00bekTe nHhOopMaTH3alnu.

1. 3aganus 1JIst CaMOCTOATEILHOM PadoTHI IO TeMe 6.

1.1. 3yuuTh OCHOBHBIE ATAIBl M TIEpEUYEHb JOKYMEHTOB, TpeOyeMbIX sl BBOja B KciuryaTanmnio AC3U
Ha 00beKTe MHPOPMATH3AIIUH.

2. Bonpockl K KOHTPOJIbHOI paGoTe mo Temam 4 — 6.

2.1. JlaTb onpenerneHue creuaibHOU TPOBEPKHA TEXHUUECKUX CPEIICTB.

2.2. JlaTpb ompeneneHune crieuaabHbIM UCCIeIOBAHUAM TEXHUUECKUX CPECTB.

2.3. Jlath onpeneneHue NoHITHS 00beKTa HHPOpMaTHU3aAIIH.

2.4. JlaTp ompeneneHne OCHOBHBIM TEXHUYECKHAM CPEICTBAM M CUCTEMaM.

2.5. [laTp omnpeneneHne BCIoMOTraTeIbHBIM TEXHUYECKHM CPEJICTBAM U CUCTEMAaM.

2.6. [laTpb ompenenenne rpaHuIibl KOHTPOIUPYEMOW 30HBI 00bEeKTa MHPOPMATH3AIIH.

2.7. OxapakTepu30BaTh METOIbl 00CCIICYCHHUSI OTKa30yCTOWYMBOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

2.8. OxapakTepu3oBaTh CIIocoObI 00ecreueHHsI 0TKa30yCTOHYNBOCTH aBTOMATH3UPOBAHHBIX CHCTEM.

2.9. OxapakTepu3oBaTh CpeCTBa 00ECIICUCHHsI OTKA30yCTOMUYMBOCTH aBTOMATH3UPOBAHHBIX CHCTEM.
2.10. ChopmynupoBate  ocHoBHble TpebOoBanuss ECKJ[ mo pa3paboTke 9SKCIUTyaTallMOHHOM
JOKYMCHTAIHH.

2.11. ChopmynupoBate  ocHoBHble TpeOoBanuss ECKJ[ mo pa3paboTke 9SKCIITyaTalMOHHOM
JOKYMCHTAIHH.

2.12. N3noxuts nopsok BBojga AC3U B akcIuTyaTamnuio Ha 00beKTe HH()OPMATH3AIHH.

Tema 7. Opranuzanus 00paboTky KOH(GUICHIMATBLHOW HH(OPMAaLIHH.

1. 3apanus 1Jisi caMOCTOSATEIbHOI PadOTHI 1O Teme 7.

1.1. I3yuuTh OCHOBHBIE HOPMAaTUBHO-IIPABOBBIE JOKYMEHTHl 1O paboTe ¢ KOH(PUACHINATbHON
uHpopmanuen.

Tema 8. Opranm3anus TexHuueckoro oocnyxubanus AC3U.

1. 3apanus 1J1st caMOCTOATEIbHO PadoThI MO TeMe 8.

1.1. I3yuuth OCHOBHBIE BHUABl TexHHYeckoro obcmyxkuBanus AC3U. W3yuuts cpencrtsa
nuarHoctupoBanus AC3U.

2. Cniucok BONPOCOB M (MJIH) 3aJaHMii IS MPOBeeHHsI MPOMEKYTOYHOM aTTeCTAI[HM.

Teoperuyeckue Bonpocsl.
1. Ha3Bath OCHOBHBIE (QYHKUUH cucTeMbl 3amuTbl MHGopmaruu (C3M) aBTOMaTH3upOBaHHOU
CHCTEMBI.
— Ha3Batp u oxapakTepusoBaTh CTaJMU CO3JaHUS ABTOMATU3UPOBAHHOW HWH(POPMALMOHHOM
CHCTEMBI.
— IIpencTaBuTh KiIacCUPHUKAIMIO aBTOMAaTHU3UPOBAHHBIM CHCTEMaM B 3aIMIEHHOM HCIOJIHEHUH
(AC3M) o tpeboBanusM 3amutsl nHGopmanuu ot HC/I.



— JlaTh XapaKTepUCTUKY aBTOMATU3MPOBAHHBIM CHUCTEMaM B 3amuiieHHoM ucnognenun (AC3N).
HasBate ocHOBHBIE KOMIIOHEHTHI AC3U.

— Onucatp nporecce ceprudukanmu Texauaeckux C3U.

— Omnucats nponecc ceptudukanuu kpunrorpaduaeckux C3U.

— Omnucartsp nporecc ceptudukanuu anTuBupycHbIx C3U.

— Ha3BaTh BU/bI CTICHIMAIBHBIX POBEPOK TEXHUUECKUX CPEJICTB.

— Jlath XapakTepucTuKy cBoricTBaM u nokazarensiMm AC3U. Onucars xu3neHHbid ukia AC3U.

— OxapakTepu30BaTh COJIEp)KaHUE U TOPSAOK Pa3pabOTKM TEXHHYECKOTO 3aJlaHus Ha
npoektupoBanue AC3U.

— IlpencraButh KIACCUPUKANMUIO W JIaTh XapPaKTEPUCTUKY OCHOBHBIM YIrpo3aM O€30MacHOCTH
nH(OpMAaIIUY B aBTOMATU3UPOBAHHBIX CHCTEMAaX.

— IlpencraButh kiaccupuUKalKiO TPOrPaMMHOTO 0OECIIeYeHHs CPEICTB 3alIUThl HHPOPMAIUH O
YPOBHIO KOHTPOJISI OTCYTCTBUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEH.

— Ha3BaTp MeTOapl U CHOCOOBI Pa3pabOTKH aBTOMATHU3UPOBAHHBIX CHUCTEM M IOJCHUCTEM
0€301MacHOCTH aBTOMaTHU3UPOBAHHBIX CUCTEM.

— OxapakTepu3oBaTh CpeACTBa pa3pabOTKH aBTOMATHU3UPOBAHHBIX CHCTEM U IOACUCTEM
0€30MMaCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM.

- OX&paKTepI/I3OBaTB MCTOABI n CII0COOBI obOecrieyeHus OTK8.3OYCTOI7I‘{I/IBOCTI/I
ABTOMATU3HWPOBAHHBIX CUCTCM.
— HasBathb nu OXapaKTCpU30BaATh cpeacrBa obecreyeHus OTK&?»OYCTOIZ‘IPIBOCTH

aBTOMATU3HPOBAHHBIX CHCTEM.

— OCHOBHBIE METO/IbI MPOSKTUPOBAHHUS .

— ChopmynupoBatb ocHoBHble TpeboBanust ECKJl mo pa3paboTke KOHCTPYKTOPCKOMU
JOKYMEHTAI|H.

— CthopmymupoBare ocHoBHble TpeOoBanus ECK]l mo pa3paboTke 3KCIUTyaTallMOHHOM
JTIOKyMEHTAIUH.

— Onucarb CTPYKTYpY U COAepkKaHHe TEXHHUECKOTO 3aJaHus Ha .

— Jlate omnpenenenue, cHOPMYIHPOBATh NPHUHIUIBI M TOPSAOK TIOCTPOSHUS KOMILJICKCHOM
3aIIUTHI

— CchopmynupoBaTh OCHOBHBIE TpEOOBaHUSA 1O MPOCKTUPOBAHHIO KOMIUIEKCHOW 3alllUThI
uH(popmanroHHoi 6e3onacHoctu ot HC/I.

— Jlatp moHsTHE 00BEKTa WH(OPMATHU3AIMHU, OCHOBHBIX W BCIIOMOTATENbHBIX TEXHHUYECKUX
CPEJZICTB U CUCTEM.

— U3znoxuth nopsaok BBoga AC3U B skcmryatanuio Ha 00beKTe HHPOpMaTH3ALUH.

— Onucarh MOPSAOK CO3JAHUS, ydeTa, XpaHEHHs U pabOThl C DJIEKTPOHHBIMH HOCHUTEISIMU
KOH(HIEHIIMATbHON HH(pOpMAIIH.

— Omnucatp BUIbI TeXHUUECcKoro oocimyxuBanus AC3U.

IIpakTHYeckne BONMPOCHI.

1. ChopmynupoBaTh HazHaueHne U Bo3MOXHOCTH SIEM Ha ocHoBe MaxPatrol Security
Information and Event Managemen.

— ChopmynupoBaTh Ha3HaAUEHUE U BO3MOXKHOCTHU ceTeBoro ckanepa MaxPatrol.

— CopmynupoBare HazHadeHue U Bo3MokHOCTH pemiennit [TAK ViPNet Coordinator u T10
Admin u Client.

— ChopmynupoBath HazHaueHue u Bo3moxHoctu [10 Dallas Lock 8.0-K.

— HacTpotika n3011poBaHHON TTporpaMMHOi cpessl ¢ momotbio Dallas Lock 8.0-K.

— ChopmynupoBaTh Ha3HAYeHHE M BO3MOXKHOCTH MPOrpaMMHO - ammapaTHOro KOMIUIeKca
3amuTel Ha APM Ha mpumepe Co6o:s 3.0.

— 3ammra AC ¢ oneparmonnoit cucremoit Windows 10 ¢ ucnionp3oBanueM mratHbix cpeacts OC.

— HasBaTp u oxapaktepu3oBaTh BUbl TeXHUUYECKOro obcayxuBanus AC3U.



3. [lepeyeHb KOMIETEHIMI, ITaNbI X GOPMUPOBAHMS,
ONMHCaHUe MoKa3aTeJell U KpUTepueB OLlEeHUBAHUS

KOMIIeTeHIN i

HA Pa3JIMYHBIX 3Tanax ux GopMupoBaHus

9Tanbl Ikaja u KpUTEPUH OLCHUBAHUS KOMIIETEHIUI
Kon dopmu Ha Pa3jIMYHbIX dTanax ux (popMupoBaHus
poBaH
uHauKaT | Popma
opa KOHTPO us IMoxa3zarenn } § }
Ne OLlCHUBAHHSA IIoporossrit IIponBUHYTHIN Beicokui
KOMIIETe Jas
— TeMbI YPOBEHb YPOBEHb YPOBEHb
(paszae
J1a)
Ob6menpodeccnoHaIbHbIEe KOMIIETEH AN
HN-OIK- | - 3anan | Temb | 3naTh: 3Haer: 3Haer: 3Haer:
21 ua | l-8 |- ocHoBHBIE — OCHOBHEIE — OCHOBHBIE — OCHOBHEIC
Cnocobe | camoct MPUHIIUIIBI MPUHLIUIIBI PUHIUTIBI MPUHITUTIBI
H OATEIb OpraHu3aiuu OpraHu3aluu OpraHu3aluu OpraHu3aIuu
OCYHIECT | HOM TEXHHUYECKOI'O U | TEXHUYCCKOI'O M | TEXHUYECKOIO U | TEXHUYECKOI'0 U
BJIATH paboThl MPOrPAaMMHOI0 | IPOIPAMMHOIO | IPOTPAMMHOTO MIPOTPAMMHOI0
pa3pabor | — Kour olecrieueHus olecrieueHus oOecrieueHus oOecrieueHus
Ky poJibHA 3aIlIMIIEHHBIX 3aIlIMIIEHHBIX 3alIUIIEeHHBIX 3alIUIIEHHBIX
TEXHHYEC | g nH(OPMANMOHH | MHOOPMAIIMOHH | THPOPMAITMOHHBIX | HH(POPMAIIMOHHBI
KOro pabora BIX CUCTEM BIX CUCTEM CHUCTEM X CUCTEM
NPOCKTa | — Jk3a YMerh: YmMmeer: YmMmeer:
CUCTCMBI | pveq — pa3pabartbIBaT — pa3pabarpiBaTh | — pa3pabaThIBaTh
(mmbo ee b MOJICIIA MOJICIIA MOJEeIIN
IMOACHUCTC HaIeKHOCTH, HaIE)XHOCTH, HaIe)KHOCTH,
MBI, JTH00 MacCcoOBOI'o MacCOBOI'O MacCOBOI'0
KOMITOHE 00CIyKUBaHUS o0CIyKUBaHUSI U | OOCIIy>)KMUBaHUSI U
HTa) 51 pHUCcKa pHUCKa pHUCKa
obecrneue 3aIHINECHHBIX 3aIHIICHHBIX 3aIHINCHHBIX
HUA CUCTEM u CHUCTEM M CPEIACTB | CUCTEM U CPEACTB
uH(popma CpencTB XpaHEHNS, XpaHEHHS,
[IHOHHOM XpaHeHus, 00paboTKH U | 00paboTKN u
Oesonacu 00paboTKH  m nepeayn Tepe1aun
OCTH. rnepenayu uHbOpMaIuu uH(bOopMaIuu
uH(popManun Baaneer
Baagernb HaBbIKAMM:
HABbLIKAMH: — ¢opmynupoBat
— ¢opmynupoBa b W  peuiarth
Tb W pelarb 3aJa4yu
3aJ1a9u MOJETUPOBAHUS
MOJEIUPOBAHHUS 3alUILIEHHBIX
3aIIMIITCHHBIX WH(POPMAITMOHHBI
uH(MOpPMAaIOHH X CHCTEM, B TOM
BIX CHCTEM, B YUClie CPEeACTB H
TOM YHCIe CeTel XpaHEHU,
CPEJ/ICTB | CeTei 00paboTKu u
XpaHEeHus], nepenayu
o0paboTku U nHpopmanuu
nepenayu
nH(popManun
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HN-OIIK-
31
Croco0e
H
OCYIIIECT
BIIATh
paszpaboTt
Ky
MIPOCKTOB
pabouux,
TEXHUYEC
KHUX,
opraHusa
LIMOHHO-
pacropst
JIATEIIbH
BIX H
IKCILTyaT
ALMOHHBI
X
JOKYMEH
TOB  IIO
obecmeye
HHIO
nHpopma
IIMOHHOMU
Oe3omacH
OCTH B
COOTBETC
TBUU C
JNEUCTBY
FOIIUMHU
HOpMaTH
BHBIMU
aKTaMH U
rocyapc
TBEHHBIM
51
CTaHIapT
aMH.

— 3aman
ue IS
CaMoCT
0STEIb
HOH
paboThI
— Kont
poJIbHA
i
paborta
— DKk3a
MEH

TeMmel
1-8

3HaThb:

— TpeOoBaHus
PYKOBOJSIINUX U
HOPMAaTUBHO-
METOAUYECKHX
JIOKYMEHTOB TIO
CO3JaHHIO u
IKCILTyaTaI[uu
AC3.

YMeThb:

— IPOCKTUPOBAT
b AC31 B
COOTBETCTBUU C
TpeOOBaHUSAMHU
HOPMAaTUBHBIX
JIOKYMEHTOB.
Baagersn
HABBLIKAMH:

— OpraHU3alH
BBITTOJIHEHHS
paboT 1o BBOIY
B
AKCILTyaTaIUIo
CHCTEM u
CpENICTB
obecreucHus
uH(pOpMaITMOHH
o
0€30IacHOCTH.

3Haer:

— TpeOoBaHus
PYKOBOJAIIUX
HOpMaTHUBHO-
METOAMYECKHX

JOKYMCHTOB II0

CO3IaHHIO
JKCIUTyaTalluu
AC3MU.

u

3naer:

— TpeGoBaHUSA
PYKOBOISIIAX
HOPMAaTHUBHO-
METOAMYECKIX
JIOKYMEHTOB
CO3JIaHHIO
IKCILTyaTaluu
AC3H.
Ymeert:

— IPOEKTUPOBATH
AC31
COOTBETCTBUU
TpeOOBAHUIMU
HOPMAaTHUBHBIX
JIOKYMEHTOB.
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B
C

3Haer:

— TpeOoBaHuUs
PYKOBOJSIIIMX U
HOPMAaTHUBHO-
METOIUYECKHX
JOKYMEHTOB  TIO
CO3/IaHMIO u
IKCIUTYaTaIHH
AC3H.

Ymeer:

— MPOCKTUPOBATH
AC3HU B
COOTBETCTBHU C
TpeOOBaHUSIMU
HOPMAaTHUBHBIX
JIOKYMEHTOB.
Baageer
HABBIKAMH:

— OpTaHU3aIHH
BBITTOJTHEHHUS
paboT 1o BBOAY B
IKCILTyaTaIHIo
CHCTEM U CPEJICTB
oOecreycHus
nH(}OpMaAITMOHHO
11 0€30ITaCHOCTH.

HCJ'II)I-O npoucaypbl OLCHUBAHHUA SABJIACTCA OINPCACICHUEC CTCICHHU OBJIAJACHHUA CTYACHTOM

OXKUJACMBIMH  PE3YyJIbTaTaMU 06y‘IeHI/I$[ (3HaHI/IHMI/I,

NESATETLHOCTH).

[Tporieaypa orieHUBAHUS CTETICHU OBIJIAJICHHUS CTYACHTOM OXXHJIA€MBIMH pe3ylbTaTaMu OOyUeHUs
OCYIIIECTBIISETCS C TOMOIIBI0 METOJUYCCKUX MAaTEpPHAJIOB, TPEJCTABICHHBIX B pasneine «TumoBbe
KOHTPOJIbHBIC 33JJaHUsI WM WHBIE MaTepHalibl, HEOOXOAUMBIE NIl OLICHKH 3HAHUM, YMEHUH, HABBIKOB U

(unn) ombITa AESATENbHOCTH, XapaKTEPU3YIOIIUX 3Tallbl POPMUPOBAHUS KOMIIETEHIIUN»

YMCHUAMU,

KpnTeplm OLICHUBAHUA CTCIICHU OBJIAJICHUSA

3HAHUSIMU, YMEHUSIMH, HABBIKAMM U (MJIH) ONBITOM
NesiTeJIbHOCTH, ONIpe/le/IAIoNie YPOBHH
copMUpPOBAHHOCTH KOMIIETEHIM I
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IloporoBelii ypoBeHb (00IIHE XapaKTEPUCTUKH ):

— BJIaJICHUE OCHOBHBIM 00EMOM 3HAHHIA MO MPOTPaAMME TUCITUTLINHEI,

— 3HAaHUE OCHOBHON TEPMHHOJIOTHMH JaHHOW 00JacTH 3HAHWH, CTHJIMCTHYECKH TPaMOTHOE,
JIOTUYECKH MPABUIHLHOE U3JI0’KEHUE OTBETA Ha BOIIPOCHI 0€3 CYIECTBEHHBIX OIIUOOK;

— BJIQJICHUE WHCTPYMEHTApUEM JUCLUIUIUHBI, YMEHHUE €ro HCIOJb30BaTh B PEHICHUH
CTaHJAPTHBIX (TUIIOBBIX) 33]1a4;

— CIIOCOOHOCTh CaMOCTOSITENIbHO NMPUMEHSITh TUIOBBIC PEIICHUS B paMKax paboueil mporpamMmsl
JUCHUTLTUHBI;

— YCBOEHHE OCHOBHOM JIUTEPATYPhl, PEKOMEHIOBAHHON pabouell mporpaMMoi JUCIUILIUHBL,

— 3HaHue 0a30BbIX TEOPUH, KOHILICTIUN U HAMIPABICHUM 110 U3y4aeMON AUCIUILIHHE;

— caMoOCTOoATeNbHass paboTa Ha MPAKTUYECKHMX U JaOOpaTOPHBIX 3aHATUAX, MEPUOIUYECKOE
ydacTue B TPYIIIOBBIX 00CYKICHUSIX, TOCTATOUHBIA YPOBEHD KYJIbTYpPhl HCIIOJTHCHUS 3a/IaHUH.

IIpoaBuHyTHI YpOBeHb (00IIHE XapaKTEPUCTHKH):

— JI0OCTATOYHO IMOJIHBIE U CUCTEMATU3UPOBAHHBIC 3HAHUS B 00BbEME MTPOTrpaMMBbl TUCIUILIUHBL;

— UCTOJIh30BAaHNE OCHOBHOW TEPMHUHOJIOTHH JJAHHOW 00JaCTH 3HAHWH, CTUIIMCTUYECKU TPAMOTHOE,
JIOTUYECKH MPABWIBHOE U3JI0KEHUE OTBETA HA BOIIPOCHI, YMEHUE JI€JIaTh BHIBOIBL;

— BJIQJICHUE MHCTPYMEHTAPUEM JMCUUIUIMHBI, YMEHHE €T0 UCIOJIb30BaTh B PEUICHUU YUYEOHBIX U
poecCHOHANTBHBIX 3a]1a4;

— COCOOHOCTh CaMOCTOSITENIFHO peIlIaTh CIOXKHBbIE 3a1a4du (mpoOiembl) B paMkax paboueit
[IPOrpaMMbl IUCLUILINHBI;

— YCBOEHHE OCHOBHOW U JTOMIOJIHUTEIBHOM JINTEPATYpPhl, PEKOMEHA0BaHHOMN paboueil mporpamMmoit
JUCLUIIIUHBI;

— YMEHHE OPUEHTHUPOBATHCS B 0A30BBIX TEOPHUAX, KOHIEMIUIX W HAMpPaBICHUSIX MO HM3y4aeMOil
JTUCIUILIMHE U 1aBaTh UM CPAaBHUTEIHHYIO OLICHKY;

— caMoCToATeIbHas paboTa Ha MPAKTUYECKUX U JIADOPATOPHBIX 3aHATHSX, YYaCTHE B TPYMIIOBBIX
00CYKIICHUSX, BRICOKHI YPOBEHB KYJIBTYPhI HCIIOTHCHHSI 3a/IaHUH.

Bbicokuii ypoBeHb (001111€ XapaKTEPUCTUKH ):

— CUCTEMAaTU3HPOBAHHBIC, TTTYOOKHE U MOJHBIC 3HAHUS 110 BCEM Pa3fiesiaM JTUCIUILIAHEI;

— TOYHOE MCIOJIb30BaHUE TEPMHUHOJOTUU JAaHHOW 00JIaCTU 3HAHWHM, CTUJIMCTUYECKUA TPAMOTHOE,
JIOTUYECKH MPABUIIBHOE U3JI0KEHUE OTBETA HAa BOMIPOCHI, YMEHHE JIeJIaTh 000OCHOBAHHBIE BBHIBOJIBI;

— Oe3ympeuHoe BJaJIeHHEe WMHCTPYMEHTapueM JUCHUUIUIMHBI, yYMEHHE €ro WCIOJIb30BaTh B
MMOCTAaHOBKE U PEIICHUH HAYYHBIX U TPO(PECCHOHANIBHBIX 3a/1aY;

— CTMOCOOHOCTh CaMOCTOSITEIBHO M TBOPUYECKH peIaTh CIOXKHBbIE 3a1adyd (IpoOJieMbl) B paMKax
paboueii mporpaMMbl TUCHUTIIIHBL

— MIOJIHOE U TJIyOOKO€ YCBOCHHE OCHOBHOM U JIOTIOJIHUTEIBHOW JUTEPATyphl, PEKOMEHI0BAHHON
paboueii mporpaMMoi TUCIUTIIINHBL;

— YMEHHE OPUEHTHUPOBATHCA B OCHOBHBIX TEOPUSIX, KOHIICTIIMAX M HAMPABJICHUIX MO U3y4aeMOil
JTUCIUTIIIMHE U IaBaTh UM KPUTHUUYECKYIO OIICHKY;

— aKTHUBHAs CaMOCTOsITeNbHAs paboTa Ha MPAKTUYECKUX M TAOOPATOPHBIX 3aHATHSIX, TBOPUECKOE
y4acTHE B TPYIOBBIX OOCYKACHUSIX, BHICOKH YPOBEHb KYJIbTYpPbl HCTIOTHEHUS 3a/1aHUH.

Onucanue npouenypbl BLICTABJICHUS OLECHKH

DK3aME€H COCTOMT M3 JIByX TEOPETHYECKHUX BOIMPOCOB M OJHOTO MPAKTUYECKOTO 3aJaHMs,
BBITIOJTHSIEMOTO Ha JIA0OpaTOPHOM 000PYIOBaHUH.

B 3aBucumocty oT ypoBHS c(HOPMHPOBAHHOCTH KaXXIOH KOMIETCHIIMH 110 OKOHYAHHH OCBOCHUS
JTUCIUTIIMHBL  CTYJIEHTY  BBICTABIsACTCA  OIEHKA. Bua  OmeHKH  («OTJIIMYHO»,  «XOPOIIOY,
«YIOBIETBOPUTEILHO», «HEYIOBICTBOPUTEILHO») ONpEeNsIeTcs padoueil mporpaMMoi TUCIUIUIMHEL B
COOTBETCTBHUH C YICOHBIM IIJIAHOM.

Or1eHKa «OTIUYHO» BBICTABIISIETCS CTYIEHTY, Y KOTOPOTO KaKJash KOMIETEHIIUs (ITOJIHOCTHIO WIIH
4aCTUYHO (hopMuUpyeMasi JTaHHOW JUCITUTUIMHON) chopMUpOBaHa Ha BBICOKOM YPOBHE.
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OrneHka «XO0poI10» BBICTABISETCS CTYACHTY, Y KOTOPOTO Kak/lasi KOMIETeHIIUs (TIOJTHOCThIO WU
4acTUYHO (popMupyemast JaHHOH TUCIMIUIMHOMN) COPMHUPOBaHA HE HIXKE, UEM Ha IIPOABHHYTOM YPOBHE.

OneHka «yJIOBJIETBOPUTEIIBHO» BBICTABISAETCA CTYIAEHTY, y KOTOPOTO KaXJas KOMIIETECHIIMS
(TOJTHOCTBIO MJIM YacTUYHO (popMupyemas AaHHOW AMCHUIUIMHON) c(OpMHpOBaHA HE HIDKE, YeM Ha
IIOPOrOBOM YPOBHE.

OneHka «HEYIOBJICTBOPUTEIHHO» BBICTABISIETCS CTYIEHTY, Y KOTOpOro XOTs Obl oOJHA
KOMITETEHIMs (TIOJHOCTRIO MM YacTUYHO (GopMupyemasi JaHHOW TUCIUIUIMHON) chopmHpoBaHa HUXKE,
4eM Ha IOPOTOBOM YPOBHE.
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IMpuiio:xxkenne Ne2 k padoyeil mporpaMMme QU CIUATIINHbBI
«3amuneHHble HHPOPMALMOHHBbIE CHCTEMbI»

MCTOIII/I‘-ICCKI/IC YKazaHud 1JIsl CTYACHTOB I10 OCBOCHHUIO JTUCITUIIJINHBI

CTyzeHTy JI0OCTaTOYHO CIIOXKHO CAMOCTOSITENIbHO OCBOHUTH BOITPOCHI JUCHHUILIMHBI «3alUIIEHHbIE
uH(DOpMAaIMOHHBIE CUCTEMbI». [loCemeHne BCeX MPEIyCMOTPEHHBIX AYAUTOPHBIX 3aHSTHI SIBISICTCS
COBEPIICHHO HEOOXOAMMBIM. be3 YIOpHBIX U PETYISIPHBIX CAMOCTOSITCIBHBIX 3aHSITHH B TCUCHHUC
ceMecTpa c1aTh dK3aMeH MPAKTHYECKH HEBO3MOKHO. M3ydeHue MUCIUILIMHBI IPEANOoJIaracT yBEPEeHHOEe
BJIJICHHE KOMITBIOTEPOM, YMCHHE OCYIIECTBIISATh MOMCK wuHpopmanuu B cetu Hureprer. Kpome
yriIyOJICHHOTO OCBOEHHS OCHOBHOW W JIONOJIHMTENLHOM JIUTEPATyp, PEKOMEHIYETCS OTCIICKUBATH
peryisipHO  OOHOBISIEMbIC MAaTephaibl TOCYAAPCTBEHHBIX CTAHIAPTOB POCCHHM MO  YIPaBICHHUIO
6e3onmacHocTH Ha oduimansHoM caiite Poccranmapra Poccun (http://www.standard.gost.ru/wps/portal,
narta obpamienus 19.01.2022) B paznene «YBeaoMIIeHUs 00 YTBEPKACHUN HAITMOHAIBHBIX CTAaHAAPTOBY.

Takxke, PEKOMEHIYETCS HCIIOJB30BaTh pecypchl ceth VIHTepHeT, yKasaHHbIe B pasueie 7
POrPaMMBI.
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