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1. Henu ocBOeHMS IV CHUTITTHHBI

JucriunnmHa «be3onacHOCTh B COBPEMEHHOW MH(DOPMAIMOHHOW cpefie» oOecrieunBacT
npuodOpereHue O00ydaroIMMHUCA 3HAHUM, yYMEHMM W HaBblkOB no kommereHuuu OIIK-1.
«CrnocobeH MOHMMATh MPUHLUIB PAOOTHl COBPEMEHHBIX WH(GOPMAIMOHHBIX TEXHOJIOTMHA U
UCTOJIB30BaTh UX JUIA pelIeHHs 33734 NpoQecCHOHANBHON nesTenbHocTH» DenepaabHOro
roCy/IapCTBEHHOTO0 00pa30BaTEIbHOrO CTaHAApPTa BBICHIETO OOpa30BaHUS [0 HAIMPABICHUIO
noarotosku 42.03.01 Pexiiama 1 ¢BsI3U ¢ OOILIECTBEHHOCTHIO.

OCHOBHOHM LENbI0 W3YYEHMs JUCUUIUIMHBI SBISETCS TEOpPETHUYECKas M MpaKTUYecKas
MOArOTOBKA O0YyYarOIIUXCs K JeATEIbHOCTH, CBA3aHHOM C IPUMEHEHUEM COBPEMEHHBIX CPEICTB
¥ METOJIOB 3alIUThl HHGOPMAIMU B MOBCEIHEBHON U mpodeccruoHaibHon aesTenbHocTH. Kype
JIaeT MPEeJICTaBICHHE O MECTe U POJIH MH(OPMAIMOHHONW 0€30MacHOCTH B COBPEMEHHOM MHPE.
Ero wu3ydyenue maer BO3MOXKHOCTb CO3HATEJIBHOTO HCIOJB30BaHUS, OOpaOOTKH M 3alIUTHI

uHpOpMaLnH.

2. MecTo TMCHUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl
JlaHHasi TUCIUIUIMHA OTHOCUTCS K 00s513aTeNbHON YacTH 00pa30BaTEIbHOM MPOTPaMMBI.
Jucuumnnuna «be3onacHOCTh B COBpeMEHHON MH()OPMALIMOHHON Cpeziey» UTpaeT BaKHYIO
poITb i 00IIePOoeCCHOHATBFHON TTOATOTOBKH 00YYar0IIerocs.

3. Illianupyembie

pe3yJIbTaThI

o0yuyeHus1 1o

AUCHHUIIINHE, COOTHECCHHbIC C

IUIAHUPYeMbIMU pe3y/abTaTtamu ocBoenusi OIl 6akanaBpuara

[Tponecc n3yueHus QUCUUIUIMHBI HApaBiIeH Ha (GOpMUPOBAHHE CIEAYIONIMX KOMIIETCHIIUN
B cooTBeTcTBUU ¢ ®PI'OC BO, OOII BO n npuobperenus caenayonmx 3HaHui, yMEHuUH,
HaBBIKOB U (WJIN) ONBITA JESTEIbHOCTH:

Dopmupyemas Nuaukarop 10CTHKEHUSA Ilepeyennb
KOMIIeTeHITHsI KOMIIETEeHIINU IJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHsI
(xox u (xox u popmyJIpPOBKA)
¢dopmyaupoBKa)
YHuBepcaibHble KOMIIETEHIIMU
YK-8. Ciocoben NJI-YK-8.4 3nams:
CO31aBaTh U Crniocoben peliaTh | OCHOBHBIE MOHATHUS B 001acTH
IIO/IEPKUBATH CTaHJapTHBIC 3aa4u | 0OpabOTKH U 3aIlUThl HH(OPMALIUU U
Oe30macHble YCIOBHs | TPOeCcCHOHATBLHON UX OIPEACIICHUS;
JKU3HEACITEIIBHOCTH, | IEATEIbHOCTH  HA  OCHOBE | IOCJEN0BATEIBHOCTD BBIIIOJIHEHHS
B TOM YHCJIE [IPU uH(MOPMAaIOHHON u | paboT mo 3ammTe nHHOpMaInu;
BO3HUKHOBEHUH oubnuorpaduueckoit KJIACCU(PUKALIMIO HAPYIITUTEICH
Ype3BbIYaHBIX KyIbTYpbl C TpUMEHEHHEM | HH()OPMAIMOHHON OEe30MacHOCTH;
CUTYyalHi nH(pOpMaIMOHHO- BUbl U HA3HAUYECHUE CPEACTB 3aIIUThI
KOMMYHUKaIMOHHBIX uH(pOpMaInu.
TEXHOJOTMM H € y4eTroM | Ymems:
OCHOBHBIX TpeOOBaHMIl | yCTaHABIMBATh U OCYIIECTBIIATH
MH(pOpMaLOHHON MIEPBUYHYIO HACTPOUKY
0e30macHOCTH ONEPALlMOHHBIX CUCTEM,

AHTUBUPYCHBIX CPEICTB U
MEXKCETEBBIX KPaHOB.
Bnademw nasvikamu:

paboThI CO CPeICTBAMHU 3AIHUTHI
nHpopManuu




4. O0beM, CTPYKTYpa U CO/iepPKaHMe TN CHUTITHHbBI
OO0mmas TpyA0€MKOCTh JUCIUIUIMHBI COCTABIISICT 2 3a4€THBIE SAMHUITGI, /2 aKaj. Jaca.

Ne Tembi (pa3aennbl) Buabl y4eOHbIX 3aHATHIA, @DopMbI TEKYLIETO
n/n AUCHUTLINHBI, BKJIIOYASl CAMOCTOSITEJILHYIO KOHTPOJIS
HX cojlepiKaHue = paGoTy CTY1eHTOB, ycneBaeMoCTH
9 U UX TPYA0EMKOCTh
= (B akaileMUYeCKHUX Yacax) dopma
o NPOMEKYTOYHOM
aTrecTanuu
(no cemecmpam)
KonrTakTHas padora
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Paznen 1l |IIpaBoBble 4 16 3
OpraHu3anMoHHbIE
OCHOBBI
ol0ecrnieyeHust
HH$opMaLOHHOI
0e30I1aCHOCTH B
Poccuiickoit
Denepanun
Tema 1.1 (IIpaBoBbIE OCHOBBI 4 | 2 1 |Tecr
obecrieueHus
nH(}OPMALIMOHHOU
0€30MacHOCTH
Tema 1.2 (3ammra 4 | 2 1 |Tecr
MePCOHATBHBIX
JTAaHHBIX
Tema 1.3 |Opranu3anuoHHbIE 4 | 2 1 |Tecr
OCHOBBI 0O€ecTieueHHs
nH(}OPMALIMOHHOU
0€30MacHOCTH
6 mom yucne ¢ 30 u 6 3  |Buneonekmumn
J[OT TEKCTOBEIC
MaTeprabl
y4eOHOTro mocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxurekTypa 4 | 2 1
KOMNbIOTEPA
Tema 2.1 |Apxurekrypa 4 | 2 1 |Tect
KOMITBIOTEpa
6 mom yucne ¢ 30 u 2 1 |Buneonexkuuu
J[OT TEKCTOBEIE




MaTepUaIbI
y4eOHOro mocoous,
Npe3eHTaIlH, TECT B
OVYK B

DemidOnline
Pa3nen 3 |OcHOBBI 3 9 |Tecr
uHGOPMALMOHHOM
0e30IacHOCTH B
OnepanuoOHHBIX
cHcTeMax
Tema 3.1 |BBenenue B 1 3 |Tect
MH(POPMAIIMOHHYIO
0€3011aCHOCTD
OTIepaIIMOHHBIX
CHCTEM
Tema 3.2 |MudopmannonHas 1 3 |Tect
0€3011aCHOCTD
OTIepaIIMOHHBIX
CHCTEM CeMeCTBa
Windows
Tema 3.3 [MudopmanmonHas 1 3 |Tecr
0e30IMacHOCTh
oIeparMOHHbIX
CHCTEM CeMeiicTBa
Linux
6 mom yucie ¢ 30 u 3 9 |Buzgeoiekiuu
/[OT TEKCTOBBIC
MaTepuabl
yueOHOro nocoodus,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Pa3nen 4 |OcHOBBI 3 9
HH$opMaOHHOI
0e30macHocTH B
JIOKAJIBHBIX
BBLIYHMCJIUTEILHBIX
ceTsax
Tema 4.1 |BBenenue B 1 4 |Tecr
ApPXUTEKTYPY
JIOKAJbHBIX
BBIYHCIIUTEIBHBIX
ceTen
Tema 4.2 |CereBble yrpo3bl U 1 4 |Tect
METOIBI
MIPOTUBOACHCTBUS UM
Tema 4.3 |MexceTeBble SKpaHbl 1 3 |Tect
6 mom uucne ¢ 30 u 3 11 |Buneonexiuu
J[OT TEKCTOBEIC
MaTepuabl

y4eOHOT0 1mocoows,
MPE3EHTAINH, TECT B




DYK B
DemidOnline
Paznen 5 [Kpunrtorpadpuuecku| 4 | 2 | 2 3
€ MEeTO/bI 3aIIUThI
uHopmanumn
Tema 5.1 |BBencuue B 4 2 2 3 |Tecr
KpunTorpaduueckue
METO/IbI 3aIHThI
nHpopmauu
6 mom qucie ¢ 30 u 2 1 3 |Buzgeonekiuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoous,
MPE3CHTAINH, TECT B
DVYK B
DemidOnline
0,3 | 10,7 |3auer
Bcero 3a 4 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03| 37,7

Coaep:xaHue pa3jesioB NIPOrpaMMbl TUCHUILIUHBI
«be3onacHocTh coBpeMeHHO# HHGOPMAILIMOHHOI cpeae»

Pa3nes 1. IlpaBoBble M OpraHM3alMOHHbIE OCHOBBI OOecrnedeHMss WHEGOPMALMOHHOM
Oe3onacHoctu B Poccniickoii @enepanuu.

Tema 1.1. IIpaBoBbIe OCHOBBI 0OeciedeHHsI THPOPMAIIMOHHOM 0€30aCHOCTH.

OcHoBHBIE TIpaBa TpaxgaH B cdepe o0paboTku M 3amuThl HHGopManuu. OCHOBHBIE
NPUHLIMIIBL TIPAaBOBOTO PETyJIHMpPOBaHUS B oOjacTu 0O0pabOTKM M 3allluThl HHEOOPMALUU.
Nudopmanusa. OcHOBHblE CcBoOiicTBa 0e30MacHOCTH HHGOpMaIMU: KOH(PUICHIHUATBHOCTb,
LEJIOCTHOCTh, JOCTYMHOCTb. Buapl MHpoOpManMu 1Mo HOPSAKY AOCTyHa M pacHpOCTPaHEHUS.
Orpannuenue goctyna K uHpopmauuu. Buasl TtaitH.  OOnanatens  uH(OpManuu.
Nndpopmannonusie texHosoruu. WHpopmannonusie cucrembl. Oneparop uHGOpMalMOHHON
cucreMbl. 3ammra uHpopMmanuu. OOBEKTHl 3alIUTHL. BuIbl OTBETCTBEHHOCTH B cdepe
00paboTKH ¥ 3aIIUTHI UH(POPMALIUH.

Tema 1.2. 3amura nepcoHalIbHBIX TAHHBIX.

[lepcoHanbHble JaHHbIE W TNPUHLUIB MX 0O0pabOTKM. BuIbl NepCOHANbHBIX JaHHBIX:
crenuaibHble, OMOMETpUYECKHE U OOIIEeIOCTYNHBIE. YCIoBHS 00pabOTKHM IMEPCOHATBHBIX
naHHbiXx. Cornmacue Ha 00pabOTKy TepCOHANBHBIX JaHHBIX. TpaHCTpaHWYHas Ieperada
NepCOHAIbHBIX JaHHbIX. [IpaBa cyOBeKTOB mepcoHalbHBIX AaHHBIX. OmnepaTop MEepCOHATBHBIX
JaHHBIX U ero oOs3aHHOCTH. Mepbl obecneueHUs] OE30MaCHOCTH TEPCOHAIBHBIX JIaHHBIX.
KoHTposb 1 HaA30p 3a BBIMOJTHEHHEM MEp MO 00ecreueHnt0 0€30MacHOCTH. Y TTOJTHOMOYECHHBIN
OpraH 0 3aIluTe NMpaB CyOBEKTOB MEPCOHATBHBIX JAHHBIX.

Tema 1.3. Opranu3anoHHbIe OCHOBBI 00ecTiedeHns HHPOPMAIMOHHOM 6€3011acHOCTH.

Kakue Bompocs! ctaBUT MHpopMannoHHas Oe3omacHocTh? IlocienoBarenbHOCTh AEHCTBHIMA
no 3amure uHpopManuu. BeisBieHrne U aHAIW3 UHPOPMAIMOHHBIX aKTUBOB. DOpMHpOBaHUE




TpeboBaHui 1o 3ammre MHPopMmauuu. [Toaxoapl K MOIENMPOBAHUIO HAPYIIMTENEH M yrpo3
nH(popManmoHHOW Oe3omacHOCTH. BpIOOp CpencTB W METOMOB  3alIuThl  MH(OpMAaIUU.
Buenpenue cucteMsl 3auThl HHOOPMAIHK. JKCIUTyaTalysi CHCTEMBI 3aIIUTHI HHPOPMALIUH.

Pa3nes 2. ApxuTeKkTypa KOMIIbIOTEpPA.

Tema 2.1. BBenieHue B apXuTeKTypy KOMIIBIOTEpPA.

[Ipoueccopel. OcHoBHasg (K3II W oOlepaTUBHAasg) namsaTh. BcnomorarenbHas MNamsTh.
YcrpolicTBa BBOJIa-BbIBOIA (IIMHBI, MOHUTOPBI, KJIABUATYPhl U MBIIIH, B€O-KaMepbl, IPUHTEPHI).
[TepconanbHble KOMIIBIOTEPHI U MOOUIIBHBIE YCTPOUCTBA.

Pa3nes 3. OcHoBbI HHGOPMALMOHHON 6€30I1AaCHOCTH B ONIePALMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B HHPOPMAIIMOHHYIO 0€3011aCHOCTD OTIEPAIMOHHBIX CUCTEM.

OO0mmii cnoco6 xpaHeHus u 00paboTku wuHpopManmuu B KommbioTepe. [loHsATHS
onepauvoHHOM u (aitnoBoit cucrem. CyOBbEeKThl, OOBEKThl, METOAbl M IIpaBa JOCTYIIA,
npUBWIErHM CcyObeKTa Joctyna. JIMCKpELMOHHOE YIpaBJIEHWE JIOCTYIIOM, MAaHAAaTHOE
ylpaBiieHue A0CTynoM. Mnentudukanus, ayreHTUGUKALIUS U aBTOpU3auus. AyTeHTU(UKALMS
Ha OCHOBE I1apoJiei, HA OCHOBE BHEUIHUX HOCUTEJIEH Kiltoua, OnoMeTpudecKkas ayTeHTU(UKALUS.

Tema 3.2. MadopmannonHas 0€30MacHOCTb ONEPaMOHHbBIX crucTeM cemeiictBa Windows.

VYrpasiieHHE TOCTYIIOM B OINEpPAIlMOHHBIX cucTemax cemeiictBa Windows. Unentudukarms,
ayTeHTU(HKALMS U aBTOPU3ALKUs B ONEPAMOHHBIX cuctemMax cemeiictBa Windows. Peanuzarnus
ay/MTa B ONEpaI[MOHHBIX cucTeMax cemeiicrBa Windows.

Tema 3.3. UadopmannonHas 0€30MacHOCTh ONEPAIIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYrpaBiieHHe JOCTYNIOM B ONEPAalMOHHBIX cHcTeMax cemeiictBa Linux. WMpentudukarms,
ayTeHTU(HKALUS U aBTOPH3ALlMs B OMEPAl[MOHHBIX CHcTeMax cemeiicTBa Linux. Peammsarus

ayJiTa B OMEPAIMOHHBIX CHCTEMax ceMeicTra Linux.

Pa3znen 4. OcHoBbl MH(OPMAIMOHHOM 0€30NMACHOCTH B JIOKAJIBbHBIX BHIYUCIUTEIBHBIX
ceTHX.

Tema 4.1. BBenieH1e B apXUTEKTYpy JOKaIbHBIX BEIYUCIUTENBHBIX CETEH.

JlokanbHble BbIUHCTHTENbHBIE ceTH. Momens ISO/OSI.  ApxutekTypa ©W OCHOBHBIE
MIPOTOKOJIBI JIOKATEHBIX BBIUMCITHTEIHLHBIX CETCH.

Tema 4.2. CereBble yrpo3bl U METO/IbI IPOTUBOACUCTBHUS M.
Knaccudukanmm cereBpx yrpos, ysa3Bumocted u atak. CeTeBble aTaKd Ha Pa3IMYHBIX
ypoBHsix Mognenu ISO/OSI. Knaccudpukanus BpeJOHOCHOTO TNPOTPAMMHOTO 0OECIICUYEHHS.

[Tpu3Haky IpUCYTCTBHS BPEJOHOCHOTO MTPOrPaMMHOT0 o0ecrnieueHusi. MeToabl 0OOHapyKEHHUS.

Tewma 4.3. MexceTeBble SKpaHBI.



MexceteBble 3kpanbl (M3). Mecto u poins MD B obecriedeHUn ceTeBOM 0E30MacHOCTH.
Knaccudukammst MD. OcHoBHBIE BO3MOXKHOCTH MD. JlocTromHCcTBa W HemocTaTku MD.
[TocTpoenue npaBui pUIBTPAIHH.

Pa3nen 5. Kpunrorpadguyeckne MeToAbl 3alIIUTHI HHPOPMALMH.

Tema 5.1. BBenenune B kpuntorpadguueckue METOIbI 3alIUThl HH()OpMAITUH.

Hcropuueckuii o4epk pa3Butug Kpuntorpadpuu. CuMMeTpu4yHas M aCHMMETpPHYHAs
Kpunrorpadus. BplUUCIUTENBEHO CIIOXKHBIE 3agaud  Marematukd. Kpunrocucrema RSA.
[Tonstue kpunrorpadguyeckoro mnportokosa. CBONHCTBa IMPOTOKOJOB, XapaKTEPU3YIOUIHE HX
6e3omacHoCcThb. Cxembl IU(POBOIL MOATIUCH.

5. Oﬁpa30BaTeJ’[LHbIe TEXHOJO0I'MA, B TOM YUCJI€ TEXHOJOI'UH 3JICKTPOHHOI'O oﬁyqe}mﬂ H
AUCTAHIIMOHHBbIC 06pa30BaTeJIbHI>Ie TEXHOJOIMd, UCIIO0JIb3YEMBbIEC IIPU OCYIICCTBJICHUH
06pa30BaTeJ'[I:HOFO nmpouecca mo TMCUIIJINHE

B nponecce 00ydeHus NCIONB3YIOTCS CIEAYIOIINE 00pa30BaTEIbHbIE TEXHOIOTUU:

AxageMuyecKkasi JieKIus (WIK JIEKIHs 00IIEro Kypca) — ocjieIoBaTeNIbHOE U3JI0KEHHE
MaTepuaga, OCYLIECTBISEMOE IPEUMYHIECTBEHHO B BHUAE MOHOJIOIa IPENOAaBaTEls.
TpeboBaHMs K aKaJeMHUYECKOH JIEKIUU: COBPEMEHHBIH Hay4HbI YpOBEHb M HACBHIIIEHHAs
UHPOPMATUBHOCTh, YOEOWTEIbHA AapryMEeHTalus, IOCTYIHas W TOHSATHAs peYb, YETKas
CTPYKTypa M JIOTHKA, HalM4ue SPKUX HPUMEpPOB, HAy4YHBIX J10Ka3aTeJIbCTB, OOOCHOBAHMIA,
(dakToB.

IIpobnemuas Jiekuusi — WU3JI0KEHUE MaTepuana, Ipearoarawpuee MIOCTaHOBKY
Hp06JIeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBCIICHHUE PA3JIMYHBIX HAYYHBIX IIOAXOIO0B,
aBTOPCKHE KOMMEHTApHM, CBA3aHHBIE C PA3JIMYHBIMU MOJEISIMU HMHTEpPHpPETAlMM HU3Yy4aeMoro
marepuana. [IpobiemHast IeKIusi HAUWHACTCS C BOIIPOCOB, C TOCTAHOBKH MPOOJIEMBI, KOTOPYIO B
XO0Jle M3JIOKEHUs MaTepuaja HeoO0XOAuMO pemuTh. B jeknuu coderaroTcst npoOjeMHbIE U
I/IH(l)OpMaLII/IOHHI)Ie Hayalia. HpI/I 9TOM IIPOLECC MO3HAHUA CTYACHTOB B COTPYAHHUYCCTBC U
JMajnore ¢ mpenojaBareieM NpUOIMKaeTcss K MOUCKOBOM, MCCIIEAOBATENbCKON J1EeSTENbHOCTH.
CopnepxaHue mpoOJeMbl pacKpblBaeTCcs IyTEM OpraHW3alluy I[OMCKa €€ pEelIeHUus WU
CYMMHpPOBAHMS U aHAIN3a TPAAULIMOHHBIX M COBPEMEHHBIX TOUEK 3PEHUS.

IIpakTnyeckoe 3aHAATHE — 3aHATHE, TOCBSILIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUHN U
HABBIKOB U 3aKPEIUICHUIO TIOJYYEHHBIX HA JIEKLIUU 3HAHUM.

OneKTpoHHBINH yueOHbIN Kypc «be3onacHOCTh B cCOBpeMeHHON MH(OpMAIIMOHHOM cpejiey» Ha
mwiardopme onnaiiH-o0ydenus DemidOnline, B koTopom:

— TPEICTaBJIEHBI BUAEO-JIEKIIMH 10 BCEM TEMaM AMCLUMILIMHBI U IPE3EHTALIUN K HUM;

— TPEICTaBJICHBI TEKCTHI JIEKIIMH 10 BCEM T€MaM JIUCLUIIINHBL;

— TPEICTaBJICHBI IPABUJIA POXOXKIEHUS POMEKYTOUYHON aTTECTALMU IO JUCLUIUINHE;

— TPEICTaBIECHbl TECThl MO TeMaM JUCHUIUIMHBI JJIs CaMOCTOSITENIbHOM paboTh
00ydJaromuxcs;

— T1mocpeAcTBOM  (GopyMa  OCYIIECTBISIETCS CHHXPOHHOE M (WIM) aCHHXPOHHOE
B3aUMOJICIICTBUE MEXIy OOYy4YaloOIIMMHUCS M IIpernojaBaTelieM B paMKax H3y4eHUs
JUCIUTUINHBI.

6. IlepeueHb JIMIIEH3MOHHOT0 M (MJIU) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPaAMMHOIO
ol0ecreyeHusi, HMCNOJb3YyeMOr0 IPH OCYLIECTBJICHHH 00pa30BaTeIbHOIO Iponecca Io
AUCHUIIJINHE

B npouecce ocymecTieHus 00pa30BaTEbHOIO MPOLECCA UCTIONB3YIOTCS:



nporpaMMHOE oO0ecreueHue i CO3JaHus M JAEMOHCTPAllid  Tpe3eHTAIHiA,

WITIOCTPAIMIA U IPYTUX YUSOHBIX MaTepPHAJIOB:

Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software

Delivery);

Microsoft OfficeSTD 2013,;

Virtual Box (cBo6oano pacrnpoctpansemoe 110);

Ubuntu (cBo6oano pacipoctpansemoe I10);

Kali Linux (cBoboano pacrnpoctpansiemoe I10).

— I ToWCKa y4deOHoW smTeparypbl Oubmuorexku Apl’Y — ABTOMaTH3MpOBaHHAS
oubmuoreuynas uadopmanronnas cucrema «kbYKU-NEXT» (ABUC «byku-Nexty);

— IIpU MPOBEJCHUY JICKIIUH HCIIOB3YIOTCS MYJIbTUMEIUIHBIC TPE3CHTAIUH;

— TMpU TPOBEICHHUU JIA0OOPATOPHBIX pabOT HCHONB3YIOTCS CPEACTBA BBIYHCIUTEIHHON
TEXHUKH, TTOJICPIKUBAIOIIUE IEPSUUCICHHOE POTrPaMMHOE 00eCIICYCHHUE.

7. IlepedyeHb cOBpeMeHHBIX MNPOoGecCHOHAIBHBIX 0a3 JaHHBIX W HH(OPMAIMOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX IIPH OCYILIECTBJIEHHN 00Pa30BaTEJIbHOIO MpoLecca mno
AUCHUILINHE

1. DnexTponnbie karajgoru Hb SIpI'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) conepxar 6ubnuorpadpuueckue 3anucu
BCEX BHJIOB JIOKYMEHTOB, COCTAaBJIIONMX (DOHJI OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAHHBIX
SA3bIKAX.

2. DueKkTpoHHasi 0ubMoTeKa yueOHbIX MaTepuaoB Apl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) coxmepxxutr ©Gomee 2500 moNHBIX
TEKCTOB Y4YEOHBIX U Y4EOHO-METOJUYECKHX MATepPHaJOB II0 OCHOBHBIM H3Yy4aeMbIM
AUCOUIITIMHAM, HW3JaHHBIX B YHUBCPCUTCTC. I[OCTYH B CCTHU YHHUBCPCUTCTA, 100 1o
JIOTUHY/TIapOIIIO.

3. CnpaBouHo-nnpaBoBasi cucremMa « KOHCYJIbTAHTILTIOC»

(https://www.consultant.ru/) crnpaBouYHO-TIpaBOBasi CHCTEMa [0 3aKOHOJATEIbCTBY
Poccuiickoit denepanumu.

4. CnpaBouHo-npaBoBasi cucrema «["apanr»

(http://www.garant.ru/)  copaBouYHO-TIpaBOBasi ~ CHCTEMa 10  3aKOHOJATEIbCTBY
Poccuiickoit denepanuu.

8. [lepeyeHb OCHOBHOIi W JOMOJHHUTEJILHOW Y4YeOHOW JIMTEpaTypbl, PeCypcoB
HHG(POPMALMOHHO-TEJICKOMMYHUKAUMOHHOH ceTH «MHTepHeT» (IPH HEOOXOAUMOCTH),
PeKOMEeH1yeMbIX /IJIsl OCBOCHUSA U CHUTIINHbBI

a) OCHOBHAasI JTUTEepaTypa

a) OCHOBHAasl JIUTepaTypa

1. besonacHocTh B COBpeMeHHOM MH(popMaIoHHOH cpeze. Yacte 1: yueOHOe mocobue.
B.H. Kusases, .M. Mypun; Spocin. roc. yu-T um. ILI'. [IemnnoBa. - Spocnasis:
NHJUNT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]

2. Jloragun, H. b. ApxutekTypa kKoMmibioTepa : yaeOHoe mocobue / H. b. Jloraguu. —
4-e u3n1. — Mockga : JlaGopaTtopus 3Hanmii, 2020. — 274 c.

3. By3za, M. K. Apxurekrypa kommetorepoB : yueOHuk / M. K. By3a. — MuHck
Beimitmas mkoina, 2015. — 414 c. [https://e.lanbook.com/book/75150]

4. Cononesuy, A. B. Komnbtorepusie cetu : yueonuk / A. B. CononeBnd. — MUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

5.

Pakutun, P. FO. Komnbrotrepusie cetu : yueOHoe mocobue / P. FO. Pakutun, E. B.
MockaneHko. — Bbapnayn : Antl'T1Y, 2019. — 340 C.
[https://e.lanbook.com/book/139182]
Kopxwuk, B. 1. OcHoBbl kpunrorpaduu : yuednoe nocodoue / B. M. Kopxuk, B. A.
SxoBneB. —  Camkr-llerepOypr : MWurepmemus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 1OMOJIHUTEIbHAS JIUTEepaTypa

1.

Konctutynus Poccuiickoit ®enepanuu: [npuHATa BCEHAPOAHBIM T'OJIOCOBAHHEM
12.12.1993 ¢ u3zmeHeHUsIMU, OAOOPESHHBIMH B X0JI¢ OOIIEPOCCHUICKOTO TOJIOCOBAHUS
01.07.2020]. — JlocTyn u3 cripaBOYHO-NIPABOBOM cHCTEMbI «KOHCYIBTaHTILTIOCY. —
TeKCT: AIeKTPOHHBIH.

VYronosubiii kopekc Poccuiickoit @enepanun: Penepanbhbiii 3akoH oT 13.06.1996
No63-D3: [mpunsat ['ocymapctBennorr [ymoit 24.05.1996]: (¢ u3MeHEHUAMH |
JIOTIOJIHEHUSIMU ). — Hocryn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHcynbranTILIIOCY). — TEKCT: 27IEKTPOHHBIN.

Komekc Poccmiickoit ®enepanun 00 aIMUHHCTPATUBHBIX IPAaBOHAPYIICHUSX:
®enepanphbiil 3akoH 0T 30.12.2001 Nel95-@3: [mpunsar ['ocyaapcrBenHoit [lymoii
20.12.2001]: (¢ wu3mMeHeHUsAMH U JOMOJHEHUsMU). — JlocTynm W3 CHpaBOYHO-
IpaBoBOM cUCTeMbI «KOHCYJIBTaHTIUIIOCY. — T E€KCT: 2JIEKTPOHHBIM.

TpynoBoit koxekc Poccuiickoit ®enepauun: denepanbubiii 3akoH ot 30.12.2001
Nel97-@3: [mpunsat ['ocymapctBennoit Jymoit 21.12.2001]: (¢ U3MEHEHHSIMH H
JIOTIOJIHEHUSIMU ). — Hoctyn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHcynbranTILIIOCY). — TEKCT: 27IEKTPOHHBIN.

®enepanbHeblii 3akoH 0T 27.07.2006 Nel149-D3 «O06 undpopmanuu, nHOOPMAITHOHHBIX
TEXHOJIOTUSX M O 3amure uHpopmauumy»: [npuHiaT l'ocynapctBeHHol Jlymoii
08.07.2006]: (c u3MEHEHMSIMM M JONOJHEHHsIMHM). — JlocTyn u3 clpaBOYHO-
IpaBoBOM cUCTEMbI «KOHCYJIBTaHTIUIIOCY. — T €KCT: 3JIEKTPOHHBIM.

®enepanbHblil 3akoH 0T 27.07.2006 Nel152-D3 «O nepcoHaNbHBIX JaHHBIX»: [[IPUHST
I'ocynapctBennoit [Iymoit 08.07.2006]: (c uM3MEHEHMSAMH U JONOJHEHUSAMH). —
JocTtyn wu3 cHOpaBOYHO-TIPABOBOM cUCTEMbl «KOHCYJIBTAHTIUIIOC». —EKCT:
JJIEKTPOHHBIN.

[TonoxxeHne o mopsake oOpalieHusl co CiIyxkeOHON MHpopMalueld OrpaHUYEHHOTO
pacripocTpaHeHMss B (peepalbHbIX ~ OpraHax  HCHOJHUTENBHOW  BIAcTH,
YIOJHOMOYEHHOM OpraHe YIpaBi€HHs] HCIOJIb30BAaHUEM aTOMHOM DSHEPruu |
YIIOJTHOMOYEHHOM OpraHe 10 KOCMHUYECKOW JEATEIbHOCTU». [yTBEp:KIEHO
[ToctanoBnenuem IlpaButenscrBa Poccuiickoit @enepanun ot 03.11.1994 Nol1233]:
(c M3MEHEeHUsAMU M JONOJHEHUsMH). — JlocTyn U3 CIpaBOYHO-TIPABOBOM CHUCTEMBI
«KoHCYnbTaHTILTIOC»). —TEeKCT: 2JIEKTPOHHBIMN.

TpeGoBanust K 3amUTe NEPCOHANBHBIX JAaHHBIX MpH UX 00paboTke B
MH(OPMALIMOHHBIX cUCTEMax MIEPCOHANBHBIX JTAaHHBIX [yTBEepKaEeHbI
ITocranoBnenuem IlpaBurensctBa Poccuiickoit @enepanuun ot 01.11.2012 Nel119].
— JHoctyn wu3 cnpaBouHo-ipaBoBoM cucteMbl «Koncynprantnllmoc». —Tekcr:
JJIEKTPOHHBIN.

[lepeuenr Mep, HampaBleHHBIX Ha oOecreyeHHe BBIMOJIHEHUsSI OOsS3aHHOCTEH,
npenycMoTpeHHbIXx  dDenepanbHbiM  3aKOHOM  «O  MEPCOHANBHBIX JAHHBIX» U
NPUHATBIMU B COOTBETCTBUM C HHUM HOPMAaTUBHBIMH TIPAaBOBBIMH aKTaMH,
oIepaTopamH, SIBJISIOIIMMUCS FOCYy1apCTBEHHBIMU MM MYHUIIMIIAIIBHBIMU OpPraHaMu:
[yrBepxaen IlocranoBnenuem IlpaButennbctBa Poccuiickoit ®enepauuu  oT



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

21.03.2012 Ne211]: (c u3MEHEHHUSIMH W JOTOTHEHUSMU). — JlOCTYI M3 CIpaBOYHO-
npaBoBoil cucteMbl «KoHCynpTanTOlm0oCc). —TEeKCT: 3JEeKTPOHHBIMN.

[Tonoxenne 06 0cOOEHHOCTSIX 00pabOTKH NMEPCOHANBHBIX JaHHBIX, OCYILECTBIIIEMON
0e3 UCHOJb30BaHUS CPEACTB aBTOMaTu3auuu: [yrBepxkaeHo IlocranoBnenuem
[IpaBurensctBa Poccuiickoit @epepauuu ot 15.09.2008 Ne687]. — Hoctyn wu3
cpaBo4HO-TIpaBoBoil cuctemsl «KoHcynprantnlinroc». —TeKCT: 3IeKTpOHHBIN.
TpeboBaHus K MaTepHalbHBIM HOCUTENISAM OMOMETPUUECKHUX MEPCOHAIBHBIX JAHHBIX
U TEXHOJOTHSM XpaHeHHs TaKuX JaHHBIX BHE HH(OPMALMOHHBIX CHCTEM
NIEPCOHANBHBIX  JaHHBIX:  [yTBepxkaeHO  IlocranoBnenuem  IlpaBurtenbcrBa
Poccutiickoit @eaepanuu ot 06.07.2008 No512]: (c M3BMEHEHUSAMH U JIOTIOJTHCHHUSIMHU ).
— Joctyn wu3 cnpaBouHo-nipaBoBoM cucteMbl «Koncynprantnlliroc». —Tekcr:
3JIEKTPOHHBIN.

Metoauyeckue pPEKOMEHJAIMK 110 YBEJOMJICHUIO YIOJHOMOYEHHOIO OpraHa o
Hayaje oOpabOTKM NEepCOHANBHBIX JAHHBIX U O BHECEHWHM H3MEHEHUH B paHee
IIpe/ICTaBICHHbIE CBEIEHUS: [yTBEpKIEHbI ITpuKa3zoM Pockomuanzopa ot 30.05.2017
No94]: (¢ u3MEHEHHSIMU W JONMOJHEHHsIMH). — J[OCTynm W3 CrpaBOYHO-TIPABOBOM
cucreMsl «KoHncynpranTnllmoc». —TekceT: 2JeKTpOHHBIM.

TpeboBanust ©1 METOJBI MO OOE3TMUMBAHUIO MEPCOHATBHBIX JAHHBIX: [YTBEP>KICHBI
npukazom Pockomuamzopa ot 05.09.2013 Ne996]. — Joctynm u3 cHpaBOYHO-
npaBoBoil cuctemsl «Koncynbrantnllmtoc». —TekceT: 3eKTPOHHBIMN.

CoctaB M copepxaHHE OPraHU3ALMOHHBIX M TEXHUYECKUX MEp IO O00ECHEeUEHHUIO
0€30MacHOCTH TMEepPCOHANBHBIX JaHHBIX HpU HUX 00paboTKe B HHQPOPMAIIMOHHBIX
CUCTEMax IMEpPCOHANBHBIX JAaHHBIX: [yTBepkaeHbl npukazom O®CTOK Poccunm or
18.02.2013 No21]: (c u3MeHeHUAMH U AomNoONHEHusMU). — JlocTynm U3 crnpaBoYHO-
npaBoBoil cucteMbl «KoHCynbTaHTOILTROC». —TEKCT: 3JEeKTPOHHBIMN.

bazoBast monenb yrpo3 6€30MacHOCTH NEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B
WH()OPMAIMOHHBIX CUCTEMax IePCOHAIBHBIX JaHHBIX (BwImucka): [yTBepkiacHa
3amectutenem aupekropa PCTIK Poccum 15.02.2008]. — JlocTyn u3 cupaBoyYHO-
npaBoBoil cucrteMbl «KoHCynpTanTnlmroc». —TeKCT: 3EeKTPOHHBIN.

MeTtoauka omnpeseneHuss akTyalbHBIX yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAaHHBIX
npu ux o00paboTke B HH(POPMALMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX:
[yrBepxkaeHa 3amectuteneM aupekropa PCTOK Poccun 14.02.2008]. — Hoctymn u3
cripaBoYHO-TIpaBoBOi cucTeMbl «KoHcynpTanTnllmocy. —TeKceT: 3JIeKTpOHHBIN.
CoctaB U cojepikaHHE OPraHM3allMOHHBIX M TEXHMYECKMX Mep MO O0OEeCledYeHHUIO
0€30MacHOCTH TMEpPCOHAIBHBIX JaHHBIX HpU KX 00paboTKe B HHPOPMAIMOHHBIX
cucTeMax NMepPCOHANBHBIX JaHHBIX C MCIIOJIb30BAaHUEM CPEICTB KPUNTOrpadruecKoi
3aluThl  MHGOpPMAalMM, HEOOXOAWMBIX Ui  BBINOJIHEHMS  YCTAHOBJIEHHBIX
ITpaButensctBoM Poccuiickoit deneparu TpeOOBaHUN K 3alllUTe MEPCOHAIBHBIX
JAHHBIX JJIs KaXJI0T0 M3 YPOBHEH 3allMIEHHOCTH: [yTBepkaeHbl mpukazom DOCh
Poccun or 10.07.2014 Ne378]. — Jloctym u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnl imrocy. —TeKCT: 3JIeKTpOHHBIN.

Mertoanyeckre peKOMEHJAlMU MO pa3palOoTKe HOPMATUBHBIX IPABOBBIX aKTOB,
OTIPEICISIONIUX YIpO3bl OE30MAaCHOCTH NEPCOHANBHBIX JAHHBIX, AKTyaJbHbIE MpU
00paboTKe MepCOHATBHBIX JAAHHBIX B MH(OPMAIIMOHHBIX CHCTEMax MEePCOHATBHBIX
JaHHBIX, OKCIUTyaTUPYEMBIX TPU OCYIIECTBICHHUH COOTBETCTBYIOIIMX BHIOB
NEATENbHOCTH: [yTBepkaeHbl pykoBoiacTBoM &8 ILlentpa ®CBb Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIIPaBOYHO-TIPaBOBOM CHCTEMBI
«Koncynprantnl Iimtocy. —TeKCT: 371eKTpOHHBIH.

I'OCT P 51275-2006 3ammra nndpopmanuu. O6bekT nnopmaruzanuu. DakTopsl,
Bo3jelcTByOIMEe Ha HHpopMaruio. O0mue nonoxeHus. — JlocTyn U3 cripaBoOYHO-
npaBoBoit cucteMbl « TEXOKCIIEPT. —TekcT: 351eKTpOHHBIH.
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20. ®nenoB, M.E. Linux rmazamu xakepa. 5-¢ u3a. / M.E. ®nenoB. — CII6. : BXB-
[TerepOypr, 2019. —416 c.

21. JlaB, P. Linux. CucremHoe nporpamMmmupoBanue. 2-e¢ uzn. / P. JlaB. — CII6. : Tlurep,
2014. — 448 c.

22. Yopn, b. Bayrpennee yctporictBo Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384
C.

9. MaTepuajibHO-TEXHHYECKas 0a3a, HEOOXOAMMAas JIJIA OCYLEeCTBJIEHUA
00pa30BaTeILHOIO MPoOIecca MO TUCHUILINHE

MarepuanpHo-TeXHUYECKas 0a3za, HeoOXoauMast JJIs OCYIIECTBICHUS 00pa30BaTEILHOTO
npoiiecca 1o AUCIUIUIMHE BKIIOYAET B CBOM COCTAB CIEIUATbHBIC TOMEIICHUS:

-y4eOHbIC ayAUTOPUH IS IPOBEJCHUS 3aHATHH JICKIIMOHHOTO THIIA;

-y4eOHBbIC ayIUTOPUU AJI IPOBEJACHUS JTa0OPATOPHBIX pabOT, OCHAIIEHHBIC CPEICTBAMU
BBIYMCIIUTEIILHOW TEXHUKH, MOJJICPKUBAIOIIMMHA TIPOrpaMMHOE oOOecIieueHne, yKa3aHHOE B
IIyHKTE 6;

- y4eOHBIC ayIUTOPUU JJIS IPOBEACHUS TPYIIIOBBIX U WHIUBUIYAJIbHBIX KOHCYJIbTAIIUMN;

- y4yeOHbIE ayJUTOPUU JUIsI TPOBEACHMSI TEKYLIEro KOHTPOJIS U IMPOMEXYTOUHOMN
aTTeCTalluu;

- IIOMCUICHUA IJIA CaMOCTOﬂTCHBHOﬁ pa6OTI)I;

- TOMENICHUS [UIsl XpaHEHUS U MPO(PUIAKTUYECKOTO OOCTY>KMBAaHUS TEXHUUYECKUX
CpeACTB O0yUYECHHS.

[TomemieHust AJis CaMOCTOSITENIBHON pabOThl OOYYArONIMXCs OCHAIEHBI KOMITBIOTEPHON
TGXHI/IKOI;'I C BO3MOXHOCTBKO ITOAKIIFOYCHHA K CCTHU ((I/IHTepHeT» nu O6CCHC‘ICHI/ICM I[OCTYHa B
AIEKTPOHHYIO HH(DOPMAIIMOHHO-00pa30BaTENbHYIO CpEy OpraHU3aIiu.

Yucno mocagoyHbIX MECT B JICKIIMOHHON ayAMTOPUHU OOJBIIE JIMOO PaBHO CIHCOYHOMY
COCTaBy IOTOKAa, a B ayAUTOPUM MAJS MPAKTUYECKUX 3aHATUH (CEMHHApOB) — CIHUCOYHOMY
COCTaBY T'PYIIITBI 00YYarOIIIXCS.

ABTOp(BI):

Kann. ¢us.-mar. Hayk Mypun 1. M.
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IIpunoxkenne Ne 1 k paGoueii mporpaMme U CUHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIMOHHOI cpe/ie»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNUs] TEKYylIel ¥ MPOMeKYTOYHOI aTTeCTALIMH CTYIeHTOB
Mo JUCIHUILINHE

1. TunoBble KOHTPOJIbHBbIE 32/1aHUSI WJIN HHbIE MATEPUAJIbI,
Heo0XO0UMBbIe /IJIsl OLEHKH 3HAHUI, YMeHHM i, HABBIKOB M (MJIM) ONBITA JeSITeJIbHOCTH,
XapaKTepu3yWIIHuX 3Tanbl ((OPMHUPOBAHUSA KOMIIETEHIUI

1.1 KouTpoJibHble 3a1aHNsI U MHbIE MAaTePHAJIbI,
HCIoJIb3yeMble B Mpouecce TEKyIIei aTTecTanuu
(nposepra cihopmuposannocmu YK-8, unouxamop HUJ]-YK-8.4)

Tect o Teme 1.1 IlpaBoBbIe 0CHOBBI 00ecnevYeHNs] MH(POPMAITMOHHOI 0€30MIACHOCTH

Kakue nonoxxeHus, cBsi3aHHBbIE C BoIpocamMu 00paOOTKM HMH(pOpMAlMU, 3aKPEIJICHbI B
Konctutynuu Poccuiickoit @enepauyn?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTD JTUYHON U CEMEHHOMN TalHBI.

0) IIpaBo Ha 00pabOTKY 000 MHDOPMAIIH JTFOOBIM BO3MOYKHBIM CIIOCOOOM.

B) 3ampet Ha 00pabOTKy HH(OPMALIMK O YACTHOU KU3HU JIMa 6€3 ero coraacus.

r) [IpaBo Ha nonyyeHue rpaxkJjlaHaMu JI0IycKa K rOCyJapCTBEHHOM TaliHe.

Kakue Buapl uHpopmanuu o0s3arenbHO TpeOyeTcsl 3alluINaTh B COOTBETCTBUHU C
3aKoHoAarenbcTBOM Poccuiickoit denepanuu:

a) Mudopmanms 1y1s1 cimy>ke0HOro MoJIb30BaHUS.

0) IlepconanbHbIC TaHHBIE.

B) ['ocynapcTBenHas TaifHa.

r) BpaueOnas Taiina.

1) Bce nepeunciennsie.

B coorBerctBun ¢ ®enepanbHbiM 3akoHOM «0O0 wuHbOpManuu, HHPOPMAIMOHHBIX
TEXHOJIOTUSX U 3alluTe HHPOopMaun» HHPOpMaLUs — 3TO:

a) JIroOble naHHbIe, IpeACTaBICHHbIE HA MATEPHAIbHOM HOCHUTEIIE.

6) CBenenus (cooOIieHus], JaHHbIE), HE3aBUCUMO OT (POPMBI UX MPECTABICHHUS.

B) He sHeprus u He marepusi.

r) CBeneHusi, BOCOPUHUMAEMbIe YEIOBEKOM M (MJIM) CIEHUAIbHBIMU yCTPOHCTBAMHU
KaKk oOTpaxeHue (HaKTOB MaTepUaJIbHOIO WJIM JYyXOBHOTO MHpa B IIpolecce
KOMMYHHKAIUH.

Uro u3 mepedncIeHHOro MOXHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHHM C
3aKoHoaarenbCcTBOM Poccutickoit denepanuu:

a) EXCEL Tabauiy ¢ ynmopsIo4eHHON U CTPYKTYPUPOBaHHOW HHPOPMALIUEH.

6) daiin popmara DOC, B KOTOpOM CO3aH CIHCOK ClylIaTeaei Toi MporpaMmBbl.

B) KapToTeky perucrparypsl yupexIeHHUs 3paBOOXPaHEHHUS.

r) Bece nepeuncnennsie.

[lemocTHOCT HHpOPMALIUH — ITO:

a) Obs3arenbHOE IS BBIMOJHEHUS JMIIOM, MOJYYHMBIIUM JOCTYI K OINpeIeleHHON
uH(popMalnu, TpeOOBaHHWE HE MepeaaBaTh TaKylo HH(OPMAaLHI0 TPETbUM JHIaM 0e3
corJiacusi ee ooyajgaress.

6) Cocrostare nHGOPMAIINH, TIPU KOTOPOM OTCYTCTBYET JIt000€ €€ M3MEHEHHue MO0
U3MEHEHHE OCYIIECTBISIETCS TOJIBKO MPEeIHAMEPEHHO CYOBEKTaMM, UMEIOIUMH Ha HETo
paBo.

B) Bo3MOXXHOCTB nOTydeHHs MHPOPMALIUU U €€ UCIIOIb30BaHMS.
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10.

Ha teppuropuu Poccuiickoit @enepanuu 3anpeiieHo pacupoCcTpaHeHHe:

a) Madopmaruu, koTopas HarpaBjeHa Ha Tporaralay BOWHEI.

0) Kommepueckoii TaifHBbI.

B) MHpopmaruu, KoTopas HalpaBlieHa Ha Pa3KUTAHUE PEIMTHO3HON HEHABUCTH.

r) [lepcoHanbHBIX JaHHBIX.
['paxknaHuH WK IOPUANYECKOE JIUIO, OCYHIECTBIIAIONINE ACSITEILHOCTD M0 SKCILTyaTalluu
WH(OPMAIIMOHHON CUCTEMBI, B TOM YHCJIEe TI0O 00paboTKe HHPOpMAIIHH, COAepIKAIIEIHCS B
ee 0a3zax JaHHBIX — 3TO:

a) Obnanarens HHPOPMALIUH.

6) Oneparop UHGOPMAITMOHHON CUCTEMBI.
Ecnu He onpeneneno nHOTro, OrepaTopoM HHPOPMALMOHHOW CUCTEMBI SIBIISETCS:

a) ObnanaTenp HHGOPMAIIHH.

0) CoOCTBEHHUK HCIONB3YEMBIX sl 00paboTKM copiepxaieiics B 0azax JaHHBIX
nH(pOpPMaLIUU TEXHUYECKUX CPEJICTB.

B) Jlumo, ompenensiomee near oO0paObOTKM HHGPOPMALKMU M OCYLIECTBISIONIEE
00paboTKy HH(pOPMAIIHUH.
He mMoxeT OBITh OTpaHUYEH JOCTYIIL:

a) K uadopmanmu o cocTosiHIM OKpYXKaroie cpeabl.

0) K nepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX TPAXKIAHCKHIX CITY)KAIIUX.

B) K nHpopManum, XpaHsimencst B OTKPBITHIX (poHIax OUOIHOTEK.

r) K cBenenusiM o 3010T0BaOTHBIX 3anacax Poccuiickoit @eneparuu.
Kakyto OTBETCTBEHHOCTh MOXET IOBJeYb HapyiieHue TtpedoBanuii denepanbHbIX
3aKOHOB:

a) YToJIOBHYIO.

0) ducuumnunapuyio.

B) AJIMUHUCTPATHUBHYIO.

r) ['paxnancko-npaBoByIo.

n) Bce nepeunciennsle.

Tect mo Teme 1.2 3ammTa nepcoHAIbHBIX TaHHBIX

IlepcoHanbHbIE JaHHbBIE — 3TO:

a) CpeneHusi 0 CyOBEKTE€ MEPCOHATBHBIX IAHHBIX HE 3aBUCUMO OT (OPMBI UX
IPEe/ICTaBICHHUS.

0) JIro6ast uadopmanusi, OTHOCAIIASICS K MPSAMO UM KOCBEHHO OIPEIEICHHOMY WJIU
ornpenenseMoMy pU3NIECKOMY JHUILY (CYOBEKTY NEePCOHATIBHBIX JAHHBIX ).

B) Jlrobass wmHpopMmaius, OTHOCAIIAsICS K ONPENEICHHOMY WIH OIpeleIsieMOMY
¢duznueckomy IuIy (CyObeKTy NepCOHAIbHBIX JAHHBIX ).

r) JlroOas mHpopmanus, oTHOCAIIAsICS K ONPENCIIEHHOMY WM OINpeAessieMOMY Ha
OCHOBAaHMHU TakoW MH(popManuu puznyeckoMy JHUIy (CyObEKTY MepCOHANBHBIX JaHHBIX),
B TOM YHCJIE ero (aMIIus, UMsl, OTIECTBO, TOJI, MECSII, 1aTa U MECTO POXKICHUS, aJIpec,
ceMeliHOe, CcoLMalbHOE, MMYILECTBEHHOE TIOJI0XKEeHUe, oOpazoBaHue, Mpodeccus,
JOXOJIBI, IpyTast HHPpOpMAaITus.

Ha kakue oTHOLIEHMS HE pacmpocTpaHsercs eiicTBue ¢eaepaabHOro 3akoHa «O
NIEPCOHATBHBIX JAHHBIX»?

a) Ha 00paboTKy nmepcoHaNbHbIX JaHHBIX, OTHECEHHBIX B YCTAHOBJIEHHOM MOPSJIKE K
CBEJICHUSIM, COCTABJISIFOIIINM TOCY/IapCTBEHHYIO TaifHYy.

6) Ha 00pa0oTKy mepcoHaNbHbIX JaHHBIX, HEOOXOAUMYIO Il OCYILECTBICHHS MpaB
¥ 3aKOHHBIX HHTEPECOB OTNepaToOpa W TPETHHX JIUII.

B) Ha o00paboTky mepcoHambHBIX JaHHBIX, HEOOXOAMMYIO [UIS HCIOJIHEHUS
CyneOHOTO aKTa.
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r) Ha oOpaboTKy mepcOHaNbHBIX NAaHHBIX (PU3MUECKUMH JIMLIAMH HCKIIOYUTEIHHO
JUI JINYHBIX M CEMEWHBIX HYXKI, €CIU IPH TOM HE HApYLIAIOTCs NpaBa CyOBEKTOB
NEPCOHAITBHBIX JaHHBIX.

n) Ha o0paboTky mnepcoHaIbHBIX AAHHBIX, MOJICKALIMX ONYOJMKOBAHHUIO WIIN
00513aTEIbBHOMY PAaCKpPBITHIO B COOTBETCTBUH C (hefepabHbIM 3aKOHOM.

e) Ha o00paboTKy mepCOHAIBHBIX JaHHBIX, HEOOXOJMMYIO JUIsI OpTraHHU3aIuu
XpaHEHHs, KOMIUIEKTOBAHHUS, y4eTa M MCIIOJIb30BAHUS COJACPKAIMX IEePCOHATBHBIX
JAHHBIX apXUBHBIX JOKYMEHTOB B COOTBETCTBMM C 3aKOHOJATEILCTBOM 00 apXHBHOM
nene B Poccuiickon @enepanuu.
®enepanbHblii 3aK0H «O MEePCOHANBHBIX TaHHBIX» PEryJIUpPYET OTHOLIEHMS, CBA3aHHbIE!

a) UckimounTtenbHO ¢ 00pabOTKON MEepCOHATBHBIX JAaHHBIX C HCIHOJIB30BaHUEM
CpEeICTB aBTOMAaTU3aLUH.

0) C 00paboTKO# MepcoOHANBHBIX JAHHBIX, HE3ABUCUMO OT TOr0 00pabaThIBAIOTCS U
OHH C UCIIOJIb30BaHUEM CPE/ICTB aBTOMATHU3allU1 WU HET.

B) C  00pabOTKOW MEpPCOHANBHBIX JAaHHBIX C  HCIOJB30BAaHHUEM  CPEICTB
aBTOMaTHU3allMM, a Takke ¢ 0O0pabOTKOM NEepCOHANIbHBIX AAHHBIX 0€3 MCII0JIb30BaHMS
CPEICTB aBTOMATH3AllMH, €CIM Takas o0pabOTKa COOTBETCTBYET XapakKTepy ACHCTBHIA,
COBEpILIAEMBIX C IEPCOHAIBHBIMU JAHHBIMU C UCHOJIb30BAHUEM CPEJICTB aBTOMATHU3ALINH.

r)C 00paboOTKOH TEpPCOHAIBHBIX JIAHHBIX 0€3  WCIOJBh30BAaHUS  CPEICTB
aBTOMaTH3alHH.

JlelicTBUsl, B pe3yiabTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXKHBIM 0€3 WCIOJIb30BAHUS
JIONIOJTHUTEIBHON MH(POPMALMU OINPENeIUTh MPUHAMISKHOCTh MMEPCOHAIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX TaHHBIX, — 3TO:

a) brokupoBaHue nepcoHaabHbIX JaHHbIX.

0) YHUUTOXEHNE IEPCOHAIBHBIX JTAaHHBIX.

B) O6e31MurBaHNEe EPCOHANBHBIX JIaHHBIX.

r) [lepeBon mepcoHaNBHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

JlelicTBuUs, B pe3ysibTaTe KOTOPBIX @pemeHHO TpeKpaiaercss o0paboTka NepCOHaNbHbBIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHalbHbIX JaHHBIX.

0) YHUUTOXKEHHE TEPCOHANBHBIX JTAHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX TaHHBIX.

r) [lepeBon mepcOHANBHBIX JaAHHBIX HAa apXHUBHOE XpaHEHHE.

Kakue u3 nepeuncieHHbIX AeHCTBUI ¢ IepCOHANBHBIMU JAHHBIMU SBJISIOTCA 00pabOTKOM
NIEPCOHATBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATbHBIX JaHHBIX.

0) 3anuch MepcoOHAIbHBIX JTAHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX IaHHBIX.

r) Y najeHue nepcoHalbHBIX TAHHBIX.

C Touku 3peHus QenepaibHOro 3akoHa «O MepCOHANBHBIX JaHHBIX)» ONEPaTOp — ITO:

a) ['ocynapcTBeHHBIN OpraH, MyHULIIMIIAJIBHBIN OpraH, IOpUINYecKoe WK (prU3nuecKoe
JIMII0, CAaMOCTOSITEIIbHO WJIM COBMECTHO C JAPYTUMH JIMIIaMH OpraHM3ylonme u (Win)
ocymectBisitomue 0opadotky I[1JIH, a Taike ompexaensomnme menu odpadotku I[1JH,
coctaB [1/In, moexamux oOpaboTke, AelcTBU (onepanun), copepmaemsie ¢ [T/IH.

0) I'pakmanwH WM FOPUIAMYECKOE JIMIO, OCYIIECTBISIONIME ESITEIBHOCTh IO
HKCIUTyaTallii MHPOPMALMOHHOM CHUCTEMBI, B TOM 4MCJe MO 00paboTke MHpOpMAIH,
coJiepkarnieiicst B ee 6a3zax JaHHBIX.

O06paboTka MepcoHaIbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cormacusi CyObeKTa MepCoOHANbHBIX JaHHBIX.

6) /lomkHa OrpaHUYMBATHCS JOCTH)KEHHMEM KOHKPETHBIX, 3apaHee ONpeAeTCHHbIX U
3aKOHHBIX IIEIEH.
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11.

12.

13.

14.

15.

16.

B) He momyckaercst B ciydasx HECOBMECTUMBIX C IENISIMU cOOpa MEepCOHAIBHBIX
JAHHBIX.

r) JlommkHa OCYHIECTBIATHCSA HA 3aKOHHOM U CIIPaBEIMBON OCHOBE.

O06paboTka nepcoHaNbHBIX TAHHBIX JOMYCKACTCS:

a) C cormacusi cy0ObeKTa MEePCOHANBHBIX JaHHBIX HAa 00pabOTKY €ro NmepcOHaIbHBIX
JAHHBIX.

0) B cyuasx, eciiu oHa HEOOXOAMMA TSI UCIIOJIHEHUS CyJIEOHOTO aKTa.

B) B ciyuasx, ecnmu oHa HeoOXoauma ISl OCYLIECTBJICHHSI MPOQecCHOHANTbHON
JEATETbHOCTH JKypHajaucTa M (WIKM) 3aKOHHOM JEeATEIbHOCTH CpEACTBA MacCOBOM
uHpopmanuu.

r) B ciuyuasx, eciu Bemercss oOpaboTKa MEPCOHANBHBIX JAHHBIX, MOJICKAIINX
OIyOJIMKOBAHHUIO B COOTBETCTBUU C 3aKOHOIaTeNbcTBOM Poccuiickoit denepatiuu.

KTo Hecer OTBETCTBEHHOCTH 3a JCHCTBUS IOPUIMYECKOTO JIMIA, KOTOPOMY MOpydeHa
00paboTKa nepCcoOHANbHBIX JaHHBIX, IIepe]l CYObEKTOM MEPCOHATBHBIX TAHHBIX ?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY MOPYIHIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

B nopy4dennn 006paboTKH JOKHEI OBITh 00s13aTEIIEHO OIPEICICHBI U YKa3aHbI:

a) [lenmn 06paboTKH NMepCOHANBHBIX JAHHBIX.

0) CyObeKTbl TMEepCOHATBHBIX [aHHBIX, YbH MEPCOHAJBHBIE TaHHBIE OYIyT
00pabaThIBaThCs 10 MOPYUCHHUIO.

B) TpeboBanus k 3amuTe 00padaThIBAEMbIX [IEPCOHANBHBIX JaHHBIX.

r) CpeactBa 3amuTel HHGMOPMAIMM, KOTOpble HEOOXOJUMO  IPUMEHSThH
IOPHINIECKOMY JIUITY, KOTOPOMY IOpy4eHa 00paboTKa MepCOHAIBHBIX TAHHBIX.

Ha koM nexutr 00s13aHHOCTH MO JOKa3aTeNIbCTBY MOJTY4YEHHUS corjiacus OT cyObekTa
MIEPCOHAIIbHBIX JIAHHBIX ?

a) Ha Pockomuaznzope.

6) Ha ropuanyeckom Juie, KOTOpOMY HOPYUHIN 00paboTKy.

B) Hu Ha koM.

r) Ha onepatope.

Cornacue cyObekTa MepcOHaIbHBIX JJAHHBIX JJOJDKHO BKITIOYATh:

a) [lacnopTtHbie naHHBIE CyOBEKTa IMEPCOHATBHBIX JAHHBIX WJIH €ro 3aKOHHOTO
peCTaBUTENs.

6) KoHrakTHble [aHHBIE JMIAa, OTBETCTBEHHOIO 3a OpraHu3aluio oO0padOTKU
HEPCOHAIBHBIX JIaHHBIX.

B) Azpec oneparopa.

r) dammwinu, uMeHa M oOT4YecTBa (PU3MUECKUX JIML, KOTOPHIE OCYILECTBISAIOT
00paboTKy NepCOHAIbHBIX JAHHBIX MO MOPYUYEHUIO OIepaTopa.

B ciydae cMepTu cyObeKTa NepCOHANbHBIX JaHHBIX:

a) Ilomyuate coryiacue Ha 00paOOTKy €ro NepCOHAJIbHBIX JaHHBIX Tpedyercs y
HACJICIHUKOB CYOBEKTa MEePCOHABHBIX JJAHHBIX.

6) IlomyuyaTh corjacue Ha 00pabOTKYy €ro MHEepCOHAIbHBIX JAHHBIX TpedyeTcs y
Pockomuanzopa.

B) [lonyuaTs cornacue Ha 06pabOTKY €ro nepcoHaNbHbIX JAHHBIX HE TpeOyeTcs.

K cnennanbHBIM KaTeropusM NepCOHANbHBIX JAHHBIX OTHOCSTCS:

a) CBeneHus1, Kacaromyecs pacoBOW MPUHAICKHOCTH.

6) CBenieHus, Kacaroluecs rpax/1aHCTBA.

B) CBeneHus, Kacarouuecs NOJTUTHYSCKIX B3TIISIOB.

r) CBeJieHHs1, KacaroIluecsi HHBAJIUIHOCTH.

C touku 3penus eaepanbHOro 3akoHa «O MEPCOHATBHBIX TaHHBIX» K OMOMETPUYECKIM
NEPCOHATBHBIM JAHHBIM OTHOCSITCS:
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18.

19.

20.

21.

22

a) Bce cBeneHus, KOTOpble XapaKTEepHU3YIOT (U3MOJIOTHUECKUE M OMOJOTrHYecKue
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUHU KOTOPBIX MOKHO YCTAHOBUTH €T0 JTUYHOCTb.

06) Csenenusi, KOTOpble BHOCATCA B 0azy OHMOMETPHMYECKMX JAHHBIX TpaxIaH
Poccuiickoit deneparum.

B) Bce cBeneHMs, KOTOpBIE XapaKTepH3YyIOT (DU3HOJIIOTHYECKHE U OMOIOTHYECKue
0COOEHHOCTH YeJI0OBEKa, Ha OCHOBAaHMM KOTOPBIX MOXHO YCTaHOBHUTH €0 JMYHOCTb, U
KOTOPbIE UCHOIB3YIOTCS JJISl YCTAHOBJICHUS €T0 JIMYHOCTH.

.Kt0 00s3an yOenutbcs B TOM, YTO HHOCTPAHHBIM TOCYIapCTBOM, Ha TEPPUTOPHUIO

KOTOPOTO  OCYLIECTBJISIETCS TMepeAada IEepPCOHAIBHBIX JIaHHBIX, O00ECIIeYMBAETCS
aJIeKBaTHAas 3alluTa MpaB CyOBbEKTOB EPCOHANbHbIX JAHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY MOPYUHIIH 00padOTKY.

B) Hukro.

r) Pockomuazazop.

CyOBeKT mepcoHAIBHBIX JAaHHBIX UMEET MPaBO Ha MOJIyueHHEe cIenyromei nHpopmanuu,
Kacaroleincs: 00paboTKH ero NepCoOHaNbHbBIX JaHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 11eJI 00PabOTKU NEPCOHATBHBIX JAHHBIX.

6) IlouMeHHBIN nepeueHb COTPYAHUKOB OIEpaTopa, KOTOpPble UMET JOCTYH K €ro
NIEPCOHAIBHBIM JTAaHHBIM.

B) CBeneHuss 00 OCYLIECTBICHHOH MM O MpeAnoyiaraéMoi TpaHCTPaHUYHON
nepeaaye JaHHbIX.

r) CBeZieHHs O IPUMEHAEMBIX OIIEpaTOPOM CPEJICTBAX 3allUThl HH(POPMALIUH.

[IpaBo rpaxmannHa Ha TMONydYeHHEe WHGPOpPMAIMK, Kacamomeics o0paboTku ero
HEPCOHATbHBIX JAHHBIX, MOKET ObITh OIPAaHUYEHO:

a) Ha ocHOBaHMU 3asBIICHUS APYroro CyObeKTa MePCOHATBHBIX JTAHHBIX.

6) B cinyuasx, ecau 006paOoTKa MepcoOHaIbHBIX JAHHBIX OCYLIECTBISIETCS B CIydasXx,
IIPEAYCMOTPEHHBIX 3aKoHOAarenbcTBOM Poccuiickoil @Pexepanuu O TPaHCIOPTHOU
0e30MacHOCTH.

B) B ciyuasx, ecin o0paboTka MEpCOHATBHBIX JAHHBIX OCYIIECTBISETCS B LIEIAX
00OpOHBI CTpaHbl, 6€30MaCHOCTU TOCYAAPCTBA U OXPaHbl IPABOIOPSIKA.

r) B cnyuasx, ecnu o0paboTka nepcoHalNbHBIX JaHHBIX OCYLIECTBIIIETCS B paMKax
3aKOHHOM JIE€ATENIHOCTH CPEICTBA MACCOBOM MH(OpPMAIIH.

KonTponb ¥ Hag3op 3a BBINOJIHEHHEM Mep MO oOecredeHuio 0e30MacHOCTU
NEPCOHAIBHBIX JAHHBIX OCYIIECTBIISIET (OCYLIECTBISIOT):

a) Munkomcssa3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccumn.

Kakoii opran rocy1apcTBeHHOW BIACTH UMEET MPAaBO O3HAKOMIICHUS C MEPCOHATHLHBIMHU
JAHHBIMU [IPU OCYILIECTBICHUH KOHTPOJIBHBIX U IPOBEPOYHBIX MEPOIPUATHI?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTOIK Poccun.

. JIn1a, BUHOBHBIE B HAPYLIEHUHU IOJO0KEHUM 3aKkoHOoAaTenbCTBAa Poccuiickoit denepannu

B 00JIaCTH MEPCOHANBHBIX JAHHBIX MPU 00pabOTKE MEPCOHATIbHBIX JaHHBIX PaOOTHHKA,
MOTYT OBITh IPUBJICUEHBI:

a) K yroioBHO# OTBETCTBEHHOCTH.

6) K nucuunimHapHO# OTBETCTBEHHOCTH.

B) K aaMuHHCTpaTUBHON OTBETCTBEHHOCTH.

r) K maTepuanbHOl OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 Opranu3zanMoHHbIE 0OCHOBBI 0O0ecne4eHUus1 HH(POPMAIMOHHOM
Oe3onmacHOCTH

1. Pacnosnoxute B NpaBUIBHOM MOpSAKE 3Tambl paboT Mo oOecnedyeHuto 0e30MacHOCTH
uHpOpMaLIUH.
1) Ouenka cooTBeTCTBHUS 00BEKTa HHGOPMATH3AIUH.
2) BeisBnenue u anaian3 MHQOPMAITMOHHBIX aKTUBOB.
3) IIpoekxTupoBanue (pa3paboTKa) CUCTEMBI 3aIMTHI HHPOPMAIIUH.
4) ®opmupoBanue TpeOOBAHUH K 3aIIUTE UH(OPMAIIHH.
5) Bueapenue cucteMbl 3a1IUTHI HHPOPMAIIHH.
6) DKCIuTyaTaIysi CHCTEMbI 3aIUTHl HHPOPMAIIUH.

a) 1) 2) 3) 4) 5) 6).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctp He 00€3MMYCHHBIE NTEPCOHATBHBIC JAHHBIC O COCTOSHHH 3/I0POBBS BCEX TPaKIAaH
SpocnaBckoil obsact 00pabaThIBAalOTCS B MH(POPMALMOHHOM cUcTeMe, Uil KOTOPOM
aKTyaJbHBI YIpO3bl CBSA3aHHBIE C HKCIUTyaTallMe ysS3BHUMOCTEH B MPUKIIAJHOM, HO HE B
CHUCTEMHOM IporpaMMHOM obecrnieueHun. Kakoil ypoBeHb 3allUIIIEHHOCTH JOKEH OBbITh
YCTaHOBJIEH IS TAKUX MEPCOHATBHBIX JAHHBIX ?

a) Y31.
0) V32.
B) Y33.
r) Y34.

3. Ilyctb He 00e3nMueHHbIE IEPCOHANIbHBIE JaHHBIE B TOM 4ucie (poTorpadust COTpyIHUKOB
Hebospmoro (1o 10 000 coTpyaHUKOB) Tpeanpusatus 0O0paldaThIBAIOTCS B CHUCTEME
KOHTPOJISI U YNPABJIECHUS JTOCTYNOM, AJISi KOTOPOH aKTyallbHbl YIpo3bl HE CBSI3aHHBIE C
OKCIUTyaTalel yI3BUMOCTEH B MPHUKIATHOM U CUCTEMHOM MPOTPaMMHOM 00ECTICUCHHH.
Kakoill ypoBeHb 3allMIIEHHOCTH JOJDKEH OBITh YCTAHOBIJIEH JJI TaKUX HEPCOHAIbHBIX
JaHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.
4. BHelIHUE HapyILIUTENIN PEANTU3YIOT YIPO3bI:
a) 13 BHENIHUX ceTel CBSA3M OOIIETo MOJIb30BaHUS.
6) HenocpencTBeHHO B MHPOPMALIMOHHBIX CUCTEMAX.
B) U3 cereil MexayHapoJHOTO HH(OPMALIMOHHOTO OOMEHA.
r) Haxonsce B mpesenax KOHTpOIUPYEMON 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENEH MOTYT SBIIATHCSA:
a) [Tonp3oBarenu nHPOPMALIMOHHON CUCTEMBI.
0) Konkypupyromue opranu3aiuu.
B) HenoGpocoBecTHbIE MapTHEPHI.
r) O6CcmyXKHBAIOMINN TTEPCOHAII OpTraHU3aIUH.
6. Ilpumepamu BHYTPEHHUX HapYIIUTENEH MOTYT SBIISTHCS:
a) AIMUHUCTPATOPbl 0€30M1aCHOCTH MH(POPMAIIMOHHBIX CUCTEM.
0) CropoHHue pU3NIECKUE TUTIA.
B) Jluna, oGecrnieunBaroiye COnpoBOXKACHUE TPOrPaMMHOr0 0OecTieyeHusl.
r) KpuMuHanbHble CTPYKTYpBHI.
7. K 00BeKTUBHBIM yrpo3aM OTHOCSTCS:
a) OmumoOKu 00CITy>KUBAIOIIEr0 EePCOHAA.
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0) JedexTs, cOOM M OTKa3bl, aBapuU TEXHUYECKUX CPEJCTB U CUCTEM OOBEKTOB
nH(popMaTH3aIKK, a TaK )K€ CUCTEM oOecTieueHnsI 00BEKTOB MH(OpMaTH3AIIIH.

B) [IpupoHbie siBIEeHUS, CTUXUHHBIEC OCACTBUS.

r) @akTOpbl COLUANTBHO-TIOTUTHYECKOTO XapakTepa.

VYTpo3bl yTeuku HHPOPMALIUU BO3MOXKHBI TOCPEICTBOM:

a) BosznelicTBus mporpaMMHBIMU CpPEICTBAMU B KOMILJIEKCE C MpeIHAMEPEHHBIM
CHJIOBBIM 3JICKTPOMAarHUTHBIM BO3JCHCTBUEM.

0) [lepenaun nHGoOpMaIHK 110 OTKPHITHIM KaHAJIaM CBSI3H.

B) [ToakitoueHNs K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa MHPOPMATU3AIUH.

r) O6paboTku nHPOpPMAIIMK HA HE3AIMIICHHBIX TEXHUYCCKUX CPEACTBAX 00pabOTKH
uHpOpMaLIUH.

Yrpo3bl HECAHKIIMOHUPOBAHHOTO TOCTYMA K HH(POPMAIINH, PEATU3YIOTCS TyTeM:

a) Konuposanus nnpopmanuu Ha HE3apEerUCTPUPOBAHHBIA HOCUTENIh HH(OPMAIIHH.

0) XwuIeHus] HOCUTEJIS 3alUIaeMOi HHGOPMAIIHH.

B) Hcnonp3oBaHuss  mporpaMMHOrO  OOECHEUYeHUS  TEXHUYECKHX  CPEJCTB
MH(OPMALIMOHHON CUCTEMBI, Yepe3 MPUMEHEHHE BPEJOHOCHOTO MTPOrPaMMHOT0 KO/Ia.

r) CHJIOBOTO 3JIEKTPOMAarHUTHOTO BO3JCHCTBUS IO IPOBOJHBIM JIMHHUSM CBSI3M Ha
MOPTHI BBOJA-BBIBOJA CUTHAJIOB U MIOPTHI CBS3H.

Kakue cpenctBa 3ammThl MHPOPMAUWMU OOBIYHO TNPUMEHSIOTCS Ui OOECredeHUs
6e3omacHocTH uH(popManuu, o0padbaTeiBaeMON Ha ABTOHOMHBIX KOMITbIOTEpaX:

a) CpencrBa 3amuThl THPOPMALUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

0) MexceTeBble DKpaHBI.

B) CpencrBa kpuntorpaduueckoi 3auTel HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) Cucrembl 0OHApYEHHS BTOPKEHUH.

Kakme cpenctBa 3amuTel HHGOpPMAIMM MO3BOJIAIOT oOecnednTh 0e30MacHOCTh
uHpOpMaLMK, TIepefaBaeMOl IO KaHajlaM CBSI3M, BBIXOMAIIMM 32  TPEACIIb
KOHTPOJHUPYEMOH 30HBI:

a) CpencrBa 3amuThl THPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA.

0) MexceTeBble DKpaHBbI.

B) CpencrBa KpunTorpadguueckoi 3amuTbl HHPOPMAaIIIH.

r) CucteMbl 0OHapYKEeHUS BTOPKEHUH.

Kakoii Bua cpenactB 3amuThl HWH(DOpMAIUMK IO3BOJISIET KOHTPOJIMPOBATH pa3IMYHBIC
KaHaJbl iepefayd nHOOPMAILIUU: SIEKTPOHHYIO MOYTY, MECEHKEPBI, CheMHbIE HOCUTEIH
uH(popmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTectanus 00beKTOB HH(POPMATU3ALINU — ITO:

a) JlokyMeHTaJIbHOE YAOCTOBEPEHNE COOTBETCTBHUS MPOIYKIIUU UM UHBIX OOBEKTOB,
MPOIIECCOB TMPOEKTUPOBAHUS, MPOU3BOJCTBA, CTPOUTEIHCTBA, MOHTaXa, HaJIaJIKH,
OKCIUTyaTaIlH, XPaHEHUs, IEPEBO3KH, pean3alliil W YTHIN3AIlUH, BBITOJHEHUS PadoT
WIK OKa3aHWs yCAyr TpeOOBaHHMSIM TEXHHYECKHX PErIaMeHTOB, IOJIOKCHHSIM
CTaHJAPTOB, CBOJIOB MTPABHJI HITH YCIIOBHSIM JOTOBOPOB.

6) [Ipsimoe M KOCBEHHOE OTpeieiieHne CoOMI0IeHUs TpeOOBaHUM, MPeIbIBIIEMBIX
K OOBEKTY 3aIUTHI.

B) OdunmanbHoe NpU3HAHHE KOMIIETEHTHOCTH (U3NYECKOTO WIM IOPHINYECKOTO
JIUTIA BBITIOJIHATH pa0OTHI B OMIPEICTICHHOM 00IacTH.

r) Kommiekc opraHu3aiimoHHO-TEXHUYECKUX MEPONPUSTUN, B PE3YIbTAaTe KOTOPHIX
MIOCPEJICTBOM CIEIHMATBHOTO JOKYMEHTa IMOJITBEPIKAACTCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUSM CTAaHJAPTOB WIM WHBIX HOPMATHBHO-TEXHHUYECKUX JOKYMEHTOB II0
06e30macHOCTH HH(POPMAIIHH.
Kakoit moxymeHT naer mpaBo o0paOoTku MH(pOpPMAIMK C YKAa3aHHBIM B HEM YPOBHEM
KOH(UICHIIMATEHOCTU?

1) JInuensus.

2) ATTecTar akKpeaUTaI|H.

3) Cepruduxar.

4) AtTectat COOTBETCTBUSI.
Ha mnacrosmmii MOMEHT CpOK JEHCTBHUSI arTecrtaTa COOTBETCTBHUS WH(MOPMAIMOHHON
CUCTEMBI, B KOTOpoil 00pabareiBaeTcsi KoHGUACHIMAIbHas HH(GOpMalLIUs, B cllydae, ecliu
B XO/I€ €€ IKCIUIyaTalliH, B HEE HE BHOCATCS CYLLIECTBEHHbIE U3MEHEHUS, COCTaBIISIET:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcrutyaTaniuu HHQOPMAIIMOHHOM CUCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOPEE:

a) AHanM3 ysI3BUMOCTEH HH(POPMAIIMOHHON CUCTEMBI.

0) HWcnbiTanusi cuctembl 3aliUThl MHPOPMALMKM TYTEM OCYIIECTBICHUS TMOIBITOK
HECaHKIMOHUPOBAHHOIO JOCTYMA (BO3ACHCTBUS) K MH(DOPMALIMOHHON CUCTEME.

Tect o Teme 2.1 ApxuTeKTypa KOMNbIOTEPa

3a HEenmoCpeACTBEHHOE BBIMOJIHEHUE ONEPAIliH B IPOLIECCOPE OTBEYAET:
a) Apu(pMeTUKO-JIOTUYECKOE YCTPOICTBO.
6) Kour-namsrs.
B) biok ynpaBienust.
r) Peructpsr.
Ucnonp3ys 10 Out mia anmpecanmuu sUeek mMaMaTd pazmMepoMm 1 OallT, MBI CMOXKeM
o0ecnevnThb apecauio CIeaylIero oobeMa namsaTH:
a) 10 Gaiit.
0) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionosxxute B mopsijike yBeIu4eHUs: 00beMa MaMsTH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sdeiika.
Pacnionosxute BUIBI TaMSATH B MOPSKE YBEIMUSHUH CKOPOCTH PAOOTHI.
a) Peructpsl nporueccopa.
0) TBeproTeNbHbIE HAKOMIUTEINH.
B) OcHoBHas (OriepaTUBHAS) TAMSTh.
r) OnTUYecKre AUCKH.
1) MarHuTHbIE )KeCTKHUE AUCKH.
e) Komr-mamsits.
Kakas xoHmenmust 0ObI9YHO peann3yeTcs B Mpolieccopax BUICOKapT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMMOTOK JaHHBIX.
0) OnMHOYHBINM TOTOK KOMaH/I, MHOKECTBEHHBIH MOTOK JTAHHBIX.
B) MHOKECTBEHHBIH MTOTOK KOMaH I, OJAHOYHBIH MOTOK JTaHHBIX.
r) OMHOYHBIN TOTOK KOMaH]I, OJJMHOYHBIH MOTOK JTAaHHBIX.
JI71s1 COBpEMEHHBIX MarHUTHBIX )KECTKUX JTUCKOB XapaKTEPHO:
a) bosbiiasg cTOMMOCTB IO OTHOIIEHHIO K TBEPAOTEIbHBIM HAKOIIUTEIISIM.
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6) [locTenenHOE M3HAIIMBAHUE TPAH3UCTOPOB.
B) Hanmnune MexaHMUYECKHUX JIEMEHTOB.
r) Pacnonoxxenue KOHTpoJIJIepa Ha MAaTEPUHCKOM TLIaTe.
1) bonbimii 06beM mamMsATH 1O CPaBHEHUIO C TBEPIOTEIbHBIMU HAKOITUTEISIMH.
7. Kakas mmHa Hambojee pacHpoCTpaHEHAa Ha TEKYIIMH MOMEHT B IEPCOHAIBHBIX
KOMIIbIOTEpax:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas 4acToTa IIMHBI KOMITbIOTEpa cocTtapiser 5 I'TH. 3a oauH TakT Mo IUHE
MO>HO Tiepeaath 16 6ut. OneHuTe CKOpOCTh Nepeaaun nHpopmaluu mo muHe?
a) 80 MerabuT B CEeKyHIY.
0) 10 I'urabGaiiT B cexyHy.
B) 80 ['urabGaiiT B CeKyHy.
r) 21 T'urabaiit B CEKyHy.
9. Jlnst mpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX AKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA MPHU KACAHUU.
6) Bo3aMOXKHOCTB yripaBieHHs pa3IUYHbIMU YCTPOHCTBAMHU.
B) ITomaepxka multi-touch.
r) HeBO3MOXKHOCTB ONpE/ICIICHNSI CUITbI HAXKATHSI.
1) IIpoGnema «IBOEHUSY.
10. DnemMeHTaMM KUAKOKPUCTATITUISCKOTO MOHUTOPA SIBJISIOTCS:
a) JlyueBas TpyOKa.
0) UcTounuk cBera.
B) J)KK-MmaTpuiia.
r) [13C-matpua.
1) DICKTPOJIBI.
11. Kakoii 35ieMeHT MPUHTEpa OTBEUAET 3a (UKCAIMI0 TOHEpa Ha Oymare:
a) doroa.
6) Tepmona.
B) Posnuk nepeHoca.
r) Ban nomauu ToHepa.
12. HazHavyeHueMm na3epa B [IBETHOM IIPUHTEPE SBIISETCS:
a) Hanecenue Tonepa Ha ¢oToBa.
6) dukcanus ToHepa Ha Oymare.
B) Y1aiieHre HeCyIux 3apsi1 2JIEMEHTOB ¢ ()OoTOBaA.
r) ITogaya 6Gymaru B IpUHTED.
13. DnemeHTaMu TUGPOBOI BEO-KaMEPHhI SIBIISTIOTCS
a) doToIIeHKA.
0) OOBeKTHB.
B) [13C-marpuiia.
r) ®ukc-dokyc
1) [Ipoteccop.
14. JInist KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTbD.
0) YcTOWYMBOCTD K yaapam.
B) Bhicokast 4yBCTBUTEIILHOCTD.
r) 3aBUCHMOCTh OT APAMETPOB OKPYIKAIOIICH Cpeibl (TeMIIepaTyphbl, BIAKHOCTH).
1) [IpuMeHeHne B CTyIUSAX 3BYKO3AITUCH.

Tect no Teme 3.1 BeeieHne B MHPpOPMALHOHHYIO 0€30MIACHOCTH ONEPALMOHHBIX CHCTEM
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[Iycte B OC peann3oBaHO AMCKPEIIMOHHOE YIPABJIECHUE JOCTYIIOM CO CIEAYIOUIUMHU
npaBamu: uyTeHue(r), 3anuch(w) u ucnonHenue(x). IlpucyrcrByer ¢aiin npuioxeHus
«KanpkynsTop.exe» co cienyromuMm crnuckom noctyna: (Amwmca: rwx), (bopuc: rx).
Bribepute npaBuiIbHbBIE YTBEPIKICHHS:

a) Anuca MOXeT 3aIyCTUTh NpuioxeHne «KaabKynarop.exey.

0) bopuc He MoXeT 3anycTUTh npuiokeHue «Kanbkymsrop.exe.

B) AJlrca He MOXKET U3MEHUTh coliepkuMoe (aiina «KanbkyisTop.exer.

r) Bopuc moxer usmeHuTh coaepxumoe (daiina «Kaibkyssarop.exe.

[Tycts B OC peanu3oBaHO rpynnoBoe YIpaBieHUE JOCTYIIOM CO CIEAYIOIIUMHU MpaBaMu:
gyrenue(r), 3anmuch(w) u ucrnonHenue(x). [lpucyrctByer daitn «Hakmagnas.docx» co
cienyromuM crnuckoM jgocryna: (byxramrepsr: rw), (Kypwepsl: 1), (Ammca: rw). B
CUCTEME 3aJaHbl pPOJM, B KOTOPbIE BKJIKOYEHBl COOTBETCTBYIOIIME I10JIb30BATEIIM:
(byxranteper: bopuc, I'amuna), (Kypsepsl: Bukrtop). Bribepute mnpaBuiibHbBIE
YTBEPKACHUS:

a) bopuc He MOXeT U3MEHUTD cozepkumoe (daitna «HakmamHas.docxX».

0) [amunaa MoxkeT untaTh cogepkumoe daiina «Hakmaanas.docxy.

B) Bukrop MokeT uamMeHuTh comepkumoe daiina «Haxmamanas.docxy.

r) BukTop Moxer uutath conepxkumoe daiina «Hakmaanas.docxy.

1) Anmrca MOKeT U3MEHHTD coziepkumoe (aitna «HakmamHas.docxy.

ITycte B OC peann3oBaHO MaHIATHOE YIpaBJIeHHE aocTynoMm. IlpucyrcTByer daiin
«log.txt» ¢ ypoBHeM cekpeTrHOoCcTH 1. [IpucyTcTBYIOT monb3oBaTenu Anuca ¢ ypOBHEM
nonycka 1, bopuc ¢ ypoBHeMm nomycka 2 u Buktop ¢ ypoBHem nomycka 0. Beibepure
MPABUJIbHBIE YTBEPKICHHUS:

a) BukTop Moxer u3MeHUTh cojiepkumoe (aiia «l0g.txty.

0) Bukrop MoxeT untaTh comepkumoe daiina «log.txty.

B) AJlnca MOXeT U3MEHHUTb cojiepkumoe (aiiia «l0g.txt».

r) Anrca MOKET 4nuTaTh coaepkumoe daiiaa «log.txty».

1) boprc MoxeT u3MeHHUTh copep:kumoe (aita «l0g.txty.

e¢) bopuc moxer untaTh comep;kumoe daiina «log.txt».

[Tycts B OC peanuzoBaHa Mozeinb 1enoctHocTH buba. [IpucyrctByet daiin «log.txt» ¢
ypoBHeM nenoctHocTH 1. IIpucyreTByroT nonps3oBaTenu Anuca ¢ ypOBHEM LIEIIOCTHOCTH
1, bopuc ¢ ypoBHem nenoctHoctd 2 u Buxrtop ¢ ypoBHem nenoctHoctu 0. Bribepute
IIPABWJIBHBIE YTBEPKICHUS:

a) Buktop MoxeT u3MeHuTh cojepkumoe daiina «log.txty.

0) Anunca MOXeT U3MEHHTH cofiepikimMoe daitna «10g.txty.

B) Bopuic MoxeT nu3amMeHuTh comepkumoe daiina «log.txty.

r) Bee Tpoe Moryt uutaTh copepxumoe daiina «l0g.txty».

Br16epute npaBuibHbIE YTBEPKICHUS O ayTeHTU(PUKAIMHU B cOBpeMeHHbIX OC:

a) [Taponu nonb3oBartesst XpaHATCS HAa AMCKE, HA KOTOPOM YCTaHOBJIEHAa CHUCTEMA, B
NePBOHAYAJILHOM BH/IE.

0) OraJoHHbIE 3HAYEHMs, HEOOXOJIUMBIE ISl TPOXOXKAECHUS OUOMeTpUYEeCKOH
ayTeHTU(UKAlUYM, XpaHITCd B CHCTEME B HEJOCTaTOYHOM Ui BOCCTAHOBJICHMUS
U3HAYaJIbHBIX OMOMETPHUECKUX JJAHHBIX 00beMe.

B) TokeH (u3MYECKH W3rOTOBICH TakUM O00pa3oM, YTO CYMTHIBAHHE C HETO
3aKpBITOrO KJIIOYA SIBJISETCS] HEBO3MOXKHON MM JOPOTOCTOSIIEN onepanuei.

r) Jlis ayTeHTUHUKAIMU ¢ TIOMOIIBI0 TOKEHa B CHCTEME JIOJDKEH MPHUCYTCTBOBATH
OTKPBITBIN KJIIOY M0JIb30BATENA, COOTBETCTBYIOIINI 3aKPhITOMY KJIIOUY Ha €r0 TOKEHE.
Urto He BXOAWT B MeTaIaHHbIe (aiisa (BpIOepUTE OIMH BapHaHT)?

a) Bpems co3ganus daiina.

0) Anpec KOpHEBOM AUPEKTOPHUU.

B) Bpems moaudukanuu daiina.
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10.

r) Azpeca KIlacTepoB COJACPKUMOTO (paitsios.

1) Uadopmarnus o Bragensiie daiiia.

Br16epute BepHbIE YTBEPKIECHUS O YIIPABICHUH NTaMATHIO B cCOBpeMeHHbIX OC:

a) CoBpemennbie OC HCIONB3YIOT BUPTYAIBHYIO TTIAMSITh.

0) CoBpemennble OC He 3alUIIAIOT NTaMATh OJHUX MPOLECCOB OT YTEHUS APYyrUMU
IpOILECCaMH.

B) CoBpemennbiec OC pa3aelnstor o0IIy0 MaMsITh MEX/1y MPOILECCaMH, YacTO B TaKOU
NaMsTH HaXOAATCs OMOITMOTEKH.

r) CoBpemennbie OC HUKOTIA HE BBITPYXKAIOT YaCTH ONEPATHBHOW MaMsATH Ha JIMCK
BO BpeMsl paboTBhI.

n) B coBpemennsix OC mamsaTh pa3OuTa Ha MalleHbKHE (parMeHThI, Ha3bIBaeMbIe
CTpaHHIIaMHU.

Br16epute BepHbIE YTBEPKIEHUS O IIAHUPOBIIMKE:

a) IlmaHMpoBLIIMK BBIIENSET MPOLECCOPHOE BpeMs KOPOTKMMM HHTEpBalaMH,
Ha3bIBAEMBIMU KBAaHTAMHU.

6) B ciyuae uCHOJHEHHUs MPOLECCOM HHCTPYKLUH, AJIS 3aBEpIIEHUS KOTOPOH
TpeOyeTcs UINTEIbHOE OXKUAAHWE, IUIAHUPOBIIUMK IEPEBOIAUT IPOLECC B COCTOSHUE
«3a0JI0KHPOBaH» U He OYyJeT BBIIENATh €My IPOLECCOPHOE BpEMs, MIOKa COCTOSIHHE HE
CMEHUTCS Ha «TOTOBY.

B) Jns paOoThl IJIAHMPOBINMKA MHPOLECCHl JODKHBI CaMH IepelaBaTb Ha HEro
yIOpaBieHUE, TaK Kak KoMIbloTepbl He mnpeaoctaBisitor OC  mexaHusma  Juis
HEPUOIMYECKOTO NPEPhIBAHUS BBIIIOJHEHUS 0JIb30BATEIBCKOI0O IpoLIEcca.

r) B mimaHMpoBaHMM 1O MPHOPUTETAM BCE IMPOIECCHl C Pa3HBIMU HPUOPUTETAMH
HOJIY4al0T IPUMEPHO OJAMHAKOBOE KOJIMYECTBO BPEMEHHU.

Bri6epute BepHOE yTBEpKIeHUE (BBIOEpUTE OJJUH BapUaHT):

a) OC peanu3oBaHa anmnapaTHo B IPOLIECCOpE.

6) OC peanu3oBaHa anmapaTrHO B MATEPUHCKOM ILJIaTE.

B) OC — mporpammHOe oO0Oecre4eHHe, KOTOpOEe MPEIOCTaBISCT MPHIOKECHHIM
pecypchl amnmapaTHOTO OOECIEYeHHs] KOMITbIOTEpa B BUAC yIOOHBIX aOCTpakiuii, HO HE
yIpaBJIET 3TUM alIapaTHbIM 00ECIIEYeHUEM.

r) OC — mporpamMMHOe oOecrieueHre, KOTOpPOE NPEJIOCTABISACT MPHIOKCHUIM
pecypchl anmapaTHOro oOecledyeHHs KOMIbIoTepa B BHUAE YAOOHBIX aOCTpakuuil H
yIpaBJsieT 3TUM anlapaTHbIM 00€CIIEYEeHUEM.

BriOepure BepHOE yTBEpKIeHHE (BBIOEPUTE OJTUH BAPHAHT):

a) B OC komnbloTrepa ¢ OJHOSIIEPHBIM IPOLECCOPOM B KaXK/Iblii MOMEHT BpEeMEHU
MOeT paboTaTh TOJIBKO OJMH MPOIiecC.

6) B OC kommbloTepa ¢ OJIHOSAEPHBIM IPOLIECCOPOM Y TPOILIECCOB BCEraa
HPUCYTCTBYET TOJIBKO OJJUH MOTOK.

B) B OC kommbroTepa ¢ MHOTOSICPHBIM IPOLECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHM MOTYT BBIIIOJIHATCSA HECKOJIBKO IIOTOKOB OJIHOTO IpoIiecca.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
MCII0JIb30BaTh TOJIBKO OJHO SAPO MPOLECCopa.

Tect o Teme 3.2 UndopManmoHHas 6€30MACHOCTH ONEPAIMOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocnoBe xakux manubix cyobekta OC Windows nmpuHHMAaET pelieHne o 10CTyre?
a) XeIl 3HaYeHUe MapoJIst MOJIb30BaTeNs, 3aIlyCTUBIIETO MpoIecc.
0) TokeH mepeBOIIOMIECHHUS.
B) Unentudukarop mpoiecca.
r) Token gocryma.
1) ba3oBblii npuopuTeT Nporecca.
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Ha ocHoBe xakux gannbpix 06bekta OC Windows mpuHUMAaET perieHue o 1ocTymne?

a) [Ipuswmnerun.

0) TokeH nocryna.

B) Jleckpunrop 6€30MacHOCTH.

r) CUCTEMHBII CIIMCOK YIIPABICHHUS JTOCTYIIOM.

1) Crioco0 ayTeHTH(UKAIMH [T0Tb30BATENS.

Kakue npumuTHBHBIE ITpaBa 00benuHseT B cede npaBo utenns OC Windows?

a) «UreHue atpulOyToB 0€30MACHOCTHY.

0) «UreHne CUCTEMHBIX aTpHOYTOBY, «ITEHUE aTPHOYTOB OE30MTACHOCTI.

B) «UTCHHUE TaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTpHOYTOBY», «YTEHHE aTPUOYTOB OC30MACHOCTHY, «YTCHUE
JAHHBIX .

1) «UTeHue CUCTEMHBIX aTpUOYTOB», «YTCHUE aTPUOYTOB OC30MACHOCTHY, «YTCHHE
JAHHBIX», «BBIIIOJIHEHUE (ANTIOB» U «I1€PEXO0]] B AUPEKTOPUION.

Bri6epute nmpaBuiibHbBIE YTBEPXKAECHUS O MaHnaTHOW noiutuke «He-3anuceiBatb-BBepx»
OC Windows:

a) ObecrieunBaeT CBOMCTBO 1IEJIOCTHOCTH JIaHHBIX.

6) OGecrieunBaeT CBOMCTBO KOHPUACHIIMATHHOCTH JTAHHBIX.

B) Mcmonb3yercs B cCTEME TOJIBKO ISl 00bEKTOB CETEBBIX COKETOB.

r) HesiBHo ucnonb3yercst st Bcex NTFS-aiinos.

1) Paspernraer 1ocTyn Ha 3amuch TOJIBKO CyObEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM IO OTHOILEHHIO K YPOBHIO LIEJIOCTHOCTH OOBEKTa JOCTYIA.

Kakwue u3 nepeunciennsix npaB OC Windows npenoctasisieT 0 yMOIYaHHUIO BIIAJCIbITY
datina?

a) Yurtate CCY .

6) Yurats JICY .

B) UuTath comepxumoe daiina.

r) Usmensts JJCY/I.

n) Usmensats CCY/I.

e) 3Mensth conepkumoe Qaiina.

Bribepere mpaBuiIbHBIE  YTBEP)KICHHS OTHOCHUTEIBHO QJITOPUTMa  ONpEesICHUs
npaBomepHocTH foctyna OC Windows:

a) IlepBeIM pelicTBUEM SBJSIETCSI MpPOBEPKAa COOTBETCTBHUS JOCTyNa MaHIaTHON
MIOJINTHUKE.

6) IIpoBepka COOTBETCTBHS JOCTyHa MaHIATHOM MOJUTHUKE OCYHIECTBIISETCS MOCIE
ananu3a 3anuceit JICY /.

B) Ecin nipu nocnenoBarensHoM ananu3e 3anuceit JJCY /] oka3biBaercs, 4To 0JJHO U3
3anpanBacMbIX MIpaB 3alpeIlacTcs B TEKYILEH 3allUCH, TO JOCTYII 3allpEIaeTCs.

r) Ecniu mpu mocnemoBatensHoM aHanmuse 3anuceit JJCY]l paspemaromue mpasa
TEKyIled 3alucd B CyMME C pa3pellalollMMU IpaBaMu MNPEAbIAYIIUX 3anucei
MEPEKPbUIN BCE 3allpalliiBaeMble MpaBa, TO JOCTYII pa3peraeTcs.

1) Ecmu B ciirickax JICY /] He ObUTO 3ampeniaoniux 3anpaiiiBacMble paBa 3amucei,
U B TO K€ BPEMsI BCE pa3pelIalolliye 3alicy He NMEePeKpbUIN 3arpalivBaeMble MpaBa, TO
JOCTYT 3apeniacTcs.

Kaxkas npusuneruss OC Windows no3BosisieT uutath 10001 (aiin BHE 3aBUCHMOCTH OT
3a/laHHBIX 1IpaB?

a) [IpuBunerus co3ganusi pe3epBHBIX KOMHIA.

6) [IpuBniIerus U3MEHEHUs] CHCTEMHOTO BPEMEHH.

B) [IpuBnierus 3aBepiieHust pabOThl CUCTEMBI.

r) [IpuBunerus yBenunueHus padodero Hadbopa.

1) [puBuierus co3nanus ¢aiiaa moJKauku.

BriOepure cymnoctu, He Bxozsmue B TokeH goctyna B OC Windows:
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a) SID nmonw3oBaress.

6) AICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00bEKTOB CUCTEMBI.

n) [MpuBuneruu.

9. BmiOepuTe CyIIHOCTH, BXOAITHE B AeCKpUITOp Oe3omacHocTu oobekTa B OC Windows:

a) SID Bnajenpia 00beKTA.

0) AMCKpEeIMOHHBIN CITUCOK YIIPABIICHUS JOCTYIIOM.

B) CHCTEMHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

r) CECOK TOKEHOB JJOCTYIIA MPOIIECCOB, OCYIIECTRIISIONIMX JOCTYI K 00BEKTY.

1) YpOBEHb LETOCTHOCTH.

10. Kakue U3 TMYHKTOB TMPaBUJIBHO OINHUCHIBAIOT (HIBTPOBAHHBIM TOKEH JOCTyMa

apmuuuctparopa B OC Windows?

a) YpOBeHb LIEJIOCTHOCTH YCTaHABIMBAETCS CPETHUM.

0) YpoBeHb LIETOCTHOCTH YCTAHABIMBAETCS BHICOKUM.

B) CIMCOK MPHBHJICTHIA, KOTOPBIE MOT'YT MONACTh B (DUIILTPOBAHHBIN TOKEH, CHUIILHO
OTpaHHYEH.

r) Ilpu ompeneneHun npaBoMepHOCTH pgoctyna cpeau 3amuceir JICY]J] ¢ SID
aJIMHUHHCTPATHUBHBIX TPYII OYAYT YUTEHBI TOJBKO 3aIIPEIatoNIue.

1) Crucky MPUBHUIIETHIA OMHAKOBBI B OOBIYHOM M (DHIBTPOBAHHOM TOKEHE JOCTYyIIa
aJIMHHHCTPATOPA.

TeCT II10 TEME 32 I/IH(l)OpMaIII/IOHHaﬂ 6e3OHaCHOCTb OI[epaIII/IOHHbIX CUCTEM CeMeﬁCTBa
Linux

1. Ha ocHoBe kakux naHHbIX cyobekTa OC Linux npuHUMaeT peieHue o 1octymne?
a) SUID-6wur.
0) Sticky-6ur.
B) YueTHbIC JaHHBIC.
r) UID mporiecca.
1) DJNEeKTPOHHAS TOAMUCH POTPAMMBI.
2. Kaxwue npaa npucyrctBytoT B OC Linux:
a) Mcnonuenue.
6) Urenwue i-node.
B) UrteHue.
r) Vnanenue.
1) 3aruce.
3. s gero cayxut SUID-6ut B OC Linux?
a) [To3BomsieT 3amycTUTh MPUIIOKEHNE OT UMEHH BJaJleNblia (aiiia MpHIoKEHHS .
6) ITo3BossteT 3amyCTUTh MPUIIOKEHUE OT UMEHHU CYIEpIIOIb30BaTEeIs.
B) [To3BounsieT 3amyctuth npuinoxkenue ¢ npusuierueit CAP_SYS ADMIN.
r) [To3Bousier 3amyctuth npusioxenue ¢ UID paBHBIM HYITIO.
1)  3ampemiaeT  3amycK  NPWIOXKEHHS  BCEM  MOJB30BaTENsIM,  KpPOME
CYIIEpITIOJIb30BaTEIs.
4. Yro nenaet Macka B CIIUCKe ynpasieHus noctynom ¢aiina 8 OC Linux?
a) 3ajaeT MaKCUMaJIbHbIE MPaBa, KOTOPBIE MOXKHO MOJIYYUTh U3 3alMCel JUIsl TPYIIIL.
0) 3agaeT MaKCUMaJbHBIE TTPaBa, KOTOPHIE MOXKHO MOJIYYUTh U3 3AITMCH OCTATBHBIX.
B) 3a/1aeT MaKCUMallbHbBIE MPaBa, KOTOPhIE MOYKHO MOJYYUTh M3 3alMCU BJaJelblla
daiina.
r) 3amaeT MakCHMalbHBIE NpaBa, KOTOPHIE MOXKHO IOJNYYHUTh W3 3amHcei s
MIOJIB30BATENEN U TPYIIIL.
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1) 3amaeT MaKCHUMajbHbIE IpaBa, KOTOPbIC MOXHO MOJYYHTh W3 3amluced Juis
MIOJIb30BaTENEH.
5. Yro Takoe coib xemi-3HaueHus naposst B OC Linux?
a) Ctpoka, koTopasi BBIOMpaeTCA MpH KaXI0M ayTeHTH(PHUKAIUU CIIydalHO IS
oOecrieyeHns OE30MACHOCTH MAPOJIS.
6) CnyuaitHo BbIOpaHHasi MpPH CO3JaHUM MApOJsl CTPOKA, KOTOpas CKIIEUBAETCS C
XeII-3Haue€HHEeM MOCIIe BEIUMCIICHUS Xell-()yHKIINH.
B) CiydaiiHo BbIOpaHHas MPH CO3JAHUU MApPOJsl CTPOKA, KOTOpas CKJICHBACTCS C
napoJieM repe]l BBIYUCICHHEM Xell-(DyHKIUH.
r) JliuHa, 10 KOTOpO#l ype3aeTcs maposib MOJIb30BATENs I KOMITAKTHOTO XPaHECHUsI
B CHCTEME.
6. BriOepute cynHOCTH, BXOAITHE B yUeTHBIE AaHHBIE mporecca B OC Linux:
a) UID nonb3oBatens, 3a1yCTUBILETO ITPOLIECC.
0) ['pynmbl moap30BaTeNs, 3ayCTUBILETO MTPOLIECC.
B) [IpuBunerun.
r) [IpaBa ucnonusiemoro ¢aiisa, ©3 KOTOPOro ObLT 3aMyIIEH MPOIIECC.
1) ®nar 3¢ (HeKTUBHOCTH IPUBUIICTHH.
7. BpibepuTte CymHOCTH, BXOASIINE B aTpuOyThl 6e3onacHocTH ¢aitna B OC Linux:
a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika npaB Biajeinbiia Qaiiia.
r) Tpoiika mpaB ToONb30BaTeNeii, He SBSIONMXCS BiaaeabllaMud (aiina u He
BXOJISIIIUX B TPYIITY Biajesbla Qaiiia rmo yMoIdaHHIo.
n) Bnanenen gaiina.
8. BriOepuTe cynHOCTH, BXOAIHUE B aTpuOyThl 6e3omacHocTH (aiina B OC Linux:
a) Tpolika mpaB AJisl Ka)JI0H TPYIIIbI B CUCTEME.
0) [IpuBuiierumu.
B) Tpoiika mpaB Biajeiblia Qaiiia.
r) Tpoiika mpaB monb30BaTeield, He SBISIFOIIMXCS BlaaelbliaMu (aiiina u He
BXOJISIINX B IPYIITY Biaaeibla (aiisia mo yMoauaHuio.
n) Bnanenen gaiina.
9. Kaxkue Habops! npuBmiieruii ects y ¢aitna 8 OC Linux:
a) Hacnenyewmbie.
0) DddexTuBHEIE.
B) BHemnwue.
r) OrpaHHYHBAOIITHE.
1) PasperieHHsble.
10. Kakyto xem-pynkuuro ucnonszyer OC Linux amnst BIYHCIEHUS XElI-3HAUYEHUs Mapois B
OC Linux?
a) MD-5.
0) SHA-256.
B) SHA-512.
r) SHA-3.
n) ODyHKOMIA HECKOJIBKO, OKOJO XeMNI-3HAUeHHs MapoJisi XpaHUTCI HOMEp
UCIIOJIb30BaHHOM XemI-(QyHKIUY.
11. Yto nenaet xouseitep B OC Linux?
a) OUIBTPYET BHIBOA KOMaH/IbI.
0) [lepenanpaBnsieT CTaHIaPTHBIN BBIBOJI KOMAHIbl C KOHCOJIM CTaHAAPTHBIA HA BXOJI
JIpyroi KOMaHsje.
B) [TosHMMaeT mpaBa JIo mpaB CyNeproab30BaTesl.
r) OTKIaIpIBaET BHITOJHEHUE KOMAH/Ibl HA YKA3aHHBIH CPOK.
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Tect o Teme 4.1 BBeieHne B apXUTEKTYpPY JOKAJbHBIX BbIYHCIUTEIBHBIX ceTel

1. Kakoii nopsinox ypoBHeit monenu OS| BepHbIii?
a) Ousnveckuii, KaHAIBHBINA, TPAHCIIOPTHBINA, CETEBOW, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
0) ®u3nuecKuii, KaHAJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
B) Du3nuecKuil, KaHAIbHBINA, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIM, MPHUKIATHOM,
MIPEICTaBICHMSI.
r) Du3MYCCKHi, KaHAIbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEaHCOBBIN, MPUKIIAJIHOM,
MIPEICTaBICHMSI.
2. Kaxkue nmpoToKoJIbl OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Moaenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeqHazHaueH Ui ONPEIeICHUs YTH Nepeiayl TaHHbIX ?
a) Ouznueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBienus.
n) KananbHbIi.
e) IIpuknaaHoii.
k) CeTeBOM.
4. Kakwue ¢uaru ucnonb3yrorces B mpotokosne TCP 1 ycTaHOBIEHUS COSUHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakwue npeumymiectsa ecte y FTTB?
a) Bricokast ckopocTh paboTel IHTEpHET.
0) PaBHas ckopocThk pueMa u nepeaadu HHGoOpMaIuu.
B) He3aBHCHMOCTH CKOPOCTH JOCTyMa OT 4YHCia abOHEHTOB, MOIKIIOYEHHBIX K
KOMMYTaTOpY.
r) OTcyTcTBHE HEOOXOAUMOCTH pa3MeEIleHHs KOMMYTaTopa MpoBaiiiepa B 31aHHH.
6. Kaxue Hemocratku ectby FTTB?
a) Huzkas ckopocts pabotel IHTEpHET.
0) Pa3znas ckopocTh pueMa u nepeadn HHGOpMaLuu.
B) 3aBHCHMOCTh CKOPOCTH JIOCTyIia OT 4YKciIa aOOHEHTOB, TOJIKIFOUEHHBIX K
KOMMYTaTOpY.
r) HeoOxomauMocTh pa3MerieHns KOMMyTaTopa MpoBaijiepa B 31aHUH.
7. BpiOepute BepHbIE YTBEPKICHUS
a) TCP He rapanTupyeT 10CTaBKY JlaTarpaMm.
6) UDP He rapaHTHpyeT JOCTaBKY JaTarpamm.
B) UDP rapantupyer 1ocTaBKy gaTarpamm.
r) TCP rapanTHpyeT JOCTaBKY JaTarpamM.
8. Kaxoii agpec OTHOCHTCS K aipeCHOMY NMPOCTpaHCTBY IPv4?

26



9.

10.

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak paboraet koHIeHTpatop (xab)?

a) Ilpu monydyeHun makeTa AaHHBIX Xad MepechlIaeT 3TOT MAKeT Ha BCE OCTAJIbHBIC
CBOHU TOPTHI.

6) Ilpu monyyeHuMM makeTa JaHHBIX Xa0 IMepechbulaeT 3TOT MaKeT Ha IOpPT B
coorBercTBUU ¢ Tabmuner MAC-agpecoB. Eciam cooTBeTCTBHS HET, IaKeT
oTOpackIBaeTCsl.

B) Ilpym nonyueHuu makeTa OaHHBIX Xa0 IEpechUIaeT ATOT IaKeT Ha IOpPT B
cootBercTBUU ¢ Tabmuueit MAC-aapecoB. Eciu cOOTBETCTBUS HET, B CETh OTIPABISETCS
ARP-3amnpoc.

Kak paboraet kommyTaTop?

a) B ciyuae, eciiu s otnpasisiemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOp
paccbuIaeT MakeThl Ha BCE MOPThI, KpOME MOpTa-ToayyaTes.

0) Ilpu monmyyeHMM nakera JAHHBIX KOMMYTAaTOp IEpEChbUIaeT 3TOT NAKeT Ha BCe
OCTaJIbHbIE CBOM MOPTHI.

B) KommyTarop XpaHUT B THaMsaTH TaOJHIly KOMMYTAllMH, B KOTOPOW YyKa3aHO
conoctaBienue MAC-aapeca 1 HoMepa mopTa KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJUILY JUIs BCeX akTUBHBIX MA C-aipecoB.

1) Tabmuia MAC-anpecoB KOMMYyTaTOpa CTaTHYHA U HACTPAUBACTCS BPYUYHYIO.

Tect no Teme 4.2 CeteBble YIpo3bl U METOAbI POTUBOAECICTBUS UM

Kakue ObIBAaIOT HCTOYHUKHM BO3HUKHOBEHUS YSI3BUMOCTEH?
a) OmmoOKu peanu3anuu.
0) OmubKu 00CITy>KUBaHHUS.
B) OmMOKK POCKTUPOBAHUSI.
r) Omm6ku HR-oTxena.
Yro He BXOAUT B 6azoByo rpymny Metpuk CVSS?
a) Crioco6 mosryyeHust JOCTyIa.
0) Bnusinue Ha KOHPUIEHIIUAIBHOCTD.
B) Binsinue Ha mosp3oBarens.
r) [TokazaTenb ayTeHTU(HUKAIINH.
1) CII0)HOCTh MOJTYYCHUSI JOCTYIIA.
Kakoit rpynmer metpuk CVSS we cymectByer?
a) KommnekcHasl.
0) Bpemennasi.
B) basogas.
r) KoHTekcTHasl.
Kewm pazpaborana CVSS?
a) 1SO.
6) FIRST.
B) WWW.
r) UCLA.
UYro He sBisiercst meTpukoit B CVSS?
a) CII0KHOCTh aTaku.
0) Bnusinue Ha TOCTYMHOCTb.
B) JIMUTENBHOCTD aTaKH.
r) Crioco6 monydeHus A0CTyIa.
1) ITokazaTenb ayTeHTU(UKAIINH.
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10.

Uro sBisieTCS TaCCUBHOM aTakoi?

a) [IpocnymuBanue Tpaduka.

6) OTKa3 B 00CITyKHUBaHHH.

B) ®usnyeckoe HamaJeHUe Ha O0BEKT.

r) DKCIUTyaTanus ysi3BUMOCTH.

Uto Takoe 3BpUCTUYECKHUIN aHATU3?

a) Meton, mpenHa3HaueHHBIA i1 OOHApPY)KEHUS HOBBIX, €€ HE BBISIBICHHBIX
BUPYCOB.

06) MexaHnu3M, HEOOXOAUMBIH [UIS OTCIEXKHMBAHUS HEU3MEHHOCTH (HailiioB,
JIOKYMEHTOB, peecTpa, KOHpUrypauuu o0opya0BaHusl.

B) MeToa, OCHOBaHHBIM Ha IOCIICAOBATEILHOM IMPOCMOTPE HaMSTH YCTPOWMCTBA,
3arpy304HbIX CEKTOPOB, (ailyIoB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Uro Takoe 63k10p?

a) YacTte BpEIOHOCHOIO NPOrPAMMHOIO OOECHEYEHHs, peaTu30BaHHOIO IS
COKPBITHS IPUCYTCTBUS 3TOTO BPEAOHOCHOIO KOJA U €0 JAEHCTBUH.

6) Ilpwioxenue, wucnonb3yemMoe Uil JalbHEHIIEW 3arpy3ku U 3alycka
MIOJIHOLIEHHOT'O BPEIOHOCHOT'O MPOrPaMMHOI0 00€CIIEUEHHUS.

B) BpemoHocHoe mnporpaMmHOe oOOecreueHHe, KOTOpPOe, I[OMHUMO MOIy4YCHUsI
KOHTPOJISI HaJl 3apak€HHBIM YCTPOICTBOM, IBITAE€TCS 3aXBaTUTh I10J] CBOW KOHTPOJIb
JpyTHUe y3ibl CETH.

r) [IpuoxkeHue, MO3BOJISIONICE YIPABIIATH KOMITIBIOTEPOM Y/IaJICHHO.

UYrto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEUEHHs, PEATU30BAaHHOTO IS
COKPBITHUS IPUCYTCTBUSL TOT'O BPEJOHOCHOT'O KOJIa U €ro JeHCTBUH.

06) Ilpunoxenue, wucnonb3lyemoe JUIsl JalbHEMIIed 3arpy3kd U 3amycka
HOJHOLEHHOTO BPEAOHOCHOTO IPOTPaMMHOT'0 00ecieueHHs.

B) BpemoHnocHoe mnporpaMMHOe oOOecHeYeHHEe, KOTOpOe, IOMHUMO TIONyYCHHS
KOHTPOJISl HaJ| 3apaKCHHBIM YCTPOMCTBOM, MBITAETCS 3aXBaTUTh I0Jl CBOM KOHTPOJb
JIPYTHUE y3JIbl CETH.

r) [IpuoxeHue, MO3BOJISIOIIEE YIPABISATH KOMIBIOTEPOM YIAICHHO.

Uro cnexyet aenarb, 4TOOBI 3aTUTUTE CE0s1 OT BUPYCOB?

a) He 3amyckaTh npuiiosxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Cnemutp 3a 1UUOGPOBBIMH MOANHUCSIMHM YCTAHABIMBAEMOIO IPOTPaAMMHOIO
o0ecreyeHusl.

B) OTKJIIOYHTH MEKCETEBOM IKPaH.

r) Bcerma OTKpbIBaTh BIIOKCHHUSI OJJIEKTPOHHOH MOYTHI ¢ TeMod «BaxHO» U
«Cpo4HO».

1) CBOeBpeMEHHO OOHOBISITH  OMEPALMOHHYKD CHUCTEMY W MPOTPaMMHOE
obecrnievyeHue.

¢) Mcnonp30BaTh aHTUBHPYCHOE MTPOrPaMMHOE O0ECIICUeHHE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

UTto Takoe MexceTeBOM FKpaH?

a) [IporpaMmmHOe WM TPOrpaMMHO-TEXHHUYECKOE CPECTBO, peaiau3yoniee GpyHKIuu
KOHTPOJISI U GUIBTPAIIMH B COOTBETCTBUU C 33JJaHHBIMU MPAaBHJIAMU MPOXOJAIINX Yepes
HEro HH(POPMAIMOHHBIX TOTOKOB.

0) VYctpoiicTBO, TpenHa3HaYEeHHOE JJIsI COCIWHEHUS HECKOJNBKHUX  Y3JIOB
KOMIIBIOTEPHOM CETH B MpeJiesiax OJHOTO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISIET OPraHU30BATh JIOKAIBHYIO CETh C BO3MOXKHOCTHIO
BBIXOJa B UHTEPHET I IPYTUX YCTPOMCTB.

MesxceTeBble dKpaHbI IS BEO-TIPUIIOKEHUN PacIioararoT:
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a) Ilepen 3ammiaemMbiM BeO-cepBepoM (TpaduK BHAYajie MEPEeNacTCs MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3amumiaemoro BeO-cepBepa (Tpaduk BHaJale mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY 3KpaHy).

B) MexceTeBOM 9KpaH M 3allUIacMblii MM BeO-CEpBEp HAXOJATCS B Pa3HBIX
HOJCETAX, TPA(PUK MEXTy HUMU 3allpelleH.

r) BmecTo 3ammuiiaemoro Be6-cepBepa.
IlepcoHanbHbIe MEXCETEBbIE SKPaHBI JJI HACTOJBHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBarOT JOMOJIHUTEIbHBIM YPOBEHD 3AIMTHI OT CETEBBIX ATaK.

6) [TonHOCTBIO 3aMEHSIOT BCE OCTAJIbHBIE MHCTPYMEHTAJIbHbBIE CPEJICTBA 0OECIIeUEHUs
0€30MaCHOCTH.

B) [10JHOCTBIO 3aMEHSIOT MapIIPyTU3ATOPbI, SBJISSACH LUTIO30M IO YMOJYaHHIO IS
3alUIAEMOT0 KOMITBIOTEPA WM HOYTOYKA.

r) IlpemocraBinsitoT Bce HEOOXOIMMBIC CETEBBIC CEPBUCHI JUIS  3alIUIIACMOTO
KOMIIBIOTEpA U HOYTOYKa.
IlepcoHanbHble MEXCETEBbIE SKpaHbl JJs HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmnapaTHO-IIPOrPaMMHBIMU CPEICTBAMU 3aLUTHI.

0) Bcerma BcTpoeHHpiMH B OC, KOTOpYHO OHM 3allMIIAIOT; HE MOTYT OBITh
peaa30BaHbl BHEIIHUMU IPOU3BOJUTEISIMH.

B) VCKIIIOYHMTEIIEHO IPOTPAMMHBIMHU.

r) VcKiIrounTenbHO BHEIIHUMHE, He BCTpoeHHbIMH B OC, KOTOPYIO OHH 3allHUILIA0T;
BCET/a PEATM30BaHbl BHEITHUMHU TPOU3BOTUTEIISIMH.
IlepcoHanbHble MEXCETEBbIE 3KpaHbl JJsl HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
yCTaHaBJIMBAIOTCS:

a) Ha xocrax, KOTOpble OHM 3alUIIAIOT.

06) Ha wmapmpyru3aTopax, KOTOpbIE yKa3aHbl Ha XOCTE B KAyecTBE MULII03a II0
YMOJTYaHHUIO.

B) Ha oTenbHBIX KOMITBIOTEPAX.

r) Ha koneunsix Toukax VPN.
Br16epute HecylecTBYIONUI BUA TPAHCISLUU CETEBBIX aIPECOB.

a) lunamuueckas.

0) CraTuueckas.

B) C HCHOJB30BaHIEM MTOPTOB.

r) C UCTOIh30BaHUEM MOCTOB.
1110361 ypOBHS NPUIIOKEHUHN TO3BOJISIOT:

a) Ucknrounth npsMoe B3aMMOJCHCTBHE JABYX Y3JIOB IyTEM peaJu3alud PO
HOCPETHHKA.

0) BoImoaHATh QYHKIINY MITI03a CEAHCOBOTO YPOBHSI.

B) AHaJIN3UPOBATh BCE CYLICCTBYIONIHE B MUPE MPOTOKOIIBI.

r) AHaIM3MpOBaTh TOJBKO MOIICPKUBAEMBIC JTUM MEXKCETEBBIM JKpPAHOM
HPOTOKOJIBL.
VYnpasisieMble KOMMYTaTOPBI MOTYT:

a) OcymiecTBiATh (huIbTpanuio Ha ocHoBe IP-aapecos.

0) OcymiecTBIsATh (GUIBTPAIUIO 110 UCTIOJIB3YEMOMY ITPOTOKOIMY.

B) OcymecTBnsaTh ¢puiibTpanuto Ha ochoBe MAC-anpeca.

r) Ocymiectsisth puabTpanuto Ha ocHoBe VLAN ID.
Bri0epure BO3MOKHOCTH MEKCETEBOI0 3KpaHa.

a) Peructpanusi COOBITHIT M TeHEpaITUsl OTUYETOB.

0) @unbTpanus Tpaduka.

B) TpaHCIsIIIKs CETEBBIX aJIPEeCcOB.

r) AyTeHTH(HKAUS TOJIH30BaTEICH.
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1) AIMUHUCTPUPOBAHHE.

10. Kakue yTBepkAeHUS O IPOTPAMMHOM MEKCETEBOM IKpaHe BEPHBI?

a) llomxomut B ciy4asix, KOTJa YCTPOMCTBO IIOJIb30BaTessl IMOMEIIAeTCsl B
HEJJOBEPEHHYIO CpENy.

0) Ilpu ero paboTe HCHIONB3YIOTCA PECYPChl YCTPOMCTBA, HAa KOTOPOM OH
(GYHKIIMOHUPYET.

B) [TogxomuT 1ist 3a1a4 CErMEHTHPOBAHHS CETEH.

r) [ToaxoauT it OTJETICHUS TOBEPEHHOMN YacTH CETH OT BHEIIHUX yIPO3.

1) Cunraercst 60j1€e OTKa30yCTOWYHMBBIM, YEM alIapaTHBII MEXKCETEBOM IKPaH.

Tect mo Teme 5.1 BBenenne B kpunrorpapuyeckne MeToAbI 3alIMTHI HHPOPMALMHT

1. Kaxnpiii mmdpoTeKCT MoXeT ObITh MOJMY4eH Kak pe3ylbTarT  CICIYIOIIEeTO
npeoOpa3oBaHus:
a) Ex (Dk(p))-
0) Dk(p).
B) Ex(p).
r. Dk (E(p))-
2. Sammdpyiite ¢ momomipio mudpa «Atodamn» cinoso «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L|M
Z|I Y XIW|V|IUIT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite ciaoBo «Xjxoby, 3ammdpoBanHoe ¢ mnomoinpto muppa as HOmus
[e3aps:
A/B|CIDIE|IF|G|H|I |J|K|LIM|N|O|P |Q|R|S|T|U|V|X|Y|Z
X YZ|A/B|CIDIE|F|G|H|I |J |K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.
4. Bammdpyiite cnoBo «KHU3HB» ¢ TOMONIBIO TEPECTAHOBKH
11213415
2|/5/3 |14
a) Hx3bu.
0) buzmx.
B) H3pxu.
r) Ub3xH.
5. Pacmudpyiite cnoBo «1216312611» ¢ momorpio Tadauis [lomuous:
112|3|4]|5|6
1/A|B|B|T|O|E
2| E[X|3 |1 |U|K
3|JJIM/H|O|IT|P
4 BIE|V|O|X|
S|Y || b |bl|b
6 (DO *|*|*
a) benka.
6) EsBroa.




10.

11.

12.

13.

B) Crpenxa.

r) benok.
BriepBbie MeTO/T YaCTOTHOT'O KPUITOAHAIHM3a BIIEPBBIC M3JI0KIUIL:

a) Jleon barrtucra Ans6epTH.

0) ®panuecko CUMOHETTA.

B) AOy IOcyd Aky06 ans-Kunnu.

r) xuponamo Kapnano.
Juck AnpOepTy Mo3BOJISIET aBTOMATU3UPOBATh:!

a) ludp mpoctoit 3amens! (ogHOaN(PaBUTHBINA MHDD).

6) MHuoroandaBuTHBIN mUdp.

B) llIudp nepecranoBkwu.

r) [Torounsnii mudp.
Vcnonp3oBanue maposst i MHEMOHHYECKOTO 3allOMHUHAHUS TIEPECTaHOBKH CHMBOJIOB
andaBuTa MPeAIOKUI:

a) Mareo ApaKeHTH.

0) biie3 ne Buxenep.

B) Jl)xoBanuu barrucra bemnnazo.

r) JbxambarTucta (J»xoBannu) aemna Iopra.
[Tomemenue nns nepiaroctpaunu nepenucku B XVII — XX Bekax Ha3bIBaIoCh:

a) benbrii kaOuHeT.

0) TaitHas koMHaTa.

B) SIlHTapHas KOMHaTa.

r) UepHblif KaOUHET.

1) KpacHbiit kaOuHET.
ugpel, B KOTOPBIX KaXIbIH CHUMBOJ OTKPBITOTO TEKCTa Mpeodpa3yercss B CHMBOI
mUPPOTEKCTa, B 3aBUCUMOCTH OT CBOETO PACIIONOXKEHUS B OTKPHITOM TEKCTE M KIIH0Ya
Ha3bIBAIOTCS:

a) MHoroapaBUTHBIMU HIHPPAMHU.

0) brounbME mE(pamu.

B) [ToTouHbIMU TIHIpaMHU.

r) PoTopupiMu mmmdppamu.

ammdpyiite cnoo «CJIOH» durpammusim mudpom Ineidepa.

Y ! O b B
K T €) H O
I I JI b IT
M A 11 3 P
C E A bl K
10) i 111 4! X

a) BAbU.

6) LHADb.

B) OIIYBI.

r) bILILL3.

ITycts mepectanoBka T npezcraieHa cieayromen Tabauien:
1/2]3]...|n=-5|n=-4|n-3|n-2|n-1|n
5(6|7|.../n=1] n 1 2 3 |4

Kakoii Buz nmMeeT nepecraHoBka oopaTHasi nepecranoBke T?

a.
1/2]3]...|n=-5|n-4|n-3|n-2|n-1|n
1/12]3 n-5/n-4/n-3|/n-2|n-1|n
0.
1/2]3]...|n=-5|n-4|n-3|n-2|n-1|n
413|2]...|] 10 9 8 7 6 |5
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1/2]3 n-4|/n-3|n-2|n-1|n
4156 n-1| n 1 2 |3
T.
1 2 3 |4|5].../n=-3|n-2|n-1| n
n-3|/n-2|n-1|njl]...|n-7|n-6|n-5|n-4
14. 3ammdpyiiTe ¢ momombio oTKpbITOro Kirroua (8051, 5) kpunrocuctemsl RSA coobienne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KPHUOTOrpaduyeckoro
IPOTOKOJIa IIEJIOCTHOCTH TIOJYYEHHOIO COOOLICHHS W €ro Co3JaHue J0 MOMEHTa
MOJIyYEHUsl, HO HE TapaHTUPYET 3alUIUTYy OT MOBTOPHOU OTIPABKH COOOIICHUS?

a) CBOMCTBO «ayTEHTH(HUKALHI CTOPOH.

0) CBOIicTBO «ayTeHTU(DUKAIMSI UCTOUHUKAY.
B) CBOMCTBO «MHBapUAaHTHOCTb OTIIPABUTEIISI.
r) CBOMCTBO «ayTeHTU(PHUKAIUS COOOIICHUS.

16. Kakoe cBo#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KpUNTOrpaduuecKkoro
MPOTOKOJIA, YTO YYACTHHUKH, HAYaBIIME HCIOJHEHUE MPOTOKOJIA, HE H3MEHUIIHCH C
TE€YEHUEM BPEMEHU?

a) CBOMCTBO «ayTeHTU(PUKAIUS CTOPOHY.

0) CBOIiCTBO «ayTeHTU(HUKAINSI HCTOTHUKAY.
B) CBOICTBO «MHBapUAHTHOCTb OTIIPABUTEIISI.
r) CBOMCTBO «ayTeHTU(PHUKAIIUS COOOIICHUS.

BepHblii 1 1OHBIA OTBET HAa BONPOC TeCTa OIEHUBAeTCs B 1 Oami, [uisl MPOXOXKIACHUS
TecTa HEOOXOAMMO BEPHO U MOJHO OTBETUTH Ha HE MeHee ueM 60 IMpOIeHTOB BOIIPOCOB TECTA.
TeMbl NpaKTUYECKUX 3aHATHI

Tema npakTHYecKkoro 3aHsTusi mo Teme 3.1
BBenenue B MHPOPMAIMOHHYIO 0€30IIACHOCTH ONEPAIHOHHBIX CHCTEM

1. OcHoBHI paboTHI ¢ TIpoIIeccamMy, BBOJOM-BBIBOAOM U ¢aitnamu B OC Windows u Linux.

Tema npakTHYecKOro 3aHsATHSI MO0 Teme 3.2
HNudopmannonHas 6e30MacHOCTh ONepallMOHHBIX cucTeM ceMeiicTBa Windows.

1. OcHoBsl 00ecnieuenus oe3omacuoct B OC Windows.

Tema npakTH4eCKOro 3aHATHSA 10 Teme 3.3
HNudopmanuonnas 6e30nacHOCTH ONEPANMOHHBIX CHCTeM ceMelicTBa Linux

1. OcuoBbl 00ecneueHus oe3zomacaoctd B OC Linux.

Tema npakTH4eckoro 3ansatus no reme 4.1
BBeneHue B apXUTEKTYPY JOKAJIbHBIX BBIYMCIUTEIbHBIX CeTEH

1. Cereoii cuuddep Wireshark. 3nakoMcTBO ¢ pUIBTPaMy MaKETOB.
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TeMbl NPAKTHYECKOT0 3aHATHS 1O Teme 4.2
CeteBble YIpo3bl M MeTO/bI POTHUBOAECHCTBUSA UM

WuBeHTapHu3aMsg U MOUCK ySI3BUMOCTeH ¢ ucmonb3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. MHcnonb3oBaHue CeTEBOro CKaHEpa JJisi  BbISBJICHUS
YSI3BUMOCTEH YPOBHS CETH.

Bupychbl, MX BBIBIEHME M YCTPAHEHHE C HCIOJB30BAHUEM CIIELMAIU3UPOBAHHOIO
IPOrPaMMHOT0 OOeCTIeUeHUsI.

TeMbl NPAKTHYECKOT0 3aHATHSI 10 TeMe 4.3 MeskceTeBble IKPaAHBI

bpanamaysp Windows. Pa3paboTka nmpaBui MEXCETEBOT0 SKpaHUPOBAHHMS.
Bupryansnas undpacrpykrypa Eve-NG.
MexceTeBoi 5kpaH Ha rpaHulle cetu. Hactpoiika npaBmuii MeKCeTeBOro 3KpaHUPOBAHHUS.

TeMbl NPaKTHYECKOT0 3aHATHS MO Teme 5.1
BBenenne B kpunrorpaguueckue MeTobl 321U THI HHGOpMALHT

Hctopuueckue mmdps! mmdpoBanue u pacumdpoBaHue.
JlonoJIHUTeIbHbIE 32/IaHUS VIS CAMOCTOSITEJILHOTO PeleHus

JonosanurtenbHble 3aaanus mo teme 1.1 [IpaBoBbie 0CHOBBI 00ecneYeHU
HH(OPMAIMOHHOI 0€30MACHOCTH

Kakas wundopmamms mnpeacrasiser g Bac nenHocts? Kakue XapakTepucTUKU
UHPOPMALMOHHOM Oe3omacHOCTH Bl ObI X0TeNN 00eceunTs s Takoi nHpopMarimn?
Bribepere kakoii-nu6o Buj neHHoi ans Bac mndopmaunu. B kakux dopmax Moxer
OBITH MPEJCTABJIEH ITOT BUJ HH(DOpMAIUN?

IIpoananusupyiiTe: K KakMM BHJ1aM TaiiH Bbl MokeTe UMETh 1OCTyH?

[Ipoananu3upyiite: kKakue CBsI3aHHbIE C BaMu JaHHBIE MOTYT SBJISITHCS TaltHAMU?

IIOHOJIHI/ITCJIBHBIC 3aJaHud 110 TEME 1.2 3aumTa NMEPCOHAJTBHBIX JAHHBIX

Onumure cxeMy HWH(POPMAIMOHHBIX TOTOKOB Bammx mepcoHaNbHBIX JIaHHBIX B
YHuBEpCUTETE.

OmnumuTe cxemy HH()OPMAIIMOHHBIX TOTOKOB Bamux nepcoHanbHbIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna ju (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cornacue Ha
00paboTKy NHepcOoHaANbHBIX JaHHBIX? Bcerma num 3To MpOMCXOAUT B COOTBETCTBUM C
3aKOHO/ATENbCTBOM?

[Ipoananu3upyiite: B Kakux cUTyalusx Bbl maBamm coriacue Ha o0paboTky Bammx
CHelHalbHbIX JaHHbIX? He ObU10 11 3TO M3MUITHIM?

[Ipoananmm3upyiite: B Kakux cUTyarusx Bbl maBaim coriiacue Ha 0o0paboTKy Bammmx
OnoMeTrpuueckux JaHHbIX? He ObLI0 1 3TO U3IUIITHUM?

JlonosiHuTeAbHBIE 3a/1aHus 110 TeMe 1.3 Opranu3anuoHHble 0CHOBBI 00ecieYeHHs
HH(POPMALIMOHHOH 0€30I1aCHOCTH

Pazpabotaiite Mmomens HapymuTens A Bameit momanraeit nHGOPMAIMOHHONW CHCTEMBI.
Pa3paboraiiTe Moaenb HapyIUTeNs A7l KOMIIBIOTEPHOTO Kjlacca Y HUBEPCUTETA.
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Pazpaboraiite Mozens yrpos /it Bareit nomanrHeit nHGOPMAMOHHON CUCTEMBI.

PazpabotaiiTe Moenb HapYIIUTENS 111 KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.

5. Ilpemnoxute cpencTra 3ammThl nHGOpManuu aiisi Bamielr jomanrHelr nHGOPMAITMOHHON
CUCTEMBI.

6. Ilpemmoxure cpeactBa 3amuThl  HWHGOpPMAMKU Ui  KOMITBIOTEPHOTO  KJiacca

YHuBepcurera.

~ow

JlonmosiHuTEIbHBIE 3aJaHUA 110 TeMe 2.1 ApXuTeKTypa KOMIbIOTEpa

1. U3yuute Bam mnepcoHajabHBIH KOMIBIOTED U COBPEMEHHBIE TaJKEThl, KOTOPHIMU BbI
noJsib3yeTech. CpaBHUTE UX XapaKTEPUCTHKHU: OBICTPOJACHCTBHE, 00bEM ONMEPATHBHOU U
BCIIOMOTaTeNbHOM MaMATH, CKOPOCTh JocTyna B IHTepHeT.

JonosiHuTeILHBbIE 3a1aHKs 110 TeMe 3.1 BBenenue B ”H(GOPMAITHOHHYIO 0€30MACHOCTh
ONepalOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukaTop mpoiecca, OTKPhIThIC
CcoeMHEHUS U 0a30BBIil IPUOPHUTET.
2. Ortkpoiite Opayszep Chrome. Haiimure ero wuaeHTudukaTop mpoiecca, OTKPHITHIC
coeTMHEHUS U 0a30BbIi IPUOPHUTET.
3. 3amyctute npunoxenue «baokHoT». Haiinure Qaiinbl oTkpbIThie pouieccoM «bIoOKHOT
¢ momMotrsio yruiutsl Process Explorer.

OC Linux
Haiinure nate caMbix TpeOOBATEIbHBIX K MAMSITH MPOIECCOB.
OTxkpoiite Opay3ep U HAIUTE OTKPHITHIC COCTUHEHHUS.
BriBenuTe comepkumoe TUPEKTOpuu /etc.
BeiBenute comepkumoe aupekropuu /etc/schedule.

P

JonosHuTeIbHBIE 3a1aHus M0 TeMe 3.2 UHdopmanmoHHasi 6€30MaCHOCTD
OIepalMOHHBIX cucTeM cemerictBa Windows

1. Coznaiite mnonb3oBatens «Amnuca». Hasnaubre et mapons. Co3pmaiiTe rTpynmy
«HenoBepeHHbIE OIb30BATETN .

2. Co3zpaiiTe ITUpeKTOpulo, coaepkairyro (ainbl. HazHaubTe Annce mpaBa JOCTaTOYHBIE
JUIsl OTOOpa)keHUs CIIUCKOB (DaiiyioB U MEPEX0J0B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKXke uyTeHHUs (aiaoB B TUPEKTOpUH M ee nmojaaupekTopusx. IlpoeprTe, uto Anumca
MOJKET pOoCMaTpuBaTh (aiibl.

3. 3amperute rpynne «HemoBepeHHbIE MOJIb30BaTENU» JOOOH JOCTYN K CO3JaHHOM
JTUPEKTOPUH, €€ MOJAMPEKTOpUsAM, a Takke K (aiimaM BHYTpU JTUPEKTOPHUH U €€
MOAUPEKTOPUH.

4. Jlo6aseTe Anucy B rpynny «HenoBepeHHble mosb3oBarenu». [Iposepbre, uto Annca He
CMOXeT IPOCMAaTpUBATh (ailsibl B JUPEKTOPHH.

JononHuTeIbHBIE 3a1aHus M0 TeMe 3.3 UHdopmanmoHHasi 6€30MacCHOCTD
onepamuoHHBbIX cucTeM ceMeiicTBa Linux

1. Cozpaiite mnonb3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE OIB30BATEIN.
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2. Cozpaiite ITUpeKTOpuIo, coaepkairyio (aitnbl. HazHaubTe Anmce mpaBa JOCTaTOYHBIC
JUIs OTOOpa)KEeHUs CIIUCKOB (ailyIoB M MEPEX0I0B B IUPEKTOPUU U €€ MOJAJUPEKTOPHSIX, a
TaKXke YTeHHs (PaiijIoB B TUPEKTOPUH M ee moaaupekTopusx. IIpoeprTe, uto Anmca
MOYET YUTaTh (ailibl.

3. C momouiplo CHUCKa KOHTPOJNS JOCTyNmoB 3amperure rpymme «HemoBepeHnHsie
HI0JIb30BaTENN» JIIOO0H N0CTYyN K BhIOpaHHOMY (aility BHyTpHu qupekropun. [Tomensiite
BJIaJIENIbLIA ATOTO (ailyia Ha CyNeproab30BaTeist cucTeMbl. Paszpemmure B 6a30BBIX MpaBax
JIOCTYII K BeIOpaHHOMY (haitiry kogom 600.

4. Jlo6aBpre Ammcy rpynny «HemoBepeHnHble monb3oBarenny. [IpoBepbTe, uTo Anuca He
CMOJKET IMPOYMTATh BEIOPAHHBIN (haii.

JlonoJiHUTe/IbHBbIE 3a1aHKs 110 TeMe 4.1 BBe/ieHHe B apXUTEKTYPY JOKAJbHBIX
BbIYHMCJIHUTEIbHBIX CeTel

1. TIpoBeppTe HOCTYMHOCTH JIOOOrO0 HCHOJIB3yeMoro Bamm mouToBOrO cepepa ¢
ucrnonp3oBanuem ytuiutel Telnet. Cremyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosTenbHO.

2. Hactpoiite moury B mnouroBoM kiueHte Thunderbird. Cnenyiite craTbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Pazpaboraiite punbTpsl s mpocMoTpa Toabko ucxoaaumx ICMP-3anpocos. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

I[OHOJIHHTGJII)HI)IC 3aJlaHUA 110 TEME 4.2 CereBble YIrpo3bl U METOAbI HpOTHBOI[eﬁCTBHﬂ
UM

1. TlpoBeaute MOMCK YSA3BHUMOCTEH Ha CBOEM JOMAIIIHEM IE€PCOHAIBHOM KOMIIBIOTEpE,
03HAKOMBTECh C ONMCAHHUEM BBISIBICHHBIX YA3BUMOCTEW, ONPEAEIUTE HACKOJIBKO OHU
kputnuHbl o mkane CVSS, u ycrpanure ux.

2. IlpoBepwre, yctpaneHa mnu ys3BuMocth CVE-2017-0144 wna BameMm jgomamrHeMm
KOMIIbIOTEPE, U YCTAaHOBUTE OOHOBJIEHHE O€30MaCHOCTH B Cilydae, €CIU YA3BHUMOCTb
npucytctByeT. Cnenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyuntre ys3Bumocth CVE-2014-0160, cnemys cratesm  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TlepBas craThs mpeacTaBiuseT CcoOOW  HEOONBIION  KOMHKC,
MOKa3bIBAIOUINM, HACKOJBKO ONacHa M JIETKO HCIHOJb3yeMa 3Ta YA3BUMOCTb. Bropas
CTaThsl MpeACTaBIseT co00N MOoApOOHOE OMHMCAHHWE YA3BUMOCTH, IIOCIEJICTBUS €€
UCIIOJIb30BAaHUS M PUCKH.

JlonoJHuTeIbHBbIE 3a1aHus 10 TeMe 4.3 MekceTeBble IKPAHBI
1. 3amenute y3nel Hacker u Victim Ha y371bl mOJ ylpaBlI€HHUEM OINEPALMOHHON CHCTEMBI
Windows 1 o06patuTech K UX CETEBBIM pecypcaM 1o nporokony SMB. Cnenyiite craThe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonosHuTeILHBIE 3a1aHKUA 110 TeMe 5.1 BBeneHue B kpunrorpadgpuueckne MeToabl
3alUThI HH(POPMALMHU

1. Bammdpyiite u pacmudpyiite coobuienne «5 Tedst m06mI0!» BceMu U3BECTHHIMU Bam
HUCTOPUYECKUMHU MU PaAMHU.
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Kpurepun onieHKM NPpaKTHYECKOT0 3aHATHS.

3a TIpakTUYeCKOe 3aJaHWE€ BBINOJHIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOIIO0Y,
«Y/10BJIETBOPHUTEJIBHOY, «HEY/I0BJIETBOPUTEIbHOY.

OneHka «OTJHYHO» BBICTABIIAETCS, €CIU CTYACHT aKTUBHO paboTaeT B TEYEHUE BCETO
MPAKTUYECKOIO 3aHSTHUS, JaeT BEpHbIE M TOJHBbIE OTBETHl HA BOMPOCHI MpernojaBaTens u
IMMOKAa3bIBaACT IIpHU 3TOM FJIYGOKOC OBJIAICHUC JICKIHMOHHBIM MAaTCpraJIiOM, BCC YaCTU 3aJJaHUsA
BBIMIOJTHEHBl BEPHO (JIOMYCKAIOTCS HEOOJbIIME HETOYHOCTHU, HE SIBISIOIIMECS CIIEICTBUEM
HE3HAHWS WIM HENOHMMaHMA YdeOHOro Mmarepuaina). PaboTa BBINOJIHEHA CAaMOCTOSTENBHO.
Pabora cnana ¢ cobmonenneM Beex cpokoB. CoOutto/IeHbl Bee paBuiia 0pOpMIICHHUS.

OneHka «XOpOLIO» BBICTABIISCTCS, €CIU CTYIEHT aKTUBHO Pa0OTaeT B TEUCHHE BCETO
MPAKTUYECKOTO 3aHATHSA, JaeT BEpHbIE, HO BO3MOXKHO HEMOJHbIE OTBETHl Ha BOMPOCHI
npenoaaBareyidi U MOKa3bIBACT IMPU 3TOM CBOGOIIHOC BJIAAICHUC JICKIUOHHBIM MaTCpuajioM, BCC
YacTH 3aJaHusl BBIMOJHEHBI BEPHO (IOMYCKAIOTCS HETOYHOCTH, HE SIBISIOLIUECS CJEICTBUEM
HE3HAHWS WJIM HENOHUMaHWsA YydeOHoro marepuana). PaGora B 1eIOM BBIIIOJHEHA
CaMOCTOSITENIbHO, BO3MOXKHO C KOHCYJbTalMel mnpenoaasarens. Pabora caana ¢ cobmoaeHueM
BCEX CPOKOB. JlomycKaroTcs He3HAYUTENIbHbBIE HEJOUEThl B O(POPMIICHUH.

OuneHka «ya0BJIETBOPUTEIbHO)» BBICTABISIETCA B TOM Cllydae, KOrja CTYJIEHT B IEJIOM
OBJIAJIE]I CYTHIO BOMPOCOB IO JTAHHOM TeMe, OOHApyKMBAeT 3HAHWE JICKIIMOHHOTO MaTepuara.
[Tpu >TOM Ha 3aHATUU BelEeT ceOs MACCUBHO, JACT HEMOJHbIE OTBETHI HA BOMPOCHI, JOIYCKaeT
OIIMOKH MPH OCBEIIEHHUH TEOPETHUYECKOTO MaTephalia, He MOKET 0OOOIIUTh M ClIeNIaTh YETKUE
Joru4eckre BbIBOABI. PaboTa cnana c omo3gaHueM He Oolee ABYyX 3aHsaTHM. [lomyckarorcs
HE3HAYUTCIBbHBIC HEAOYCTHI B O(i)OpMJ'ICHI/II/I.

OueHka «Hey/A0BJIETBOPUTEIBLHO» BBHICTABISIETCS B Clydae, KOrjia CTYACHT OOHapy KU
HECOCTOSITEIbHOCTh OCBETUTH BOMPOCHI MJIM BOIPOCH! OCBEUICHBI HETPAaBUIIbHO, OECCHCTEMHO, C
rpyObIMH  OIIMOKAaMH, OTCYTCTBYIOT TIOHMMAaHHUSI OCHOBHOM CYTH BOIIPOCOB, BBIBO/IBI,
0000meHns, 00HAPY)KCHO HEYMEHHE pemiath ydeOHble 3amaud. OOydaromuiicss HE MOXKET
BBIMIOJHUTH paboTy 6e3 momoIu npemnojasatensd. Pabora ciana ¢ HapyiieHueM CpoKoB (T031Hee
4YeM 4uepe3 JIBa 3aHsTHs ). B oopMiIeHHH IPUCYTCTBYIOT 3HAUUTEIBHBIC HEIOYCTHI.

1.2 Cnucok BonpocoB U (MJ1M) 3aJaHU VISl POBeeHUs MPOMEKYTOYHOM aTTecTauuu

Bonpocsl k 3auery
(nposepra cipopmuposannocmu YK-8, unouxamop HUJ]-YK-8.4)

1. OcHoBHbIe paBa rpaxkJiad B cepe 00pabOTKU U 3alIUThl HHPOPMAIUH.

2. OCHOBHbBIE NPUHIMIBI MPABOBOTO PEryJUpOBaHUS B 00JacTh 0OpabOTKM W 3alUThI
uH(pOpMaLNH.

3. HNudopmanus. OCHOBHBIE CBOICTBa 0€30MacHOCTH MH(pOPMAIUU: KOH(UAECHIIUAIBHOCTD,
IIEJIOCTHOCTD, IOCTYIHOCTb.

4. Bwuapl vHOpMaIMK MO MOPSAKY OCTYNA U PaCIPOCTPAHEHUS.

5. Orpanuuenue gocrymna Kk nHGopmarmu. 3anmra nHpopmanuu. OObEKTH 3aUTHL. Buab
TalH.

6. MudopmarmoHHbIe TEXHOIOTHH U HH)OPMAITIOHHBIE CHCTEMBI.

7. OOGnangarens nHGOPMAIMK U ONEpaTop MH(HOPMAITMOHHON CHCTEMBI.

8. OTBeTCTBEHHOCTH B chepe 00pabOTKH | 3alIUTHI HH(OPMAIIHH.

9. TlepcoHasibHBIE JaHHBIE M IPUHLUIIBI KX 00PaOOTKH.

10. Bupl iepcoHATBHBIX JaHHBIX: CIICIIHATbHBIC, OMOMETPUICCKUE H OOIIE0CTYITHEIC.
11. YcnoBust 00pabOTKU MEPCOHATBHBIX JTaHHBIX.

12. Cornacue Ha 00pabOTKY IMePCOHATBHBIX JIAHHBIX.

13. TpancrpanuyHas nepenaya nepcoHaIbHbIX TaHHBIX.
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14.
15.
16.
17.
18.
19.
20.
21.

22

33.
34.
35.
36.
37.

38.
39.
40.

41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.

[IpaBa cyOBEKTOB MEPCOHANBHBIX TaHHBIX.

Omnepatop nepcoHaIbHbIX JAHHBIX U €r0 0053aHHOCTH.

Mepsl oOecrieueHust 6€301MaCHOCTH MEPCOHATBHBIX JAHHBIX.

KoHTposb 1 Hai30p 3a BEINOJIHEHHEM Mep 10 00ECIIeYeHHIO Oe3011aCHOCTH.

Y10JIHOMOYEHHBIN OpPraH O 3allUTe NpaB CyOBbEKTOB NEPCOHAIBHBIX JAHHBIX.

[TocnenoBarenbHOCTh ACHCTBHIA O 3aIUTe HHGOPMAIUH.
BrisiBnenue u ananu3 HHQOPMAIIMOHHBIX aKTUBOB.
dopmupoBaHue TpeOOBAHUMN MO 3aIUTE UHPOPMALIUH.

. [Momxop! K MOZETUPOBAHUIO HAPYIIUTENCH HH(OPMAITMOHHON 0€30IacHOCTH.
23.
24.
25.
26.
217.
28.
29.
30.
31.
32.

VYrpo3sl uHGOpPMALIMOHHON OE30MTaCHOCTH.

CpencrBa 3amuThl HHOOPMAIIUH.

[Ipoueccopsl.

OcHoBHas (K311 ¥ orepaTuBHAs) MaMSTh.
BcenomoratenbHas naMsTh.

YcTpoiicTBa BBOIa-BbIBOIA (ILIMHBI, MOHUTOPBI, IPUHTEPBHI).

YcrpoiicTBa BBOa-BbIBOIA (KIIABUATYPBI U MBIIIH, BEO-KaMepbl, MUKPO(OHbI).

OO6muit cnocod xpaHeHust ¥ 00paboTKH UH(POPMALIUK B KOMIIBIOTEPE.
[NTonsiTus onepanoHHON U (haiiIoBOi cucTEM.

CyOBeKTbl, 00bEKTBI, METO/IBI U TIPaBa JIOCTYIIA, IPUBUJIETHHN CYOBEKTA JOCTYIIA.

JIMCKpeMOHHOE YIPaBJIeHHUE JOCTYIIOM.

MaHnpaTHOe ynpaBiaeHue JOCTYIIOM.

Wnentudukanus, ayreHTU(GUKALUA 1 aBTOPU3ALHSL.

YnpasjieHue T0CTYIIOM B ONEPAIlMOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTUGUKALMs M aBTOPU3aLUs B  ONEPALMOHHBIX
cemeiicrea Windows.

Peanuzanus ayaura B orepalmoOHHbIX cucteMax cemerictBa Windows.
VYrpasjieHue T0CTYIIOM B ONEPAIlMOHHBIX CHCTEMax cemeiicTBa Linux.
Wnentudukanus, ayreHTUGUKALMs M aBTOPU3aLUs B  ONEPALMOHHBIX
cemeiictBa Linux.

Monens ISO/OSI.

ApPXUTEKTYpa ¥ OCHOBHBIE TIPOTOKOJIBI JJOKAJIHHBIX BEIYHCIUTEIBHBIX CETEH.
Knaccugukanum ceTeBbIX yrpos, ya3BUMOCTEN U aTax.

CeTteBble aTaku Ha pa3IM4YHbIX ypoBHIX Monenu ISO/OSI.

Knaccugukanus BpeZJOHOCHOTO TPOrpaMMHOT0 00eceueHHs.

[Tpu3HAKH IPUCYTCTBUS BPEAOHOCHOTO MTPOTPAMMHOTO 00eCTICUeHHUSI.
Mertobl 06HapyKeHUsI BPEJOHOCHOTO NMPOIPaMMHOI0 00ecriedeHusl.
MecTo U posib MEXKCETEBBIX SKPAaHOB B 00ECIIEUEHNHU CETEBOW O€30MacCHOCTH.
Knaccugukanus MexceTeBbIX HIKPaHOB.

OCHOBHBIE BO3MOKHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA U HEJOCTATKH MEXKCETEBBIX 3KPAHOB.

[Toctpoenue nmpaBui GUIBTpALIUN.

Kpunrorpadus npeBHero mupa.

Kpunrorpadus cpeaHux BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus HoBoro Bpemenu.

CumMmeTpuyHas 1 aCUMMETpUYHAast KpUNTOrpagusi.

BbIUucmTensHO CII0KHBIE 33]Ja9i MATEMaTHKH.

Kpunrocucrema RSA.

[TonsATHE KpUNITOrpahUIECKOTO MPOTOKOJIA.

CBoiicTBa IPOTOKOJIOB, XapaKTepU3YIOIIUE UX 0€30IacCHOCTb.

Cxembl 1u(ppoBOH MOIMUCH.
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HpaBnna BBICTABJICHHA OIICHKH HA 3a4eTe.

B nporecce 3auera TpeOyeTcs OTBETUTh HA OAMH M3 NMPHBEIECHHBIX BhIIIE BOIpocoB. Ha
IIOATOTOBKY K OTBETY J1a€TCs HE MEeHee | akaleMHU4yecKoro yaca.
ITo uToram 3adera BBICTABIIACTCA OJHA U3 OLEHOK: «3a4TCHO», «HE 3a4TCHO».

Onenka «3a4yTeHO» BBICTABIIAETCA CTYIEHTY, KOTOPBIM JIEMOHCTPUPYET BIaJCHUE
coJlep>KaHueM MaTepuaja ¥ MOHSITUHHBIM amnmapaToM TEOPUHU ICEBIOCTyYalHbIX T€HEPaTOPOB;
YMEET CBSI3bIBaTh TEOPUIO C MPAKTUKON. B oTBeTe MOryT nOmycKarbcs OTAEIbHBIE HETOYHOCTU
(HecyliecTBEHHbIE  OIMIMOKH), KOTOpbIE  MCHOPABISIOTCS  CaMHM  CTYAGHTOM  IOCIHe
JIOTIOJIHUTENBHBIX U (WIM) YTOYHSIOUIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTh 10mOJHUTENBHBIX
BOIIPOCOB CTYJIEHT MOKET HE JIaTh OTBET WJIM JaTh HEBEPHBI OTBET.

Onenka «He 3a4TeHo» BBICTABIAETCS  CTYJIEHTY, KOTOpBIM JI€MOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHbIE 3HAHUS; OECIOpPAIOYHO U HEYBEPEHHO M3JIaracT MarepHuall; He
YMEET BBIIEIATH [VIABHOE U BTOPOCTETIEHHOE, HE YMEET COECUHATh TEOPETUUECKUE MTOJIOKEHHUS C
MPAKTUKOM; AOMycKaeT rpyOble OUIMOKHU MPH OIpe/IeJIeHUH OHATUMN, BCIEACTBUE HETTOHUMAaHUS
UX CYLIECTBEHHBIX U HECYIIECTBEHHBIX IPU3HAKOB U CBSI3€H; 1a€T HEIOJIHbIE OTBETHI, JOTHKa U
MOCIIE0BATEIbHOCTh H3JIOKEHUS KOTOPBIX MMEIOT CYIIECTBEHHbIE U MPHUHIMIHUAIbHBIC
HapylIEHHs, B OTBETAX OTCYTCTBYIOT BBIBOJbI. J(ONOJHUTENbHbIE M YTOYHSIOIIME BOIPOCHI
JK3aMeHaTopa He NPHUBOJAT K KOPPEKIMH OTBETOB CTyaeHTa. Ha OCHOBHyIO 4acTh
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYJEHT 3aTPYyIHSAETCS AaTh OTBET UJIU J1a€T HEBEPHbIE OTBETHI.

Onenka «He 3auTeHO0» BBICTABISAETCS TaKXKE CTYACHTY, KOTOPBII B3sJI 9K3aMEHAIMOHHbBIN
OuiieT, HO OTKa3ajcs JaTh Ha HErO OTBET.
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IIpunoxkenne Ne 2 k paGoueil mporpaMme M CUHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIMOHHOI cpe/ie»

MeToanyeckue yKa3aHus JJIs1 00y4aIOMMXCS 110 0CBOEHUIO U CIUTIIHHBI

OcHoBHOU (opMO# H3TOKEHHST Y4eOHOro Mmarepuana o AUCHUIUIMHE «be3onacHocTh B
COBPEMEHHOW WH(GOPMAIIMOHHON cpene» SBISIOTCS JIEKLIUH, YTO CBS3aHO, HPEXJIE BCEro, C
HOBU3HOI Matepuaina /i ooydaromuxcs. [1o O0NbIIMHCTBY TeM IPeIyCMOTPEHBI TPAKTHUECKHE
3aHATHSL, LENbI0 KOTOPBIX SIBJIAETCS 3aKpPEIUIEHHE JIEKLIMOHHOIO MaTepuana IyTeM peLIeHUus
CHelHalbHBIM 00pa3oM NoJ00paHHbBIX MPAKTUYECKUX 3a]1a4.

JUiga  ycremHoro OCBOEHHS JAMCLUMIIMHBI BaXXHO CAMOCTOATEIbHOE HU3YYEHHE
TEOPETUYECKOr0 MaTepuaja M pelIeHUE MPAKTUYeCKUX 3aJady, KaKk B ayIuTOpUH, TaK U
CaMOCTOSITENIFHO B KAYECTBE CAaMOCTOATENBbHOM paboThl. [Ipumeps! petenus 3agad pa3ouparorcs
Ha JICKIUSAX M MPAKTHYECKUX 3aHATHUSAX, MPU HEOOXOIUMOCTU IO Hambosee TPYIHBIM TeMam
IIPOBOASTCS JOTIOJIHUTENbHbIE KOHCYJIbTaMU. OCHOBHAS LIE€b PEIICHUS ITPAKTUYECKUX 3a7au —
MOMOYb YCBOUTH OCHOBHBIE MOHATUS WH(OPMALMOHHOW OE€30MacHOCTH, MX OMpeIesieHus, a
TaK)K€ OCHOBHBIE METOJBI M CpeICTBa oOecriedeHus HHGOpMAIMOHHON Oe3omacHocTH. Jlns
pelieHus 3a1ad HeoOXOAMMO HE TOJNBKO 3HAaTh, HO M IMOHUMAaTh JIEKIIMOHHBIM MaTepHall.
[Tosromy B mpoumecce U3yuyeHUs [IUCLHUIUIMHBI pPEKOMEHIYyeTcsi peryispHas paboTa cC
KOHCIIEKTaMU JIEKIIMI U peKOMEHIOBAHHOM JINTEPATypOHl.

bonbiioe BHMMaHME JOJKHO OBITH YIEJIEHO CaMOCTOsATENbHOW pabore. B kauecTBe
3aJJaHUM I CaMOCTOSITENIbHOM paboThl IoMa CTy/€HTaM IpeajiaraloTcs 3a/1ayi, aHaJIOTUYHbIe
pa300paHHBIM Ha JIEKIUAX U IPAKTUYECKUX 3aHATHSAX UM CX0KHE C HUMH.

Jlis mpoBepKHM M KOHTPOJS YCBOCHHS TEOPETUYECKOro MaTepuasa, MPHOOPETEHHBIX
IIPAKTUYECKUX HABBIKOB pa0OThl ¢ OCHOBHBIMH IOHATHUSMU B T€UEHHE OOYUYEHHS MPOBOAATCS
MEPONPUITHS TEKYIIEeH aTTecTaliu B BUJE TECTUPOBaHUU. Takke MPOBOIATCS KOHCYJIbTALUU
(mpu HEOOXOIMMOCTH) MO JICKIIMOHHOMY MaTepuaay M pa300py HEKOTOPBIX 3aJaHuil s
CaMOCTOSITENILHOM pabOTHI.

B KoHLe u3ydyeHHs IUCLUIUIMHBI CTYAEHThl CHAIOT 3a4yeT. 3adyeT IPOBOAMTCA Ha
OCHOBaHUU BBINIOJIHEHUS TECTOBBIX 3aJ]aHUI U coOeceoBaHUsI HA OCHOBAHUHU CIHCKa BOIIPOCOB
K 3a4€eTy, KOTOPBIA OXBATHIBAET IMOJHOCTHIO BCIO IPOrPaMMY JTUCHUTIINHBI.

YueOHO-MeTOAMUECKOE 00ecTeueHne
CaMOCTOSITEIbLHOM paﬁoTbl CTYACHTOB IO TUCHMIIJINHE

Jl1st caMOCTOSTENTbHON pabOThl PEKOMEHTyETCsl UCIIOIb30BaTh CIIEIYIOLIYI0 YUeOHYIO
JUTEPaTypy:

1. Tanenbaym O. Apxurextypa kommbioTepa. / O. Tanenbaywm; [mep. ¢ anria. lO.
I'opoxosckoro, JI. IllunTsikoBa] - 5-e wum3n. - CII6.: Ilurep, 2013. - 843 c.
(akamemMHuecKoe U3JI0KEHNE MaTepruaia Mo apXUTEKType KOMIIBIOTEPA).

2. Tanmenbaym 3. CoBpeMeHHBIE omepannoHHble cuctembl. / J. Tanenbaym, X. boc;
[mep. ¢ anrn. A. JleontseBoii, M. MansimeBoii, H. Bunsunnckoro] - 4-e uza. - CIIO.:
[Mutep, 2019. - 1119 c.: un. (akagemMuyeckoe W3JIOKEHHE MaTepuaga Io
OTIEPALIMOHHBIM CUCTEMaM).

3. Tanenbaym D. Kommbrotepusie cetu. / D. Tanenbaym, /. Yazepost; [mep. ¢ anTIL. A.
I'pebennkoBal - 5-e uzn. - CII6.: [Turep, 2019. - 955 c. (akamemudeckoe U3NOKEHUE
MaTepHala 1o KOMIBIOTEPHBIM CETSIM).

4. Andepor A.Il. OcHoBsl kpunrorpadguu. Yuebnoe nocodue. / A.Il. Andepos, A. IO.
3y6oB, A.C. Ky3pmun, A.B. Uepemymkun. M.: T'emnoc APB, 2005. 480 c.
(akamemMHuuecKoe U3JI0KEHUE MaTepuaia o Kpunrorpapun).
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