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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

enpto qucuuiuinabl «be3onacHOCTh cucteM 0a3 JIaHHBIX» SABJSETCS 00yueHHE CTYJICHTOB
NpUHLIKIIAM oOecrieueHus: 6€30MacHOCTH MH(OPMAalK B aBTOMAaTU3UPOBAHHBIX HH(DOPMAIIMOHHBIX
cucremMax (AHNC), ocHOBY KOTOpBIX cocTaBisaoT 0a3pl gaHHbIX (BJl), HaBelkam paboOTHI €O
BCTPOEHHBIMU B CUCTEMBI yrpaBieHus 0azamu naHHbix (CYB/l) cpenctBamu 3amuThl.

3ana4uu JUCUUIUIMHBIL

- MPUOOPETEHHE CUCTEMHOTO MOX0/a K mpobieme 3amuThl nHpopmanmu B CYB/;

- U3y4yeHue Mozeneil 1 Mmexanu3MoB 3auTsl B CYB/];

- IpUOOpeTeHNEe MPAKTHUECKUX HABBIKOB OpraHu3anuu 3amutel b1

JlaHHBINA Kypc, MO3BOJSET IyTEM H3YYEHHUS YSI3BUMOCTEH HH(OPMALMOHHBIX CHCTEM U
oco0eHHOoCTel obecrieueHnst 0€30MacHOCTH 0a3 TaHHBIX, BHIPA0OTATh Y CTYJIEHTOB YOEKIEHHOCTh B
HEOOXO/MMOCTH TIPUHATHA aJCKBAaTHBIX yrpo3aM O€30MacHOCTH Mep 3allUThl POCCHHCKHX
00BeKTOB MH(pOpMATU3ALKU, MPEIOCTABIsAET JOCTATOYHBIC 3HAHUS M HaBBIKH, TpeOyemble s
3TOrO.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOI MPOrpaMMbl

JlaHHas TUCIMITIIMHA OTHOCUTCS K 00s13aTeIbHON YacTH 00pa30BaTeIbHOM POrpaMMBl.

JUis yCHEIIHOIro YCBOEHHMs JIaHHOM JMCUUIUIMHBI HEO0OXOAUMO, 4YTOOBI CTYAEHT BIAfEN
3HAaHUSMM, YMEHUSMH U HaBbIKaMH, COPMHUPOBAHHBIMU B IIPOLIECCE U3YUEHUS AUCLHUIUINH:

«Mupopmarukay - paboTta ¢ MpOrpaMMHBIMH CPEJCTBAMHU OOIIIEro Ha3HAYCHHUS,

«SI3BIKM POrpPaMMHUPOBAHMS» - 3HAHHE OJHOIO U3 SI3BIKOB NPOI'PAMMHPOBAHUS BBICOKOTO
YPOBHS;

«OcHOBBI HMH(OPMAIIMOHHON 0€30MacHOCTU» - 3HAaHWE OCHOBHBIX YIpo3 0€30MacHOCTH
MH(pOpPMaLMU U MOJEJIN HApYIIUTENS B KOMIIBIOTEPHOHN CHCTEME;

«AJMMHUCTPUPOBAHUE CPEACTB 3aLUThl MHPOPMALMU B KOMIIBIOTEPHBIX CHUCTEMax H
CeTAx» - 3HaHue (POPMATBHBIX MOJIeNei Oe30MaCHOCTH; MOJUTHUK O€30MaCHOCTH; 3HAHUE KPUTEPUi
M KJIACCOB 3aIlMIIEHHOCTU CPEACTB BBIYMCIUTEIBHON TEXHUKM M aBTOMATU3MPOBAaHHBIX
MH(OPMALIMOHHBIX CHCTEM; 3HAHHE CTAHJApPTOB I10 OLIEHKE 3allMIIEHHBIX CHCTEM; YMEHHUE
UCCIICIOBAaHUSI KOPPEKTHOCTUM CHCTEM 3alllUThl;, BJAJAECTh METOJOJOrMed o0cieqoBaHus U
MIPOEKTUPOBAHHUS 3aILIUTHI;

«Kpunrorpadguueckue MeToAbl 3alIUThl HHMOPMAIIUM» - 3HAHWE MPHUHLUIIOB IMOCTPOEHUS
KpUNTOrpaUueckux alropuTMOB C CHMMETPUYHBIMM M HECUMMETPHUYHBIMH  KIIOYaMU;
IIPOrpaMMHBIE peanu3anuu 1 dpos; 3HAHHE KpUNTOrpapuyecKux IIPOTOKOJIOB;
KpunTtorpaguueckux Xewm-QyHKIUN, 3JIEKTPOHHON 1U(POBON MOANUCH; KPUITOrpapuuecKUX
CTaH/apTOB;

«be30omacHOCTh KOMIIBIOTEPHBIX —CeTel» - 3HAHME MPUHLUUIOB U  OcCOoOEHHOCTEH
OpraHu3alUK 3alUThl HHOOPMAIIMOHHBIX CUCTEM CPEACTBAMHU CETEBOW 0€301acHOCTH;
«be30nacHOCTh  ONEPAlOHHBIX CHUCTEM)» - 3HAaHME MPUHLUUIOB U OCOOEHHOCTEH

OpTraHU3aINH 3aIlIUTH HHOOPMAIIMOHHBIX CHCTEM CPEJICTBAMH 3aIIUTHI ONEPAIIMOHHBIX CHCTEM;
«CucreMbl ympaBieHus: 0a3aMu JTaHHBIX» - 3HAHUE OOIIMX MPUHIIMIIOB MOCTpOeHUs 0a3
JAaHHBIX; 3HAHWE OCOOEHHOCTEH CPENICTB ypaBleHus B peanu3anusx pensuuoHHsix CYB/], 3Hanue
mpoOJIeM ONTUMHU3AINH JTOCTYTIa K 0a3aM JTaHHBIX;
HucuumnuHa «be3onacHocTh cucTeM 0a3 JaHHBIX» HCIONB3YIOTCS CTYASHTAMH TIpH
pa3pabOoTKe KypCOBBIX M IUIIOMHBIX PadoT.

3. Illnanupyemble pe3yabTaThbl 00y4eHHs 1O JUCHMILJIMHE, COOTHECEHHbIe ¢ IUIAHMPYEeMbIMH
pe3yJbTaTaMU OCBOEHHs 00pPa30BaTeIbHOI NPOrpaMMbl



[Tpouiecc n3ydeHus: TUCIUILIMHBI HAIIPaBlieH Ha (OPMUPOBAHUE CICAYIONINX KOMIIETCHIIUN
B cooTtBeTcTBUM ¢ PI'OC BO, OOII BO u npuobpeTreHne Cleayronux 3HaHni, YMEHUH, HABBIKOB U
(unm) onbITa AESITENILHOCTHU:

Dopmupyemas
KOMIIeTEHLHA
(ko u GpopMyJIMPOBKA)

NHaukaTop noCTHKEHUS
KOMIIeTEHIIM U
(ko u popMyaMpoBKa)

Ilepeyenn
IJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHusl

Oo6umenpodgeccuoHalbHbIe KOMNETEHIIUN

OIIK-1.3

CriocoGen obecrieqnBaTh
3alUTy UHPOPMAITUH
npu padoTe ¢ 6azamu
JIAaHHBIX, IIPH TIepeiaue
M0 KOMITBIOTEPHBIM
CeTsIM

H-OINK-1.3.1.

3HaeT METOIbI 3aITUTHI
nHPOPMALIMH B CUCTEMAax
ynpasieHus 6azamu
JAHHBIX, a TAK)KE METOBI U
CPEICTBA 3aIIUTHI
WHPOPMALIUH OT YTEUKH MO
TEXHUYECKUM KaHaJaMm,
ceTel U cucTeM nepeaadyu
nHpOpPMALTUH

3HaTh!

- IepeYeHb YTUIIUT, HEOOXOMUMBIN ISt
nposeaeHus ananuza AVC va npenmer
BBISIBJICHUS YSI3BUMOCTEH.

- TEOPETUIECKHE OCHOBBI TOCTPOCHUS
3amumEéRHBIX B/,

YmMmern:

- TIOATAITHO MPOBOIUTE TecTupoBanne AVC Ha
IIpeIMET BBISABIICHUS YSI3BHUMOCTEH.

- IOJIL30BAThCS CPEACTBAMH SI3LIKOB
MIPOTrPAMMHUPOBAHUS JUISI peaTH3aIlluu
COXpaHEHUs UEIOCTHOCTH JaHHbIX B B/I.
Biaaners HaBBIKAMM:

pacro3HaBaHUs ySI3BUMOCTEH U C1a0bIX MECT B
ANC no uroram npoBeAEHHOTO TECTUPOBAHMUSI.

H-OIIK-1.3.2.

YMeer peuiars 3aauu
npodeccuoHaIbHON
JESITEIbHOCTH C yYETOM
TEKYLIEro COCTOSHUS U
TEHICHIUN pa3BUTUSA
METOZOB 3aILUTHI
rH(MOpPMAIUH B CHCTEMax
ympasiieHus 6a3zamMu
JAHHBIX, & TAKIKE METOJIOB
U CPEZICTB 3alUThI
WHPOPMAIIUH OT YTEYKH IO
TEXHUYECKUM KaHalaMm,
ceTell M CUCTEM Iepesadn

3HaTh!

- HH()OPMAIIMOHHBIE PECYPCHI, HA KOTOPBIX
yOJIMKYIOTCS aKTyaJIbHbIC CBEACHUS 00
H3BECTHBIX YSI3BUMOCTSX paznuuHbix CYB/I.
YMern:

- mpoBoauTh ananu3 AUC Ha nmpeamer
BBISIBJICHUS ySI3BUMOCTEH.

- noab3oBatbed cpeactamu CYB/I ans
peanu3anuy MeXaHu3Ma pa3rpaHudeHus
JIOCTYIIa K JaHHBIM, a TAKXXe 00eCIrieueHus
BBICOKO# cTeneHn 60e30TKa3HocTH B/I.
Biaaners HaBBIKAMM:

- pa3pabOTKH MPOEKTOB HOPMATHBHBIX
IIPABOBBIX aKTOB M METOJIMYECKIX MaTEpPHAIIOB,

nHpopmanuu perJIaMeHTHPYIOLIHX PadoTy Mo 00eCeYeHUIO
CHCTEM Iepeauu UHQOPMAIMOHHOHN 0e30MTaCHOCTH
nHpopmanuu KOMITBIOTEPHBIX CHCTEM.
IIpodeccnoHanbHble KOMIIETEHIMH
IK-3 H-IIK-3.1 3Haer:
CriocobeH obecnieunBath | 3HAaeT ¥ MOHUMAET HOpPMAaTUBHBIE TPEOOBAHMUS 10 3aIIUTE
KOHTPOJIb HaJ[ HOpPMaTHBHBIE TpeOOBaHUs | HH(POPMAIUU
COOJIFOICHNEM TI0 3aIUTe HHPOPMAIUU Ymeer:
TpeOOBaHMIA MO 3aIIUTE H-MK-3.2 OCYIIECTBJISATH OIIEHKY U KOHTPOJIb UCTIOJIHEHUS
uHpOpMAaIH YMeer oCcyleCTBIATh TpeOOBaHMIA 1O 3aIIUTe HHPOPMAITUH

OLIEHKY U KOHTPOJIb
WCTIOJTHEHUS TPeOOBaHMIA
1o 3anmTe HHpOopMaIuu
H-MIK-3.3

Brnaneer HaBbikamMu
OCYIIECTBIICHUST KOHTPOJIIS
HaJl COOMIOJICHUEM
TpeOOBaHMI MO 3aIIUTe
rH(pOpMaIuu

Bnapneer HaBbIKaMu:
OCYIIECTBIICHUSI KOHTPOJISl HaJl COOTIOIEHIEM
TpeOOBaHMIA 1O 3aIIUTe HHPOPMAITUH




4. O0beM, CTPYKTYpPA U coiepKaHue THCHUTITHHBI

OO01mast Tpy10eMKOCTh TUCIUTUIHHBI COCTaBIsIeT 3 3a4eTHhIX equHuil, 108 akaa. gacos.

Ne Tembl (pa3aesibl) Bunsl yueOHbIX 3aHATHI, DopMBbI TEKYLIET0
n/n AUCHMILIMHBI, BKJIIOYAS] CAMOCTOSITEIbHYIO KOHTPOJISI yClIeBaeMOCTH
UX coJep:KaHue paboTy CTy1eHTOB,
U MX TPYA0EMKOCTh DopMa NPOMeKYTOYHOM
(B akaileMUYeCKHX Yacax) aTrecTalMu
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TeopeTnyeckre OCHOBBI

1 7 7 1 4
6ezomacHocty B CYB/]

2 MexaHn3MBI 00ecTIeYeHHS 7 6 4 1 12 Ornpoc 1o 3aJaHusM JJis
nenoctHoctd CYBJI CaMOCTOSITETILHON paboTHI
MexaHn3MBI 00ecTIeYeHHS OIDOC 110 3ATAHMSIM UL

3 |koH(pHUIEHIMATEHOCTH B 7 |10 | 8 2 14 p JAAHIBIM L

CaMOCTOSITENTLHOM paboThI
CYBJ
MexaHusmsL, Omnpoc 1o 3agaHusIM 11
4 |monmep>KUBarOIUE BHICOKYIO | 7 4 2 1 10 p JIAHIBIM 2L
CaMOCTOSITENTLHOM paboThI
TOTOBHOCTh

5 3ammra JaHHBIX B 7 5 2 1 10 Ormpoc 1o 3a7aHusIM JJis

pacnpezieleHHbIX CHCTeMax CaMOCTOSITETILHON paboTHI
03| 3,7 3avyer
HUTOro 32 | 16 6 | 03] 537

Conep:xanue pa3ies10B IMCUUILIHHBI.

Tema 1. Teopernueckue ocHOBbI Oe3onacHocTd B CYB/]

1.1. Yrpossl 6e3onacHoctu B/I: o6mwme u cnenuduynsie. [lonstue 6e3onacuoctu bJl. Tpeboanus
6e3omacuoctu bJI. Llenoctrocts b1, Aynur.

1.2. CpencrtBa obecnieyenust 3ammutbl nHGopmanmuu B CYBJl u MHOroypoBHeBas 3ammurta. TwIbl
KOHTpOJIeH 0€30MacHOCTH: MOTOKOBBIN, KOHTPOIb BBIBOJIA, KOHTPOIb AOCTYIIA.

1.3. Ionutuka 6e3onmacHocty B CYB/I. Tlonstue nonutuku 6e3onacHocTH. CylIHOCTh MOJUTHKU
OesomacHoct. llemn ¢dopmanuzanuu MOMUTUKH  Oe30macHOCTH. [IpUHIMIBI  MOCTpOEHUS
3amuuieHHbIX cucteM. Mopenu 6e3omacHoct B CYBJI. Jluckpeuumonnast (u3OuparenbHas) |
MaHAaTHas (MOJIHOMOYHAs) Mojenu Oe3omacHocTu. Kiaccubukamms wmojeneid.  AcCHEKThI
uccienoBanus mojened Oe3omacHocTH. OCOOCHHOCTHM TpPUMEHEHHUs MOjeNe O0e30MacHOCTH B
CYBJ. Monenu RBAC. Mannatusie mozaenu: BellLaPadula, Biba. CYBJ] ¢ mHOroypoBHeBoit
cekpeTHOCThIO (MLS).

1.4. Ponp monokeHWH HallMOHAIBHBIX CTAHAAPTOB ceMelicTBa «OO0IMe KPUTEPUU JIOBEpUS U
oe3omacHocTr mHpopMammoHHBIX cucrem» (TOCT P MCO/MBK 15408-2012-1, TOCT P
NCO/MDBK 15408-2013-2, TOCT P UCO/MBK 15408-2013-3) u 'OCTa P MCO/M3BK 18045-
2012 «Meromonorus OIEHKH 0€30MacHOCTH WH()OPMAIMOHHBIX TEXHOJOTHI» I aHajau3a
MPOEKTHBIX PEIIeHUN MoACUCTEM WH(GOPMAIMOHHONW 0e30macHOCTH 0a3 JaHHBIX U OOecTeueHUs
3aNTUIIICHHOCTH KOMITBIOTEPHBIX CHCTEM B IIEJIOM.

Tema 2. Mexanu3mbl ooecniedeHust neaoctHoctu CYB/]



2.1. VYrpo3er nenoctHoctu CVYBJ/[. OcHoBHBIE BUABI M NPUYMHBI BO3HUKHOBEHHUS YIpo3
neraocTHocTd. CrocoObl MPOTUBOICHCTBHS.

2.2. Tlonstue tpanzakuuu. Dukcamus Ttpanzakuuu. [Ipokpytku Brnepen u Haszaa. KoHTposibHas
touka. Otkar. TpaH3akuuu Kak CpeICTBO M30JIMPOBAHHOCTU Mouib3oBaTeneil. Cepuanuszauus
TpaH3akuid. MeTonbl cepuann3auy Tpan3akuuid. biokuposku. Pexxumer 61okupoBanus. [Ipasuna
COIJIaCOBaHUs OJOKUPOBOK. J[ByX(ha3Hbli IPOTOKOJI CHHXPOHU3ALMOHHBIX OJIOKHPOBOK.

2.3. TynuxoBble cHUTyallud, HUX paclo3HaBaHWe U paspyuieHue. CcpUiouHas LEIOCTHOCTb.
JlexnapatuBHas U IpOLEIypHas CCbUIOYHBbIE LEJIOCTHOCTH. BHemHunit kmod. CnocoOsl
NONJEPKAHUS CChUIOYHOM 1enocTHOCTU. llpaBuna (tpurrepsl). Llenu wucnonb3oBaHusl IpaBHIL
CriocoObI 3a1aHUs, MOMEHTBI BblnosiHeHMsI. CoObITHIHAS peanu3aus npaBui 0€301aCHOCTH.

Tema 3. Mexanusmsbl o0ecnieueHusi KOHpuIeHUAIbHOCTH B CYB /]

3.1. Knaccudukanus yrpo3 koHpuaennuanibnoctd CYB/I. [IpuuuHbl, BUABI, OCHOBHBIC METOJIBI
HapyleHuss KOH(pUICHIUANbHOCTUA. THMbl yreukn KoH(puaeHnuanbHoi mHpopmauuu u3z CYB/],
yacTu4yHoe pasriameHue. COOTHOIIEHHE 3aIlMIIEHHOCTH U JOCTYHMHOCTH JaHHbIX. [lomyuenue
HECAaHKIIMOHUPOBAHHOTO JOCTYNa K KOH(QUACHIUAIbHOW HWHPOPMALMU IIYyTEM JIOTUYECKUX
BBIBOZIOB. MeTO/1bl IPOTUBOJEHCTBUS.

3.2. Ponp monoxenwit HanmoHambHBIX cTaHaaptroB [OCT P MCO/MDK 56545-2015 «3amura
uHpopMaluuu. Ys3BUMOCTh HHPOPMALMOHHBIX cucTeM. IIpaBuna onucanus yszsumocrtei», [OCT
P UCO/M3K 56546-2015 «3amuta wuHbpopManuu. YS3BUMOCTh HH(OPMAIIMOHHBIX CHCTEM.
Knaccugukanus yszsuMocteil MHQOPMAIIMOHHBIX CUCTEM» U (eiepaibHOro OaHKa JaHHBIX YTPo3
OesomacHocTH, Bemyuierocss Ha caiite @CTOK Poccunm B paspene «TexnHuueckas 3amiura
unpopmanum» (https://bdu.fstec.ru) B unentudukanuu yrpo3 0e30MacHOCTH HH(POPMAIIMOHHBIX
CHUCTEM.

3.3. CpencrBa uaeHTuGUKaMU U ayreHTU(GUKanuu. O6mue cBefeHus. MeTopl ayTeHTU(UKALIH
nons3oBareneid CYB/l. CoBMecTHOe MpUMEHEHHE CPEACTB MICHTH()HUKAIWUU M ayTeHTH(HUKAIIHH,
BcTpoeHHbIX B CYBJl u B OC. IlpeumymiectBa M HEIOCTAaTKH BCTPOCHHBIX CPEICTB
ayTeHTHQUKanuK. BHemHss u ckBo3Hast ayreHTuduKanus. TexHonorus Single-Sign-On (SSO).

3.4. CpexncrBa ympaBieHus J0cTynoM. OCHOBHBIE MOHSTHSA: CYOBEKTbl U OOBEKTHI, IPYIIIBI
[0JIb30BaTENEeH, NPUBWIEIMM, POJIM U NpPEJICTaBICHUA. Buapl npuUBWIErHil: NPUBUIETUU
6e3omacHOCTH U jaoctyna. Mcmnonb3oBanue pojeil U mpuBmiIeruil nmons3oBareneid. CooTHOIIEHHE
npaB goctymna, omnpegenseMbix OC u CVYB/l. Merku 6e3omacHoctu. Mcnonbs3oBaHue
npejcTaBieHuit Uit obecriedeHus kKoHpuaeHuuanpbHoctd HHpopmanuu B CYBJl. MexaHu3mbl
THIATEILHOTO KOHTPOJIS 10CTYyIA.

3.5. AyauT ¥ nopoT4eTHOCTh. IlomOTYETHOCTH AEMCTBHI IMOJIB30BATENS M AyIUT CBSI3aHHBIX C
0e30macHOCTbI0  cOObITHM. Peructpanus nedcTBUI mosib30Barenis. YTpaBieHHe HaOopom
PETUCTPUPYEMBIX COOBITHH. AHAN3 PErUCTPAlMOHHON HH(OPMAIIHH.

3.6. Kpunrorpadpuueckue MeToapl 3amuThl 0a3 gaHHbIX. OCOOEHHOCTH TPUMEHEHUS
Kkpunrorpaguueckux MetonoB. IIpo3paunHoe mmdpoBanue u mMdpoBaHue MO TPeOOBAHUIO.
OcoOenHocTH XpaHeHus Kiro4eBoi nHpopmaruu B b/1.

3.7. Ponp mnonoxenuit HaumoHanmpHbIX craHgaptoB ['OCT P HMCO/MBOK  53113-1-2008
«MHpopMalOHHbIE TEXHOJIOTUH. 3alIiTa UH(POPMALIMOHHBIX TEXHOJIOTUN U aBTOMATU3UPOBAHHBIX
CHCTEM OT YIpo3 MH(OPMAIMOHHON 0€30MaCHOCTH, peau3yeMbIX C MOMOILBIO CKPBITHIX KaHAJIOB.
Yacte 1. OOmme mnonoxenus», ['OCT P MCO/MDK 53113-2-2009 «MHpOopManmoHHbIE
TEXHOJIOTUH. 3amuTa UH(OOPMAIIMOHHBIX TEXHOJIOTUH M aBTOMATHU3MPOBAHHBIX CHCTEM OT Yrpo3
MH(OPMallMOHHON O0€30lacCHOCTH, peau3yeMbIX C IOMOILNBIO CKPBITHIX KaHayioB. Yacte 2.
Pexomennaruu no 3amute nHGoOpManuu, HHHOPMAIIMOHHBIX TEXHOJIOTHNA U aBTOMATH3UPOBAHHBIX
CUCTEM OT yrpo3 UHGOPMAIIMOHHON 0€30MacHOCTH, PeaIu3yeMbIX C TTOMOIIIBIO CKPBITHIX KaHAJIOB»
u PykoBonsamero nokymenra @CTOK Poccum «3ammra OT HECAaHKIMOHMPOBAHHOTO JOCTYHA K
uHpopmanmn Yacte 1. IlporpammnHoe oOecriedyeHre CpeACTB  3allUThl  MH(OPMALUU.
Knaccugukaius 1mo ypoBHIO KOHTPOJS OTCYTCTBUSI HE JIEKJIApUPOBAHHBIX BO3MOXKHOCTEW» IS
oOecrieyeHHs  3alIMIIEHHOCTH  KOMIBIOTEPHBIX  cHcTeM ¢ 0a3aMM  JaHHBIX  OT
HECaHKIMOHUPOBAHHOI'O AOCTYTIA.



Tema 4. MexaHu3Mbl, NOA/IEPKUBAIOIINE BHICOKYIO TOTOBHOCTh

4.1. CpenctBa, MNOIICPKUBAIOIIAE BBICOKYIO TOTOBHOCThb. AINaparHas ¢ NpOrpamMMHas
noguepxku. Knacrepnass opranmsanusi cepBepoB 0a3 nanHbiX. [lapamerpwsr Hactpoiiku CYB/L.
Coxpanenne u BoccraHoBieHue bJl. OmneparnBHOE agMUHHUCTpUpPOBAHUE. 3ajlayd, CPEACTBA U
PEXKUMBI AIMUHUCTPUPOBAHUS.

4.2. Monutopudr cepepoB CYBJl. ®ynkumonanpHasg HaceileHHOCTh CYBJ[. ®opmbl
U30BITOYHOCTH.  AmmapaTHas  U30BITOYHOCTh.  M30BITOYHOCTH  AaHHBIX.  [Iporpammuoe
3epKaJIipoBaHue. TUpa)XxupoBaHUE JaHHBIX.

Tema S. 3amMTa 1aHHBIX B pacnpeaejeHHbIX cucTeMax

5.1. Pacnipenenennblie BRIYMCIUTENIbHBIE cpeibl. Pactipenenennas oopaboTka nHdopmanuu B cpeae
KIHeHT-cepBep. Pacnpenenennbie 0a3pl  gaHHBIX B ceTsix OBM. VYrposer 0e3zomacHocTu
pacupeneneHHsix CYBJl. Yrpo3sl AOCTYNHOCTH, LEIOCTHOCTH UM KOH(PHUACHIHUAILHOCTU JAHHBIX.
MexaHu3Mbl IPOTUBOAECHCTBHUS.

5.2. Pacnpenenennas oOpabotka maHHbIX. [loHATHE pacmpeneaeHHON TpaH3akuu. Mozenb
00paboTku TpaH3akuuii. MOHUTOPHEI 00pabOTKK TpaH3akuUl. [IpoTOKOIBI (PUKCAIIMM TPAH3AKIIUK.
TupaxupoBanue nanHbix. O030p CpeACTB TUPAKUPOBAHUS (PEIUTUKALKK) NaHHBIX. D¢ (deKTUBHbIE
ITOPUTMBI TUpaXupoBaHus. CpaBHEHUE MTOAXO0B K TUpakupoBaHuto b/1.

5.3. [Nonoxenus HarmonansHoro cranaapra [[OCT P MCO/MDK 51583-2014 «Ilopsaok co3manus
ABTOMATU3UPOBAHHBIX CHUCTEM B 3AUIUIICHHOM HUCIOJHEHHH», PETJIAMEHTUPYIOIIETO MOCTPOCHUE
3alUIICHHBIX HH(OPMALMOHHBIX CHUCTEM Ha OCHOBE 3aIUIICHHBIX 0a3 JaHHBIX.

5. 06p330BaTeJ'[bele TEXHOJOI'MH, B TOM YHMCJI€ TEXHOJOIMM 3JIECKTPOHHOI'O 06yqe}mﬂ Hu
AUCTAHIHUOHHbIC 06p330BaTeJII>HI>Ie TEXHOJOI'MH, HCHOJb3yeMbI€ IIPH OCYIICCTBJICHUH
06p330BaTeJ'[bHOFO nmpouecca mo TMCHUIIJInNHE

B nporecce 00ydeHHst HCTIONIB3YIOTCS CIEAYIOMNE 00pa30BaTeIbHbIC TEXHOIOTHH:

AxageMuyeckasi JeKuMsl (WK JIEKUUs OOLIEro Kypca) — MOCJIEA0BaTeIbHOE U3JI0KEHUE
MaTepualia, OCyIIeCTBIsIEMOe IPEUMYIIIECTBEHHO B BU/I€ MOHOJIOTa Npenogasareis. TpeGoBanus K
aKaJeMUYECKON JIEKIIMU: COBPEMEHHBbIM HayuyHbIH YpOBEHb M HACBILICHHAs HWH(POPMATUBHOCTH,
yOenuTenbHas apryMeHTalus, JOCTyIIHasl U MOHATHAs pedb, YeTKasl CTPYKTypa U JIOTHKa, HaJIudne
SAPKUX MPUMEPOB, HAYYHBIX JI0Ka3aTeIbCTB, 000CHOBAHUH, (DaKTOB.

IIpakTHYeckoe 3aHsITHE — 3aHATHE, ITOCBSIICHHOE OCBOCHHMIO KOHKPETHBIX YMEHHMU W
HAaBBIKOB U 3aKPEIJICHUIO MTOJIYYEHHBIX Ha JICKIUHA 3HAaHUU.

Koncynbrauum — BHUJ Y4eOHBIX 3aHATUN, SBJSIOMIMICS OAHOM M3 (GOpPM KOHTPOJIA
CaMOCTOSITENIbHOW ~ pa®oThl  cTyaeHToB. Ha  KoHCymbTamusx 1o mOpoch0e  CTYAECHTOB
paccmaTtpuBaroTcs HauOoJsiee CIIOXKHBIE MOMEHTBI IPU OCBOCHHMHM MaTepuaia IUCLUILIMHBI,
[IPENOJaBaTelIb OTBEYACT HA BOIPOCH CTYACHTOB, KOTOPbIE BO3HHUKAIOT y HUX B IIPOLECCE
CaMOCTOSITENIbHOM pabOTHI.

6. IlepeyeHb JIMIEH3MOHHOT0 MW (WJIHM) CBOOOJHO PACHPOCTPAHAEMOIr0 TPOIrPaAMMHOIO
o0ecrneyeHusi, MCHOJIL3YeMOI0 IPH OCYHIECTBJICHHHM 00pa30BaTEIbHOIO Ipolecca Mo
AUCHHUIINHE

B niporiecce ocyiecTBiIeHHs 00pa30BaTEIbHOTO MPOIECCa MO JUCIUTUTMHE HCIIOB3YOTCS:

st GOPMHUPOBAHUST MATEPHATIOB JJISI TEKYIIETO KOHTPOJS YCHEBAEMOCTH U IMPOBEICHUS
MPOMEKYTOUHOU aTTeCTAIMH, IS OPMUPOBAHUS METOIUUYCCKUX MATEPUAIIOB 110 TUCIUILTHHE:

- mporpammel Microsoft Office;

- u3arenbckas cucrema LaTex;

- Virtual Box (cBo6oano pacmnpoctpansemoe 110);

- Ubuntu (cBo6oaHO pacmnpoctpansiemoe [10);



- Oracle Express 11g (cBo6oano pacmpocrpansemoe [10);
- Kali Linux (cBo6oano pacnpoctpansiemoe [10);
- Adobe Acrobat Reader.

7. IlepeyeHb CcOBpeMEHHBIX MNPO(PecCHOHATBHBIX 0a3 JaHHBIX M HHPOPMANMOHHBIX
CIIPABOYHBIX CHCTEM, HCHOJb3yeMbIX MPH OCYLIECTBJIEHUN 00Pa30BaTeILHOI0 Mpolecca Mo
AUCUUIJIMHE (TPH HEOOXOAMMOCTH)

B nporiecce ocymiecTBiaeHust 00pa30BaTENbHOTO MPOIecca MO AUCHUIUINHE UCTIOIb3YeTCs:

- ABromatusWpoBaHHasg OubmuoTeuHo-uHdopmarmonHas cucreMa «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHas oubnnoTeunas cucreMa «Jlanpy https://e.lanbook.com

- DnekrpoHHas OubnroTeunas cucrema «tOpaiir» https://urait.ru

- DnekTpoHHas OubnmoreyHas cucreMa «KOHCYNbTaHT CTyJEHTa»

https://www.studentlibrary.ru

8. IlepeueHb  OCHOBHOII M  JONOJHHUTEJLHOH  Yy4yeOHOWl  JHUTepaTypbl, pecypcoB
HHGpOPMANIMOHHO-TEJIEKOMMYHUKAUMOHHOI ceTu «UHTepHeT» (IpHM HEOOXOAUMOCTH),
PeKOMeH/IyeMbIX /IJIs 0CBOEHU Sl I CHMIIIMHbI

a) OCHOBHAsI JIMTepaTypa
1. IMonsikoB, A. M. Be3omacHocts Oracle rmazamu aynuropa : HanajeHue u 3amura / A. M.
[Tonskos. - Mocksa : JIMK Ilpecc, 2017. - 336 c. - ISBN 978-5-97060-469-4. - Tekcr :
anektponusit  //  ObC  "Koncymprant  crtymenta' @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785970604694.html
2. CkpemuukoB A. B.,, Pomurn C. B., IlepmunoB [I'. B., UYepusmmoBa E.
B. bezomnacHocth cuctem 6a3 nanHbix: yued. mocodue - Boponexx: BI'YUT, 2015.
https://www.studentlibrary.ru/ru/doc/ISBN9785000321225-SCN0000/000.html
3. bapanunkoB A. WU., bapanumkor II. A., Ileuibkun A. H. Anroputmsl U MoJenu
orpaHuueHust nocryna k 3anucaMm bJl - MockBa : l'opsiuas snmnug - Tenekom, 2011.
https://www.studentlibrary.ru/ru/doc/ISBN9785991202039-SCN0000/000.html
4. TOCT P UCO/MO3K 51583 - 2014 rona, «Ilopsaok co3maHus aBTOMaTU3UPOBAHHBIX
CUCTEM B 3alMUIICHHOM HCHOJHEHUN», DeneparbHOE AareHTCTBO IO TEXHUYECKOMY
peryaupoBaHUIO u METPOJIOTUH («Poccrannmapty), M.: 2014.
https://ohranatruda.ru/upload/iblock/44b/4293772843.pdf

0) 10MOJIHUTE/ILHASA JIUTEpaTypa
I. TOCT P HCO/MDBK 15408 «OOmme kputepud [oBepus u 0O€30MacHOCTH
nH(pOpMaLMOHHBIX cucTteM», Poccrannapt Poccun.
Yacts 1 - 2012r:
https://ohranatruda.ru/upload/iblock/857/4293781374.pdf?ysclid=1j48m4r0xz335393767
Yacts 2 — 2013r: http://data.1000gost.ru/catalog/Data/554/55439.pdf
Yacrs 3 - 2013r: http://gost.gtsever.ru/Data/554/55440.pdf?ysclid=1j48qz60cw360426998
2. Ilpockypun B. I'. 3ammra mporpaMMm M JaHHBIX: ydeOHOe MmocoOue i BY30B. - M.:
Axanemus, 2012.
3. BnacoBa O.B. Cucremsl ympaBieHus 0azaMy JTaHHBIX: JIaOOPATOPHBIA MPAKTHKYM —
Spocnasne: SIpl'Y, 2010. http://www.lib.uniyar.ac.ru/edocs/iuni/20100201.pdf
4. Bnacoa O.B. SQL: VYuebuoe mnocobue — Spocnmane: Spl'y, 2011.
http://www.lib.uniyar.ac.ru/edocs/iuni/20110206.pdf
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5. Tlpxwusnkosckuit B. B. Benenue B Oracle SQL - M: HauuonanbHblii OTKPBITHIH
Vuusepcurer  "MHTYUT", 2016.  https://www.studentlibrary.ru/ru/doc/intuit_047-
SCNO0000/000.html
6. Hessauun I1. H. Monenu 6e30macHOCTH KOMITBIOTEPHBIX CHUCTEM. YTIPaBJIEHUE JOCTYIIOM
1 MHGOPMAITMOHHBIMU TIOTOKaMU: yueOHOe mocoOue s By30B - M: l'opsuas jauHUS -
Tenexom, 2012. https://www.studentlibrary.ru/ru/doc/ISBN9785991201476-
SCNO0000/000.html
7. PykoBomsmmii mokymeHT ®CTOK Poccum (OwbiBm. ['ocrexkomuccus) «3ammra OT
HECAaHKIIMOHUPOBAaHHOTO JocTyna K uHpopmamuu Yacts 1. IIporpammnoe obecrieueHue
cpencTB 3amuThl MHGopmanuu. Kiaccudukamus mo ypoBHIO KOHTPOJS OTCYTCTBHS HE
JIEKJIapUPOBAHHBIX BO3MOXHOCTEN». (yTB. pelieHueM ['ocynapCcTBEHHOW TEXHUYECKON
komuccuu npu [pesuaenre PO or 4 wmrons 1999 r., Ne 114). https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-4-iyunya-
1999-g-n-114?ysclid=1j48ywrh6a506906471

B) pecypchl ceTtd «IHTepHET» (MPH HEOOXOTUMOCTH)
1. HoBoctu B cdepe yrpo3 0€30MaCHOCTH U 3aIIMTHl KOMITBIOTEPHOW HH(POPMAIINH
poccuiickux KypHana «Xakep»: https://xakep.ru/tag/news u xyprana «ubopmannonHas
Oe3omacHOCThY: http://itsec.ru/main.php.
2. Hogeiimue nannbie 00 yrpo3ax pabOThI ¢ TOAKIIOUYEHHEM K ceT VHTepHeT poccuiicKoit
kommnanuu «Jlabopatopus Kacrepckoroy: http://www.kaspersky.ru/internet-security-center.
3. Marepuainsl exxerogaoro (¢ 27 mo 30 nexaOpsi) BCeMHUPHOTO KOHrpecca xakepoB «Chaos
Communication Congress» (CCC) B 'amOypre, r11e paccKka3blBaeTCsi O HOBBIX BBISBICHHBIX
VS3BHUMOCTSIX B aNlapaTHBIX PEHICHHUSX W MPOTPAMMHOM OOCCIICUYeHUU (HA AHTIIHHCKOM
a3bike):  https://events.ccc.de/congress/2015/wiki/Static:Main_Page, Buzaeomarepuansl ¢
cyorurpamu kourpecca CCC: https://www.youtube.com/user/CCCen/videos.
4. NnrepaktuBHble yueOHuku o SQL: http://www.sql-tutorial.ru/, http://www.sql.ru/.
5. IMopran pa3pabOTYMKOB KIMEHT-CEPBEPHBIX MpuioxeHui Microsoft Developer Network
(MSDN) https://msdn.microsoft.com/ru-ru/.
6. ®enepanbHbI OaHK NaHHBIX Yrpo3 0€30MMacHOCTH, BeAyIIHiics B pazaene «TexHudeckas
3armuTa nHpopMarm» oduimansaoro caiita ®CTOK Poccuu: https://bdu.fstec.ru.

9. MaTepHaﬂbHO-TeXHH‘leCKaﬂ 6338, HeoOXoaMMan IJis OCYHIECTBJICHUSA 06pa30BaTeJ’lLHOF0
nmpoumecca nmo 1TMCumMIinHe

MarepuanbHo-TeXHHUECKass 0a3a, HeoOXoJuMas JUIsl OCYLIECTBIEHHS 00pa3oBaTeIbHOIo
nporiecca 1Mo JUCIUILTIHE BKIIOYAET B CBOM COCTAB CIEIHAIbHBIE ITOMEICHHS

- yueOHble ayIUTOPUM I TPOBEIEHHUS 3aHATUH JEKIUOHHOIO THIA, O0OpYAOBaHHAS

MEPCOHATHHON KOMITBIOTEPHOW TEXHUKOH C YCTAaHOBJICHHBIMH CPEIICTBAMH BH3YallU3alluU

tekcToB B popmare DOC/DOCX, PDF, F2B, ¢aiinoB nuzo0pakeHuii, mpe3eHTaluii, BUaeo u

IPYTUX MYJITBTUMEIUUHBIX (DaiiiioB, a TaKke - BUACOMPOCKTOPOM U JKATIO3U Ha OKHAX, WU

KOMITBIOTEPHOU TEXHUKOU U MHTEPAKTUBHOU KOMIIBIOTEPHOU TIOCKOH;

- yueOHble ayaUTOPUM IS TPOBENCHHUS NPAKTUYECKUX 3aHATHH: J1TabOpaTOpHH

MH(POPMAIIMOHHBIX TEXHOJOTMH W NpOrpaMMHO-alNapaTHBIX CPEACTB oOecreueHus

uHpopmarmonnoir 6esomacuoctu  (Virtual BoX, omeparmonnsie cuctemsl  Microsoft

Windows u Kali Linux, CYBJl Microsoft SQL Server e aike Bepcuun 2010, CYB/] Oracle

Bepcuu He Huxke 11g);

- yueOHbIe ayTUTOPHUHU ISl IPOBEICHHSI TPYNIIOBBIX U MHAWBUIYAIBHBIX KOHCYJIbTALIUH,

- yueOHbIEe ayaUTOPHHM IS TIPOBEIACHHS TEKYINIEr0 KOHTPOJS U MPOMEKYTOUHOM

aTTecTalllu;

- OMEUICHHUS JJIsl CAMOCTOSITEITEHON pabOTHI;
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- NOMCHICHUSA IJId XPAHCHUS U HpO(bI/IJIaKTI/I‘ICCKOFO 06CHy)KI/IBaHI/I$I TCXHUYCCKUX CPCACTB

oOy4eHwUS.

[Tomemmenust uIE caMOCTOATEIBHOW pPabOThI OOYYAIOIIMUXCS OCHAIIEHBI KOMITBIOTCPHOM
TEXHUKOH C BO3MOXKHOCTBIO TMOAKIIOYCHHS K ceTH «MHTepHeT» W o0ecrnedeHueM JoCTymna B
AIIEKTPOHHYIO HHPOPMALMOHHO-00pa30BaTENbHYIO CPEly OpraHU3alllu.

ABTOp(BI):

Houent xadenpst Kb u MMOU Ko3ssipes U.



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«be3onacHocTh cucTeM 0a3 JaHHBIX)»

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U MIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB
N0 TUCHUILIUHE

1. TunoBble KOHTPOJILHBIE 32IaHUSI M HHbIE MaTePHAaJIbI,
HCNOJIb3yeMble B Mpollecce TeKYIero KOHTPOJIs YCIeBaeMOCTH

Ilepeyennb 3agaHmil 1J151 CAMOCTOSITEJIbHOM PA0OTHI CTYIEHTOB:

1. Ha ocHOBe cONOCTaBICHUs IIOJIOKEHUH MEXIYHAPOAHBIX M POCCUHCKUX CTaHJIapTOB
0€30MIaCHOCTH W3 TEpPeYHsT OCHOBHOW M JIOTIOJIHUTENBHOW JIMTEepaTypbl pabodeld MporpamMmbl
JUCLUIUIMHBL cHOpMYyIUpyHTEe YeM OTIMYAIOTCS 3apyOekHble M POCCUICKHE ONpeAeieHUus u
HOHSTUS yrpo3 Oe3onacHocTU? OOOCHYHTE OTBET.

2. Ha ocHoOBe 3HaKOMCTBa C HaIlMOHAJIbHBIMU cTangapTamu 1o ys3sumocTsMm (COCT P UCO/MBK
56545-2015 «3ammra nHbOpManuu. YSI3BUMOCTh HHPOPMALMOHHBIX cucTeM. [IpaBuia onvcaHus
ysazeumocteity u ['OCT P HCO/MOBK 56546-2015 «3ammurta unHbopManuu. Ys3BUMOCTb
uHpopMannoHHbIX cucteM. Knaccupukanus ys3BuMocTeld HHPOPMAITMOHHBIX CUCTEM») U OaHKa
JTaHHBIX yrpo3 Oe3omacHocTH, Beaymierocs Ha caiite DCTOK Poccum (https:/fstec.ru) B pa3nene
«Texundeckas 3amura uHpopMmarum» (https://bdu.fstec.ru) oTéepute yrpossl, MpeacTaBISIONTNE
HauOOJIBIIYI0 ONACHOCTD Il MH(POPMALMOHHBIX CUCTEM Ha OCHOBE 0a3 naHHbIX. OOOCHYMHTE OTBET.
3. B uem 3axmouaercs cytb u Ha3zHadeHue makera DBMS CRYPTO mns mmdposanus B B/1.
Ob6ocHyiiTe OTBET.

4. Ha ocHoBe yueOHON suTEpaTypbl BBIICHUTE MPEUMYIIECTBA U HEAOCTaTKU CPEICTB
ayreHTH(uKanuu, BcrpoeHHbIX B CYBJ] Oracle. O6ocHyiite oTBeT.

5. Ha ocHoBe yueOHOW IUTEpaTypbl BBIICHUTE CXOACTBO M Pa3IMUMsl B POJISIX U HPUBHIIETHUAX
nosas3oBarenei CYB/] u onepannonssix cucreM. O60CHYHTE OTBET.

6. Ha ocHOBe y4eOHOI1 IuTepaTyphl BBIICHUTE M OXapaKTePU3YHTE CHCTEMHBIE U OOBEKTHBIE BHJIOB
npuBuieruit g noas3osareneit CYBJl. O6ocHyiiTe OTBeT.

7. Ha ocHOBe yueOHOM JIUTEepaTyphl BHIICHUTE U OXapaKTEPU3yWTE UCII0JIb30BAHHUE MPEACTAaBICHUI
s Ynopasienue goctynoM K Bl n obecneuenust konpuaeHuuansnoctu uHpopma-uuu B CYB/I.
O0GocHyliTe OTBET.

8. Ha ocHoBe yueOHOH nuTepaTypbl BBIICHUTE M OXapaKTepU3yHTe MeETOIbl MOJAep KaHUS
JeKJIapaTUBHOM U mipouieaypHoit rienoctHoctd B CYBJl. OGocHyiiTe OTBET.

9. Ha ocHoBe yuyeOHOI JuTepaTypbl BBIACHUTE B Ye€M COCTOST OCOOEHHOCTH CCBUIOYHOM
nenoctHocty B CYB/] u ee nonnepxanus. OOOCHYHTE OTBET.

10. Ha ocHoBe yueOHOH JuTepaTypbl BBIACHUTE B YE€M 3aKIIOYAIOTCS €U HCIIOJIb30BaHUS
TPUTTEPOB M YEM OHU OTIUYAIOTCS OT XpaHUMBIX npouenyp? OO6ocHyHTe OTBET.

11. Ha ocHoBe yueOHOI mHUTEpaTyphl BBIICHUTE M OO0OCHYiTEe (yHIaMEHTaIbHBIN U1
6e3omacHocT B/l cMbIcT MOHATHSA TpaH3aKUIUN U KOHTPOJIbHBIX ToYeK. OOOCHYITE OTBET.

12. KakoBbl poib ¥ BO3MOXXHOCTH METOAbl CEpUAIM3ALMU TPAaH3aKIMH Kak CpeJcTBa
M30JUPOBaHHOCTH TToNTb30BaTeneit bJI. O6ocHyiiTe OTBET.

13. Ha ocHoBe y4eOHOW nuTepaTyphl BBISICHUTE W OOOCHYWTe 3HaueHue s Oe3omacHocTH b/l
pexxuMoB Os10KkupoBaHusa. OO0CHYHTE OTBET.

14. Ha ocHoBe y4eOHOW aMTEpaTyphl BBIACHUTE M OXapaKTepU3yHTe IpaBHia COTJIaCOBAHMS
6510kMpoBOK. OOOCHYIHTE OTBET.



15. B 4eM cOCTOMT METO0JIOTMUYECKAsl POJIb MOJIOKEHNUH HAlMOHAIBHBIX CTaHIAapTOB CEMeEMCTBa
«Obmue xkputepuu goBepus u O6e3zonacHoctr mHopmarmoHHbex cuctem» (TOCT P MCO/MDBK
15408-2012-1, TOCT P HMCO/MBK 15408-2013-2, TOCT P HMCO/M3K 15408-2013-3) B
pa3paboTke moacucTeMbl HHGOPMAIMOHHON Oe30macHOCTH 0a3 JaHHBIX M paMKax CO3JaHus
0e30macHOi HHPOPMAITMOHHON CUCTEMBI HA X OCHOBE?

16. B 4em cocTouT poJib MOJOKEHHUH ceMmeicTBa HarmoHanbHBIX cTaHaaptoB [OCT P UCO/MDK
53113-1-2008, TOCT P MUCO/MDBK 53113-2-2009 u pyxoBogsmiero nokymenta ®CTOK Poccun
«3ammra OT HEeCaHKIMOHUpOBaHHOro joctyna k wuHpopmauuu Yacte 1. IIporpammuoe
oOecrieyeHne cpencTB 3aumThl HHPpopManuu. Kinaccudukamnus mo ypoBHIO KOHTPOJS OTCYTCTBHUS
HE JIEKJIApUPOBAHHBIX BO3MOKHOCTEW» JIJIs1 0OecTieueHus 3alUIIIEHHOCTH KOMITbIOTEPHBIX CHCTEM C
0a3aMu JaHHBIX OT HECAaHKLIMOHUPOBAHHOTO JocTyna? OOOCHYITE OTBET.

17. Ha ocHoBe yueOHOIi TUTepaTyphl BHIICHUTE PAa3HUILY U OOIIME YEpThl ayAuTa B 0a3ax JaHHBIX U
orepanroHHbIX cucreMax. OOOCHYMTE OTBET.

18. Ha ocHoBe y4eOHON nuTepaTyphl HAIMOHAIbHBIX CTaHAApPTOB OE30MAaCHOCTU BBISICHUTE U
chopMynupyiTe TpaBWJia PE3EPBHUPOBAHMS W BOCCTAHOBJIECHHUS 0a3 JaHHBIX IMocie cOoes,
HEIITaTHBIX PEKUMOB pabOThI U APYTUX UHIMIEHTOB Oe3onacHoCTH. OOOCHYHTE OTBET.

19. Ha ocHoBe y4eOHOI TUTEepaTypbl HAIMOHAJIBHBIX CTAHAAPTOB 0E30MACHOCTH cPopMyIupyiiTe
collepskaHue M dTanbl (HOPMHUPOBAHMS 3aaHUS MO OE30MacCHOCTH U MPOUIS 3alIUTHl MPU
npoektupoBanuu b/l

20. Ha ocHoBe yueOHOW mnuTepaTyphl M TMOJOXKEHHH HamuoHanbHOro crangapra ['OCT P
NCO/M3BK 51583-2014 «Ilopsimok co3maHus aBTOMATH3MPOBAHHBIX CHUCTEM B 3alIHIICHHOM
UCIIONTHEHUN», 00001mmuTe U CHOPMYIUPYHTE MOPAJOK W OTambl MOCTPOCHUS 3AIIMIIEHHBIX
MH(OPMAaLIMOHHBIX CUCTEM Ha OCHOBE 3alllMIIEHHBIX 0a3 JaHHbIX.

Hepeqeﬂb BOITPOCOB /IUIA OIIPOCA HA NPAKTUYCCKUX 3aHATUAX:

1. Chopmynupyiite u 000CHY#ITE MOHATHS Yyrpo3 Oe3omacHocT B/l - o0mmme u crienupuaHbIe.

2. Ha ocHoBe yueOHOW JMTepaTypbl BBIICHUTE B YE€M COCTOMT IOHSTHE, CYLUIHOCTb U LEJIH
nosmtuku 6e3onacHoct bJI. O6ocHyliTe OTBET.

3. Ha ocHoBe yueOHOI uTepaTypbl HAlMOHAIBHBIX CTaHIapToB Oe3zomacHocTH cemelictBa [OCT P
NCO/M3K 15408-2012-2013 06006muTe ¢ GopMyIupyiTe MPUHIMIEI IIOCTPOSHUS 3alIHICHHBIX
UH(POPMALIMOHHBIX cucTeM Ha ocHoBe B/I.

4. Ha ocHoBe yueOHOH mauTEepaTypbl BBIICHUTE B UYEM 3aKJIIOYACTCS pasHUIA MEeXay
JUCKPELMOHHBIMU M MaHAaTHBIMU MozesiMu 6e3omnacHocT CYB/I. OGocHyiiTe OTBeT.

5. Ha ocHoBe y4eOHOI nuTepaTypbl BBIICHUTE B YE€M 3aKJIIOUAETCSl pa3HMIA MEXIY METKaMHu
MOJIb30BaTeNs, CIEUUAIbHBIMA NpUBMWIErHsIMU JocTyna B BbJl u Mmapkepamu Oe30macHOCTH M
npaBamu U npusmiierusmu poctyna B OC. ObocHyiite OTBeT.

6. Ha ocHOBe yueOHOI muTepaTyphl BHISICHUTE Ha3Hau€HHE U COCTaB CJIOBAaps AAHHBIX JJIS Leel
obecneuenus 6ezonacHocT B BJ[. O6ocHyiiTe OTBET.

7. Ha ocHOBe y4eOHOM JITepaTyphl BBIICHUTE 3HAUEHHUE NPEICTaBIEHUH caoBaps Ui o0ecreueH s
1EJI0CTH JIAHHBIX U pasrpanudenus noctymna B bJI. O6ocHyiiTe oTBeT.

8. Ha ocHoBe yueOHOIl nuTepaTyphl BBISICHUTE 3Hau€HHE TpaH3aKIUi A 1ened obecrieueHHs
6e3omacHoctH B BJ[. O60cHyliTe OTBET.

9. Ha ocHoBe yueOHOIl nuTepaTypbl BBIICHUTE 3HaueHHe i oOecriedeHus OezomacHocTH B/
PEXKUMOB OJIOKMPOBAaHUS M MPaBUJ COTJIACOBAHUSA OJIOKMPOBOK, a TaK)K€ B3aUMOOJIOKHMPOBOK, MX
pacro3HaBaHUsI U Pa3pyLICHHUS.

10. B 4eM cocTOMT IIeHHOCTh JyIs Mejieii oOecrneueHus Oe3omacHocTH B bJI Oracle yTrimThI
WRAP? OGocHyliTe OTBET.

11. B d4em cocTouT IIEHHOCTHh MJs Iiejeil oOecreueHusi Oe3zomacHOCTH B bJl mpumeHeHus
texHosnorun FLASHBACK nns mosnydenus perpocnekTuBHbIX coctosHuit BJ[ (Query, Version
Query, Transaction Query, Table, Drop, Database). O6ocHyiiTe OTBeT.
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12. KakoBbl poib M BO3MOXXKHOCTH HaIMOHAIBHBIX craHaapToB cemeiictBa [OCT P MCO/MOK
53113-1-2008, TOCT P UCO/MDK 53113-2-2009 u pykopomsmero nokymenra ®CTIOK Poccun
«3amuTa OT HECAaHKIMOHHMpPOBaHHOTO noctyna K wuHpopMmamuu Yacte 1. IIporpammuoe
obecrnieueHue cpeAcTB 3amuThl nHGopmanmu. Knaccudukanus nmo ypoBHIO KOHTPOJS OTCYTCTBHS
HE JICKIapUPOBAHHBIX BO3MOKHOCTEW» Il 00ECTICYCHHS 3alIUIICHHOCTH KOMITBIOTEPHBIX CUCTEM C
0a3aMu JaHHBIX OT HECAaHKLIMOHUPOBAHHOTO JOCTyma?

13. B yem coctouT poib nonoxenuit HanronaiabHoro crangapta 'OCTa P MCO/MOK 18045-2012
«Merononorusi OIleHKH 0e30MacHOCTH MH(OPMALMOHHBIX TEXHOJOTUI» Ui aHalln3a MPOEKTHBIX
pemieHnii  moacucteM  WH(MOPMANMOHHOW  Oe30omacHOCTH 0a3  JaHHBIX M OOecredeHus
3aIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM B LIETIOM.

14. Ha ocHoBe HaumoHanbHbIX cTangaptoB cemeiictBa ['OCT P MCO/M3K 15408-2012-2013
«O0me KpuTepuu JaoBepuss U 0€30MacHOCTH HMH(DOPMAILMOHHBIX CHUCTEM» CHOPMYITUPYHTE
colepaHue W OTanbl (HOPMUPOBAHMS 33JaHUS MO OE30HMAaCHOCTH M MPO(UIS 3alMTHI TPU
npoexktupoBanuu b1,

15. Ha ocnoBe HammoHanpHBIX cTaHgaproB cemeiictea ['OCT P MCO/MDBK 53113-1-2008
«MHpopMalOHHbIE TEXHOJIOTHH. 3alIiuTa HHPOPMAILIMOHHBIX TEXHOJIOTHA U aBTOMaTH3UPOBAHHBIX
CHCTEM OT YIrpo3 MH(OPMAIIMOHHON 0€30MacHOCTH, Peau3yeMbIX C MOMOIIBIO CKPBITHIX KaHAJIOB.
Yacte 1. O6mme mnonoxkenuss» u ['OCT P MCO/MBK 53113-2-2009 «HuHpopManimoHHbIE
TEXHOJIOTUH. 3amuTa MHOOPMAIIMOHHBIX TEXHOJIOTUH M aBTOMATH3UPOBAHHBIX CHCTEM OT YIpo3
nH(GOPMALIMOHHONW 0€30MacHOCTH, peau3yeMbIX C IOMOINBIO CKPBITHIX KaHaoB. Yacte 2.
Pexomennanuu no 3amure nHGoOpManuy, HHHOPMAITMOHHBIX TEXHOJIOTHIA ¥ aBTOMAaTH3UPOBAHHBIX
CUCTEM OT yrpo3 UHGOPMAIIMOHHON 0€30MaCHOCTH, PEaTu3yeMbIX C MOMOIIBIO CKPBITHIX KaHATIOB)
0000mEeHHO  CHOPMYITUPYHTE TPHHIMIBI  Pa3pabOTKU  IMOJCHUCTEMBI  OE30MaCHOCTH  OT
HecaHKIMoHupoBaHHOro nocrymna Kk MC Ha ocHose b/1.

16. Ha ocHOBe mTONOXKEHWH HAIMOHAIBHBIX cTaHAapToB Oe3omacHocT MC BbIACHUTE W
chopMynupyiiTe TMpaBWiia pE3ECPBHUPOBAHUS U BOCCTAHOBJIEHHS 0a3 J[JaHHBIX I[Oociie CcOOEB,
HEIITaTHBIX PEKUMOB paOOThI M IPYTHX WHIMJICHTOB 0€30MaCHOCTH, MX MECTO U POJIb B IMOJIIUTHKE
0e30MmacHOCTH UH()OPMALIMOHHOW CUCTEMBI.

IIpumepsl 3agaHui 1JIs1 CAMOCTOATEIBLHOM NPAKTHYECKON PAa00ThI CTYICHTOB

1. CocTaBUTh M IPE3EHTOBATH JOKJIA/l O HETABHO 3aKPHITOM ysI3BUMOCTH B 10001 B/I.

Kpurtepru BBITOIHEHNS 33 JaHHS:

— TEOpPETUYECKOE OIMMCaHME YSI3BUMOCTH C yKa3aHMeM KOHKpeTHbIX Bepcuil CYB/I, mist koTopbix
OHa BOCITPOU3BOIUTCS;

— ONMCAaHUE PeaIn30BaHHBIX METOOB 3aIIUTHI OT ATOH YSI3BUMOCTH;

— TPaKTUYECKOE TPEACTABICHWE MEXaHU3MOB aTakd W 3alIUTHl (BO3MOXKHOCTH JI€MOHCTPAIHU
OHJIAMH Iperno1aBaTeio).

2. Harmucatp nporpammy st 3amutsl CYB/I.

[TporpamMa 1OKHa YMEThb CIEAMTH 3@ TEKYUIMM COCTOSHHEM 3alMIIEHHOCTH CHCTEMBbI
(HampuMep, C TIOMOIIBIO JKYpHAJIOB JIOTUPOBaHUS M ayauTa). B ciaydae oOHapyKeHUs
BBINOJIHEHHOHN aTaki He00X0AUMO BHEAPUTH MEPHI, 00€CIIEUNBAIOIIME 3aLIUTY OT MOJ00HBIX aTaK B
OyayIlieM U TocTapaTbcs HEHTPAIU30BaTh HAHECEHHBIN yIIepO, IPH 3TOM 00s3aTEIHHO OMTOBECTUTH
aJIMUHUCTpATOpa O MpUMEHEHHBIX Mepax. Hampumep, eciu mosiBUIOCH MPENIOIOKEHUE O Kpaske
napoJisi, He0OXO0MMO IPUMEHHUTh HACTPOUKY JUTSI 3aIIUTHl OT KOHKPETHOW aTaKH, TOMEHSTh TapoJib
U COOOIIUTH 00 3TUX AEHCTBHSIX MOIb30BATEIIO.

Kputepru BBITOTHEHNS 3 TaHHS:

— peain30BaHa 3alIUTa KAk MUHUMYM OT TPEX pa3IMyHbIX aTak;

— IporpaMma JI0JKHa yMETh pPaclio3HaBaTh MMEHHO aTaKH, a He BHEAPSATH MPEBEHTUBHBIC MEPHI IS
yCTpaHEHUs! BO3MOXKHBIX YIpO3;

— MPOBEJICHA JIEMOHCTPAIHS aTak (MOKHO BPYYHYIO, @ MOXKHO aBTOMATH3UPOBATh U 3TY YacTh);

— MpOBEJCHA JeMOHCTpalus paboThl TPOrpaMMBbl;
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— MpOBeJIcHA JEMOHCTpaIHs Koja mporpamMMbl (MoHO Ha github.com).
2. Cnmcok BONPOCOB U (WJIH) 3aJaHUI I POBEIEHUsT MPOMEKYTOYHOIM aTTeCTallun
CnuCcOK BONIPOCOB K 3a4eTy:

1. Yrpo3sl 6e3omacHoct B/1, 06mue u cneunduyneie.

2. [Tapagurma 6e3omacuoctu b/l (MC) B cootBercTBHM ¢ TOCT P MCO/MO3K 15408-2012-2013.
3. 3amuTa OT HecaHKIMOHUpoBaHHOTO noctyna. Kimaccudukanus AC (b1) u TpeboBanus 1o
3amuTe HHPOpPMAIUK B COOTBETCTBUU C ACHCTBYIOIIUMHU PYKOBOIAIIUMHU JoKyMeHTaMu DCTOK
Poccun.

4. TunoBble MOJIETN OIPAaHUYECHHSI TOCTYTIA.

5. CnocoObl OpraHu3anuy pa3rpaHUYCHHs JOCTYIIA.

6. Orpanu4eHue 10CTyma K 3anucsm tadmaui b/I.

7. I3meHeHue 1ocryna K 3aucu.

8. OrpanuueHue A0CTyIa MPU UCIIOJIb30BAHUU KIIACTEPU3ALIMOHHON MOJIEIIH.

9. OrpaHnu4eHue TOCTYIA MPU UCIIOJIH30BAHUM MAaHIATHON MOJIEIIH.

10. Vi3meHeHus B 1OYEPHUX OTHOLICHHSIX JOCTYIIA.

11. Orpanuuenue 10CcTyIa Ipyu UCIOJIb30BaHUU AUCKPELIMOHHO-POJIEBON MOJIEIH JIOCTYIIA.

12. XpaneHue NpuBUIIETHI B 3allIMIIIAEMOM OTHOIICHHUU.

13. XpaneHnue npuBUIETUNA B OTJAEIHHOM OTHOIIICHUH.

14. Orpanuuenue 10cTymna npu QyHKIMOHATBFHOM MOJIETH 10CTYIa

15. MackupoBka aTpuOyTOB U OpraHHU3AIMS HX XPAHCHHSI.

16. Peanuzanus npenukara onpesesieHus U UCIOIb30BaHUe TOOUTHOM KapThI.

17. HazHaueHue, CTpyKTypa U COCTaB clioBaps JaHHBIX B/I.

18. Tpanzakuuu TpeboBanus Kk HuM. Gukcanus Tpanzakuuu B b/l. KoHTpoiabHbIe TOUKH.

19. Tpurreps!.

20. IToHATHE ENIOCTHOCTH IaHHBIX, A€KJIapaTHUBHAs U MPOLIEypHAas CCbUIOYHbIE 1IeTOCTHOCTH B /1.
21. CcputouHble onepanuy 00ecneueHns CChIJIOYHOM 1IETOCTHOCTH.

22. TpurrepHble MpoLeaypbl B 00€CIIEYeHUH CChUIIOYHOM 11€TOCTHOCTH.

23. OGecnieyeHue 1EIOCTHOCTH 0a3bl TaHHBIX Ha puMepe Oracle.

24. CcputouHBIE OTPAaHUYEHUS U PEISUUOHHBIE orpaHndeHus DB2

25. Opranmzanus B3aumozeiicteus CYB/] (na mpumepe Oracle) u 6a3osoit OC.

26. CootHomenue npas goctyna, onpeaensteMbix OC u CYB/] (na npumepe Oracle), coBMecTHOE
UCIIOJIb30BaHue (ailyioB ¢ IpYyrUMH YCTaHOBKaMH, HacTpoiika Macku (umask).

27. Mogenb nonHoMounit Ha (aiinsl ot Oracle.

28. AnpTepHaTUBHBIE MOJIENIN [TOJIHOMOYUH Ha (paiiiibl, 6€30MaCHOCTh HCXOJHBIX YCTPOMCTB,
Hcnonb3oBanue Ge3omacHoro BpeMeHHoro karanora. @aitel Oracle ¢ ycTaHOBIEHHBIM OUTOM
SUID.

29. CyObeKThl U 0OOBEKTHI, TPYIIBI OJIb30BaTeeH, IPUBUIIETHH, POJIU U ITPECTABICHHUS.

30. Buab! npuBuieruii: mpuBuieruu 0esonacHocty u focryna. Konuenuus u peanuzanus
MEXaHHU3Ma pOoJIen.

31. Pacnio3HaBaHue U pa3pyllieHre TYIMKOBbIX cuTyauuid B B/ myrem 0610KupOBOK,
KJaccuQuKaius 6JIOKUPOBOK.

32. BIOKHMPOBKH U PEXUMBI JOCTYIA K TaHHBIM B B/[.

33. YpoBuu uzonsanuu B SQL.

34. bnokuposku B Oracle.

35. biokuposku B MySQL

36. YS3BUMOCTH, KaK YCJIIOBHS CYIIECTBEHHO 00OJIErdaroNire HapyIeHus: KOH()HUICHIIMATbHOCTH B
B

37. ®a3wl npoexktupoBanus 0e3onacHbix bJl. [IpenBapuTenpHbIi aHAIN3.

38. Ponb oGecnieuenust BEICOKOM roToBHOCTU B/l B CTpyKTYype oOecrnieueHus ux 6e30macHOCTH.
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39. IlonyyeHne HECAaHKLIMOHUPOBAHHOTO AOCTYNA K KOH(puAeHIIMansHO!H nHpopmanuu B bl myrem
JIOTUYECKHUX BBIBOJIOB.

40. MeTopI IPOTUBOACHUCTBHUS HECAHKIIMOHUPOBAHHOMY ocTyrry. MeTku 6e3onacnoctu B B/I.
Hcnonp3oBanue npeacTaBieHUi 11 ooecnieueHns KoHbuaeHmatbHocT nHpopmannu B CYB/I.
41. ITogoT4eTHOCTH IEHCTBUI TOIB30BATENS U AYAUT CBA3aHHBIX ¢ O€30MaCHOCTHIO cOObITHH B B/]
Oracle (onuuu aynuTa, BKJIOYEHHE U BBIKIIOUYEHUE ONLIUN, paboTa C )KypHAJIOM ayluTa, ayJauT ¢
MOMOIIIBbIO TPUTTEPOB U 3AILUTA KYpPHATIA).

42. Metoas! ayreHTH(UKAIMU TIoJib3oBaTenei B Oracle.

43. Monenu 6e3onacaoct b/l (11enu 6€30macHOCTH, poiib MOIeTH 0€30IaCHOCTH B TIOJTUTHKE
0e30MacHOCTH, MPOCTeiIas Moieb 6e30MacHOCTH 0a3 JaHHBIX, IPOBEPKa MOJTHOMOYUMN, TPOBEPKa
MOJIMHHOCTH).

44. TuckpennoHHble (M30MpaTenbHbie) Moaenu O0e3omacHoctu bJl, quckpenmonHas moJMTHKa.

45. Mannarabie (MOJTHOMOYHBIE) Mojienu 6e3omacHocT b/I.

46. MHoroypoBHeBbIe Mojienu O6e3omacHoctu bJI. Moaens benna-Jlananymna.

47. Ucnionp3zoBanue SQL-UHBEKIMIA I HEIITATHOTO UCIOIB30BAHUS POLUEAYp U QYHKIIUH.

48. MetananHble U coBapb JaHHbIX BJI.

49. TynukoBble CUTyallUM, UX pAaClIO3HABAHUE U Pa3pylLICHUE.

50. Ilonsarue braokupoBku. Pexumbl 61okupoBok. [IpaBuna cornacoBanusi 0JOKHPOBOK.
JIByx(a3Hblil IPOTOKOJ CHHXPOHU3ALUOHHBIX OJOKHPOBOK.

51. Ponb nmosnokeHuil HallMOHAIBHBIX CTaHAApPTOB ceMeiicTBa «O0Ire KpUuTepun J0Bepus U
oe3omacHocTr nHpopMmanuoHHBIX cuctem» (TOCT P MCO/MOK 15408-2012-1, TOCT P
NCO/MDBK 15408-2013-2, TOCT P UICO/MDBK 15408-2013-3) u 'OCTa P MCO/M3K 18045-
2012 «Metonmonorusi OleHKH 0e30macHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHI JIJIsl aHAIH3a
MIPOEKTHBIX pPelIeHul mojcucTeM HHGOPMalMOHHON O6e30macHoCTH 0a3 JaHHBIX U 00ecreYeHUs
3aIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM B I[EJIOM.

52. Ponb monoxxennii HanmoHaabHbIX ctanaapToB [[OCT P MCO/MOK 56545-2015 «3amura
uH(popManuu. Ysi3BUMOCTb HH(pOpMalMOHHBIX cucTeM. [IpaBuna onucanus ysassumocrein», [OCT
P UCO/MDBK 56546-2015 «3amuta nunopmaruu. Y 13BUMOCTh HHPOPMAITMOHHBIX CUCTEM.
Knaccudukanus ys3BuMocteid HHOOPMAIIMOHHBIX CUCTEM» U (efiepaTbHOro OaHKa JaHHBIX YTPO3
Oe3omacHocTH, Beaymerocs Ha caiite ®CTIK Poccuu B paznene «TexHuyeckas 3ammra
undopmarumy (https://bdu.fstec.ru) B unentuduxanum yrpo3 6€30macHoCTH HHPOPMAITMOHHBIX
CHUCTEM.

53. Posb nmonosxenunii HanmoHanbHbIX ctangaptoB ['OCT P MCO/M3K 53113-1-2008, 'OCT P
NCO/M3K 53113-2-2009 u pykosogsmero nokymenta @CTIK Poccun «3amura ot
HECaHKIIMOHUPOBAHHOTO focTymna K nHopmanuu Yacts 1. [IporpaMMmHoe obecrieueHue cpeacTs
3amuThl nHGopManuu. Knaccuduxaius no ypoBHIO KOHTPOJIS OTCYTCTBHS HE JEKIapUPOBAHHBIX
BO3MOYKHOCTEI» 7151 00ecTrieueHns 3alUIIEeHHOCTH KOMITBIOTEPHBIX CUCTEM C 0a3aMH JTaHHBIX OT
HECAaHKI[MOHUPOBAHHOIO JJOCTYIIA.

54. Tlonoxenust HannoHanbHOTO cTanaapra [OCT P UCO/MOK 51583-2014 «Ilopsimok co3naHust
ABTOMAaTU3UPOBAHHBIX CUCTEM B 3aLUIIIEHHOM MCIOJIHEHUNY, PETJIAMEHTUPYIOILLETO MOCTPOCHUE
3alIUIIEHHBIX HH(OPMAIIMOHHBIX CHCTEM Ha OCHOBE 3aIIUIIIEHHBIX 0a3 TaHHBIX.

3adeT BHICTABISAETCS [0 UTOraM YCTHOTI'O OIIpOCa U OTUCTAM I10 IMMPAKTUUCCKHUM pa60TaM.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«be3onmacHocTh cucTeM 0a3 JTaHHBIX»

MeTozmquKne YKa3aHUuA AJIA CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINHBI

OcHoBHOW (opMOIl M3NMOKEHHST Y4eOHOTO Marepuana Mo AuciuIuinHe «OCHOBBI
NOCTPOCHHS 3AIIMIIEHHBIX 0a3 JAAHHBIX» SBIAIOTCSA JIGKIHMH, YTO CBS3aHO, NMPEXKIE BCETO, C
HOBM3HOH Marepuana i oOydatommxcs. [1o O0NbIIMHCTBY TEM MPETyCMOTPEHBI TPAKTUIECKHE
3aHATHS, ENIBI0 KOTOPBIX SBJISCTCS 3aKPEIUICHUE JICKIIMOHHOTO MarepHaia IyTeM peIIeHUs
CHelHaIbHBIM 00pa30M NOJO0OPaHHBIX MPAKTHUECKUX 3a7ad.

JUie  ycremHoro OCBOCHHSA JUCLMILIMHBI  BaXXHO  CAMOCTOATEIBHOE H3Y4YEHHE
TEOPETHYECKOr0 MaTepHajla W PEIICHHE IPAKTHYECKUX 3aJad, KaK B ayJUTOpPUM, TaK H
CaMOCTOSITENIFHO B KAYECTBE CaMOCTOATENbHOM paboThl. [Ipumeps! pemenus 3a1au pa3ouparoTcs
Ha JIEKIUAX M TPAKTHUYECKUX 3aHATHUSAX, MPH HEOOXOAMMOCTH IO Haubojee TPYAHBIM TeMaMm
IPOBOASTCS JOTIOJIHUTENbHBIE KOHCYJIbTaui. OCHOBHAS 1I€JIb PELICHUs IPAKTUYECKUX 3a]ad —
BbIpa0OTaTh HABBIKM [OCTPOEHMSI 3alIMINEHHBIX 0a3 JaHHBIX, a TaKXkKe aHaiusa
MH(OPMALIMOHHBIX CUCTEM Ha IPEIMET CIadbIX MECT M YA3BUMOCTEH, CBA3AHHBIX C CUCTEMaMU
ymnpaBieHus: 0azamMu gaHHBIX. st pemeHust 3amad HEOOXOAMMO HE TOJBKO 3HATh, HO H
NOHMMATh JIEKUMOHHbIM Matepuan. [loaTomy B mporecce H3Y4eHMs] JIUCLUILIMHBI
peKOMeHIyeTcs peryisipHas paboTa ¢ KOHCIIEKTaMU JIEKIIMH U pEeKOMEHJ0BaHHOW JIUTEpaTypo.

bonplioe BHUMaHUE JIOJKHO OBITE YACICHO CaMOCTOSITEIIbHOM pa60Te. B kauectBe
3aJJaHUM JIJIS CaMOCTOSATEIIbHOM pa6OTBI AOMa CTYACHTaM IpCJIararoTcda 3aJaqdu, aHAJIOTHYHBIC
pa306paHHI)IM Ha JICKIUAX U MMPAKTHYCCKUX 3aHATHUAX UJIN CXOKHNEC C HUMU.

Jlnsi mpoBEepKM U KOHTPOJIA YCBOCHHUS TEOPETUUECKOrO0 Marepuasa, MPUOOPETEHHBIX
MPaKTUYECKUX HABBIKOB PaOOThl C OCHOBHBIMHU TMOHSTHUSMHU B TEUYEHHE OOyUEHUsI MPOBOISTCS
MEpOTIPUATHS TEKYIEH aTTeCTallid B BHJE TEeCTUpOBaHUHU. Takxke MPOBOASITCS KOHCYJIbTAIIUU
(mpu HEOOXOIWMOCTH) TO JICKIIMOHHOMY Marepuaay W pa300py HEKOTOPBIX 3aJaHuil st
CaMOCTOSITENILHOM pabOTHI.

B koHIe M3y4yeHMS AMCUMILIMHBI CTYIEHTHI CHAIOT 3K3aMEH. DK3aMEH INPUHHUMAETCS 110
HK3aMEHAllMOHHBIM OWileTaM, KaXJbli M3 KOTOPHIX BKIIOYAaeT B ce0s /IBa TEOPETUUYECKHUX
BOIIPOCA W OJHY IIPAaKTUYECKYyH 3angady. Ha camMocCTOATEnbHYH0 IOATOTOBKY K 3K3aMEHY
BbIIETSIETCS 3 IHS, B 9TO BpeMsl MPEyCMOTPEHA U TPYIIOBas KOHCYIbTAIINS.
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