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1. Cnocod u ¢popMbI NpoBeAeHUsI MPAKTHKH

Opranuzanus, crocod u ¢Gopma IpoBeneHUE MPAKTHKH Ompeaessiercs mnojioxenuem «O
MPOBEJCHNH MPAKTUKU KaK KOMIIOHEHTa 00pa30BaTeIbHON MPOrpaMMBbI, pealn3yeMoro B ¢opme
MPaKTUYECKOW TMOATOTOBKH, JUISI CTYACHTOB, OCBAaMBAIOIIMX OOpa30BaTeNIbHBIE IPOrPAMMBI
BBICIIETO OOpa30BaHUsI», YyTBEpKIAeHHOTO mpukazoMm pekropa PI'BOY BO Apl'Y um. ILT.
Hemumosa. JlaHHOE MOOXKEHHUE PACIIPOCTPAHSIETCsl Ha 00pa3oBarenbHbIe TporpaMMmel (nanee — OIT)
BBICILIEr0 00pa30BaHMs — MPOTrpamMMbl OakallaBpuaTa, CelHalnTeTa, MarucTpaTypbl U MpOrpaMMbl
MOJTOTOBKH KaJpOB BBICIICH KBATH(HUKAIMN, — peali3yeMbie B COOTBETCTBUH C (eepaTbHBIMU
roCy/IapCTBEHHBIMU 00pa3oBaTEIbHBIMU CTaHAAPTAMH BBICIIEr0 00pa3oBaHUs, U Ha Bce (POpPMBI
MOJIyYEHHUs BBICIIEr0 00pa3oBaHus, BKIIOYAs OYHYIO, OYHO-3a0YHYIO M 3a0uHylo. JlaHHas ydeOnas
npaktuka ctpoutcsa Ha ocHoBaHuu @®I'OC BO Ne 1459 ot 26.11.2020 r. Ha cneuuaibHOCTh
10.05.01 «KommnbroTepHast 06e30mMacHOCTbY», MO Hpoduiio «MaTeMaTHYeCKue METOJbI 3allUThI
uHpopManum.

Buo npakmuxu — npou3BoJICTBEHHAs IIPAKTHKA.

Tun npakmuxku — TpaKTUKAa MO TMOJYYECHUIO MPOPECCHOHANbHBIX YMEHHI M OIbITa
PO eCCHOHAIBHON JESTEIHbHOCTH.

Cnocoo nposedenus npakmuku — CTallAOHAPHAS.

Mecmo npoeedenus MmMexXHONOUYECKOU NPAKMUKW. TPAKTUKA 110 IOJYyYCHHUIO
npodecCHOHANBHBIX YMEHUN U OmbITa MPO(PECcCCUOHAIBHON NEATENbHOCTH MPOBOJUTCS MO0 B
NpOdUIBHBIX OpraHu3alusiX, PacloJOXKEHHBIX Ha TeppuUTOpuM ropoja Spocnasis, 1ubo B
CTPYKTYPHBIX nojpasaenenusx Apl'Y.

Bpemsa nposedenua npakmuxu — 5 xypc 10 cemectp.

2. MecTO NPAKTHUKHU B CTPYKTYpe 00pa30BaTe/JIbHOM MPOrPaMMbl

Llenpto  MpakTUKM 1O  MOJYYEHUIO  NPO(PECCHOHANBHBIX  YMEHHH M OIBITa
npoeCCHOHATLHON NIEATENIFHOCTH SBIIAIOTCS CHCTEMAaTH3alus, pAcIIMpEeHue, 3aKpeIuieHue u
yriIyOneHuo NpoecCHOHATBHBIX 3HAHWM, IMOMYYEHHBIX B pe3yibTaTe H3YYEHUS JUCLUIUINH
HANpaBJICHUS! W CIECHUAIBHBIX JAUCHUIUIMH TPOQHUIFHOW NpPOTpaMMbl TOATOTOBKM B 00IacTH
UH(POPMALIMOHHOM 0€30MaCHOCTH U MaTeMaTHYECKUX METOI0B 00pabOTKHU U 3aLUThI HH()OPMALIHH.

YrnyOneHHOe M3ydeHHE BCTPOSHHBIX MEXaHHW3MOB O€30MacCHOCTH OIEPAMOHHBIX CHCTEM
(OC) Windows u Linux; npuoOperenne HaBbikoB agmuHucTpupoBaHus OC Windows u Linux;
yriayonenHoe usyuyenue Active Directory (AD), npuoOpereHrne HaBBIKOB HAacTpoOilku Oe3omacHOH
pabotsl tomeHa Windows.

Ognagenre HEOOXOJUMBIMH TIPOPECCHOHATHLHBIMI KOMITIETEHIIHSIMA M COBEPIICHCTBOBAHHE
HaBBIKOB  HCIOJb30BaHMSA TMPOTPAMMHBIX W [POrpaMMHO-AINAPAaTHBIX CPEACTB  3aILUTHI
UHPOpPMALIUK, B TOM YHCIIE OT€YECTBEHHOTO TPOM3BOJCTBA, C YYETOM 3HAHUS PEATM30BAHHBIX B
HUX MaTeMaTHYECKUX METOOB 3allUThl HH(OPMAUK U 00JaCTH NPUMEHEHUS.

OcHOBHOW 3aauell TEXHOJOTHYECKOW TMPAKTHKH SIBISETCS TPHOOPETEHHE OIbITa B
NpaBUIBHON € TOYKM 3peHHus 0e30MmacHOCTH HacTpoiike coBpeMeHHbIX OC U HX CceTeBOoro
B3auMoOJIeiicTBHA. BO BpeMsi MpakTUKW IO TIONYYEHUIO MPO(ECCHOHATBHBIX YMEHHHA M OIBITa
npo¢eCCHOHATILHOM 1eATeTbHOCTH CTY/ICHT JOJDKEH:

U3yuUmos.

— IpaBa W NPUBUIIETHH T0JIb30BaTeNeli, CUCTEMHbIE Y4ETHBIE 3allUCH, ayJIuT, MPOLECCHI
uaeHTUUKAIMK, ayTeHTHuKauK 1 apTopu3anuu, UserAccountControl 8 OC Windows;

— IpaBa IoJIb30BaTesell, mporecchl UIeHTU(UKALINY, ayTeHTU(PHUKAIIMN U aBTOPHU3AIHU B
OC Linux;

— Bo3moxxHoctu Windows Firewall u iptables;

— mpotokonsl NTLM, Kerberos, SMB;

— ynpasienue gomeHoM Windows ¢ moMOIIbIO IPYIIOBBIX MOJUTHK.



6bINOJIHUMD.

— co3mare nomMeH Windows u3 HECKONBKMX pabouMX CTaHIWI M KOHTpoOJUIepa JIOMEHa,
MOJIETIMPYIOIIEr0 CeTh HEKOTOPO OpraHnu3aIiu;

— CO37aTh y4eTHBIC 3alUCH Uil PabOThl Ha PabOYMX CTAHIMX, U1 aIMUHUCTPUPOBAHUS

paboYMX CTaHLUH, A1 KOHTPOJIJIEpa JOMEHa,;
BBIMOJIHUTh ~ aHAJM3 3aIIMIICHHOCTH JIOMEHA: IPOAHAIW3UPOBATH BO3MOXHOCTb
MOJyYEeHHUsI TPaB JIOKAIBHOTO aJAMHUHHUCTpPATOpa Ha pabOuYMX CTaHLUAX, MPOBEPUTH BO3MOKHOCTh
NOBBIIICHUS TPUBWICTHH Ha pPabodmX CTaHOUSIX M T. M., HNPOAHAIN3UPOBATH YA3BUMOCTH K
COBPEMEHHBIM KCIUIOUTAM.

[TpakTHKa TOKHA MOATBEPANTH, YTO CTYJCHT yMEET OpPraHH30BaTh CBOH TPYI, BIAJCET
HE0O0XOIMMBIMU MeTo/1aMu cOopa, XpaHeHus1, 00paboTku nH(OpMAIH, TPUMEHIEMBIX B cepe ero
npodecCHOHANBHON JAEATETBHOCTH; a TaKXKe SBISAETCS T'PAMOTHBIM CIEHHAINCTOM B 00JIaCTH
3alUThl MHOOPMAIIMH U CTIOCOOEH yCIEIHO padoTaTh MO BRIOpaHHOMY HAIPaBJICHUIO.

3HaHMS U HABBIKH, TIOJIyYCHHBIC U 3aKPEIUICHHBIE B PE3yJIbTaTe MPOXOXKICHUS MPAKTUKH 110
MOJYYCHUI0 TPO(PECCHOHANBHBIX YMEHMH H  OINbBITa MNpO(ecCHOHAIBHOW  JIEATENbHOCTH,
UCTIOJIB3YIOTCS CTYACHTaMU TIPH Pa3pab0TKe KypCOBBIX U BBITYCKHBIX PadoOT.

3. Illianupyemblie pe3y/bTaThl 00y4eHHs] MPU NPOXO:KAEeHUH Y4eOHOH (03HAKOMHUTEILHOI,
CTAIIMOHAPHOH) NPAKTHKH, COOTHECEHHBbIEe € IUIAHUPYEMBIMH PpPe3yJbTATAMH OCBOEHUS
o0pa3oBaTe/IbHON NPOTrPaMMBbI

[Iporiecc mpoxoskIeHUE MPAKTUKU HAIlEJIeH Ha () OPMUPOBAHHE CIEIYIONIUX KOMIIETCHIINI B
cootBercTBUU ¢ PI'OC BO No 1459 ot 26.11.2020 nns cnenuanbHocTH 10.05.01 «KomnbroTepHas
0€30MacHOCTbY:

®opmupyemas
KOMIeTeHIHs
(ko 1 GpopMyJIMPOBKA)

Ilepeyennb
IUIAHMPYEMBIX pPe3yJIbTATOB 00y4eHus

O01meKyJIbTYpHbIC KOMIIETCHIIMH

OK-8 Ymeer:

Obnanaet ciocoOHOCTBIO | - TPAMOTHO PacIpe/IesiTh BpeMs IIPU pelieHrH podeccHoHaIbHbBIX 33/1a4
K CaMOOpTaHHU3aIluu 1 Baaneer HaBbIKAMu:

caM000paz0BaHUIO - CaMOOpTaHU3aLUH

- BBICTPaMBaHMs TPACKTOPHH ISl CAMOCTOSITEIIFHOTO PAa3BUTHS B
podecCHOHANBHON 00JIACTH

IIpodeccnonalbHble KOMNETEHIIUN

nK-17 3Haer:

O061amaeT crioCOOHOCTBIO
MIPOU3BOAMTH YCTAHOBKY,
HaJlaJIKy, TECTUPOBAHUE U
00CITy )KMBaHUE
COBPEMEHHOTO O0IIETO U
CITELIMAILHOTO
MIPOrPaMMHOTO
o0ecrieueHus, BKIIOYast
OTepaMOHHbIC CUCTEMBI,
CUCTEMBI YIIPaBICHUS
0a3aMM JJaHHBIX, CETCBOE
MIPOrpaMMHOE
obecrieueHne

- COBPEMEHHBIE MTPOrpaMMHBIE M POTPaMMHO-aINapaTHbIE CPECTBA 3aIUTHI
nH(pOpPMAIIUH, B TOM YHUCJIE OTEYSCTBEHHOIO ITPOU3BOJICTBA, PEAIM30BAHHBIC B
HUX MaTeMaTHYECKUE METOJIbI 3aIIUThl MHPOPMAIIMH U 00JIACTH HX
MIPUMEHEHUSI.

Ymeer:

- IPOU3BOJIUTH YCTAaHOBKY, HAJIA/IKY, TECTUPOBAHHE M 00CITy)KHBaHHE
COBPEMEHHOTO OOIIEro U CIEIUaIbHOro MPOrpaMMHOr0 00eCIIeUCHHS,
BKJIFOYasa OHepaHI/IOHHI)Ie CUCTEMBI, CHCTEMBI ynpaBHeHI/ISI 6a3aM1/1 JaHHBIX,
CETEBOE TPOTPAMMHOE O0ECTICUCHHE

MIK-18
O0iamaer crnocoOHOCTRHIO
HpOI/I?,BOZII/ITB YCTaHOBKy,

Ymeer:
- IPOBOJUTH CPAaBHUTEIBbHBIN aHATIN3 U OCYIIECTBISTh 000CHOBAaHHEII BEIOOD
MIPOTPAMMHBIX U IIPOIPAaMMHO-ANIAPATHBIX CPEJICTB 3alIUThl HHPOpMAIIHH, B




HAJIaJIKy, TECTUPOBAHUEC U
o0cITy)KMBaHNE
COBPEMEHHBIX
MPOrpPaMMHO-
anmapaTHbIX CPEJICTB
obecrieyeHus
MHPOPMAaITMOHHON
0e3omacHOCTH
KOMITBIOTEPHBIX CUCTEM,
BKIJIIOYAsl 3aIUIICHHBIC
OTIEPALMOHHBIE CUCTEMBI,
CUCTEMBI YIIPABIICHUS
0a3aMu JaHHBIX,
KOMITBIOTEPHBIC CETH,
CHUCTEMbI aHTUBUPYCHOM
3alUTHI, CPEICTBA
KpunTorpahudeckon
3alMThl HHPOpMAIHK

TOM YHCIIE OTEYECTBEHHOTO MTPOU3BOCTBA, C YIETOM PEAIM30BAHHBIX B HUX
MaTeMaTHYECKIX METOJIOB JIJISl pEIICHHs 33124 PO eCCUOHATBHON
JIESTSILHOCTH.

- POU3BOIUTH YCTAHOBKY, HAJIaJIKy, TCCTUPOBAHUE U OOCITY)KHBaHUC
COBPEMEHHBIX MPOTrPaMMHO-aIaPATHBIX CPEJICTB 00CCIICUCHUS
WH(POPMAITMOHHON 6€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM, BKITIOYAs
3aIUIICHHBIC OTICPAIIMOHHBIC CUCTEMbI, CUCTEMBI YIIpaBJIcHHs O0a3aMu
JTAaHHBIX, KOMIIBIOTEPHBIC CETH, CUCTEMbI aHTUBUPYCHOM 3aIIUThI, CPEICTBA
KpUNTOTpadUIeCcKOi 3anTuThl HH(OPMAITIHI

MK-19

Oo6magaer cnocoOHOCTEHIO
MIPOU3BOJIUTE NIPOBEPKU
TEXHUYECKOTO COCTOSHHS
1 po(rIakTHIeCKHe
OCMOTPBI TEXHUYCCKUX
CPEJICTB 3aIHUThI
nHpOpMaITUN

Bnaoeem nasvikamu:

- ayINTa ¥ OpraHUu3alliid MEPOIPHUATHH IT0 3alIUTe HHPOPMAIUH.

- IPOBEPKU TEXHHUYECKOT'0 COCTOSHUS TEXHUIECKUX CPEACTB 3aIUTHI
nH(pOpMaIuu

MK-20

Oo6sagaet cnocoOHOCTHIO
BBIMOJTHATH PabOTHI TIO
BOCCTaHOBJICHUIO
paboTOCIIOCOOHOCTH
CPEJICTB 3aIUTHI
HH(DOPMAITUU TIPH
BO3HMKHOBEHUH
HEITATHBIX CUTYaIii

Ymeer:

- IPOBOJUTH CPAaBHUTEIBHBIN aHATIN3 U OCYLIECTBIATh 000CHOBAaHHEIH BEIOOD
MIPOTPaMMHBIX H ITPOTPaMMHO-AIITAPATHBIX CPEICTB 3aIMUTH HH(OPMAINH, B
TOM YHCIIe OT€YeCTBEHHOTO MTPOM3BOICTBA, C YIETOM PEATM30BAHHBIX B HUX
MaTeMaTHYECKUX METOJIOB JUISl PEIICHUS 3a/1a4 MPo(ecCuOHATLHON
JIeSITeJIbHOCTH.

- BBIITOJTHATE paOOTHI TT0 BOCCTAHOBJICHUIO PAa0OTOCIIOCOOHOCTH CPEICTB
3alIUThI I/IH(i)OpMaHI/II/I HpI/I BO3HUKHOBCHHWU HCUITATHBIX CI/ITyaHI/Iﬁ

4. O0beM NMPAKTUKH COCTABJISACT 6 3aYeTHBIX CAMHMHII, 4 HeOaeJ/IH.

5. Coep:xaHue NPAKTHYECKOI MOATOTOBKHU NPH NPOBEAEHNU NPAKTHUKHU

Ne
n/n

Tun(bl) NpakTUKH, 3TANBI
NMPOXO0KIEHUSA MPAKTHKH

D®opMbI 0OTYETHOCTH

1 |YcranoBouHast KOH(pepeHIHs

OTYeT pyKOBOAUTEIIS MPAKTHKU

2 |[TogroroBUTENBHBIN dTAIT

OTMeTKH B JHCBHHUKAX MPAKTHUKU

CTYJICHTOB
OTMETKH B THEBHHUKAX MPAKTUKU
3 |DTtam BEIMOIHEHUS pa0dOT M0 WHANBUAYATEHOMY TIJIaHY
CTYJICHTOB
, OTMETKHU B THEBHHUKAX MPAKTUKH
4 |3rtam odhopmiieHHs OTYETA TIO UTOTAM MPAKTUKA
CTYJICHTOB
5 3amuTa OTYETOB MO PE3YJIbTaTaM MPeIUILIOMHON OTMETKHU B THEBHHUKAX MPAKTUKU
MIPAKTUKN Y PYKOBOJIUTEIIS TPAKTHKH CTYJICHTOB

6 [HMToroBas KoH(epeH1Hs 0 TPAKTUKE

OTMeTKH B JAHCBHHUKAX MPAKTUKU




| lcTynenton

Conep:xaHue dTaNoOB NPAKTHKH:

1. YcranoBouHasi KoH(pepeHIusI

2. IloAroTOBUTENbHBI 3TaN: HWHCTPYKTaX MO OOIMIMM BOMNpPOCAaM; WHCTPYKTaX II0 TEXHUKE
6e3omacHocT. CocTaBieHHEe IEPBOHAYAIBHOTO IJIaHa padoT.

3. JTan BbINOJHEHHS PA0OT N0 HHANBUIYAJIBLHOMY ILUIAHY

[TpoBenenmne 0030pa CyIIECTBYIOUIMX MaTEMaTHYECKUX MOJENIeH U METOIOB 3alUThl HH(OPMALINH,
UCIOJIb3YEMBIX JUISI PELIECHUs MOCTaBICHHON 3anauv. CpaBHUTENBbHBIN aHAIN3 MaTeMaTUYECKUX
Mojzede W MEeTOJOB 3alluThl uHGopManuu, BbIOOp Hauboyiee MOAXOASIIEH MOJAENTH, €€
KOPPEKTHPOBKA WM pa3padOTKa aIrOpUTMa, PEAM3YIOIIEro COBPEMEHHBIE MaTeMaTHYECKHe
METOJIbl 3aIIUTHl MHGOpPMAIMK, aHAU3 pe3yJlbTaToB. BpIOOp MpPOrpaMMHBIX M MPOTPaMMHO-
amnmapaTHbIX CPEJACTB 3aIIUTHl MH(QOPMAIMK, B TOM YHCIE OTEUYECTBEHHOTO IPOU3BOJCTBA, C
Y4E€TOM PEAIN30BAaHHBIX B HUX MaT€MaTUYECKUX METO/OB ISl PELICHHUS IOCTABJICHHOM 3a1a4H.
OpnHoit U3 3a1a4 3a/1a4eld MPOEKTHO-TEXHOJIOTUIECKON MPAKTUKHU SBISETCSA MPUOOPETEHNE OMBITa B
MPaBWIBHON C TOYKH 3peHUs 0e30MacHOCTH HacTpoike coBpeMeHHbIX OC U UX CceTeBoro
B3auMOJeicTBUs. B pamkax 3ToH 3aauu MOTYT BBINOJHEHBI TaKM€ padOThI: CO3JaHME JOMEHa
Windows #3 HECKONBKUX pPa0OUMX CTAaHIUMH M KOHTpOJUIepa JOMEHa, MOICIUPYIOLIErO CETh
HEKOTOPOW OpraHu3alliy; CO3JaHWEe YYETHBIX 3amuced It paboThl Ha pabO4YMX CTAHIUAX, IS
aIMUHHCTPUPOBaHUS pabO4MX CTaHIMM, [ KOHTpPOJJIEpa [IOMEHA; BBINOJHEHUE aHaIu3a
3alMIIEHHOCTH JIOMEHA: BO3MOXKHOCTh IOJIyYEHUS IpaB JIOKAJIBHOIO aJIMUHUCTPATOPA HAa pabodmx
CTaHIMSAX, BO3MOXHOCTh TMIOBBIIICHUS MPHUBWIETHH Ha pabouMx CTaHIUAX U T. .
IIPOAHAIU3UPOBATH YA3BUMOCTb K COBPEMEHHBIM 3KCILIOUTAM.

4. Jran opopMIIeHUSs] OTUETA 110 UTOraAM NMPAKTHKHU

Benenne nueBHMKa mpaktuku. Omnucanue mnpojenaHHoi pabotel. CocraBieHHWe OTYEeTa TI0
npaktuke. @OpMyNIHMpOBaHHE BBIBOJOB M  NIPEAJIOKEHHI 1O OpraHu3ald  [PaKTUKH.
[IpencraBieHue oTueTa ¥ THEBHUKA IPAKTUKU.

5. 3amuTa 0T4YeTOB M0 Pe3yJbTATaM NMPOEKTHO-TEXHOJIOTHYEeCKOIl NPAKTUKHU Y PYKOBOIUTEJIsI
NPaKTHKH

3amura oT4era.

6. UTtoroBasi koHdepeHHs 10 MPOEKTHO-TEXHOJIOTHYECKON MPaKTHKe

BricTymienne Ha KoHGEpEeHINH.

6. ®oHI OLICHOYHBIX CPEICTB

6.1 dopmMbI OLIEHKH MO TEXHOJIOTMYECKOI NMPaKTHKe.
[To pe3ynbpTataM MPOXOXKICHHUS MPAKTHKU MPOBOAMTCS MTOTOBas KOH(EpEeHIHs, CTYACHTHI
TOTOBSIT B MPOU3BOJILHOMN (hOpMe KpaTKHe WHIANBUIYATbHBIE MUCbMEHHBIE OTYETHI O BBHIMOJTHEHUH B
X0/JIe MPAKTUKHU BHIOPAHHBIX UMU 3aJJaHHM, TOJYYEHHBIX IPU TOM 3HAHUAX, YMEHHUSIX U HABBIKaX.

6.2 Kputepun oneHMBaHHUA Pe3y/IbTATOB NPAKTHKH

OTyeTrsl O BBINOJIHEHWM WHAWBHUIYaJIbHBIX 3aJaHUM 3alIMINAIOTCA CTYIAEHTAMH Yy
PYKOBOAMTENSI MPAKTUKA C MPOCTAHOBKOM UM JuddepeHIMpoBaHHOIO 3adera Mo ydyeOHOMU
IIPAKTHKE.

[Ipy BbIBEI€HUH OLEHKHU JOJDKHBI YYUTBHIBATHCS HE TOJBKO KadyeCTBO BBIMOJHEHHOIO
3a/laHusl, OTBETHI CTYAEHTa HA TEOPETHMUECKHUE BOIPOCH, HO MU BCA JEATEIBHOCTb B IEPUOJ
MPOXOXKACHUS IPAKTUKHU T10 MOJIYYEHHIO TPO(ECCHOHAIbHBIX YMEHUHN U OMbITa MpodeccrnoHalbHON
JESATEIIBHOCTH.

OTdyer MO MpakTUKE JODKEH OBbITh H3JI0KEH TEXHUYECKH TIPaMOTHBIM SI3BIKOM C
NPUMEHEHHEM DPEKOMEHJIOBAaHHBIX TEpMHUHOB U aOOpeBuaryp. Ilpu 3ammre oTyera mo npaxkTHKe



OLICHMBACTCA  COOTBETCTBME HH(pOpMAIMM, MPEACTaBICHHOH B  OT4YeTe, JaHHBIM W3
WH(OPMAITMOHHBIX PECYPCOB OOIIEro moctymna cetd MHTepHEeT, MaTepuanoB JICKIIUNA, y4eOHOU H
TEXHUYECKOH JTUTEPATYPBI.
Ilepeyenb THNOBBIX KOHTPOJBHBIX BOIIPOCOB, 32/laBaeMbIX NIPH 3a1[UTe OTYETA O

NPOXO0KIeHUHN MPOU3BOACTBEHHON NPAKTHKU:

— CewmeiictBo nmpotokosioB NTLM u ipoGiemsl ¢ nx 6€30macHOCTHIO.

— CranaapTHblil mpoTokon ayreHTrdukanuu B fomenax WindowsKerberos. AcnekTsr
0€30MacCHOCTH.

— CeMeicTBO MPOTOKOJIOB JOCTYIIA K ceTeBBbIM pecypcam SMB.

— Mopgenp ynpasienus goctyrnom B Linux. IIporeccs! uaeHTHGHKALNY,
ayTeHTU(UKALUY U aBTOPU3ALUU CYObEKTOB JJOCTYIIA.

— Mogens ynpasnenust qoctynom B Windows. TIporieccs uaeHTHGUKaNNH,
ayTeHTU(UKALMU ¥ aBTOPU3AIMH CyObEKTOB JIOCTYIIA.

— I'pynmnossie nmoautuku Windows u ux npruMeHEHHUE IS MOBBIIICHHS 0€30TaCHOCTH
KOPIIOPaTUBHOMN CETH.

— Bosmoxxnoctu Opanamayspa Windows.
Bosmosknoctu iptables.
— Ilpunnun paboTel, MPUMEHEHKE U 3aIIUTa OT CETEBOr0 cKaHepa Nmap.
OcHoBHbIE MOIXObI K aHAINU3Y 3alIUIIEHHOCTH KOPIIOPATUBHON CETH.
Ha 3ammre npaktuku oOydaroiemMycs MOTYT ObITh 33/1aHbI B TOM YHCJIE CIEAYIOLINE BOIIPOCHI:

1. IlpuBemuTe HOMEpa M Ha3BaHUS HECKOJBKHX OCHOBHBIX IIPAaBOBBIX HOPMAaTHBHBIX
JOKyMEHTOB B  cdepe  uHPOpMALMOHHOW  O€30MACHOCTH,  PETJIaMEHTHPYIOIIUX
Pa3pabOTKYIOIUTUKA YIIPABICHHUS JJOCTYIIOM.

2. Kpatko pacckaxkure O MeToAax pa3pabOTKU TOJUTHK YIOpPaBIEHUS JOCTYIIOM U
UHPOPMALIMOHHBIMA  TOTOKaMH, TPEAYCMOTPEHHBIX  JEHCTBYIOIIMMH  IPABOBBIMHU
HOPMAaTUBHBIMH JOKyMEHTaMU B cepe nHHOPMALMOHHON OE301MaCHOCTH.

3. Kparko pacckaxure 0 MeTogax pa3pabOTKH MOJUTHK YIpPaBICHHUS HH(GOPMAIIMOHHBIMH
MOTOKAMU B KOMIIBIOTEPHBIX CHUCTEMaxX, MPEAYCMOTPEHHBIX NEHCTBYIOIIMMHU MPAaBOBBIMH
HOPMAaTUBHBIMH JOKYMEHTaMU B cepe HH(POPMaLlMOHHON OE3011aCHOCTH.

4. Ha3oBHUTE HEKOTOpBIE COBPEMEHHBIE NMPOrpPaMMHBIE U MPOTrpaMMHO-aINapaTHBIE CPeJCTBa
3amyTel  MHQOpMAIMM, B TOM YHCIIE OTEYECTBEHHOTO IPOW3BOJACTBA, W HUJACHU
pealM30BaHHBIX B HUX MaTeMAaTUYECKUX METOJOB 3allUThl MHGOpMAIUU U OOJIACTH UX
PUMEHEHHSI.

5. Kpatko pacckaxure O METOAMKE TPOBEACHHUS OSKCIEPUMEHTAIbHBIX HCCIIeAOBAHUM
KOMITBIOTEPHBIX ~CHCTEM C IEJIbI0  BBISABICHHS  YS3BUMOCTEH, TPEAyCMOTPEHHOU
JNEHCTBYIOIIMMHU TPABOBBIMH HOPMATUBHBIMH JOKYMEHTaMH B cdepe HUHGPOpMaIMOHHON
6e3omacHocTh. [IpuBeanTe HOMEpa M Ha3BaHUS ITUX JOKYMEHTOB.

6. CewmeiictBo mpoTokonoB NTLM u npoGiemsl ¢ ux 6€30MacHOCTbIO.

7. CranpapTHbIi TpoTOKON ayreHTHukanuu B aomeHax Windows Kerberos. Acnektsl
0€30I1aCHOCTH.

8. CemelicTBO MPOTOKOJIOB JIOCTYIIA K CETEBBIM pecypcam SMB.

9. PacckaxuTe KpaTko 0 MOJIEJH yIpaBieHus noctynom B Linux. [Ipomeccsl uaeHTHQUKAINH,
ayTeHTH()UKAINU ¥ aBTOPHU3AIMH CyObEKTOB JIOCTYIIA.

10. Pacckaxkure Kparko O Mojaenu ympamieHus pgoctynoM B Windows. Ilpoueccs
UICHTU(PUKAINN, AyTCHTU(OUKAIIIHA U aBTOPHU3AINU CYOBEKTOB JJOCTYTIA.

11. I'pynnoBsle monutukn Windows M HX TNpPUMEHEHHE Ul MOBBIIMIEHUS O€30MacHOCTH
KOPIIOPAaTUBHOM CETH.

12. Bo3moxkHocTu OpanamMayspa Windows.

13. Bo3moxHOCTH iptables.

14. TIpuHuun paboThl, MPUMEHEHHE U 3aIlIKUTa OT CETEeBOI'0 CKaHepa nmap.

15. OcHOBHBIE OIXO/IBI K aHATU3Y 3aITUIIICHHOCTH KOPITOPATHBHOM CETH.



Kpurtepun oneHuBaHus pe3yibTaTOB NPAKTUKH

OrneHka 1O NMpakTHKE BHICTABISETCS PYKOBOAMUTENEM IPAKTHKU OT Kadeapbl Ha OCHOBE
COJIEp)KaHUsl OTYeTa CTYAEHTa, OT3bIBA pPYKOBOAUTENS OT MPEANPHUITHS, BBICTYIUIEHUS C
Ipe3eHTalMed M OTBETOB HAa BONPOCHI Ha KOH(epeHLuu Mo uToraM npakTuku. [IpoBoautcs
co0OecenoBaHus 10 pas3jenaM OT4eTa, AHAIU3UPYIOTCS OTBETHI CTYJACHTOB Ha KOHTPOJbHbBIE
BOIIPOCHI.

IIpy BbIBEIEHWH OLIEHKHU JIOJDKHBI YUYUTBIBATBCS HE TOJBKO KAaueCTBO BBINOJIHEHHOIO
3aJlaHUs, OTBETHI CTY/IEHTa HAa TEOPETHUECKUE BOIIPOCHI, HO U BCS I€ATEIILHOCTD B IIEPHOJ]
IIPOXOKIAEHUSI IPOEKTHO-TEXHOJIOTUYECKOMN MPAKTUKH.

OTuer 1O MpakTHKE MAOIKEH ObITh M3JI0KEH TEXHUYECKM TIPAMOTHBIM S3bIKOM C
NPUMEHEHHEM DPEKOMEHJIOBAaHHBIX TEpPMHUHOB U aOOpeBumaryp. Ilpu 3ammre oTtyera mo mpaxkTHKe
OLICHUBAETCA  COOTBETCTBME HMH(pOpMAlMM, MPEICTaBICHHOH B  OTuyeTe, JaHHbIM W3
MH(POPMALIMOHHBIX PECYpcoB 00IIero nocrymna cetu MHTepHET, MaTepuanoB JeKui, yueOHOU u
TEXHUYECKOH JIUTepaTyphbl.

7. IlepeyeHb OCHOBHOW M ONOJHHUTEJbHOH Yy4eOHOW JIMTepaTypbl, pecypcoB
HHPOPMAIMOHHO-TEJIEKOMMYHUKAIMOHHOM ceTH «MHTepHeT» VISl POX0KIeHHUA NPAKTHKH

a) OCHOBHAasl JIMTepaTrypa
1. Tanenbaym 3. CoBpemenHble onepanuonHsie cucrtemsl - CII6., Ilutep, 2015
https://djvu.online/file/zthSabniKogyK?ysclid=loeb34h8rj401810771
2. Paroszun 0. H., Mensauk B. A. Opraau3arys ¥ ynpaplieHUE MOApa3ICICHICM 3allUThI
uHpopManuu Ha npeanpusaTuu: yueOHoe nocobue - Cankrt-IletepOypr: UL Uurepmenus,
2019. https://www.studentlibrary.ru/ru/book/ISBN9785438301806.html

0) JOMOJIHUTEIBLHASA JIUTEPATypa
1. A. A. Mongnossia, JI. H. Monnossi, A. b. Jlesuna IlpoTokosbl ayTeHTH(UKALMH C
HYJIEBBIM pa3rialieHueM cekpera: yueOHoe nocodue — Cankr-IlerepOypr: HUY UTMO,
2016. https://books.ifmo.ru/file/pdf/1887.pdf
2. Kocomnanos 10. B. IIpoToKoJIbI 3alUIIIEHHBIX BBIYMCICHUH Ha OCHOBE JIMHEMHBIX CXEM
paszneneHus cekpera:  ydebHoe  mocobme -  PocroB  w/l:  IO®Y,  2020.
https://www.studentlibrary.ru/book/ISBN9785927533176.html
3. M. Pycunosuu, JI. Comomon, A. Monecky, II. Mocudosnu BHyTpeHHee ycTpoiicTBO
Windows. - CII6.: [Turep, 2013.
https://djvu.online/file/9u4lKZSOwylzC?ysclid=Irgnfnbpje957376824
4. bpaxyk A. U. CereBbie cpeacta Linux - Mocksa: HanmoHanbHbiii OTKPBITHIMA
Yuusepcuter "MHTYUT", 2016. https://www.studentlibrary.ru/book/intuit_360.html
5. I'yabko A. B. CucremHoe mnporpammupoBaHue B cpene Linux: yuebHoe mocoOue -
Hoocubupck: HI'TY, 2020 https://www.studentlibrary.ru/book/ISBN9785778241602.html
6. drorypoB JI. B. CereBast 0e30macHOCTh Ha OCHOBE CEpBEPHBIX MpoaykToB Microsoft -
Mocksa: HOY "UHTVYUT", 2016. https://www.studentlibrary.ru/book/intuit 359.html

B) pecypchl cetu «MHTEpHET (MPH HEOOXOAUMOCTH)
1. Caiir ®enepanbHON CIyKObl TEXHMUYECKOTO U SKCIOPTHOTO KOHTposs Poccuiickoit
Oeneparun (https:/fstec.ru) s 3HaKOMCTBa ¢ HOpMaTHBHbIMH JokyMeHTamMu DPCTIK
Poccun.
2. SecurityLab.ru - wuHQOpMANMOHHBIA  TOpTaN, OMNEPAaTUBHO M  €XKEIHEBHO
paccKa3bIBAIOLINI 0 COOBITHAX B 00JIACTH 3alIUTHl MH(POPMAIMH, HTHTEPHET MpaBa U HOBBIX
texnonorusax.https://www.securitylab.ru/
3. baza nmaHHBIX OOIICW3BECTHBIX  YA3BUMOCTEH WH(POPMAIMOHHONH  0e30MacHOCTH
https://cve.mitre.org/
4. Kypuan «Xakepy.(https://xakep.ru/).
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5. Apxus skcrutonToB. (https://www.exploit-db.com/)

8. O0pa3oBaresibHbIE TEXHOJOTHH, B TOM YHCJE IJIEKTPOHHOE 00y4yeHHe U JUCTAHUMOHHBbIE
o0pa3oBaTe/ibHbIe TEXHOJIOIMH, HCHOJb3yeMble MPH OCYIIECTBJIEHHH O00pPa30BaTeJIbLHOIO
npouecca

B npornecce 06y4eHuns UCIONB3YIOTCS Ceylolue 00pa3oBaTeIbHbIE TEXHOIOTUU:

NHcTpyKTHBHAsT  JIeKIUSl — IPOBOJUTCS € LEJIbI0  OpPraHu3aluy  IOCIENyHoIen
CaMOCTOSTENIbHONW PabOThl CTYJEHTOB.

KoHcynbTanum — BuJ yd4eOHBIX 3aHATUN, SIBISIOMUNCS OJHOM U3 (GopM KOHTpOIA
CaMOCTOSITENIbHOW paboThl cTyneHToB. Ha koHCynpTanusax mpernojaBaTellb OTBEYACT Ha BOIPOCHI
CTYJEHTOB, KOTOpPbIE BOZHUKAIOT Y HUX B IIPOLIECCE CAMOCTOSATEIbHON PaOOTHI.

OOyuaronuecss nepes NPOXOXKACHUEM IMPAKTUKK IO MOJYYEHHIO MPO(eCcCHOHAIbHBIX
YMEHUH U OIbITa MPO(PEeCCHOHAIBHON JEeSITeIBbHOCTH 00ECTIEYMBAIOTCS POTPAMMON TIPOXOXKICHHUS
IOPAaKTUKU M MHIMBUAYAJIBHBIM 3a/laHUEM DPYKOBOAMTENS HpakTuku. CamocrosiTenbHas padora
oOyyaromuxcs 1noapazymMeBaeT paboTy 0]l pyKOBOJICTBOM PYKOBOJIUTENIEH NMPAKTUKHU 110 MECTY €€
npoxoxaeHus. 1IpoBoas ycTaHOBOUHYIO KOH(EPEHLHIO, PYKOBOJUTEIb MPAKTHKH OOCYXIaeT ¢
00yJaromuMucs Tuiad OyayIien MpakTHKH, GOPMHPYET BOIPOCHI, KOTOPbIE HEOOXOIMMO PACKpPHITh
IPU COCTABJICHUU OTYETa O MPAKTUKE, OOBICHAET MOPSAJOK 3ANOJHEHUS JTHEBHHMKA MPOXOXKICHUS
IPAKTUKU U MOJAIMUCKHIBAET €ro, TaeT PEKOMEHJAINH 10 U3YYEHHI0 HEOOXOJMMOI0 HOPMATHBHOIO
MaTepuaja U COOTBETCTBYIOLIEH auTeparypbl. B JHEBHUKE NPOXOXKIEHHUS MPOU3BOACTBEHHOMH
IPAKTUKU OTpPa)kaeTcsi KpaTKoe cojepikaHue pabdoT, BBINOJHAEMBIX O00yJaroluMcs. 3amucu
JIOJDKHBI BHOCHUTCSI OOYYaroIIMMUCS €KEAHEBHO, OTpaXkas JaHHbIE O IpoJieslaHHOW pabote, U
3aBEpATHCSA MOJIUCHI0 PYKOBOAMUTENS 10 MECTY MIPOXOXKAECHUS NPAaKTHKU. B xone mpoxoxaeHus
IPAaKTUKA OOy4aroIMHCs MOJIy4aeT HeoOXOIuMble MaTepHuajbl OT PYKOBOJIUTENS NpPAaKTUKU. B
COOTBETCTBUH C OIMCAHHBIMH 33/1a4aMu oOydarouuiics cobupaer u oOpadaThiBacT HH(POPMALIUIO
JUI HanmucaHus oTyeTa. [1o OKOHYaHUU NPAaKTUKU OOYYarOIIMHCSA B YCTaHOBJIEHHBIE CPOKU CHAET
PYKOBOJUTENIO NPAKTUKU OTYET O NpakTuke. OTYET MO HPAKTHKE COAEPIKUT TUTYJIbHBIN JIUCT,
cojaepkaHue (TaH), TEKCTOBYIO YacTh, CIHCOK JIMTEPATypbl, MPUIOKEHUS, JHEBHUK,
XapaKTEPUCTHKY.

Heo06XoauMbIM KOMIIOHEHTOM MPOU3BOJCTBEHHOM NPAKTUKU SBISETCS BBINOJIHEHUE
MHAMBUAYaAJILHOTO 3aaHus. IHAnBHUlyanpHOE 3a/1aHNE HA NIPAKTUKY HANIPaBJIEHO Ha yriiyOJieHue u
pacuIMpeHre MOJyYeHHBIX CTyIEeHTaMHU 3HaHUH B 00JacTh HH(GOPMAIMOHHON O€30MacHOCTH,
KOTOpO€ SIBISIETCSI OJHHMM M3 HEOOXOJMMBIX YCJIOBUN JajJbHEMIIEro OCBOEHHUS JUCLUIUIMH
po¢eCCHOHATBLHOTO IUKIIA.

9. IlepeyeHb JIMIEH3HMOHHOI0 M (MJIM) CBOOOJHO PaCHPOCTPAHAEMOr0 NPOrPaAMMHOIO
olecrneyeHusl, UCMOJIb3yeMOI0 IPH OCYIIECTBJIEHNH 00pa30BaTeJLHOI0 Npolecca

B nporiecce ocymiecTBieHusI 00pa3oBaTeIbHOTO MPOIEcca MO AUCIUTUINHE UCTIOB3YIOTCS:

i GOPMHUPOBAHUS MaTEpHANIOB JJIS TEKYLIEro KOHTPOJS YCHEBAeMOCTH U IMPOBEACHUS
IPOMEXKYTOUHOM aTTecTauu, g GOopMHUPOBAHUS METOAMUYECKUX MAaTEPUAIIOB IO JUCIUILINHE!

- mporpammel Microsoft Office;

- 3JIeKTpOHHBIN yHUBepcuTeT Moodle SApl'Y;

- Adobe Acrobat Reader.

- Nmap — cBobGoaHas yTuiuTa, TpeHA3HAYCHHAs JUIS Pa3HOOOpPa3HOTO HACTPaMBAaEMOTO

ckanupoBaHusi IP-ceteil ¢ 5OOBIM KOIUYECTBOM OOBEKTOB, OIPEACIIEHUS COCTOSHHS

00BEeKTOB CKaHupyemoii cetu. https://nmap.org/

- Wireshark — mnporpamma-ananuzarop Tpaduka aias KOMIbIOTepHbIX ceredl Ethernet n

HEKOTOPBIX Apyrux. https://www.wireshark.org/
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- Metasploit Project — mpoekT, NOCBAMEHHBIH HHOOPMAIIMOHHONH 0E30MacHOCTH.
https://www.metasploit.com/

10. IlepeyeHb cOBpeMEHHBIX MNPOQecCHOHANBHBIX 0a3 JaHHBIX M HHEOOPMANMOHHBIX
CIIPABOYHBIX CHCTEM, HCNOJIb3yeMBbIX NMPH OCYIIECTBIEHHH 00pa30BaTeJbLHOIO NMpouecca (Mpu
HEe00XO0IUMOCTH)

B nporiecce ocymiecTBiaeHust 00pa3zoBaTeNIbHOTO MpoIecca MO AUCHUILUINHE UCTOIB3YIOTCS:
- ABTomMaTH3upoBaHHas 6uomoredHo-uHpopMannonHas cucrema «kbYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHas oubnnoTeunas cucreMa «Jlaupy» https://e.lanbook.com

- DnekrpoHHas OubnroTeunas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHast OubnmoreyHas cucreMa «KOHCYNbTaHT CTyIEHTa»
https://www.studentlibrary.ru

11. MarepuajbHO-TeXHHYECKAas 0a3a, He0OX0AMMAas IJIsl NPOBeeHUs] MPAKTHUKHA

MartepuanbHo-TeXHUYECKass 0a3za, HeoOXxoauMmas Il OCYIIECTBICHUS 00pa3oBaTEIbHOIO
mpoiiecca 1o AUCIUIUTMHE BKIIOYAET B CBOM COCTaB MOMEIICHHUS:

- yueOHbIE ayIUTOPUU IJIsl TPOBECHUS 3aHATUH JIEKIIMOHHOTO TUTIA;

- y4eOHBIC ayIUTOPUH JJIs1 IPOBEICHUS TPYIIOBBIX M HHIUBUIYaTbHBIX KOHCYJIBTAIINN;

- ydeOHble ayAUTOpPUMU JUIS TPOBEICHUS TEKYIIEr0 KOHTPOIS H IMPOMEKYTOUHON
aTTeCTaIluu;

- BCE JOCTYIHBIE PECYpChl MPEANPHUATHS UCHOIB3YIOTCS CTYyJEHTaAaMH BO BPEMs MPOEKTHO-
TEXHOJIOTHYECKOU MPAKTUKH.

12. MeToauyeckue yKazaHus J1Jisl CTY/IEHTOB M0 OCBOEHHI0 TUCIHUTLIUHBI

JI1st yCHemHoro npoxXoXaeHus MPakTUKU BaXKHO yMeTh 3((EKTUBHO OPraHU30BaTh paboTy,
Cpady mnpucCTtynartb K PCHICHUIO IIOCTABJICHHBIX 3aada4, IIOCTOSAHHO 3HAKOMUTCA C HOBBIMU
UCTOYHUKaMU UHGOPMAIUH 110 TEME.

Bbonsmoe BHUMaHue CICAyeT YACIWUTH IIpaBHUJIaM TCEXHHUKHU 6€3OHaCHOCTI/I, IIpaBHJIaM
BHYTPEHHETO pacropsIKka OpraHU3aIii U BeICHUIO JHEBHHKA.

CJ'IG)IYCT IMOCTOSIHHO KOHTPOJIMPOBATE CPOKU BBINTOJHCHHA IMOCTABJICHHBIX 3a1a4.

B HEKoTOphIX Ciydasx BO3MOXKHAa KOPPEKTHPOBKAa WIU HW3MEHEHHE IUlaHa paboT 1o
COTJIACOBAHUIO C PYKOBOJIUTEJIEM IMPAKTUKHA OT OpraHU3aIliu.

UToOb!I yCIENHO CIPaBUTHCA ¢ 00BEMHON paboTol 1Mo 0OPMIICHHIO OTYETA O MPOXOKIECHUU
MPaKTUKH, CJIETYeT OPOPMIISATH OTYET MO YacTsAM, B Mpolecce paboThl J00aBisisi B HETO HOBBIC
pas3zenbl U MyHKThl C HEKOTOPBHIMU JIOTUYECKH 3aBEPIICHHBIMU YacTSIMH OMHCAHUS MPOBEACHHBIX
pabor.

ABTOpP(BI):

JHouent xadenpst KbBuMMOU, x.¢.-M.H. ®enorosa H. I1.
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