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1. Ileanb ocBOEHHUS THCIAIIINHBI

[{enbi0 AMCHUIUIMHBI SABJSIETCS M3yYCHHE MPUHIMIIOB pa3pabOTKH 0E30MacHOro MpOrpaMMHOTO
o0ecrieueHusl.

2. MecTo THCHMIUIMHBI B CTPYKTYpe 00pa30BaTe/IbHON NMPOrpaMMbl

Hucnuniuaa «Pa3zpaboTka 0e30macHOro IMPOTPaMMHOTO OOECHEUSHHS» OTHOCUTCS K YacTh
o0Opa3oBaTenbHON TporpamMmbl, (GOPMUPYEMOH ydacTHHUKaMu 0Opa3oBaTeNbHBIX OTHOIICHHMA. Jls
JY4IIEr0 YCBOCHHS JAHHOM AMCHMILIMHBI HEOOXOIUMO, YTOOBI CTYJCHT BIIaJIe)l 3HAHUSMH, YMEHUSIMH U
HaBBIKaMH, C(pOPMUPOBAHHBIMH B TIpoliecce o0yueHus B OakanaBpuare o HarpasieHuio 02.03.01.

3. [lnanupyemble pe3yabTaTbl O00y4YeHHs] MO JHUCIHUILINHE, COOTHECEHHbIEe € IUIAHUPYEeMbIMH
pe3yJbTaTaMH OCBOeHHs 00pa30BaTeILHOI MPOrpaMMbl

[Tporilecc wW3ydYeHWs IUCHUIUIMHBI HamNpaBiieH Ha (OPMUPOBAHHE CIICAYIOMUX JJIEMEHTOB
komreteHui B cootBeTcTBr ¢ I'OC BO, OOII BO u npuobpeTeHus cleayommx 3HaHUH, YMEHU,

HaBBIKOB U (WJIM) OTIBITA AESITEIILHOCTHU

dopmupyemas
KOMIeTeHIHs
(ko u popmyanpoBka)

NHaukaTop N0CTUKEHUS
KOMIIeTeHIIN U
(ko u popmyanpoBKa)

Ilepeyenn
IJIAHUPYEMBbIX Pe3y/IbTaTOB 00y4eHus

IIpodeccnonalbHbIe KOMIETEHIIUU

nK-2

Crioco0eH HCIT0Ib30BaTh
COBPEMEHHBIC METO/IbI
pa3paboTKH U peaTu3aluu
KOHKPETHBIX aJITOPUTMOB
MaTeMaTHYECKUX MOJIEIIEH
Ha 0a3e S3bIKOB
MIPOTPaMMHUPOBAHUS U
MAKETOB MPUKIATHBIX

IpOrpamMM MOJIEIUPOBAHHUS.

H-MK-2.1

Bnaneer coBpeMeHHBIMU
METOJIaMH pa3paboTKH
peanu3anuy alropuTMOB
MAaTEMAaTHYECKUX MOJeeH
Ha 0a3e SI3bIKOB U MaKETOB
MPUKJIAJHBIX IPOrpaMM

3HaTh:

— Mexanu3smsbl 6e3onacHocTH, TpuMensemsbie B [10.
- Maremarnueckoe 000CHOBaHHE 0€30MaCHOCTH
npuMeHseMbIx B [10 aaroputMoB 1 Moaenen.
Ymern:

— PaszpabatsiBaTh Mexanu3msl OezonacHocTH [10.

— OOOCHOBBIBATh COOTBETCTBUE Pa3padOTaHHBIX

MOZCIMPOBAHHAL. MEXaHM3MOB 6E€30IIaCHOCTH BHIOPAHHBIM TTOJUTHKAM
0e301acHOCTH.
— llpumensTs cuctemHoe Kpunrorpaduueckoe API
npu pazpadotke [10.

H-1IK-2.3 Baaners HaBbIKAMU:

HNmeeT npakTUUECKUNA OIBIT
pa3paboOTKHU U peaTu3aIuu
aNTOpUTMOB Ha 0aze
SI3LIKOB U TIAKETOB
MPUKIIATHBIX TPOTPaMM
MOJEIHPOBAHUSL.

— llpuMeHeHVsI MEXaHU3MOB IIPOBEPKHU O0€30aCHOCTH
IIPWIOKEHUM.

— llpuMeHeHNs MEXaHU3MOB MTOIITUCHIBAHUS U
MIPOBEPKU UCIIOJIHAEMBIX (haiiyioB, OUOIHUOTEK U
cOOpOK.

— Mcnonp30BaHus MOATOTOBIEHHBIX BBIPAKEHUI TPH
ucnonHenun SQL-3anpocos.

— WUcnonb3oBanus 6e3omacabix HTML-dpeitmBopkoB
u canuraiizepos HTML-BepcTku.

4. O0beM, CTPYKTYPaA M COJepKaHue TUCHHUIIIHHBI

OO01mas TpyA0eMKOCTh JUCIUIIIMHBI COCTaBISAET 5 3aueTHBIX enuHull, 180 akas. yacos.




Ne Tembl (pa3aebl) Buapl yueOHbBIX 3aHATHIA, DopMbI TEKYNIETO
n/n AUCHUTLIMHBI, BKJIIOYAsl CAMOCTOSITEILHYIO padoTy KOHTPOJISI
HX coJiep:KaHue CTY/IEHTOB, ycneBaeMocTH
U HX TPYA0E€MKOCTh
(B akageMHYeCKHUX 4acax) DopmMa NpoOMeKYTOYHOI
= KonTakTHasi padoTa arrecranun
2 (mo cemecTpam)
2] =R
: | 8| 5|24 &
[¥a)
© ~ s = | £ E| &
= Q o, < o T S S
= L o 5| = 3 = §
= <N = v =g = = @
% = < = < 7 o ©
(D) ») o > [ = S
S i 9] 9| o 5l o &
s te) Z |0 2 o
= < ) SRl
= = ~ g <
o
1 |IIpaBuia 6e3omacHON
P 3 4 2 4  |IIpakTHYecKHe 3aHITUS
pa3paboTKH.
2 |bezonacHoe
3 6 2 12 |[IpakTHYecKHe 3aHATHUS
nporpammupoBanue B C/C++.
3 |be3zomacnas pa3paboTka web-
basp 3 6 2 12  |llpakThueckue 3aHATHS
NPUIIOKECHUN.
4  |llpumeneHue kpunrTorpaduu B
HI()) P pag 3 6 4 2 12 |IIpakTudeckue 3aHATHUSL
5 |Anamus 6e3omacHOCTH KO/, 3 6 16 4 12  |IIpakTudeckue 3aHATHUS
6 |besonacHoe ynpaBieHue
yip 3 2 4 2 10 |IIpakTudeckue 3aHATHUSL
CEKpETaMH.
7 |lIlpumeHEeHNE MEXaHU3MOB
TIOJITUCH TS TIPOBEPKHU 3 2 2 10 |IIpakTudeckue 3aHATHUSL
IIPpOrpaMMHbLIX KOMITIOHCHTOB.
2 | 05| 335 9k3amen
HUTOoro 32 | 32 10 | 0,5 | 105,5

Conep:xanue pa3iesioB IUCHUIIIHHBI:

Tema 1. IIpaBuia 6e3onacHoi pa3padoTku.

1. Common Weakness Enumeration (CWE). CWE Top 25.

2. Cranmaptel Oe3omacHoi paspabotku Software Engineering Institute Computer Emergency Response
Team (SEI CERT).

3. Common Vulnerability and Exposures (CVE).

4. National Vulnerability Database (NVD).

5. Common Vulnerability Scoring System (CVSS).

6. PykoBoscTBa mo paspaborke u TecrupoBanuio Open Web Application Security Project (OWASP).
OWASP Top 10.

7. Obmas npobieMa HeOe30IacCHON apXUTEKTYPhI MPUIIOKEeHUI U legacy-kona.

Tema 2. bezonacnoe nporpamvuposanne B C/C++.

1. HeGe3omacHas pabGota ¢ mnamsaThio. OOpaiieHHe K HEBBIJEIEHHONM M OCBOOOXKJIEHHOW MaMSTH.
Pa3zpiMeHoBaHMe HyneBoro ykaszarens. OcCBOOOXJEeHHE NaMsATH, KOTopas He ObUla paHee BblJeNeHa
¢dbyHKIMeN ynpasieHus namsaTH. Boljenenue naMsTH HEJOCTaTOUHOM 171l 00BbEeKTa.

2. Hebe3onacHas pabora ¢ ynciaamu. OmuOKY Mpy NEpenoTHEeHUN U OKPYTICHUH.

3. HeGe3onacuast paboTta ¢ MacCHBaMHU.

4. Heb6e3omacHas pabora co ctpokamMu. OIMOKH ¢ HyJIb-TEPMUHUPOBAHHBIMU CTPOKAMH.

5. He6e3onacuast pabota ¢ BBOJOM-BbIBOIOM. OmuOku ¢opmaTHOM cTpoku. CocTs3aTeNbHblEe CUTYaIlH
time-of-check, time-of-use (TOCTOU).

6. HeGe3onacHoe uconp30BaHNe PYHKIHA System.

7. HeGe3omacHoe UCTIOIb30BaHUE CUTHAJIOB.

8. HeGe3omacHOCTh HEOOPAOOTKH OMMOOK OHOIHOTEK.



9. HebezomnacHas pabota ¢ uaTepdeiicamu onepannoHHbix cuctem (OC).

Tema 3. be3onacHas pa3paborka web-npui0:KeHui.

1. PazpaboTka 0Oe30macHbIX MEXAaHW3MOB WACHTUPUKAIMM UM ayTCeHTH(UKAIMU I0JH30BaTEICH.
Ceccuonnble kyku. JWT.

2. Pa3pabotka Oe3omacHbIX MEXaHHU3MOB aBTropu3anuu. PoieBas monens nocryma. Jloctyn k daitnam.
Hoctyn k URL u o6pabotunkam HTTP-3anmpocos.

3. CORS. Hacrpotika goctymna Kk API ¢ aBTopr30BaHHBIX JOMEHOB.

4. 3amuTa oT MHBEKIUH. [loaXoapl K SKPaHWPOBAHHUIO TOJIB30BATENBCKUX JaHHBIX. CepBepHBIE U
KJIMEHTCKUE XSS caHuTai3epsl.

5. 3amura ot XSS.

6. Mcnonb3oBaHue ysI3BUMbIX KOMIIOHEHTOB.

7. HeGe3onacuast koHduryparnus. OcTaBiieHHe HACTpOeK Mo ymondaHui. OcTaBlIeHHE HEHYKHBIX
BO3MOKHOCTEM.

8. HTTP 3aronoBku Oe3omacHoctu: Strict-Transport-Security, Content-Security-Policy, X-Frame-
Options, X-Content-Type-Options, Referrer-Policy, Cache-Control, Clear-Site-Data, Feature-Policy.

9. OrcyrcrBue nposepku 1enoctHoctd 110 u manabix. CI/CD pipeline. Ataka Ha 1ENOYKY MOCTaBOK.
Hcnonb30BaHre HEU3BECTHOTO KOJIA.

10. OTcyTcTBHE OCTATOYHOTO JIOTHPOBAHUS M1 MOHUTOPUHTA.

11. 3ammTa OT MOAAETKHU 3alpocoB Ha KiIMeHTCKOM ctopoHe. CSRF-tokenbl. @nar SameSite Ha KyKH.

12. 3ammTa OT MO/IETKY 3aIIPOCOB HA CEPBEPHOIN CTOPOHE.

13. TectupoBanue web-IpuI0KESHUH.

Tema 4. [lpumenenue kpunrorpaguu B I10.

1. Ucnons3oBanue Linux Crypto API.

2. Ucnonp3oBanue kpunrtorpapudeckoe APl Windows.

3. Ucnonb3oBaHue CTOPOHHUX OUOIHMOTEK.

4. TectupoBanue kpuntorpapudeckux peanusanmii. Ctangapt FIPS 140.

5. YmpaBieHue KI04amH.

Tema 5. Ananu3 0e30nacHOCTH KoO/a.

1. Ommbku napannensHoro nporpammupoBanus. [louck coctosinus rouku ¢ nomorbio ThreadSanitizer.
2. CraTnueckuii aHanm3 Koaa Ha 0€301acHOCTb.

3. JluHamMuuecKkuii aHaM3 Kojia Ha 0€30MacHOCTb.

Tema 6. be3onacHoe ynpasJieHue ceKpeTaMu.

1. [IpoGnema co3ganusi, JOCTAaBKH U XpPaHEHUS CEKpeTa.

2. CucTeMbl YIpaBJIeHHUS CEKPETaMH.

3. [Ipobnema norupoBaHus U KOMUPOBaHUS cekpeToB. Cuctemsl moucka cekpetoB. DLP cuctemsr.

Tema 7. IlpumeHenne MeXaHU3MOB MOANMCH 1JIsl IPOBEPKH MPOrPaAaMMHBIX KOMIIOHEHTOB.

1. INoanuce 6unHapHbIX ¢aitnos Ha Windows ¢ momornrsio SignTool.

2. IMoamuck coopok .NET.

3. [loamuce cbopok Java.

4. TIpoBepka MOAMKUCH UCIIONHAEMBIX (hailiIoB, OMOINOTEK U COOPOK.

5. Mexanusm .NET Code-Access Security.

5. O0pa3oBare/ibHble TEXHOJIOTHH, B TOM 4YHCJIE TEXHOJOTHH DJJIeKTPOHHOI0 OOy4YeHUus u
AUCTAHIMOHHBIE  00pa3oBaTeJbHbIE TEXHOJOTHH, WCHOJb3yeMble TPH  OCYLIeCTBJIEHHH
00pa30BaTeILHOTO MpoIecca MO JHCIHILINHE

B mporuiecce 00yueHust HCMOIB3YIOTCS cleAyone o0pa3oBaTeNbHbIe TEXHOIOTHH:

AkanemMuveckasi JJEeKIHMs ¢ 3JIeMEHTAMH JIeKIUM-0ecebl — I0CIEI0BATEIbHOE H3JI0-)KEHUE
MaTepuasa, OCyIIeCTBIsIEMOe MTPEUMYIIIECTBEHHO B BHJI€ MOHOJIOTA IPENoaaBaTess. DIeMEHThI JIEKIHH-
Oecenpl o0ecreunBaOT KOHTAKT MPEMOAaBaress ¢ ayJuTOPHUEH, YTO MO3BOJSET MPHUBJICKATh BHUMaHUE
CTYJICHTOB K Hambojee BaXHBIM TeMaM JHCIUIUIMHBI, aKTUBHO BOBJIEKAaTh WX B YYEOHBIN mpolecc,
KOHTPOJIMPOBATH TEMIT U3TI0KEHUSI y4eOHOTr0 MaTepraia B 3aBUCIMOCTH OT YPOBHS €0 BOCIIPHSITHSI.



[IpakTHyeckoe 3aHATHE — 3aHSATHE, MTOCBSIICHHOE OCBOCHHUIO KOHKPETHBIX YMEHHI M HaBBIKOB
110 3aKPCIJICHUTIO MOJIYUCHHBIX Ha JICKIUN 3HAHUMH.

KoncyabTaumm — BuUA Yy4YeOHBIX 3aHATHH, SBISIONIMNACS OAHOW W3 (OpPM KOHTPOJIA
CaMOCTOSITENTLHOW PaboThl CTYAeHTOB. Ha KOHCyNbTalusx MO MpochOe CTYACHTOB PacCMaTPHBAIOTCS
HauboJsee CIOXHbIe MOMEHTHI MPU OCBOCHHM MaTepuaja JUCIUIUIMHBI, MperojaBaTellb OTBEYAeT Ha
BOIIPOCHI CTYJICHTOB, KOTOPbIE€ BOZHUKAIOT Y HUX B IMPOIECCE CAMOCTOSATEIbHON paOOTHI.

6. [lepeyeHb JTHIIEH3HOHHOTO U (WJIH) CBOOOHO PACTIPOCTPAHSIEMOIr0 MPOrPaAMMHOI0 odecrevyeHus,
HCMO0JIb3YEeMOr0 MPHU OCYIEeCTBJIEHUH 00Pa30BATEIbHOIO NMPOIECCa MO JUCIUIJIMHE

B Mponecce OCYMCCTBICHUA 06paSOBaTeJIBHOFO nmponecca o JMCHUILNIMHE UCIIOJIb3YHOTCA:
JJIsA (bOpMI/IpOBaHI/IH MaT€pralioB I TCEKYLIETO KOHTPOJA YCIIEBAEMOCTH MW IPOBECIACHUA
MIPOMEXYTOUHOM aTTeCTAIlH, s POPMUPOBAHUS METOIMIECKAX MATEPUAIIOB 110 AUCIHUILTIHE:
- mporpammbl Microsoft Office;
- u3zareibckasg cuctema LaTex;
- Adobe Acrobat Reader.
- ['unepBU30pEI ¥ SMYIISTOPHI:
- VirtualBox. https://www.virtualbox.org/
- Cpensl pa3pabdorku u SDK:
- Visual Studio o mporpamme Microsoft Azure Dev Tools for Teaching.
- Visual Studio Code. https://code.visualstudio.com/
- Windows SDK, kak ugacte Windows mo mporpamme Microsoft Azure Dev Tools for
Teaching.https://developer.microsoft.com/en-us/windows/downloads/windows-sdk/
- OpenJDK. https://openjdk.java.net/
- ASP.NET. https://dotnet.microsoft.com/en-us/apps/aspnet
- I/IHCprMeHTBI TeCTI/IPOBaHI/I}I:
- CodeQL. https://github.com/github/codeql
- ThreadSanitizer. https://clang.llvm.org/docs/ThreadSanitizer.html
- gitleaks. https://github.com/zricethezav/gitleaks
- CATS. https://github.com/Endava/cats
- american fuzzy lop. https://github.com/google/AFL
- sglmap. https://sqlmap.org/
- XSStrike. https://github.com/sOmd3v/XSStrike
- Robot Framework. https://robotframework.org/
- CucTteMbl yrpaBJeHUsI CEKPETaMU:
- HashiCorp Vault Free. https://github.com/hashicorp/vault

7. IlepeyeHb COBpeMEHHBIX NMPO(ecCHOHAIBLHBIX 0a3 JaHHBIX U UH(POPMAUMOHHBIX CHPABOYHBIX
CHCTEM, MCIOJIb3yeMbIX NMPH OCYHIECTBJIECHHMH 00PAa30BATEJbHOr0 Mpouecca mo JMCHUILIUHE (MpH
HEe00X0IMMOCTH)

B npouecce ocymiecTBiaeHuss 00pa3oBaTeIbHOrO Mpoliecca Mo AUCHUILIUHE UCTIONb3YIOTCS:
- ABTOMaTH3upoBaHHas 6ubnmuoreyHo-uHpopmanmonnas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubanoreuHas cucrema «Jlanpy» https://e.lanbook.com

- DnexTponHas oubnmoreuynas cucrema «tOpaiir» https://urait.ru

- DnexTpoHHas 6ubnuoreynas cucrema «KOHCYIbTaHT CTyJIeHTa»
https://www.studentlibrary.ru
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8. [lepeyeHb OCHOBHOII M JONMOJHUTENbHOH Y4eOHO# JUTEPATYyphl, pecypcoB HH(OPMAIMOHHO-
TeJIeKOMMYHUKAIMOHHOM ceTH « UHTepHeT» (IPU HE00XOAMMOCTH), PEKOMEH/1yeMbIX /1JIs1 0CBOCHUS
AUCHUILINHBI

a) OCHOBHAs JIUTEepaTrypa
1. A. B. bapa6anoB Cempb Oe30macHbIX WH(POPMALMOHHBIX TeXHONOTUi: yued. — Mocksa: JIMK
IMpecc, 2017. https://www.studentlibrary.ru/ru/book/ISBN9785970604946.html

0) A10NOJIHUTEIbHAS JTUTEepaTypa
1. Toomac K. JlHeBHMK oxoTHHKa 3a ommOkamu. [lyremecTBue dYepe3 IHKYHIVIH MpoOIeM
Oe3omacHOCTH  mporpamMmmHOro  obecreuenus. —  MockBa:  JIMK  Ilpecec, 2013.
https://www.studentlibrary.ru/ru/book/ISBN9785940743743.html
2. M. Xosapa, JI. Jle6mank, [I. Buera. 19 cMepTHBIX TpexoB, yrpoXkKarOMMX O€30MacHOCTH
nporpamMm. Kak He AOMyCTUTh THNHYHBIX OmMMOOK: yued. mocodome — Mocksa: JIMK Ilpecc,
20009. https://www.studentlibrary.ru/ru/book/5-9706-0027-X.html

B) pecypcbl cetd UHTepHeT
1. XXypnan «Xakep»: https://xakep.ru
2. NISTSP 800-57 Part 1 Rev. 5: https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-
S/final
3. SEI CERT Coding Standards: https://wiki.sei.cmu.edu/confluence/display/seccode

. Common Weakness Enumeration: https://cwe.mitre.org/

. Common Vulnerability and Exposures: https://cve.mitre.org

. National Vulnerability Database: https://nvd.nist.gov/

. CVSS: https://nvd.nist.gov/vuln-metrics/cvss

. OWASP: https://owasp.org/

. JSON Web Tokens, RFC 7519: https://jwt.io/

10. Mozilla Developer Network: https://developer.mozilla.org/en-US/

11. Linux Kernel Crypto API: https://www.kernel.org/doc/html/v4.18/crypto/index.html

12. Microsoft CryptoAPI: https://docs.microsoft.com/en-us/windows/win32/seccrypto/cryptoapi-

system-architecture
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9. MaTepI/laJIbHO-TeXHI/I‘IeCKaﬂ 6333, HeoOXoaMMas A OCyHIeCTBJICHUSA 06p330BaTeJII)HOFO
nmpouecca 1mo TMCumIlIinHe

MarepuanbHo-TexHHUYeCKass 0a3a, HeoOXoaumas JJIsl OCYILECTBIEHUS 00pa3oBaTEIbHOIO
Ipolecca 1o AUCUUIIMHE BKJIIOYAeT B CBOM COCTAB ClELUaIbHbIE TOMEIICHUS:

— y4eOHblE ayTUTOPUM JUISL TPOBENEHUsS 3aHATHHM JIEKLMOHHOTO THIA, O0O0OpYIOBAaHHBIE

NEePCOHATBHON KOMITBIOTEPHON TEXHUKOM € yCTAaHOBJIEHHBIMU CPEACTBAMHU BU3YaJIU3allMHM TEKCTOB

B ¢popmare DOC/DOCX, PDF, F2B, ¢aiinoB nzodpaxeHuii, npe3eHTaluidi 1 MyJbTUMEAUHHBIX

¢aiinos, a Takke — BUACONPOESKTOPOM U JKaTI03U Ha OKHAX;

— y4eOHbIe ayJUTOPUU Ui TPOBEACHUS TMPAKTHYECKUX 3aHATHH: J1abopaTopus NpOrpaMMHO-

anmapaTHbIX CpeACTB o0ecredeHnss HHPOPMALMOHHOM 6e3011acHOCTH;

— y4eOHbIe ayAUTOPHUH IS IPOBEICHUS TPYIIIOBBIX M WHANBHYAIbHBIX KOHCYIbTAINH,

— y4eOHbIe ayIUTOPUH IS IPOBEICHUS TEKYIIEro KOHTPOJISI U TIPOMEXYTOYHON aTTeCTallny;

— MOMEIIEHHS JUI CAaMOCTOSTEIbHOM padoThI;

— MOMELIEHHUs Il XpaHEHUs U TNPO(UIAKTUYECKOTO OOCITYKMUBaHUS TEXHHUUYECKUX CpPEICTB

o0OyueHusl.

[TomereHus 1151 CaMOCTOSATENBHON pabOThl 00yUYaIOIIUXCsl OCHAILIEHBI KOMIIBIOTEPHON TEXHUKOM
C BO3MOXHOCTBIO TMOJKJIIOYEHUS K ceTh VHTepHeT W oOecneueHHeM JOCTylna B 3JIEKTPOHHYIO
nH(pOPMaAITMOHHO-00PA30BATENHHYIO CPEly OPTaHU3AIINH.

ABTOp(BI):
HouenTt xadhenpsr KbuMMOU B. H. Kuszes
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IMpuio:xkenne Nel k padoyeil mporpaMMe JMCIUATIIAHbBI
«Pa3paboTka 0e30MacHOro NpPOrpaMMHOro odecrnedeHus»

DoH/1 OLIEHOYHBIX CPEACTB /ISl IPOBeAeHMsI
TeKyllel U MPOMEeKYTOYHOH aTTecTallun
CTYA€HTOB MO IUCUHUILINHE

1. TunoBbIie KOHTPOJIbHBIC 3aIaHUA 1 UHBIC MaTE€PHUAJIbl, UCII0JIB3YyEMbI€C B IIPpOoLECCE
TEKYLIEro KOHTPOJIdA yCIIeBaeMOCTH.

OrneHka Tekyllel ycreBaeMOCTH BbICTABIISETCS B 3aBUCUMOCTH OT PE3YJIbTAaTOB CAMOCTOSATEIbHON
paboThl CTyneHTa U ero padoThl Ha MPAKTUYECKUX 3aHATUAX. 3a/laHus AJI1 CaMOCTOSITENbHON paboThI
BBIJIAIOTCS yYalIMMCS Ha MOCJEIHEM uace JIEKUMOHHBIX 3aHATHHA 1o Teme. OueHka U o0CyXIeHHe
BBIMIOJTHEHHBIX CTYACHTAMU 3a/IaHUN IO CaMOCTOSITENIbHOM paboTe MPOU3BOJAUTCS HA MPAKTUYECKOM
3aHSATUM 110 JAHHOW TEME€ M YYMTBHIBAETCS HAa PSAY C pe3ylbTaTaMy INPAKTUYECKUX 3aHATUN IpU
BBICTABIIEHUU OLIEHKH TEKYIIECH yCIIeBaeMOCTH.

Kaxxnoe mnpaktuueckoe 3aHSATHE pacCUMTaHO Ha 2 akaJeMHueckux uaca. Ha mpaxTuueckom
3aHATUU TPENoJiaBaTeleM C IMOMOUIbI0 JTOCTYNHBIX HMH()POPMAILMOHHBIX TEXHOJOTHUH U COOCTBEHHBIX
MIOJITOTOBJIEHHBIX MaTEPUAJIOB JEMOHCTPUPYETCS pELlEHUE NMPUKIAAHBIX 3a7a4 AUCUUIIUHBL. CTyIeHThI
MOBTOPSIIOT XOJ] PEIICHUS CAMOCTOSITENIbHO Ha OTAETIbHBIX YCTPOHCTBAX.

Tema 1. [IpaBuna Ge30macHON pa3paboOTKH.

1. Mpakrnueckoe 3anaTue Ne 1. Kinaccupukanust ysassumocreit o CWE. Boruncienne
CVSS. ITouck CVE no npoaykram. Ilpumenenune konrpmep u3 CWE u CVE.

Ilposepka cpopmuposannocmu I[1K-2, unouxamop H-IIK-2.1 6 uacmu 3HaHUS MeXAHUIMOB
bezonacnocmu 110.

Ilposepka cihopmuposannocmu I1K-2, unouxamop HU-I1K-2.36 uacmu cnocobnocmu npumeHnerus
cmamuuecko2o ananusa 6ezonachocmu 110 6 niamne noucka u38eCmMHbIX ya36UMOCHEN.

Tema 2. be3onacnoe nporpammupoBanue B C/C++.

1. MpakTnyeckoe 3ansTue Ne 2. Pazgop npumepos SEI CERT C++.

IIposepxa cgopmuposannocmu IIK-2, unouxamop H-IIK-2.1 6 uyacmu u cnocobnocmu
npumeHams mexanusmul 6ezonacnocmu 110.

Tema 3. be3onacHas pa3paboTka web-IpunoxKeHHi.

1. MpakTnyeckoe 3ansiTue Ne 3. PazpagoTka Ge3omacHoro web-npuiio:xkenusi Ha C# ¢
npuMeHeHueM ¢ppeiimpopka ASP.NET.

IIposepka cihopmuposannocmu I1K-2, unouxamop H-11K-2.36 yacmu 3HaHus u cnocobHocmu
npumeHamv  mexanusmol Oezonacnocmu 110, 6 uacmu 61a0eHus HABLIKAMU  UCHONb308AHUS
n0020MosGieHHbIX Gulpadcenuti npu ucnoaneHuu SQL-3anpocos u 6eszonacuvix HTML-¢gpeiimsopros u
canumauzepoe HTML-eepcmxu.

Tewma 4. [Ipumenenue kpuntorpaduu B [10.

1. MMpakTuueckoe 3ansiTue Ne 4. Ucnoan3osanue Linux Crypto API.

IIposepka cpopmuposannocmu IIK-2, unouxamop HU-IIK-2.1 6 uacmu 3Hanus u cnocobHocmu
npumMeHAmb MmexaHusmvl 6ezonachocmu 110, 6 uacmu 3HAHUA MAMEMAMUYECKO20 O0OOCHOBAHUS
bezonacnocmu  npumensemvix 6 110 ancopummoe u modenet, 8 yACMU YMeHUs OOKA3bIEAMD
coomeemcmaue paspabomanHblX MEXaHUu3Mo8 0e30NaACHOCMU 8blOPAHHBIM NOTUMUKAM 0e30NACHOCU.

IIposepka cchopmuposannocmu [1K-2, unouxamop HU-11K-2.3 6 wacmu cnocobHocmu npumensms
cucmemnoe kpunmoepaghuuecxkoe API npu paspabomxke I10.

2. IlpakTuueckoe 3ansitue Ne 5. Ucnosib3oBanue kpunrorpapuueckoe API Windows.

IIposepxa cpopmuposannocmu I1K-2, unouxamop HU-IIK-2.1 6 uacmu 3Hanusi u cnocooHocmu
npumeHAmb MmexaHusmvl 6ezonachocmu 110, 6 uacmu 3HAHUA MAMEMAMUYECKO20 O0OOCHOBAHUS
bezonacnocmu npumensemvix 6 11O ancopummos u mooeneu, 8 uacmu ymeHus O0OKA3bIBAMDb
coomeemcmaue pa3spabomanHblX MEXaHu3Mo8 6e30NaCHOCMU 8blOPAHHBIM NOTUMUKAM 0e30NACHOCU.




IIposepra cghopmuposannocmu I1K-2, unoukamop HU-I1K-2.3 6 uacmu cnocoonocmu npumeHsamo
cucmemuoe kpunmoepaghuyeckoe API npu pazpabomue I10.
Tema 5. Ananus 6e300aCHOCTH KOJa.
1. MIpakTnyeckoe 3ansaTue Ne 6. CraTuyeckuii anaau3 oe3onacHoctd C++ ¢ MOMOIIbLIO

CodeQL.

Ilposepka chopmuposannocmu I1K-2, unouxamop U-I1K-2.3 6 uacmu cnocobnocmu npumeneHus
cmamuuecko2o ananusa 6esonachocmu 110.

2. MpakTuueckoe 3ansitue Ne 7. Crarudeckuii aHaau3 GesomacHoctu C# um Java ¢
nomoiubio CodeQL.

Ilposepka cqhopmuposannocmu I1K-2, unouxamop U-I1K-2.3 6 uacmu cnocobnocmu npumeneHus
cmamuyuecko2o ananusa 6esonacnocmu 110.

3. MpakTuueckoe 3ansaTue Ne 8. ®az3unr C++ ¢ nomoumpio AFL.

Ilposepka cqhopmuposannocmu I1K-2, unouxamop U-I1K-2.3 6 uacmu cnocobnocmu npumeneHus
ounamuyeckoeo ananusa oezonacnocmu 110 6 naane ¢ghazzunea npunosicenuti na C++.

4. TIpakTuueckoe 3austue Ne 9. Tlouck cocrosinmii ronku ¢ nomoubio ThreadSanitizer.

Ilposepra cghopmuposarnnocmu IIK-2, unoukamop HU-I1K-2.3 6 uacmu cnocobHocmu npumeHeHus.
OuHamuueckozo ananusa bezonachocmu I110.

5. IlpakTuuyeckoe 3ausitue Ne 10. ®@az3uur OpenAPI ¢ nomomnbio CATS.

IIposepka cqpopmuposannocmu I1K-2, unouxamop U-I1K-2.3 6 uacmu cnocobnocmu npumeneHus
Oounamuveckozo ananiusa besonacnocmu 110.

6. lpakruuyeckoe 3ansitne Ne 11. /lunamuveckuii anaiau3 web-npuiaoxkenuii na SQL
HHBEKIMHA ¢ OMOIIbIO sqlmap.

Ilposepka cqpopmuposannocmu I1K-2, unouxamop U-I1K-2.3 6 uacmu cnocobnocmu npumeneHust
Oounamuveckozo ananusa bezonacrnocmu I10.

7. Ilpaktnyeckoe 3ansitne Ne 12. lumamudveckuii anaiau3 web-npuiokenuit Ha SQL
HHBbEKINHU ¢ nomombio XSStrike.

Ilposepka cghopmuposannocmu I1K-2, unoukamop HU-I1K-2.3 6 uacmu cnocobHocmu npumeHeHus.
OuHamuueckozo ananusa bezonachocmu I110.

8. IlpakTuueckoe 3ausitme Ne 13. Hanucanume aBTOTECTOB Oe3omacHocTH Wweb-
npuJiokeHui ¢ nomouso Robot Framework.

Ilposepka  cchopmuposannocmu  IIK-2, unouxamop H-1IK-2.3 6 uacmu cnocobHocmu
paspabamuleéame agmomecmyl 0Jisl NPOBEPOK Mexanusmog besonacnocmu 110.

Tema 6. be3onacHoe ynpaBieHHEe CEKpETaMHU.

1. MMpakrnueckoe 3ausitue Ne 14. Hacrpoiika uH}pacTpykTypy pacnpeneieHus
cexperoB Ha ocHoBe HashiCorp Vault.

IIposepxa copmuposannocmu IIK-2, unoukamop U-IIK-2.1 6 uacmu 3nanusi u cnocoobnocmu
npumeHamv mexanusmvl 6ezonachocmu 110, 6 uacmu 3HAHUA MAMEMAMUYECKO20 O0OOCHOBAHUS
bezonacnocmu  npumensemvix 6 110 aneopummos u modenei, 6 uYacmu YMeHUus OO0KA3bIBAMb
coomeemcmaue paspabomanHblX MeXaHuzMo8 6e30NaACHOCMU 8blOPAHHBLIM NOJUMUKAM Oe30NACHOCTIU.

IIposepxa cghopmuposannocmu I1K-2, unoukamop U-IIK-2.3 6 uacmu cnocoonocmu npumeHsamo
cucmemnoe kpunmozpaghuuecxkoe API npu pazpabomxe I10.

2. IlpakTuueckoe 3ausitue Ne 15. Tlouck cexkperos ¢ momombio CodeQL u gitleaks.

IIposepka chopmuposannocmu I1K-2, unouxamop U-I1K-2.3 6 uacmu cnocobHocmu npumeHeHus
cmamuydeckozo ananusa 6esonacrnocmu 110.

Tewma 7. [IpuMeHeHHE MEXaHU3MOB MOAMUCH JJIsi TPOBEPKU IPOrPAMMHBIX KOMIIOHEHTOB.

1. Mpakruyeckoe 3ausitue Ne 16. IMoanucanue ucnoaHsIeMbIX (aiiyioB, GUOIHMOTEK U
coopok. IIposepka moanucu. Hacrpoiika .NET CAS.

IIposepxa cihopmuposannocmu I1K-2, unouxamop U-11K-2.1 6 uacmu 3nanus mamemamuyeckoeo
obocHoganus besonacnocmu npumensemulx 8 I10 ancopummos u mooeneti, 8 yacmu yMmeHus 00KaA3bl8ambs
coomeemcmaue pazpabomaHubix MEXaHUsM08 Oe30NaAcHOCMU 8blOPAHHBIM NOJUMUKAM 6€30NACHOCTU.

IIposepxa cihopmuposannocmu [1K-2, unouxamop U-I11K-2.36 uacmu enadenus Hagvikam
NPUMEHEHUs. MeEXAHU3MO8 NOONUCLIBAHUS U NPOBEPKU UCNONIHAEMbIX (aliios, budbiuomex u c6opox.




2. CnuCcOK BONIPOCOB W (MJIM) 3aaHMii 1JIsl IPOBedeHUsI IPOMEKYTOYHOM aTTecTAlUH.

CnHcoK BONIPOCOB K 3K3aMeEHY.
. CWE: Ha3znauenue u npumenenue. Mepapxuum Buytpu CWE.
. CWE Top 25.
. SEI CERT C++ Coding Standard: mpaBuiia u mpumepsl.
. SEI CERT Oracle Coding Standard for Java: npaBuiia u mpumepsbl.
. CVE: Ha3HaueHue 1 NpUMEHEHUE.
. NVD: naznaueHue 1 npuMeHEHHUE.
. CVSSv3: HaznaueHnue v npuMeHEHHE.
. OWASP Web Security Testing Guide.
. OWASP Top 10.

10. O6mmas nmpoGiieMa HeOE30MacHON apXUTEKTYPhI IPUJIOKEeHUH u legacy-kona.

11. be3onacHoe nporpammupoBanue B C/C++. HebGe3omacHas padota ¢ mamsaTeio. ObparieHue K
HEBBIJICICHHOH M OCOBOOOX/IEHHOW maMATH. Pa3piMeHOBaHHMe HyneBoro ykasarens. OcBoOOXkieHHe
naMsiTH, KOTOpas He Oblla paHee BblJeleHa (YHKIMEH YIpaBieHUS MaMATU. BelnereHue mnamsTH
HEZ0CTaTOYHOU /Uit 00beKkTa. MeToabl IPOTUBOAECHCTBUS.

12. be3zonacuoe nporpammupoBanue B C/C++. Hebe3omacHas pabora ¢ uncinamu. Omubku npu
MEPENOTHEHUN M OKPYTICHUU. MeTOIbI IPOTUBOACHCTBHSL.

13. bezonacuoe mporpammupoBanue B C/C++. HebGesomachass pabora ¢ maccuBamu. MeTombl
IIPOTUBOIECHCTBHS.

14. be3zonacuoe nporpammupoBanue B C/C++. Hebe3zomacnas pabota co crpokamu. OmmOku ¢
HYJIb-TEPMUHUPOBAHHBIMH CTPOKaMH. MeTObI MPOTUBOICHCTBHS.

15. bezonacuoe mnporpammupoBanue B C/C++. Hebe3omacHas paboTa ¢ BBOJIOM-BBIBOJOM.
Oumbku popmarnoit crpoku. Cocrszarensabie cutyaruu TOCTOU. MeTo ikl MpOTHBOICHCTBUS.

16. bezonacuoe nporpammupoBanue B C/C++. HeGezonacHoe ucronb3oBaHue (GpyHKIUU system.
MeTo/1bl TPOTUBOAEHCTBUA.

17. be3zonacuoe nporpammupoBanue B C/C++. HeGe3omacHoe UCIIONb30BaHUE CUTHAIOB. MeTo bl
IIPOTUBOJIECHCTBHUS.

18. besonacnoe mnporpammupoBanune B C/C++. HebGe3omacHocTh HEOOpaOOTKM  OMIMOOK
6ubanorek. MeTo bl MPOTUBOAECHCTBHUS.

19. bezonacnoe mporpammupoBanue B C/C++. HeGesomacHas pabota ¢ unHTepdeiicamu OC.
Meroas! TPOTUBOIEHCTBHSL.

20. besonacHast  pa3paboTka web-npuiiokeHuil. Pa3zpaboTka  0e30MacHBIX ~ MEXaHU3MOB
UACHTUPUKAIUHN U ayTeHTUuKauu nonb3osareneil. Ceccuonnbie Kyku. JWT.

21. besonacHass  pa3paboTka web-npuiiokeHuif. Pa3zpaboTka 0e30macHbIX ~ MeXaHH3MOB
aBropu3anuu. PoneBas monens nocryma. ocryn k ¢aitnam. Jloctym k URL u o6padotunikam HTTP-
3aIpoCoB.

22. bezonacHas paspabotka web-npwioxkenmnii. CORS. Hacrpoiika moctyma k  API ¢
aBTOPHU30BAHHBIX IOMEHOB.

23. bezonacHas  pa3paboTka web-npunokeHuid. 3ammTa  OT WHBEKHWH. [logxompl K
HKPAHUPOBAHUIO MOJIb30BATENBCKUX JaHHBIX. CepBepHbIe U KIMEHTCKHE XSS caHuTai3epsbl.

24. bezomnacHast pa3padoTka web-npuinoxxenuii. 3ammra ot XSS.

25. besonacHast pa3paboTka web-npunoxeHuid. Vcronb30BaHHE YSI3BUMBIX KOMIIOHEHTOB.
MeTo/1bl TPOTUBOCHCTBUSA.

26. besonacHas paspaborka web-npunoxenuil. HeOezomachHass koH¢urypamus. OcraBieHue
HACTPOEK MO yMOJ4YaHWi0. OCTaBI€HUE HEHYKHBIX BO3MOKHOCTENH. MeTOIbI MPOTHUBOAECHCTBUSI.

27. bezonacHas pazpaborka Web-nipunoxxenuii. HT TP 3aronoBku 6e3omacuoctu: Strict-Transport-
Security, Content-Security-Policy, X-Frame-Options, X-Content-Type-Options, Referrer-Policy, Cache-
Control, Clear-Site-Data, Feature-Policy.
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28. be3onacHas pa3paboTka web-npunoxennit. OtcyTcTBUE mpoBepku uenoctHoctd [IO m
nanabix. CI/CD pipeline. ATaka Ha 1eMOYKy MOCTaBOK. Mcroib30BaHME HEW3BECTHOTO Koaa. MeTombl
MPOTUBOJICUCTBUA.

29. bezonacHas pa3paboTka web-npuinoxeHuit. OTCYTCTBHE JOCTATOYHOTO JIOTUPOBAHUS H
MOHHUTOPHUHTA. METObI MPOTUBOICHCTBHS.

30. be3zomnacHast pazpaboTka web-npuiiokeHnid. 3anmra oT MOIJICNIKH 3alpOCOB Ha KIMEHTCKOM
ctopoHe. CSRF-tokensl. dyar SameSite Ha Kyku.

31. be3omacHas pa3paboTka web-npuinokeHuil. 3ammra OT MOAJENIKH 3alpOCOB Ha CEPBEPHOM
CTOpOHE.

32. TectupoBanue web-puIIoKeHU.

33. Ucnonws3zoBanue Linux Crypto API.

34. VicionbzoBanue kpunrorpaduueckoe API Windows.

35. TectupoBanue kpunrorpadpuueckux peanusanuii. Cranmapt FIPS 140.

36. Ynpasnenue kmodamu. Pexomennanuu NIST o kimroueBom pacniucanuun: NISTSP 800-57.

37. OmmOKu napauiebHOTo mporpaMmMupoBanusi. COCTOSSHUE TOHKH U €r0 00HapyKEHHE.

38. Craruyeckuii aHaM3 KOJ1a Ha OE30MIaCHOCTb.

39. JlunaMu4ueCcKHii aHaIU3 KoJa Ha 0€30I1aCHOCTb.

40. IlpoGnema co3nanus, JOCTaBKH U XpaHEHUs cekpeTa. CHCTEeMbI YIPaBICHUS CEKPETaMH.

41. TlpoGieMa JIOTUPOBaHMS M KONUpOBaHUs cekperoB. CHcTembl TOUCKa cekpetoB. DLP
CHCTEMBI.

42. Ilonnuce 6uHapHbix ¢aitnoB Ha Windows ¢ momomrsio SignTool. TIpoBepka moanuHHOCTH
OMHApHBIX (ailyIOB B Pa3HBIX CICHAPHSIX.

43. TToanuck coopok .NET. IIpoBepka nmopmmaHOCTH cO0poK .NET B pa3HbIX CliCHApHUsX.

44, Tlogmuck cOopok Java. [IpoBepka nmoamrHHOCTH COOPOK Java B pa3HBIX CLIEHAPHUSX.

45. TIpoBepka MOAMUCH UCTIOIHAEMBIX (aiiaoB, OMOIHMOTEK 1 COOPOK.

46. Mexanmusm .NET Code-Access Security.

3. IIpaBujia BbICTABJIEHUSI OLIEHKHU HA YK3aMeHe.

B sx3ameHannoHHble OMIIET BKIIIOYAETCs JIBa TEOPETUUECKUX Borpoca. Ha moaroroBky kK oTBeTy
naerca He MeHee 14gaca.

[Io wrToram »5K3amMeHa BBICTABIAECTCA OJHA U3  OLCHOK: «OTIHYHO»,  «XOPOILIOY»,
«yIOBJIETBOPUTEIILHO» UJIH «HEYOBJIETBOPUTEIHHOY.

Onenka «OTINYHO» BBICTABISAETCS CTYAEHTY, KOTOPBIH JAEMOHCTpPHpYET INTyOOKOe MOHMMaHHe
TEOPETUYECKON YaCTH JUCLUIUIMHBL, IOJTHbIE 3HAHUS 00 MHCTPYMEHTAX U TEXHUKAX UX MPUMEHEHUs IS
paspabotku 6e3omacHoro I10. OcymecTBisieT MeXIpeaMeTHble cBsA3U. JlaeT pa3BepHYyTbIE, MOJIHBIE U
YeTKHUE OTBEThl Ha BONPOCHI HK3aMEHALIMOHHOTO OWJieTa U JOINOJIHUTENIbHBIE BOIPOCHI, COOIIOJAET
JIOTUYECKYIO MOCIEA0BATENBHOCT IIPA U3JI0KEHUM Marepuaia. ['paMOTHO MCIONb3yeT TEPMUHOJIOTHIO
JTUCIUIUIAHBL.

Onenka «Xopomo» BBICTABIAETCA CTYAEHTY, OTBET KOTOpPOTO Ha »JK3aMEHE B ILEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBIII€ KPUTEPUSM, HO OTIMYAETCS MEHbIIEH 00CTOATENbHOCThIO, TITyOUHOM,
00OCHOBAHHOCTBIO U TOJIHOTOM. B OTBeTe MMEIT MEeCTO OTAEIbHbIE HETOYHOCTH (HECYIECTBEHHBIE
OLIMOKM), KOTOPbIE UCHPABISAIOTCS CaMUM CTYJIEHTOM IIOCJ€ JONOJHUTENbHBIX U (WIM) YTOUHSIOIIMX
BOIIPOCOB dK3aMeHaTOpa.

Onenka  «YJOBIETBOPUTENBHO»  BBICTABISAETCS  CTYINEHTY, KOTOPBIH  JE€MOHCTPHUPYET
IIOBEPXHOCTHOE INOHMMAHUE TEOPHUH, NAET HEAOCTAaTOYHO IOJHBIE U TOCJIEI0BATENIbHBIE OTBETHI Ha
BOIIPOCHI HK3aMEHAIIMOHHOTO OMJIeTa U IOMOJHUTENbHBIE BOIIPOCHI, HO MPU 3TOM JIEMOHCTPUPYET YMEHUE
BBIJIEJIUTH CYILIECTBEHHBIE U HECYILIECTBEHHBIE NIPU3HAKU U YCTAHOBUTH IPUUMHHO-CIIEACTBEHHBIE CBS3H.
CTyneHT 3HaeT ¥ NPaBUIBHO MPUMEHSET TEPMHUHOJIOTHIO AMCLUUIUIMHBI, HO JOMYCKaeT OLIMOKU B
OIIPEAEIIEHUN U PACKPBITUM HEKOTOPBIX OCHOBHBIX NMOHATHH. IIpym aprymeHTanum orBeTa CTYNEHT HE
00OCHOBBIBAET CBOU CyXJeHus. Ha 4acTh TOMOMHUTEIBHBIX BOIPOCOB CTYAEHT 3aTPyIHSAETCS AaTh OTBET



WIN JTaeT HEBEPHBIE OTBETHL. IMeeT cymiecTBeHHbIE MPOOETBI B 3HAHUSIX 00 MHCTPYMEHTaX U TEXHUKaX
UX MpUMEHEeHHs i pa3paboTku 6e3zomacHoro I10.

Onenka «HeynoBiIeTBOPUTENBHO»  BBICTABISIETCS  CTYAEHTY, KOTOPBIH  JIEMOHCTPHPYET
pa3po3HEHHbIE, OCCCUCTEMHbIE 3HAHUA; OECHOPSIIOYHO M HEYBEpEHHO H3jlaraer marepuan. He ymeer
BBIJICIISTH IJIABHOE M BTOPOCTEIICHHOE, HE YMEET COCIUHATh TEOPETUIECKUE TTOJIOKEHHUS C IPAKTUKOM, HE
YCTaHAaBJIMBACT MCKIPCAMCTHBIC CBA3H. I[aeT HCIIOJHBIEC OTBCTHI, JIOTHKA W IIOCICAOBATCIBHOCTD
U3JI0KEHHUS KOTOPBIX MMEIOT CYIIECTBEHHBIC W NMPUHIMITHAIBHBIE HAPYIICHUS, B OTBETaX OTCYTCTBYIOT
BBIBOJBI. ILOHOJIHI/ITCJIBHBIC H YTOYHAIOMIHUEC BOIIPOCHI 3K3aMCHATOPAa HC MPUBOAAT K KOPPCKINHU OTBCTOB
cryneHTa. Ha OCHOBHYIO 4acTh JOMOJHUTEIBHBIX BOIIPOCOB CTYACHT 3aTPYAHSACTCS aTh OTBET WM JIAeT
HEBEpHBIC OTBETHl. BBICTaBNsETCS CTYACHTY, HE IMOKa3bIBAIOLIEMY 3HAHUH 00 WHCTPYMEHTApHH
JHMCIUIIIHHBL

Ounenka  «HeynoBneTBOPUTENbHO»  BBICTABISIETCS  TakXKe  CTYIEHTY, KOTOpbIM  B3sl
9K3aMEHAIMOHHBIN OWJIET, HO OTBEYATh OTKA3aJCs.



Ipuiio:xkenne Ne 2 k padoyeid mporpaMme I CIUATIIAHbBI
«Pa3paboTka 0e30MacHOro NpPOrpaMMHOro odecrnedeHus»

MeToanyeckue yKa3aHUs JJIsI CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIMHBI

B usnoxenun yueOHoro marepuana no aucuuiuinHe «Pa3paboTka 6€30macHOro mporpaMMHOTrO
o0ecrieyeHuss» OJWHAKOBOE BpEMS 3aHMMAIOT TEOPETHUECKHWE M NPAKTUYECKHE 3aHATHS. Y KIOH
JUCLUIUIMHBl B IEJIOM HCKJIIOUUTENIBHO HpakTudeckuil. TeopeTuueckue 3aHATUS HEOOXOIUMBI s
OCBOEHUS OCHOB IIPEAMETA U ITOCTPOCHUS MEXKIIPEIMETHBIX CBs3eil. Takke Ha TEOPETUUECKUX 3aHITHSIX
00CYX/JIal0TCsl KOHKpEeTHblE 3a1aud pa3pabotku Oe3omacHoro IO um To, B KakoM o0beMe, ¢ KaKUM
KaueCTBOM M 3a KaKO€ BpeMsl pa3Hble MOJAXO/bl K IIOCTPOEHUIO MpoIiecca pa3padOTKU MOTYT IPUBECTH K
nenu Boimycka [1O 6e3 ommnbok 6e3onacHocTU. B Takux 00CYyXIEHUSIX OTAEIbHOE BHUMAHHUE YAEAeTCs
CpPaBHUTEIHLHOMY aHAJIM3y MHCTPYMEHTOB Oe3zomacHOi pa3pabotku u TectupoBanus [1O Ha
0€301acCHOCTb.

B nmpouecce m3ydyeHus AMCLUMILIMHBI, PEKOMEHAYETCS PETYJSpHOE IMOBTOPEHUE IPOIIEHHOTO
JEKIMOHHOIO Marepuana. Marepuasn, W3J0KEHHBIM Ha JIEKUUAX, NPEACTABICHHBIA B IIpeaaraeMou
y4eOHO JITeparype, He0OX0IMMO J0Ma emie pa3 mpopadaTeiBaTh M, IPU HEOOXOIAUMOCTH, TOTIOTHSITH
uHpopMaluel, MOJyYeHHOM Ha KOHCYJbTAlMsIX, NMPAKTHUECKUX 3aHATHSAX M U3 PEKOMEH]JIOBAHHBIX
pecypcoB cetu MHTEpHET.

Jng Hammydmiero pesysibTaTa HM3ydeHUs AMCLUIIIMHBI PEKOMEHIYETCS IOBTOPSATH YCJIOBHS
npakThdecknx 3aHsTuii Ha nuyHbiX [IK ¢ Tem, 4To0bI mompoOoBaTh MPUMEHHTH NPOWJICHHBIE Ha
IPAKTUYECKHUX 3aHATHUAX TEXHUKHU Ha HOBBIX NpuMepax. [Ipu Takoil pabore Bcerna HeM30€XKHO CTYIEHT
CTAJIKMBAETCS C TPYIHOCTSIMH M y HErO IMOSBISIOTCS BOIPOCHI, KOTOPHIE HA IMPAKTHUYECKOM 3aHATUU HE
IPUILIM B TOJOBY. OTH BOIPOC HYKHO aJpecOBaTh INPENOJABATEN0 HA CIECAYIOLIMX 3aHATUAX, I
OTBETOB Ha BOIIPOCHI IPEIOJABATENb BBIIEISET BpeMs Ha KaKIOM 3aHATHH. Pemienue mnpolOiem, c
KOTOPBIMH CTYJICHT CTOJIKHYJICA caM, (POPMUPYET y CTyJeHTa HauboJsiee MOJHbIE KOMIIETEHIINH.

B koH1e cemecTpa uU3yueHus: IMCUUIUIMHBI CTYJEHTHI CAl0T 3K3aMeH. DK3aMEeH PUHUMAETCS 110
9K3aMEHAllMOHHBIM OunjeraMm, KaKIbli M3 KOTOPBIX BKJIIOYAeT B ce0s JBa TEOPETHMUYECKUX BOIPOCA.
[IpenycmoTrpena rpynmnoBasi KOHCYJIbTalUs.



