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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Lenbto n3yyeHus: TUCHUILIMHBL «be30macHOCTh KOMIIBIOTEPHBIX CETEM» SIBISIETCS TEOpe-
TUYECKasl U MPAaKTUYecKas MOJrOTOBKA CIEUAIUCTOB K JESTeIbHOCTH, CBI3aHHON C IIOCTPOEHU-
€M 3alIMIIECHHBIX CETEBBIX aBTOMATHU3UPOBAHHBIX CUCTEM, a TaK)Ke 00ydYeHUEe MPUHIUIIAM U Me-
TOJIaM 3alUThl HH(POPMALUU B KOMIIBIOTEPHBIX CETSIX.

3ajauu TUCHUTIIUHBIL:

— HW3y4Y€HHE TUIIOBBIX YIpo3 0€30IaCHOCTU B KOMIIBIOTEPHBIX CETSX;

— W3yYeHHUE KPHUNTOTpaPHUECKUX M MPOrpaMMHO-ANNApaTHBIX METOAOB OOeCIeYeHuUs
MH(POPMALMOHHOM 0€30M1aCHOCTH B KOMIIBIOTEPHBIX CETSIX;

— mpuoOpeTeHre HABBIKOB HACTPOWKM M IKCIUTyaTallUU CPEICTB oOecriedeHus Oe3omnac-
HOCTHU B KOMIIBIOTEPHBIX CETSX;

— OBJAJICHUE CPEACTBAMHU M METOJAMU IPOEKTUPOBAHMS U IOCTPOCHUS 3alllUIICHHBIX
CETEBbIX aBTOMAaTHU3UPOBAHHbBIX CUCTEM;

— OBJAJIEHUE CPEJICTBAMU U METO/AAMH BBIABIICHUS U HEUTPAIU3aLlUY MTOIBITOK Hapylle-
HUs 0€30M1aCHOCTH B KOMIIBIOTEPHBIX CETSX.

JlaHHBIN KypC, MO3BOJISET MyTEM U3yUEHUs yIrpo3 0€30IaCHOCTH B KOMIIBIOTEPHBIX CETSIX,
METO/IOB CETEBbIX aTaK M BTOPKEHHH, a TakkKe YyA3BUMOCTEH HH(OPMALMOHHBIX CUCTEM,
BBIPA0OTATh y CTYIEHTOB YOEKIEHHOCTh B HEOOXOIMMOCTH MPUHATHS aJJeKBATHBIX MEp 3aIUTHI
pPOCCHMCKMX OO0BEKTOB HMH(OpMaTH3alMM, NPEAOCTABISAET JOCTAaTOYHbIE 3HAHUS M HABBIKH,
TpeOyemble AJis ITOTrO.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOI POrpaMMbl

JucuuiuinHa «be30nacHoCTh KOMIBIOTEPHBIX CETel» OTHOCUTCA K 00s3aTeNbHOM yacTu
00pa30BaTeIbHOI POrpaMMBl.

JUis ycHemHoro ycBOEHHs! JAHHOW NUCLMILIMHBI HEOOXOAMMO, YTOOBI CTYIEHT BIAAEI
3HAHUSIMH, YMEHUSMH U HaBBIKAMH, C(HOPMUPOBAHHBIMH B MPOLIECCE U3YUCHUS TUCIIUILIHH:

«HpopMaTHKay - 3HAHUE OCHOBHBIX MOHATHNA HHPOPMATUKH;

«OcHOBBI MH(OPMALMOHHON O€30MaCHOCTU» - 3HAHME OCHOBHBIX CPEJICTB M CHOCOOOB
oOecrieyeHHss HHPOPMALMOHHOM 0€30MacHOCTH, MPUHIUIIOB MOCTPOCHUS CHCTEM 3allluThl MH-
dbopmarnu, BiageHue MpodeccuoHaIbHON TEPMHUHOJIOTHEH B 00JacTH MH(MOpPMAIMOHHON O€e30-
NacHOCTH;

«KoMmproTepHBIE CETH» - 3HAHWE STAIIOHHON MOJENH B3aWMOJICHCTBHUS OTKPBITHIX CHC-
TEM, TUIIOBBIX CTPYKTYp M NPUHIIMIIOB OPraHU3allMM KOMIIBIOTEPHBIX ceTel, ocHOB MHTepHeT-
TEXHOJIOTUH, BJIaJIeHNEe HaBBIKAMH KOH(PHUTYPUPOBAHHS JOKAJIHHBIX KOMITBIOTEPHBIX CETEH U pea-
JU3alMU CETEBBIX MPOTOKOJIOB ¢ IOMOIIBIO IPOTPAMMHBIX CPEJICTB;

«Kpunrorpaduueckue MeTOIbl 3aIUTH MHPOPMAIIUN» - 3HAHUE OCHOBHBIX BHIOB CHM-
METPUYHBIX 1 ACUMMETPHUHBIX KpUNTOrpadUUeCcKUX aIrOpuTMOB, CPEICTB U METOJIOB XPaHEHHS
ayTeHTU(UKAIIMOHHON NH(OpMaluH, BiaJleHue KpUnTorpadguyeckoi TepMUHOIOTHEH.

3HaHUS M HaBBIKM, IIOJIYYEHHbIE B XOJI€ M3Y4YEeHUS JAUCUUIUIMHBI «be3omacHOCTb
KOMITBIOTEPHBIX ~ CETei», MOTYT HEMOCPEICTBEHHO UCIIONB30BaThCs MpH  paboTe 1o
CHELHUATbHOCTH.

3. [lnanupyemble  pe3yJbTaTbl  O0y4YeHHs] MO HCHUILUIMHE, COOTHECEHHbIE C
IVIAHNPYEMBbIMH Pe3y/JIbTATAMH OCBOCHHSI 00pa30BaTeJbHOH NPOrpaMMbl

IIponecc u3yyeHus AUCHUILIMHBI HAlIpaBjieH Ha (OPMUPOBAHUE CIEAYIOIIUX 3JIEMEHTOB
komneTeHmi B cootBercTBUU ¢ ®I'OC BO, OOII BO u npuoOpeTteHust cieayomux 3HaHuM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1A TELHOCTH:



Dopmupyemas
KOMIIeTeHIUsI
(xox u opMyJIHPOBKA)

HNuankaTop 10CTHKEHUSA
KOMIIeTEHIINH
(xox M popMyJIHpPOBKA)

Ilepeuennb
IUVIAHUPYEMBIX Pe3yJIbTATOB 00y4eHH s

OomenpodgeccuoHAIbHbIE KOMIIETEHITHT

OIIK- 1.2 Cnocobex
aJIMHUHUACTPHUPOBATH
Cpe/CTBA 3alUTHI
nH(pOpMaIuu B
KOMITBIOTEPHBIX CUCTEMAX
U CeTsIX

H-OIIK-1.2.1

3HaeT NOpAAOK peaanu3aluu
METOZAOB U CPEICTB MEKCETEBOTO
9KpaHUPOBAHNS,

METO/JIbl U3MEPEHUM, KOHTPOJISA U
TEXHUUYECKUX PacueToB
XapaKTEPUCTUK
MIpOrpaMMHO-aNnapaTHBIX
CPEACTB 3aIIUTHl HHPOPMALIUH

3HaTh:

- THTIBI CETEBBIX aTak U METOBI OOPHOBI C
HHMU;

- TUIBI OpaHAMAay3pOB, UX OTIHYUS U
BapUaHTHI HCIIOJIb30BaHUS;

- MPOTrPaMMHBIC U alilapaTHBIC BO3MOKHOCTH
aHaJIM3a CeTeBOro Tpaduka;

- MPOTPaMMHBIC U alilapaTHBIC BO3MOKHOCTH
3aIUTHI CETEBON MHPPACTPYKTYPHI;

H-OIIK-1.2.3

Buiageer ynpasineHueM
(YHKIMOHUPOBaHUEM
MPOTPaMMHO-AIMaPaTHBIX
CpeACTB

3alIUTHl THPOPMAITUH B
KOMITBIOTEPHBIX CETSIX;
H-OIIK-1.2.4

Bnaneer konTponem Hax
co0utoieHneM TpeOOBaHUi 1o
3amuTe HHGOpMAaIHU TPH
YCTaHOBKE

MIPOTrPaMMHOTO O0ECTICUCHHUS,
BKITIOYAasi aHTUBUPYCHOE
MporpaMMHOe o0ecTieueHue

Baagers HaBbIKaMU:

- aHaJIM3a CETeBOro Tpa(uKa U HaBBIKAMU
peueHus npo0ieM Ipu UCTIONb30BaHUN
¢uznueckoro obopynosanus u Cisco Packet
Tracer;

- BHeJpeHus AAA Ha MapuIpyTH3aTopax;

- YCTpaHEeHHsl yTpo3 JUIsl MapIIpyTU3aTOPOB U
ceTell C MOMOIIBIO CITUCKOB YIIPABICHHUS
nmoctymoMm (ACL);

- BHeapeHus VPN tumna «cetb-ceThy;

- BHeApeHus VPN ¢ ynajleHHBIM TOCTYIIOM;

- IPOCKTUPOBAHUS, BHEAPEHUS U NOAACPKKU
Mep 0e30MacHOCTH i 00eCICUeHUs
3alUTHI U LIEJIOCTHOCTH CETEBBIX YCTPONCTB;
- HACTPOUKHU ¥ aAMUHUCTPUPOBAHUS

anmapaTHbIX MEXCeTeBbIX dKpaHoB CisCo
ASA.

ITpodeccnonaibHbIE KOMIIETEHIIUT

IIK-3

CnocobeH obecrieunBaTh
KOHTPOJIb HaJl
COOIIOIEHUEM
TpeOOBaHUIA MO 3aIUTe
HHpOpPMAITUH

H-1IK-3.1

3HaeT ¥ NOHUMAaeT HOPMATHUBHBIE
TpeOOBaHUS 10 3aIIUTE
nH(pOpMaITUu

H-1IK-3.2

YMeeT oCyIECTBIATh OLIEHKY U
KOHTPOJIb UCIIOJTHCHUSA
TpeOOBaHUI MO 3aIInTe
HHpOpMAITUH

H-MK-3.3

Brnaneer HaBbikamMu
OCYILECTBJICHUS! KOHTPOJISI HAJ
co0JIroIeHreM TpeOOBaHuU 1Mo
3ammrTe HHpopMauuu

3HaTh:

HOpPMATHUBHBIE TPEOOBAHUS IO 3aIUTE
uHQOpMaITUH

Ymersn:

OCYIIECTBISTh OLICHKY U KOHTPOIh
UCTIOJIHEHHS TPEOOBaHUH 110 3aIUTe
uHQOpMAITUH

Baaners HaBbIKAMM:
OCYIECTBIICHUS] KOHTPOJISI HAJT
co0JIr0IeHreEM TPeOOBaHUI 10 3aIUTE
nH(popMaIuu

4. O0beM, CTPYKTYpA U coiepKaHue TUCHUTITHHBI

OO6m1ast Tpy1I0€MKOCTh TUCIUIUIMHBI COCTABIISIET 4 3a4eTHBIX enunuil, 144 akas. 4acoB.




Ne Tembl (pa3aeinbl) Buap! yueOHbBIX 3aHATHIA, DopMbI TEKYLLIETO
n/n AUCHMILIMHBI, BKJIIOYASl CAMOCTOSITEIbHYIO | KOHTPOJISI yClleBaeMOCTH
HX CO/Iep:KaHHe pPadoTy CTY/A€HTOB,
U UX TPY0€MKOCTh dopMa POMEKYTOTHOI
(B akaJjeMHYeCKHX Yacax) aTTecTaluu
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3aganus amus
Ob6ecnieueHne 6€30MacHOCTH A o~
1 - 51 4 2 1 4 | caMOCTOSATEIbHOM paObOThI
CETeH.
MOHUTOPHUHT U yIpaBjieHNe 3anamms s
2 rop yip 51416 1 4 | camocTOATENFHON pabOTHI
YCTPOMCTBAMHU.
3agaHus A
3 |ACL u O6panamayspbl. 51416 1 6 A -
CaMOCTOSITETIbHOM PadOThI
[IpenoTBpaieHue
4 | PeAOTEDITL 5121 1 4
BTOPKECHHIA.
3agaHus s
YpoBeHsb 2 1 6€30MacHOCTh A -
5 . 5|6 |3 1 4 | camocTOATENFHON pabOTHI
KOHEYHBIX YCTPOHCTB.
3agaHust s
6 |Kpunrorpadus. 5141 4 1 4 A 0
CaMOCTOSITEIbHOM PadOThI
3amadust g
7 |VPN. 5141 4 1 4 | camocToATENFHON paboTHI
. 3agaHus s
8 |Cisco ACA 546 1 6 JLAHIE U
CaMOCTOSITEIIbHOM PadOThI
2 1051|335 9K3aMeH
Bcero 32 | 32 10 | 0,5 | 69,5

Conep:xanue pa3iesioB IUCHUIIHHBI:

Pazpen 1. OGecnieuenne 0€301aCHOCTH CETEM.

1. 3ammTa cereii.

1.1. Beenenue. 3asBieHue 06 aTuueckoM B3nome. Tekymiee nonoxkenue aen. Cetu — 3To Lelu.
[Tpuuunsbl ceTeBoil OezonacHocTH. BekTopsel cereBbix atak. [lorepu naHHBIX.

1.2. OGzop Tomomoruu cetu. Cetn kammyca. Cetn Mmaynoro oduca U JoMaiHero oduca.
I'mobGanbHble cetn. Cetu 1HEHTPOB 00paOOTKM MaHHBIX. OOayHble CETH W BHUPTYyaIU3alUs.
Pa3BuBaromuecs cereBble rpaHUIIbL.

2. CeTeBble Yrpo3bl.

2.1. Kto arakyer Hamry ceTh? YTpo3a, yS3BUMOCTb M PHCK. XaKep MPOTHUB 3JI0yMBIIUICHHUKA.
DBomonus cyobekToB yrpo3. Kubepnpectymauku. 3amaun kubepOezonacHocTu. MHamKaTops
knbepyrpo3. OOMeH yrpo3aMu M MOBBIIIEHHE OCBEIOMIIEHHOCTH 0 KHOepOe30macHOCTH.

2.2. IHcTpyMeHTHI CyObeKTa yrpo3. BBeneHne HHCTpYMEHTOB aTaku. DBOJIOIUS HHCTPYMEHTOB
6e3onacHoctu. Kateropuu atax.



2.3. Bpenonocunoe I1O. Tumbl BpemoHOCHBIX mporpamMm. Bupycel. TposiHckue xonu. Yepsu.
Komnonents! uepss. [Iporpammei-BeiMorarenu. pyroe BpenonocHoe I110. PacnpoctpanenHoe
MIOBE/IEHNE BPEIOHOCHBIX IIPOIPaMM.

2.4. PacnipocTpaHEHHbIE CETEBbIE aTaKW — pa3BeKa, JOCTYI U COLMANbHAs MHXKEHepHs. THIbl
ceTeBbIX arak. Pa3BenpiBarenbHbIE aTaku. ATaku JocTyna. ATakM COLMAJIbHOM HMHYKEHEPHUU.
VYkpernseHue camoro ¢iaadoro 3BeHa.

2.5. CereBble aTaku — OTKa3 B OOCITy)XHBaHWH, mepenoiHeHue Oydepa u ykinonenue. DoS- u
DDoS-araku. Kommonentst DDoS-atak. borner Mirai. Ataka Ha mnepernonHeHue Oydepa.
MeTo/1bl YKIOHEHUS, UCTIOIb3YEMbIE 37I0YMBIIUIEHHUKAMH.

3. CHHKeHHe YIpo3.

3.1. 3ammra cetn. CrienuanucTsl Mo cereBoil 6e3omacHocTH. CooOIecTBa CETEBOTO aHAIM3a.
Ceprudukarsl cereBoii 6ezonacHoctu. KoMmyHukanmonHas 0€301acHOCTb.

3.2. Ilonutuku ceteBoii Oe3omacHocTU. JloMeHBI ceTeBoi OezomacHOCTH. JlemoBasi MOJUTHKA.
[Tomutuka Ge3omacHoctu. [lomutukn BYOD. CooTBeTcTBHE HOPMATHUBHBIM TPEOOBAHHAM U
CTaHJapTaM.

3.3. UuctpymeHTsl Oe30macHOCTH, miatopmel u cepBuchl. "JIyk" 6e3omacHocty U "ApTHiok”
6e3zonacHoctu. HWHCTpymeHThI TecTupoBaHusi Oe3omacHoctd. I[lmardgopmber OGe3omacHocTH
naHHbIX. 1eMoHcTparus Cisco SecureX. OXpaHHbIE YCIYTH.

3.4. [IpoTuBOCHiCTBME pACIPOCTPAaHEHHBIM CETEBHIM aTakaM. 3amuTa CeTH. 3alluTa oT
BPEIOHOCHBIX MporpamM. bope6a ¢ yepBsimu. CMsArdeHue paspe/blBaTelbHbIX aTak. CMsArdyeHue
atak poctymna. Cmsaraenune DoS-arak.

3.5. [Tnargpopma 3amutel Cisco Network Foundation. CtpykTypa. 3amura ypoBHS yIpaBJIeHUS.
3amura ypoBHs TaHHBIX.

4. Be3onacHblii J10CTyN K yCTpPoOiicTBaM.

4.1. 3amuMra NOrpaHUYHOr0 MapuUIpyTU3aTopa. 3auuTa cereBoil MHPpacTpykTyphl. Iloaxoasl k
o0ecreyeHHn0 0€30IaCHOCTH IMOTPAHMYHBIX MapuipyTu3atopoB. Tpu obisactu 0Ge30macHOCTH
MapupyTtu3aropa. be3onacHblii aIMUHUCTPATUBHBIA JOCTYN. be3omacHbId JIOKadbHBIA U
yJlaJeHHBINA JOCTYII.

4.2. Hactpoiika  0Oe30omacHoro  aJMHHHCTpaTHBHOTO  joctyma. Ilapomm.  Hactpoiika.
HIudposanue. JlononHuTeNbHas 3alUTa IapoIeM. AJTOPUTMBI CEKPETHOTO MapOJIsl.

4.3. Hacrpoiika ycuiaeHHOM Oe€30MacHOCTU Ul BHUPTyaldbHBIX BXOA0B. HacTpolika (yHkuumii
paciIupeHys BXoAa. YirydleHus Bxoaa. JKypHan HeyAauHbIX IONBITOK BXO/A.

4.4. Bxmouenne SSH. [IloBeimienue Oe3omacHoct Bxona 1o SSH. SSH  wmexny
Mapupyrusaropamu. SSH XocT-mMapipyTusaTop.

Pa3nes 2. MOHUTOPHMHT U yIIpaBJieHHe YCTPOMCTBAMHU.

5. HazHaueHHe aAMMHUCTPATHUBHBIX POJIeH.

5.1. Hactpoiika ypoBHel mnpuBuieruil. OrpaHudyeHue AOCTYNHOCTH KomaHJ. Hactpoiika u
Ha3Ha4y€HHE ypoBHEN npuBUiIeruid. OrpaHu4eHns ypOBHEN NPUBUIIETU.

5.2. loctyn k uHTEpdeiicy KOMaHTHONW CTPOKH Ha ocHoBe poieil. [IpencraBnenus Ha OCHOBe
pozeii. Hactpoiika npeacraBienuit Ha ocHoBe posiell. Hactpoiika cynepsuzopos CLI Ha ocHoBe
pouneii. [Ipoepka npexacrasnenuii CLI Ha ocHOBe poreii.

6. MOHHUTOPHUHI M YIIPaBJIeHHe YCTPOiiCTBAMMU.

6.1. bezomacueiii o6pa3 Cisco 10S u daiinel koHpuUryparmu. DyHKIHUS OTKA30yCTOHYHBOI
koHurypauuu Cisco 10S. Bxmtouenue ¢pyHkuuu ycrounBocta oopasza I0S. O6pa3 ocHOBHOTO
3arpy3ouHoro Habopa. Hactpoiika Oe3omacHoro KomuMpoBaHMs. BoccTaHOBIEHHE TapOs
MapLIpyTU3aTopa.

6.2. brioknpoBka Mapmipytrzaropa ¢ momoribio AutoSecure. [Ipotokonsl o6Hapyxeruss CDP u
LLDP. Hactpoiiku npoTokonoB u ciyx0. Aprozamura Cisco. Cunrakcuc xomanasl Cisco
AutoSecure. [Ipumep koundurypamuu Cisco AutoSecure.

6.3. Ayrentudukanus IIPOTOKOJIA MapLIpyTHU3aLUH. ITpoToxoJbl JUHAMHYECKON
mapupytuszauuu. [logmeHa mnpoTokona MapuipyTu3aluuu. AyTeHTU(UKAIMs MPOTOKOJIA
mapuipytuzaiua OSPF MDS. Ayrentudukanus nporokona Mapupyruzaunn OSPF SHA.



6.4. be3onacHoe ymnpaBieHUE M OTUETHOCTb. THIIBI OCTyHa K YIpaBlIeHHIO. BHenosocHbIN U
BHYTPHIIOJIOCHBIH JOCTYII.

6.5. BBenenue B cUCTeMHBIN >kypHasl. Omnepanuu CUCTEMHOTO XypHaia. dopMar cooOmieHui
cucreMHoro xypHana. CpeacTBa CHUCTEMHOro »kypHana. HacTpoiika BpeMEHHBIX METOK
CHCTEMHOTO0 XypHana. CHUCTeMbI CUCTEMHOT0 XypHaia. KoHpurypamus cucTeMHOro )ypHaja.
6.6. Cnyx0b1 Bpemenu u kaieHaaps. Onepanuu NTP. Hacrpoiika u mpoepka NTP.

6.7. Beenenne B SNMP. SNMP-onepauuu. baza ynpasnenueckoit unpopmanuu (MIB). Bepcun
SNMP. SNMP-ysa3sumoctu. SNMPv3. Kondurypanmus Oe3zonacHoct SNMPv3. Ilposepka
SNMPV3.

7. AyrenTuduKanus, apTopusanus u yder (AAA).

7.1. Ayrentudukanuss  6e3  AAA. Kommonentst AAA. Pexumbl ayreHTHQHKAINU.
ABTopuzanus. Yyer.

7.2. Hactpoiika nokanbHOM ayreHTHQHUKamu AAA. AyreHTH(QHKANMUi aIMUHUCTPATHBHOTO
noctyna. Meroasl ayreHTH(QUKAIMUA. MeTobl 10 YMOJIYaHUI0 ¥ UIMEHOBaHHbIE MeTO/Ibl. TOHKas
HACTPOWKa KOH(PUTypaluu ayTeHTU(HUKAITUH.

7.3. CpaBHEHHE JIOKQJbHBIX H  CEpBEpHBIX peanu3anmuii  AAA. MexaHusm  Ciayx0
uaeHtuduxamuun  Cisco  (ISE). IIporokonst TACACS+ wu RADIUS. TACACS+
Aytrentuduxanus. RADIUS-ayrenTHQUKaLINS.

7.4. JlefictBus o HacTpoiike ayreHTugukanuu AAA Ha ocHOBe cepBepa. Hactpoiika cepBepos
TACACS+. Hactpoiika cepBepoB RADIUS. Ayrentudukanus s KoMaHA KOH(PUTYpaluu
cepeepa AAA.

7.5. Beenenue B cepBepHyto aBTopuzanuio AAA. Koundurypamus asropuzanuu AAA. Beeaenue
B cepBepHbIil yueT AAA. Kondurypanus yuera AAA.

Pa3zpnen 3. ACL u Opanamayspsbl.

8. Ciucku koHTpos gocryna (ACL).

8.1. Uro takoe ACL? Ilakernas ¢unbtpanus. HymepoBanusie u umeHoBanuble ACL. Onepanus
CO CIIMCKOM KOHTPOJISL JOCTYTIA.

8.2. O0630p mojcTaHOBOYHOM (0OpaTHOM) Macku. THIBI TOJCTAHOBOYHBIX MAacOK. BeruucieHue
[10JICTAHOBOYHON Macku. Macka 1oJicTaHOBOUHBIX 3HakoB: KiltoueBble cioBa.

8.3. Co3nanme cnucka KoHTpoissi jnoctyna (ACL). HymepoBaHHBIN CTaHAApTHBIM CHHTaKCHUC
ACL IPv4. NmenoBannbiii cranmaptHbiii cuntakcuc ACL IPv4. CuHTakcuc HymMepOBaHHOTO
pacIIMpeHHOro cnucka KoHTpois gocryna IPv4. Ilporokonsr m HOMmepa mnoptoB. [Ipumepst
HACTPOIKHU IpOTOKOJI0B U HOMepoB nopToB. TCP - ycranoBka pacmupenHoro ACL.

8.4. Iea metona nuzmenenuss ACL. MeToa TeKCTOBOTo pefakropa. MeTo/1 opsIKOBOTO HOMEPA.
8.5. Pexomennanmu mo Hactpoiike ACL-cnmckoB. Ilpumenenne ACL. I'me pasmemate ACL.
Cranpapthslil npumep pasmemenns ACL. [Ipumep pasmemenus pacmmpensoro ACL.

8.6. Cwmsruenume arak ¢ mnomompbio ACL. Cwmsaruenue cnyQWHrOBBIX aTtak. PaspemnicHwue
HeoOxoaumoro Tpaguka yepes 6panamaysp. Cmsraenne ICMP-atak. Cmsaruenue SNMP-ataxk.
8.7. O030p cmmcka koHTpoisi nmoctyna IPv6. Cumurakcue ACL IPv6. Hactpoiika crnmckos
KOHTpoJIs focryna [Pvé6.

9. TexHOJIOTMH MeKCETEBBIX IKPAHOB.

9.1. bpauamayspel. Tunbsl OpanamayspoB. [IpeummymiectBa M orpaHuueHus OpaHamay’pa C
¢unbTpanueil maxeroB. [IpenmymiecTBa M orpaHuyeHus: OpaHAMay’pa C OTCIEKHBAHHEM
COCTOSIHUS.

9.2. OOGmme apXUTEKTypBl O€30MaCHOCTH. MHOTOYpOBHEBAS 3aIUTA.

10. MexkceTeBble 3KpaHbI HA OCHOBE MOJIUTHK 30H (ZPF).

10.1. TIpenmymectBa ZPF. [IpoexktupoBanue ZPF.

10.2. HeiictBus ZPF. [IpaBuna Tpan3utHoro aBmxeHus. [IpaBuia npoxoxaeHus: B COOCTBEHHYIO
30HY.

10.3. Hactpoiika ZPF. [IpoBepka kon¢urypanuu ZPF. Pekomennanuu no konpurypamuu ZPF.
Pasznea 4. [IpenorBpaiieHue BTOPKEHUI.

11. IPS-Texnosnorum.



11.1. Araku HyneBoro aHs. OTClIeKUBaHHUE aTaK. Y CTPOWCTBA MPEIOTBPAIICHUS 1 OOHAPYKEHUS
Bropkenui (IDS u IPS). [IpeumymectBa u Henoctatku IDS u IPS.

11.2. Tunst IPS. Ceresie IPS. Crioco0Ob! pa3BepThIBaHUS.

11.3. IPS na Cisco ISR. Komnonentst IPS. IPS-cucrema Cisco 10S. Snort IPS. Oneparu Snort
IPS. Oco6ennoctu Snort IPS. Cucremusie TpeboBanust Snort.

11.4. Metonpl monutopunra cetu. CereBbie oTBerBHTENU (Network Taps). 3epkamupoBanue
tpaduka u SPAN. Hactpoiika SPAN Cisco.

12. Jkcmiryarauus u Bueapenue IPS.

12.1. Atpubyrsl curnaryp IPS. Tumbr curnatyp. Curnatypusie TpeBoru IPS. JlelicTBus
curHaryp IPS. Ouenka npenynpexacHuii.

12.2. Cisco Snort IPS. Bapuantsr ciyx0s1 IPS. NGIPS. Snort IPS. Komnonentsl u mpasuiia
Snort. [Ipunoxenus-konreitHepsl ISR. ABapuiinbpie curnansl npaBui Snort IPS. JleiicTBus
npasuia Snort IPS. [NapameTps! paBui 3arosnioBka Snort IPS. JleiictBust Snort IPS.

12.3. Hactpoiika Snort IPS.

Pa3nes 5. YpoBensb 2 n 6e301aCHOCTh KOHEYHbBIX YCTPOMCTB.

13. O630p 0e30MaCHOCTH KOHEYHBIX YCTPOICTB.

13.1. be3onacHOCTb 371€MEHTOB JIOKAIbHOM ceTu. TpaaullMOHHas 3alUTa KOHEUHBIX YCTPOICTB.
Certp 0Oe3 rpanuu. be3onacHOCTh KOHEUHBIX YCTPOWUCTB B ceTu Oe3 rpanui. CereBas 3aliura OT
BPEIOHOCHBIX NpPOTrpaMM. AIMIMapaTHOE M MPOrpaMMHOE IH(PPOBAHHE JIOKAIBHBIX JaHHBIX.
Koutpoins nocryna k cetu. @ynkuuu NAC.

13.2. be3zomacHOCTh € HCHOJb30BaHUEM ayTeHTU(UKalMuM Ha ocHoBe mnopToB 802.1X.
Ynpasnenue coctosarem apropusanuu 802.1X. Kondurypanus 8§02.1X.

14. Bonpocs! 6e30macHOCTH YPOBHS 2.

14.1. Onucanue ys3sumoct ypoBHs 2 mogenu OSI. IlepexintoueHue kaTeropuii aTax.

14.2. Arakm mo Ttabmune MAC-agpecoB. OcHOBBI paboTBl KoMMyTatopa. KommyraTop:
oOyueHue u nepeaapecanust. PuiabTparys kajapos. 3anoiaHenue Taduunsl MAC-anpecos.

14.3. be3onacHocTh HeUCIOJIb3yeMbIX NOpPTOB. IIpoTuBOnelicTBUEe arakam Ha Tabnuuny MAC-
aapecoB. Bxitouenue Oe3omacHoctu mnopta. Orpanudenue u  uszydyenme MAC-agpecos.
VYcrapeBanue 0€30MacHOCTH MOPTOB. Pexumbl HapyiieHus Oe3omacHOCTH moptoB. llopTel B
OTKJIFOYEHHOM COCTOSHMM H3-3a omuOku. [IpoBepka OezomacHOCTH mMopTa. YBEAOMIIEHHE O
MAC-anpece mo SNMP

14.4. Cmsaruenne atak VLAN. Ataku VLAN Hopping. ATaka ¢ HCHOJIb30BaHHUEM JBOHHOTO
terupoBanusi VLAN. Cwmsruenue arak ¢ HCHOJb30BaHUEM JIBOWHOTO TerupoBaHuUs. YacTHbIe
BupTyanbHble JokanbHble ceTh (PVLAN). Ilorpanmunsie ¢ynkimun PVLAN. Hacrtpoiika
rpannyHoro PVLAN (PVLAN Edge).

14.5. DHCP-ataku. 3amurta ot DHCP-arak. Ilarm no peamunzanun DHCP  Snooping
(Orcnexuanne DHCP). [Tpumep nactpoiiku otcnexuBaraus DHCP.

14.6. ARP-araku. Cnypunr ARP. Jlunamuueckas nposepka ARP (DAI). PykoBoacTtBo mo
BHeapenuto DAL Ilpumep kondurypamuu DAL

14.7. AnpecHble cny¢uHronsle ataku. [IpotuBojneiictBue artake c¢ moameHod MAC-anpeca.
Hacrpoiika 3amurtsr [P (IP Source Guard).

14.8. Ilporokon cBssytomero nepea (STP). Ilepecuer STP. Luxnel. Pomu mopra STP.
Kopuesoii moct STP. Croumocts iyt STP. BriGop kopHEBOTr0 MOCTA.

14.9. STP-araka. Cwmsruenune STP-atak. Hactpoiika PortFast. Hacrtpoiika 3ammter BPDU.
Hacrpoiika kopHeBoii 3amuthl (Root Guard). Hactpoiika 3ammutst oT netens (STP Loop Guard).
Pa3nen 6. Kpunrtorpadgus.

15. Cayx6b1 kpunrorpagum.

15.1. Ayrentuduxanus. LlenoctHocTs naHHbIX. KOH(UIEHIINANTBHOCTD JaHHBIX.

15.2. Kpunrorpadus. Coznmanue 3ammdpoBanHoro Tekcrta. [ludper mepecTaHoBKH.
[ToncranoBounble mu¢psl. bonee crnoxupld mudp 3amensl. [ugpsr ¢ oxHOpPa30BBHIM
OJIOKHOTOM.

15.3. Kpunroananus. Meroasl B3iaoMa kozaa. I[Ipumep B3noma kofa.



15.4. Kpunrtonorusa. Co3aHue M B3JIOM CEKPETHBIX KoJ0B. Kpunroananutuku. CEKpeTHOCTb
KIIFOUEH.

16. Ba3oBasi 1€J10CTHOCTH U MOJJIHHHOCTD.

16.1. be3onacHast cBs3b. Kpunrtorpaduueckue xemr-pynkiuu. Kpunrorpaduyeckas Xoii-
onepauus. MD5 u SHA. AyreHTHduKanys nporucxXoXaeHuUs.

16.2. XapakTepuCTUKH yIpaBJICHHUS KiouyaMmH. [[uHa Kiro4a U MPOCTPAHCTBO Kitoueil. Turbl
Kpunrorpadguueckux kiaroueil. Beidop kpunrorpaduueckux Kiroue.

16.3. KonduneHnmanbHOCTh JaHHBIX. CHUMMeTpUYHOE ImHM(pPOBaHHE. ACUMMETPUIHOE
mmdpoBanue. AcuMMeTpuuHOE MM(pOBaHHE — KOH(QUACHIUAIBHOCTh, ayTEHTHU(HUKAIH,
1eaoctHocTh. uddu-Xemmman.

17. Kpunrorpadusi ¢ OTKPBITBIM KJIKYOM.

17.1. O630p mudporoit noanucu. [udpossie moanucu s noanucu koaa. L{udposeie moamucu
JUIs TUPPOBBIX CEPTUDUKATOB.

17.2. VYupaBieHue OTKPHITBIM KiIr04oM. HWHpacTpykTypa OTKpBITHIX Kiroder. Cucrema
nosHomounit PKI. Cucrema nosepuss PKI. CoBmectumocTh pasnuuHblx nocraBuukoB PKI.
Perucrpanus ceprudukara, ayTeHTU(PHUKAIUSI 1 OT3bIB.

17.3. PKl-npunoxenus. 3ammdpoBanable ceTeBble TpaH3akuuu. [ludppoBanne 1 MOHUTOPUHT
0€30MacHOCTH.

Pa3nea 7. VPN.

18. VPN.

18.1. Buptyanbhsle yactHble ceTu. [Ipeumymecta VPN.

18.2. Tononoruu VPN. VPN ¢ ynanenubim gocrynom. SSL VPN. Certs-cets IPsec VPN (Site-
to-Site IPsec VPN).

18.3. O630p IPsec. Texnonoruu IPsec. Unkancynsuus nporokona [Psec. KonpuaeHunansHOCTb.
[lenocTHOCTh. AyTreHTH(rKamus. be3omacHbIii OOMEH KIIF0YaMH C MCIOJL30BAHUEM IIPOTOKOJIA
Hudou-Xennmana (DH). TpancnopTHblil ¥ TyHHENIBHBIN pexxumMbl [Psec.

18.4. OG6zop mporokona I[Psec. 3aromoBok ayreHTHUKanuu. [Iporokosn Oe30macHOCTH
unkancynsiuuu (ESP). ESP mmdposanue u ayrentudukanusa. TpaHCnOpTHBIA U TyHHEIbHBIN
PEXUMBI.

18.5. O6men ximrouamu yepe3 Mutepner. [Iporokon IKE.

19. Bueapenue Site-to-Site IPsec VPN.

19.1. IPsec-cornacoBanue. Tomonorus Site-to-Site IPsec VPN. 3amaun nactpoiiku IPsec VPN.
CymectBytomue kondurypanuu ACL. O6paboTka HIMPOKOBEMIATEILHOTO U MHOT0JPECHOTO
Tpaduka.

19.2. Homutuku ISAKMP no ymonuanuto. CHHTakcUC AJii HAacTPOMKM HOBOM MOJUTHKH
ISAKMP. Kondurypanus npeaBapuTeabHOro o0mero Kioyva.

19.3. Tlomutuku IPsec. Ompenenenue wuHTEpecytomero Ttpaduka. Hacrpoiika Habopa
npeoOpa3oBanuii [Psec.

19.4. Cunrakcuc mans HacTpoiku Kpunrorpaduueckoit kaptsl (Crypto Map). Kondurypamnus
kpuntorpaduueckoit kaptel. [I[pumMeHeHne u mpoBepka KpUNTOrpadhuyecKoil KapThl.

19.5. IPsec VPN. OtmnpaBka untepecytomero tpaduka. [Ipoepka tynneneit ISAKMP u IPsec.
Pa3nea 8. Cisco ACA.

20. Beenenue B ACA.

20.1. Mopenu Opanamay’poB ASA. MexcereBble 3kpaHbl HoBoro mnokoneHus Cisco ASA.
Pacinmipennsie ¢ynkunuu Opanamayspa ASA. OO030p OpaHIMayspoB B CETEBOM Ju3aliHE.
Pexumbl pabotsl Opanamayspa ASA. JlunieH3nonHsle TpeboBaHus ASA.

20.2. O630p ASA 5506-X. YpoBau 6e3onacHoct ASA. CrueHapun pa3septeiBanus ASA 5506-
X.

21. Kongurypauus Opanamayspa ASA.

21.1. OcHoBuble HacTpoiiku ASA. Koudurypamus ASA 1o ymomyanuro. Mactep
MHUIMAIN3allMd HHTEPAKTUBHON ycTaHOBKU ASA.



21.2. Hactpoiika mapaMeTpoB ympaBieHMs U ciIyx0. Bxog B pexum riobambHOR
koH(purypanuu. Hacrtpoiika ocHOBHBIX mapameTpoB. Hactpoiika wunTepdeiicoB. Hactpoiika
CTaTHYECKOTO MapiipyTa mo ymondanuto. Hactpoiika cinyx0 ymaneHHoro moctymna. Hacrpoiika
CiTy0 mpoToKoa cereBoro Bpemenu. Hactpoiika ciy:x6 DHCP.

21.3. Beaenue B 00BEKTHl M rpymmbl 00bekToB. HacTpoiika cereBpix 0o0bekToB. Hacrtpoiika
CEpBHUCHBIX 00bEKTOB. ['pyrmibl 00bekTOB. HacTpoiika o0mux rpymnmn 00beKTOB.

21.4. ACL ASA. Tuns! punbrpanuu cniuckoB ASA ACL. Tunsl ciinckoB ASA ACL. Cunrakcuc
st Hactpoiiku ACL ASA. CuHTakcuc Jyisi IPUMEHEHHUs CIMCKa ynpaBieHus JocTynoM ASA.
[Tpumepsr ACL ASA. ACL u rpynmsel 06bektoB. ACL ¢ ucrons30BaHHEM HTPUMEPOB TPYII
00BEKTOB.

21.5. O630p ASA NAT. Hacrpoiika aunamudeckoro NAT. Hacrpoiika aunamuyeckoro PAT.
Hacrpoiika ctatndeckoro NAT.

21.6. O630p AAA. JlokanbHas 6a3a gaHHBIX U cepBepbl. Konpurypamus AAA.

21.7. O630p MPF. Hactpoiika kapt kinaccoB. OnpeieieHie U aKTUBALINSI TIOJTUTHKH.

22. TecrupoBaHue ceTeBOi 0€30NACHOCTH.

22.1. OnepanmonHasi 6e30macHOCTb. TeCTUpOBaHWE M OIICHKA CETeBOW Oe3omacHOCTH. Turbl
CETEBBIX TECTOB. [IpuMeHeHue pe3ybTaToB CETEBOIO TECTUPOBAHUS.

22.2. IncTpyMeHTHI 1715 TecTupoBanusi ceTu. Nmap/Zenmap. SuperScan. SIEM.

5. 06p330BaTeJ'[bele TEXHOJOI'MH, B TOM YHCJI€ TEXHOJOIHHU IJIEKTPOHHOI0 06yqe}mﬂ u
AUCTAHIHUOHHbIC 06p330BaTeJIbele TEXHOJOI'nd, MCIHOJb3YyEMbIC INPH OCYINECCTBJICHUU
06p330BaTeJ'[bHOFO npouecca mo TMCHUIJINHE

B nporiecce 00ydeHust UCTIONB3YIOTCS CIEIYIOINE 00pa30BaTeIbHBIE TEXHOIOTHH:

AxajeMuyecKasi JeKIHs ¢ 3J1eMeHTaMH JIeKIIMH-0ece/ibl — I0CIEeI0BATEIbHOE
U3JI0’)KEHUE MaTepuasa, OCyIIEeCTBIsIEMOE IPEUMYIIIECTBEHHO B BUE MOHOJIOTA IIpernojaBaTelis.
OneMeHThl JieKuMu-Oecenbl 00eCneunBalOT KOHTAKT IpenojaBareis ¢ ayIJuTopueHd, 4To
MO3BOJISIET TPUBJIEKATh BHUMAHUE CTYJCHTOB K HauOoyiee BaXHBIM TeMaM JIHCUUIUIAHBL,
aKTUBHO BOBJEKaTb MX B Y4eOHBII mpolecc, KOHTPOJIUPOBATh TEMI H3JIOKEHHUS Y4eOHOro
MaTepuaia B 3aBUCUMOCTHU OT YPOBHS €r0 BOCIIPUSTHS.

IIpakTnyeckoe 3aHsATHE — 3aHATHE, TOCBSIIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUHN U
HABBIKOB 10 3aKPEIUJICHUIO MOTYYEHHbIX Ha JIEKIIUY 3HAaHUM.

KoncyabTanuu — BHUJ y4eOHBIX 3aHATHH, SBISIOIIMHACA OXHOW M3 (OPM KOHTPOJIA
CaMOCTOSITENIbHOM  paboThl  CcTyAeHToB. Ha KOHCynmpTanmusix 1O Mpock0e  CTYJIEHTOB
paccMaTpUBaIOTCST Haubojee CIOXKHBIE MOMEHTHI IpPU OCBOEHHM MaTepuaya JUCLUIUIMHBL,
IpenojaBaTesib OTBEYAaeT Ha BONPOCHI CTYIEHTOB, KOTOpbIE BO3HUKAIOT y HUX B Ipoliecce
CaMOCTOSITENIbHOU PaOOTHI.

6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJU) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPaAaMMHOIO
ol0ecreyeHusi, MCNOJb3YyeMOr0 IPH OCYLIECCTBJICHHM O00pa30BATEJBHOIO Ipolecca Io
AUCHHUILIMHE

B mpomecce ocymecTBieHHs ~00pa3oBaTENBHOTO  TpoIecca IO  JUCIUILIAHE
UCIIOJIBb3YFOTCSL:

st GOPMHUPOBAHKS MAaTEPUAIIOB JUTS TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOBEICHHS
IPOMEKYTOUHOI aTTecTaluu, A1t GOPMUPOBAHUS METOTUUCCKUX MATEPHAIIOB MO TUCIUILINHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (moctymen OecratHo st yaacTHUKOB [Iporpammbr CeteBoit

Axanemunu Cisco);



- Cisco SDM (moctymen GecriatHo aisi yuyacTHUKOB [Iporpammbr CereBoii AkaneMuu
Cisco);

- Cisco Network Assistant (moctynen OecruiaTHo Uit ygyacTHUKOB [Iporpammer CereBoi
Axkanemun Cisco);

- Cisco Configuration Professional (moctynen OecruiaTHO /it yyacTHUKOB [Iporpammer
CereBoii Akagemuu Cisco);

- Wireshark (GNU GPL 2+);

- Snort (GNU GPL);

- Oracle VirtualBox (GNU GPL 2);

- Google Chrome (freeware).

7. IlepeyeHb COBpPEeMEHHBIX NPO(ecCHOHAIBHBIX 0a3 JAHHBIX M HH(OPMALMOHHBIX
CIPABOYHBIX CHCTEM, HCIIO0JIb3yeMbIX MPH OCYIIeCTBJIEHHH 00pa30BaTeJIbLHOI0 MpoLecca mno
AUCHHILINHE (MPU He00X0AMMOCTH)

B mpomecce ocymecTBieHHs ~00pa3oBaTENBHOIO  Tpolecca MO  AUCHUIUIAHE
UCIIOJIb3YETCS:

- ABrtoMaTm3upoBaHHas OubOmuoreuyHo-uHpopmanmonHas cucrema «bBYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubaroTeyHas cucreMa «Jlaup» https://e.lanbook.com

- DrektpoHHas OubaroTeyHas cuctema «fOpaiit» https://urait.ru

- DnexTpoHHas oubnmnoTeyHas cucreMa «KoHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [ONMOJHUTEJBHOH Yy4eOHOWH JHMTepaTypbl, PpecypcoB
HHG(POPMALMOHHO-TEJICKOMMYHUKAUMOHHOH ceTH «MHTepHeT» (IIpHM HEOO0XOAMMOCTH),
PeKoOMEeHIyeMbIX /1JIs1 OCBOEHHS 1M CHUIITUHbI

a) OCHOBHAasl JIUTepaTypa
1.YuebHo-meroanueckoe nocobue B LMS NetAcad. Pexxum gocrtyma: cBOOOIHBINA AJist
yuactHUKOB [Iporpammer CeteBoii Akanemun Cisco (https://www.netacad.com/)
2. Hectepos, C. A. OcHOBbI MH(GOPMALIMOHHON 0€30MacHOCTU: YYEOHHUK Ui BY30B —
Cankr-IlerepOypr: Jlans, 2021. https://reader.lanbook.com/book/165837
3. lenyxun O. WM. OOHapykeHHE BTOP)KEHUI B KOMIBIOTEpHBIE CETH (CETeBbIE
aHoOMaJInM): yuyeOHoe mocobue /i By30B - MockBa: ['opsuas nunus - Tenekom, 2013.
https://www.studentlibrary.ru/ru/doc/ISBN9785991203234-SCN0000/000.html
4. PynenkoB H. A., [Iponerapckuii A. B., Cmupnosa E. B., Cyposos A. M. TexHonoruu
3alIMThl MH(GOpPMAIMK B KOMIIBIOTEPHBIX ceTX - MockBa: HannonanbHbll OTKpBITHINA
VYuusepcurer "UHTYUT", 2016.
https://www.studentlibrary.ru/ru/doc/intuit_384-SCNO0000/000.html

0) 10MOJIHUTEIbHAS JIUTepaTypa
1. A. B. Aymkun, O. M. Bapcykos, E. B. Kpasnos, K. B. CnaBnos IIporpammuo-
amnmapaTHbIe CpeICTBa obecrnieueHusi HHHOPMAITMOHHOM 0€30MMacHOCTH: Y4eOHOe mocodue
JUTS BY30B - Mocksa: I'opsiuas JIMHUSA - Tenekom, 2016.
https://www.studentlibrary.ru/ru/doc/ISBN9785991204705-SCNO0000/000.html
2. A. . Koctiok, JI. A. becnaioB AnMuHHCTpUpOBaHUE 0a3 TaHHBIX U KOMIBIOTEPHBIX
ceTeit: yaeOHOe rocobue. — Pocros-na-Jlony: 0DV, 2020.
https://www.studentlibrary.ru/ru/doc/ISBN9785927535774-SCN0000/000.html



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
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https://reader.lanbook.com/book/165837
https://www.studentlibrary.ru/ru/doc/ISBN9785991203234-SCN0000/000.html
https://www.studentlibrary.ru/ru/doc/ISBN9785927535774-SCN0000/000.html

3. [InatonoB B.B. «IIporpamMHo-anmnapaTHbIE cpeicTBa oOecriedeHrss HHPOPMALMOHHOM
0€30MaCHOCTH BBIUMCIUTENBHBIX CETEH»: ydeOHoe rmocodue s By30B - M.: Akaaemus,
2006.

B) pecypchl cetu «HTEpHET»
1. http://netacad.com
2. http://cisco.com
3. http://learningnetwork.cisco.com/

9. MaTepuaibHO-TEXHUYECKAas 0a3a, HEOOXO0AUMAsA [IJIS OCYILIECTBJIEHUs 00Pa30BaTEeIbHOI0
npouecca no JMCUMIINHE

MarepuanbHO-TeXHUUYECKas: 06a3a, HeoOXoquMas Il OCYIIECTBICHHS 00pa30BaTEIbHOTO
nporiecca 1o JUCIUILTUHE BKIIOYAeT B CBOM COCTAB CIEIHAIbHBIC ITOMCIICHHS:

- yueOHbIe ayTUTOPHUHU ISl IPOBEICHHS 3aHATUH JICKITUOHHOTO THIIA;

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHHSI TPAKTHYECKHUX 3aHATHI (CEMUHAPOB);

- yueOHbIe ayTUTOPHH ISl IPOBEICHHSI TPYIIIOBBIX M WHAWBUYAIBHBIX KOHCYIbTAIINN;

- KOMITBIOTEPHBIH Kiacc, obopynoBanubiii [I9BM kiacca ve Hmke Intel i15-7400, 8gb

RAM, 1Tb HDD c ycraHoBineHHbIM mporpamMMHbIM oOecrieuenneM: Windows 7/8/10,

Linux, Packet Tracer 8.0 (u nHoBee), Cisco SDM, Cisco Network Assistant, Cisco

Configuration Professional. 3 pacdera ogua [I9BM Ha ogHOTO yenoBeka.

- yueOHbIC ayIUTOPHH JUIS TPOBEACHUS TEKYIIErOo KOHTPOJS M IMPOMEKYTOUYHOM

aTTeCTallNu;

- MOMEUICHHUS JJIsl CAMOCTOSITEIIbHON paOOThI;

- MOMEUICHUS ISl XpaHEHWs W TNPO(UIAKTHYECKOTO OOCITYKMUBAHHS TEXHUYECKUX

CpeAcTB 00yUeHHUS.

[Tomemnienust 111 caMOCTOSTENBHON pabOThl OOYYarOIIMXCs OCHALEHBl KOMIIBIOTEPHON
TEXHUKOH C BO3MOXKHOCTBIO TOAKIIIOUCHHS K ceTh «/HTepHEeT» M 00ecledyeHueM J0oCTymna K
AIIEKTPOHHOH HH(pOpMaIoHHO-00pa3oBaTensHOU cpee SAplY.

ABTOp:

AccucteHT Kadepbl HeTMHEHHONW AMHAMUKU O.E. busun



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI
«be30macHOCTh KOMIIBIOTEPHBIX CeTei»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunoBbie KOHTPOJIbHBIE 32JAHUSI U HHbIE€ MATEPUAJIBI,
HCHOJIb3yeMble B MPoliecce TEKYIero KOHTPOJIs YCIeBaeMOCTH

Ipumep 3axaHus AJ151 CAMOCTOATEIbHON NMPAKTHYECKOH padoThI
(Bapnannsa pasmemarorcest B YK «Komnblorepusie cetn» B LMS Moodle n
BBINOJIHAKOTCA B porpamme samyJisiuun cetu «Cisco Packet Tracer (noctynen 0ecnjaTHo
s yuactHukoB [lporpammbl CereBoii Akagemuu Cisco)» )
Bo Bpemsi BbINoJIHEHUsI pa00ThI CTYAEHT MOKET BUAETh CBOM IIPOrpecc B MPOLEHTHOM
COOTHOIIEHUH. BoIbIIMHCTBO padoT CONPOBOKIAITCA METOANYECKMMH MaTepHaIaMu.

Tema: Hacrtpoiika u nposepka Site-to-Site IPsec VPN
(6 wacmu enedpenus Site-10-Site IPsec VPN))

Lenu:

[IpoBepbTe MOAKIIOUEHHE 110 BCEU CETH.
Hacrtpoiite R1 anst noanepxku mexcantoBoit [IPsec VPN ¢ R3.

Addressing Table

Default 192.168.2.0124
Device Interface IP Address Subnet Mask Gateway Switch Port

PC-PT

SU//0 (DCE) | 10112 255255255252 | NIA NIA 1011080 R res

R1 G0/0 192.168.1.1 255.255.255.0 N/A S1F0N L1gah 29605—224'W e

R2 6010 19216821 255 256 2550 NIA 52F02 1022080 tezieezs

50/0/0 10111 255255 255 252 N/A N/A
S0/0/1 (DCE) 10221 255.255.255.252 N/A N/A

192.168.1.0/24 192.188.3.0124
R3 Go/0 19216831 2552552550 N/A S3F0/5

=5 e
S0/0/1 10222 255256256252 | NIA NA g'-- —it ———- O ;
“oere 2980-24TT 1341 1941 2860-24TT PC-PT
PC-A NIC 19216813 255.256.255.0 192.168.1 1 51F02 pe-T 51 a1 ot 53 ot
PC-A
PC-B NIC 19216823 255.256.255.0 192.168.2.1 52 FOI1 19216833

192.168.1.3
PC-C NIC 19216833 2552552550 19218831 S3 F0/18

Objectives

« Verify connectivity throughout the netwerk.
« Configure R1 to support a site-to-site IPsec VPN with R3.

IIpaBujia nHTepNpeTanuu pe3yIbTATOB BHINOJHEHUSI CAMOCTOSATEIHLHOM MPAKTHYECKOH
padoThI:

HpaKTI/IquKaSI pa60Ta CUMTAETCS BBIIIOJIHEHHOMI (3aC‘-II/ITLIBaCTC$I), C€CJIN NOCTUTHYTHI BCC
ITOCTABJICHHBIC LICJIN.



IIpumep TecTa AJ151 caMONPOBEPKHU
(tect mpoBoaurcs B YK «Komnbrorepusie cetu» B LMS NetAcad)

B Tecre nmpeacraB/ieHbI 3aJaHUS HA IPOBEPKY 3HaHMi 110 Teme «ba3oBasi koHurypauus
KOMMYTATOpPa U OKOHEYHOI0 YCTpoiicTBa». B TecTe mo ka:xknoi TeMe B cpeaHeM 15
BOIIPOCOB.

KosmyecTBO NONBITOK BHINOJHEHUS HE OTPAHUYEHO.

Bpemsi Ha npoxoxk/IeHUe TecTa He OTPAHUYEHO.

HUTorn npoxo:xneHusi TecTa He OLIEHUBAIOTCH.

Bonpockel Tecra:

1. ITpu npumenennu ACL k nHTEpdEelicy MaplIpyTU3aTopa Kakoi Tpahuk 0003HAYaCTCs KaK
HACXO IS ?

- Tpaduk, kotopslii uaer ¢ [P-anpeca Ha3HAUEHHS HA MAPIIPYTHU3ATOP

- Tpaduk, KOTOPBIN MOKKIAET MAPIIPYTU3ATOP M HAIIPABIISICTCS K Y31y Ha3HAYCHUS

- Tpadux, 115 KOTOPOro MapIIPyTU3ATOP HE MOXKET HAWTH 3aIKCh B TAOJIMIE MApIIPYTH3AIUN
- Tpadux, noctynaromuii ¢ ucxonnoro IP-agpeca Ha Mapmpytuszarop

2. Kak 0pIcTpee Becero yaanuth oaHy 3anuchk ACE u3 umenosannoro ACL?

- Cxonupyiite ACL B TekcToBbli penakrop, ynanure ACE, 3arem ckonupyiite ACL obpaTHO B
MapIIpyTHU3aTOP.

- Ucnonp3yiiTe KitoueBoe ciioBo NO 1 nopsinkoBeiid HoMep ACE, KOTOpBIH HY)KHO YIaJIHTh.

- Ucnonp3yiiTe komanay NO access-list, utoosr ynanuts Bech ACL, a 3aTemM Bocco3maiite ero
oe3 ACE.

- Cozpnaiite HOBBIN ACL ¢ npyrum Homepom u npuMenute HOBbIii ACL k unrepdeiicy
MapuIpyTH3aTopa.

3. Bxomsmme coodmenns ICMP kakoro tuma ciieayer 0JIOKHpOBATh?
- HepmocTmxumbIi

- "'amenne ncrounnka

- DX0-0TBET

- Dx0

4. Kakoii clieHapuii IpuBeACST K HenpaBmibHOM HacTpolike ACL u 3anpery Beero Tpaduka?
- [Ipumenute nmenoBanHblii ACL x muann VTY.

- [Ipumenure cranaaptHbiii ACL Bo BXOAsIIEM HalpaBIeHUH.

- [lpumenuTe cranaaptHbiii ACL ¢ MOMOIIIBI0 KOMaH IbI iP aCCess-group out.

- [Ipumennte ACL, B KoTOpOM ecTh Bce 3anpeuatouiue oneparops ACE.

5. CereBoil aAMUHHUCTPATOP X0UeT co3aarh cranmaptHeiii ACL, YTOOBI ITPETOTBPATUTE
nepenauy tpaduka Ceru 1 B ceTh McciienoBadHuil U pa3spaborok. Ha kakom uHTEpdeiice
MAapIIIpVTU3aTOPa U B KAKOM HAIPABJICHUU CIEAYET IPUMEHATEH cranaaptubiii ACL?

{ 4 { 4
Research and
Development

Network 1

- R1 S0/0/0 ucxonsamuii



- R2 G0/0 Bxomsmruii
- R2 S0/0/0 Bxomsmuii
- R1 G0/0 Bxomsmuii
- R1 G0/0 ncxonmsmmin
- R2 G0/0 ucxomsruii

6. Kakue /1Ba yTBEp»KICHHUS OMUCHIBAIOT COOTBETCTBYIOIHME O0IIHE PEKOMEH/IAIINH 110
HacTpoiike u npumeHennto ACL? (BriGepute Ba.)

- Hanbonee crieruduunsie oneparopsl ACL cienyer BBOIUTH EPBBIMU H3-32
MOCJIeI0OBaTEIbHOr0 Xapakrepa cnuckoB ACL cBepxy BHM3.

- Ecmu ACL He conepKuT paspeuienuil, Bech Tpaduk 1Mo yMOITYaHUIO 3alIPEIIAeTCs.

- K uaTepdeiicy MoxxHo nmpuMeHUTHh HeCKOIbKO ACL a1 Kak1oro MpoTOKoJia U HaIpaBJICHHUS.
- Ecniu ogua ACL omkeH npuMeHSIThCs K HECKOJIBKUM HHTepdelicam, OH JOIKEH OBbITh
HACTPOEH C YHUKAJIbHBIM HOMEPOM I KaKJ0To UHTepdeiica.

- Crannaptaeie ciucku ACL pacrnonararotcs Oirke BCEro K MCTOYHUKY, TOTa KaK
pacmupennbie ACL pacnionaratotcst OJrke BCero K MecTy Ha3HauYeHHsI.

7. Kakas obpaTHas Macka OyJIeT COOTBETCTBOBATEL ceTsaM ¢ 172.16.0.0 mo 172.19.0.0?
- 0.0.3.255

- 0.3.255.255

- 0.252.255.255

- 0.0.255.255

8. Kakoii oneparop ucnons3yercs B HacTporike ACL a1 conmocTaBlICHHS TAKETOB
OIIPEJICIICHHOIO IIPUJIOKCHUA?

- gt

- established

- eq

- It

HpaBI/IJ'll)Hble OTBCTbI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETA OTBETa
1 2 5 6
2 2 6 1,2
3 4 7 2
4 4 8 3

CamocrosiTesibHBbIe pa00ThI B BU/€ TECTOBBIX 3aaHHUIA.
Tectol npoBoasitest B YK «Komnbrorepusie cetm» B LMS NetAcad
B ka:knom Tecte B cpeaHem 30 BONPOCOB 1O NPOiiIeHHBIM TeMaM (2-4).
Konn4yecTBo MONBITOK BBINOJHEHHU - S. Bpemst Ha nmpoxoxkaenune Tecra - 1,5 yaca.
IIpu 3aBepuIeHUM TecTa NOKA3bIBAIOTCS OIIMOKH (€C/IM eCTh) H KaKyl0 TeMy U pa3jien
CMOTpeTh, YTOOBI Pa300paThCsl U HCIPABUTH OINOKY. UTOrM NpoXoxKaeHns Tecra
OLICHUBAKOTCH.

(6 wacmu 3HAHULL O BO3MONCHBIX CEMEBLIX AMAKAX U MeMOOax 6opbObL ¢ HUMU, BO3MONCHOCTISIX
PA3TUYHBIX MUNO8 OPAHOMAYIPO8)

IIpumeps! BOIpocos:



1. Kakmne nBe 4yactu uHpopManuu TpeOyOTCS NPH CO3JAHHM CTAHJAPTHOIO CIHCKA
KOHTPOJIs aoctyna? (Boidepure 1Ba.)

- HOMEp ciucKa aoctymna ot 1 10 99

- HICXO/IHBIN ajipec u oOpaTHasi Macka

- aJjpec Ha3HAYEeHMsI U [10JICTAHOBOYHASI MacKa

- Macka I10/ICeTH U IOJCTaHOBOYHAsl Macka

- Homep cnucka goctymna ot 100 no 199

2. Kakue aBa mara o0ecne4yuBalOT caMblii OBICTPBIA cnoco0d noJHoro ynajgeHus ACL-
cnucka ¢ mapmpyruzaropa? (Boidepure aBa.)

- Ynanenune ACE — enuHCTBEHHBIH HEOOXOIUMBII 1Iar.

- U3smenute Homep ACL, uto6s1 oH He coBnagan ¢ ACL, cBsi3aHHBIM ¢ HHTEPEHCOM.

- Ckomupyiite ACL B TeKCTOBBI penakTop, aA06aBpre no mnepen kaxasiMm ACE, 3atem
ckorupyiite ACL oOpaTHO B MapmipyTU3aTop.

- Ynanure BXosmryro/ucxosmryto cceuiky Ha ACL u3 uaTepdeiica.

- Ucnonw3yiiTe kOMaHy no access-list st ynanenus Bcero ACL.

- Hcnonb3yiiTe KIIOUEBOE CIIOBO NO M MOPsSAKOBBIH Homep Kaxkaoro ACE B mMeHOBaHHOM
ACL, KOTOpBII1 HYKHO YJalIHUTh.

3. Kakme aBa THHA aJpecoB cJjeayeT 3amnpelmiaTb BXOAAIIMM Ha uHTepdeiic
MapumpyTu3aTopa, noakiaw4deHHblii kK Untepuery? (Boidepure aBa.)

- yactHble [P-agpeca

- mro6oit [P-anpec, HaunHaromwmiics ¢ mudpsr 127

- moboii IP-anpec, HaunHaronmMiics ¢ Uudpsr 1

- IP-anpeca, nepeBenennble ¢ nomouibio NAT

- obmenoctymnuelie [P-agpeca

4. KakoBbl [1Ba BO3MOKHBIX OIpaHH4YEHHMs HCIOJIb30BAaHWS OpaHamay’pa B ceTH?
(Bb10epuTe 1Ba.)

- OH obecneynBaeT JAOCTYI K MPUTIOKEHUSIM U KOH(UISHIMATBLHBIM pecypcaM AJis BHEUTHUX
HEHAJI)KHBIX MOJIB30BaTENEH.

- DTO YCIIOKHSIET yIpaBlieHHE O€30MaCHOCTHIO, MOCKOIBbKY TPEOYET pa3Tpy3Ku YIpaBICHHS
CETEBBIM JOCTYIIOM K YCTPOMCTBY.

- HempaBuiibHO HacTpOEHHBIN OpaHAMay3p MOXKET CO3/1aTh €AMHYIO TOUKY OTKa3a.

- HpOI/ISBOHI/ITeJ'IBHOCTI) CETU MOXKET CHU3UTHCH.

- OH HEe MOXeET JIe3UH(PUIMPOBATH MOTOKH MPOTOKOJIOB.

5. Bbpanamaylp Kakoro THNA HCHOJb3yeT NPOKCH-CepBep AJds MNOAKIIYEHUs] K
yAaJleHHbIM CepPBepPaM 0T HMEHHU KJIUEHTOB?

- MEXCETEeBOU IKPaH C OTCIS)KUBAHHEM COCTOSHUS

- MEXCETeBOH dKpaH 0e3 COXpaHEHUs COCTOSHHS

- MEXCETEeBOM dKpaH ¢ (pUIbTpalreil maKeToB

- OpanaMayap 1UTI03a TPUIOKEHUN

6. Kakue aBa yTBepiIAeHHMsl ONHMCHIBAIOT JBe MOAEIM KOH(PUIYypaHMH MeKCeTeBbIX
skpanoB Cisco I0OS? (Bbibepure nBa.)

- ZPF pomxeH OBITh BKJIIOYEH B KOH(UIypaluu MaplipyTU3aTopa Mepe] BKIYEHHEM
KJlaccuueckoro opanamayapa 10S.

- Kinaccuueckuit Opannmayasp IOS u ZPF He MoryT 6bITh 00BEAMHEHBI HA OIHOM HHTepdeiice.

- Knaccuueckue Opanamayspel IOS u wmonmenn ZPF wmoryr ObITh  BKIIOUEHBI Ha
MapIIpyTHU3aTOpe OJHOBPEMEHHO.



- O6e momenmu IOS Classic Firewall u ZPF tpebytor ACL nnst ompeneneHus HOJIUTUK
dbunpTparuu Tpaduka.

- Ilepen Bxmouennem ZPF HeoOXomuMo BKIIOYHMTH Kiaccuueckue Opanamayspel I0S B
KOH(UTypanuu MapupyTu3aTopa.

7. Cnenuaauct nmo de3onacHoctu paspadarsiBaer ACL, 4T00bI 3aNIpeTUTh J0CTYNl K BeO-
cepBepy BCeM COTPYAHMKAaM oTAena mpoaax. IlepcoHany oraena mpoaax HasHadaercst
anpecauuss u3 mnoxaceru IPv6e 2001:db8:48:2c::/64. BebG-cepBepy Ha3Hauaercsi ajapec
2001:db8:48:1¢::50/64. Kakue TpM KOMaHIbI NOTPeOYIOTCH IS HACTPOMKH CIHCKA
KOHTpoJsi aoctyna WebFilter na wunrepdeiice LAN aiasi TOproBoro mnepconasna?
(Bb10epuTe TpH.)

- permit tcp any host 2001:db8:48:1c::50 eq 80

- deny tcp host 2001:db8:48:1c::50 any eq 80

- deny tcp any host 2001:db8:48:1c::50 eq 80

- permit ipv6 any any

- deny ipv6 any any

- ip access-group WebFilter in

- ipv6 traffic-filter WebFilter in

8. KakoBbl 1Ba pa3/Iinyusi MeKAy MesKceTeBbIMH 3KPAHAMM C COXPAHEHHEeM COCTOSTHUS U
0e3 coxpanenus cocrosinus? (Boidoepure nBa.)

- bpanamaysp 0Oe3 coxpaHEHHs COCTOSHUSL MOKET (MIIBTPOBATh CEAHCHI, HMCIIOJIb3YIOIINE
JMHAMUYECKOE COTJIACOBAHME IIOPTOB, B TO BpeMs Kak OpaHIMaydp C OTCICKHBAHUEM
COCTOSIHUSL HE MOJKET.

- bpanamaysp 0e3 coxpaHEHHs COCTOSHHS OyAeT MPOBEPSATh KAXKABIH MakeT OTIAENbHO, B TO
BpeMsl KaK MEXCETEBOM HKpaH C OTCIEKHBAHUEM COCTOSIHMSI HaOJIOJaeT 3a COCTOSHUEM
COCIMHEHUSI.

- bpangmaysp ©0e3 cOXpaHEHMsI COCTOSHUS MpelocTaBisieT Oouiblie HHGOpMALUU JUIs
KYpHAJIOB, 4eM OpaHaMaydp C OTCIE)KUBAHUEM COCTOSHHSL.

- bpanamaysp ¢ OTClIeXKHMBAaHHEM COCTOSIHUS TPEAOTBPATUT CIy(QHUHI, ONpEAEiHB,
NPUHAIIEKAT JIM TAKEeThl CYIIECTBYIONIEMY COEAMHEHHUIO, B TO BpeMs Kak OpaHamaysp 0e3
COXPaHEHMsI COCTOSIHUS CJIEAYET MPEIBAPUTEIILHO HACTPOSHHBIM Ha0opaM MpaBHJl.

- bpanamaysp 0e3 coxpaHeHHMs] COCTOSIHMSI obOecrieuuBaeT 0oJiee CTPOrMi KOHTPOJIb HaJ
0€301aCHOCTbI0, YeM OpaH/IMay3p € OTCIIEKUBAHUEM COCTOSTHHSL.

9. B yem npenmymecrso HIPS, koroporo ner B IDS?

- Cucrema HIPS oGecnieunBaet ObICTpBII aHAIU3 COOBITHI MOCPEICTBOM MOAPOOHOTO BEIEHUS
JKYpHAJIOB.

- HIPS pa3BepTbIBaeT 1aTUMKU B TOUKAX BXO/A B CETh U 3aIIUIIAET KPUTUUECKH BaKHbIE
CErMEHTHI CETH.

- HIPS orcnexuBaetr ceTeBble MPOLIECCH] U 3aLUIIAET BaXKHbIE (aliIbl.

- HIPS 3amuinaer BaxHbIE CUCTEMHBIE PECYPCHI U OTCIIEKUBAET IPOLIECCHI ONIEPALIMOHHON
CUCTEMBI.

10. Kakyio ungopmanuio 10/kHa oTejie:kuBaTh [PS, 4To0b1 00HAPYKMBATH aTaKH,
COOTBETCTBYHIOIIIHE COCTABHON cUrHaType?

- 00111ee KOJIMYECTBO TAKETOB B aTake

- COCTOSTHUE TTAKETOB, CBSI3aHHBIX C aTaKOU

- IEPUO/] aTaKH, UCTIOJIb3YEeMbIH 3JI0yMBIITUICHHUKOM

- IPOITYCKHAsl CIOCOOHOCTH CeTH, TOTpebIsieMast BCEMH MaKeTaMH



11. Kakoii HHCTPYMEHT MOKeT BBINOJHATH aHAJIM3 TpadguKa U NOPTOB B PeaIbHOM
BpPeMeHH, a TAKKe 00HAPYKMBATh CKAHUPOBAHHE IOPTOB, CHATHE OTNEYATKOB U aTAKH
nepenoJiHenusi 0ygepa?

- SIEM

- Nmap

- Snort

- Netflow

12. Kakas npoueaypa pekoMeHayeTcsl VIS CHUKEHHsI BeposITHOCTH ciyunra ARP?
- Bxirouenue otcnexxuBanue DHCP niis BeiOpanabsix VLAN.

- Bxrouenue [P Source Guard Ha TOBEpEeHHBIX MTOpPTaX.

- Bximtouenue DAI B VLAN ynpasnenust.

- BxiroueHue 3ammTy NopToB I100aJIbHO.

HDaBI/IJIa BBICTABJICHHUS OLICHKH 110 PE3yJIbTaTaM CaMOCTOSTEILHOMI Da60TBII

OreHka mo pe3ysnbTaTamM caMoCTOSATEIbHON padOThl CYUTACTCS B OajUIax Mo CIAEAYIOIIEMY
MPUHIIMITY: PABUIHHO BHIIOJHEHHOE
- 3a7aHue ¢ 1 BapuanTom oteta — 1 Oa,
- 3aJlaHUe C MHOKECTBEHHBIM BBIOOpOM — 2 Gaina, 1 6amt - eciiu TOJIBKO OMH OTBET BEpHBIiL, 0
0aJlJI0B — €CIM HET MPaBUJIbHBIX OTBETOB MJIM BHIOPAHO OOJIbIIE BAPUAHTOB, YEM HEOOXOIUMO;
- 3aJ1aHUE C COMOCTaBICHUEM — 2 Oaia.

[TosnHOCTBIO HEMPABUIILHO BHINOJIHEHHOE 3aaHue — 0 6aysioB.

HabpanHoe konn4yecTBO OaijioB MHTEPIPETUPYETCS B MPOIEHTHOE COOTHOLICHHE H
onenuBaercsa. Ot 70-100% - pabora 3acunrana, meHee 70% — paboTa He 3acuuTaHa (3HAHUS U
YMEHHMsI Ha JJAHHOM 1Tare OCBOCHUS JUCIUILIMHBI He COPMUPOBAHBI).

2. Cnucok BONIPOCOB M (MJIM) 3aJaHMIl 1)1 MPOBeJeHHsI IPOMEKYTOYHOH aTTecTAlluH

Ha MoMeHT mpoBeieHHs NPOMEXYTOUHOH aTTeCcTalMM AOJDKHO OBITh BBIIOJIHEHO U
3acuutaHo He MeHee 70% JomalHux pador.

HpaBn.na BbICTABJICHHUA OLICHKHN HA 3K3aMCHE.

DK3aM€H COCTOUT U3 JBYX YacTeH.

1 gacts:

Beinonnenune npakTudeckoi paboTsl B mporpamme Cisco Packet Tracer.
Hemu:

Hactpouts Opanamaysp ASA i peanu3aiyy NOJUTHK O€30MacHOCTH.
HacTtpouts 6e30macHOCTh ypOoBHS 2 Ha KOMMYTATOpE JIOKaJIbHOU CeTH.
Hacrtpouts mexcaiitossiii [Psec VPN.
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Kaxnas mens BKIOYaeT B ceOs OMPEICIICHHOES KOJMYECTBO HACTPOEK, KOTOPBIC
HEOOXOIMMO BBITIONHUTH. 32 KKy BEPHO BBITOJHCHHYI) HACTPOWKY HAYUCIISIOTCS OaJUTHI.
MakcumanbHOe KoiaudecTBO OamioB — 95. HabpaHHble Oaiibl HHTEPIPETUPYIOTCS B MPOLEHTHI
OT MaKCUMAJIbHOI'0 KOJIMYEeCTBA OalIoB.

PaGota cuntaercs BBINOIHEHHOMN ecliu CTYAeHT BbinoaHui 70% TpeboBaHus.

BpemenHoe orpannueHre Ha BBHITIOJHEHUE MPAKTUICCKOM paboThl — 90 MUHYT.

[Ipu ycioBUU yCHENIHOTO BBIOJHEHUS PabOTHI CTYIEHT MEPEXOIUT KO BTOPOH 4YacTU
JK3aMeHa.

2 4acTh:

Hrorosbiii Tect
B tecte mpencraBieHsl 3a1aHUs Ha MPOBEPKY 3HAHMU MO Kypcy «OCHOBBI MOCTPOEHUS
3allMIIEHHBIX KOMIIBIOTEPHBIX ceTei». B Tecte B cpeanem 60 BOmpocos.
KonndecTBo MOnbITOK BeIMOJIHEHUS - 1.
Bpewms Ha npoxoxenue tecta — 90 MUHYT.

IIpumeps! BOpocos:

1. CereBoif aAMMHHCTPATOP HACTPANBaeT peaau3annio AAA Ha ycTpoiicTBe ASA.
Ha uTo ykasbiBaet onmus 1ink3?
ciscoazag config terminal
ciscoasza(config) # aaa-server TACACS-GREF protocol tacacs+
ciacoasa(config-aaa-server—-group) # aaa-server TACACS-GEP (link3) host 192.168.1.10
ciscoasa(config-aaa-server—-group) # exit

*  CEeTEeBOE MMs, B KOTOPOM HaxoJuTcs cepBep AAA

* KOHKpeTHoe uMs cepsepa AAA

*  [IOCJIEZIOBATEIBHOCTh CEPBEPOB B rpyIiie ceppepoB AAA
*  uMHdA HHTepeiica

2. Uto obecneynBaeT 0€30MACHYI0 CerMEHTALMIO H 3aLIUTY OT YIPO3 B PellleHUH
Secure Data Center?
» [Iporpammuoe ob6ecnieuenne Cisco Security Manager
=  AAA-cepsep
* AJanTHBHOE YCTPOMCTBO 0€30MaCHOCTH



» CucreMa npeloTBpalIeHNs] BTOPKEHUIN

3. UTo O0yaeT pe3yjbTaTOM HeyJA4YHbIX MOMBITOK BX0/Ja B CHCTEMY, €CJI HA
MapmpyTu3aTope 0yaeT BBeJeHa CJeAyolas KoManaa?

login block-for 150 attempts 4 within 90

* Bce nonbiTkH BXosa OyayT 3a0s10kupoBanbl Ha 150 cexyn, eciau B TeueHue 90 cexyHa
Oyner 4 HeyJTauHBIX TOMBITKH.

* Bce nonbiTkH BXoa OyayT 3a0s10kupoBanbl Ha 90 cexyH, ecnu B TeueHue 150 cexyna
Oyner 4 HeyJauHBIX TOMBITKH.

* Bce monbiTku Bxosia OyayT 3a0iokupoBanbl Ha 1,5 yaca npu 4 HEeyJauHbIX MTONBITKAaX B
teuenue 150 cexynz.

* Bce nonwiTku BXo1a Oy1yT 3a0JIOKMpOBaHbI Ha 4 yaca, eciii B TeueHue 150 cexyHq
Oyner 90 HeyAauHbIX MOIBITOK.

4. Kakue n1Be Mepbl 0€30I1aCHOCTH UCHOJIb3YIOTCS 1/l 3aIIIUThl KOHEYHbIX TOUYEK B
cetu 0e3 rpanun? (BoiOepure aBa.)

= denylisting
= Snort IPS
= DLP

= DMZ

= rootkit

5. Kakue Tpu THIA TpaduKa pa3peleHbl, KOraa 0blia BBeJeHa KOMaH/Ia
authentication port-control auto, a kJueHT ele He npome ayreHTupukanuio? (Bridepure

TPpH.)
= CDP
= 802.1Q
= IPsec
= TACACS+
= STP
= EAPOL

6. PaccMoTpuM KOMaHAy CIIHCKA JOCTYIA, IPUMEHsIeMYI0 /I MCXOASLIero
Tpaduka Ha MOC/Ie0BaTeIbHOM HHTepdeiice MapuIpyTH3aTOpA.

access-list 100 deny icmp 192.168.10.0 0.0.0.255 any echo reply
Kaxkoii 3¢pdekT 0T NpUMeHeHNs 3TOIl KOMAaH/AbI CIMCKA J0CTyna?

» EauncTBeHHBIN 3anpelieHHbIA TpapUK — 3TO 3X0-OTBETHI U3 CETH
192.168.10.0/24. Becb ocTanbHO# TpaduK pa3perieH.

» EauncTBeHHBIM 3ampenieHHbIM TpadukoMm saBisercs Tpaduk Ha ocHoBe ICMP. Bech
OCTaJIbHOM TpaduK pasperieH.

»  Ucxonsamumii Tpaduk yepes nocieaoBareabHbli HHTEpdelic 3anperieH.

= [lonp3oBarensim B cetu 192.168.10.0/24 He pa3pemiaeTcs nepeaaBath Tpaduk B Jr000€
JIpYyroe MecTo Ha3HAYeHHUS.

7. Kakue n1Be GpyHKIIUM BK/IHOYeHbI B IPOoTOK0JIbI TACACS+ 1
RADIUS? (BbiGepure aBa.)



*  SIP-momnepxka

* mumdpoBaHUE MAPOIIS

=  popaepxkka 802.1X

*  OTJAETbHBIC MPOIECCH AyTEHTU(UKAIIMY U aBTOPU3ALIUN
*  HCIOJb30BaHUE MPOTOKOJIOB TPAHCIIOPTHOT'O YPOBHSI

8. Kakoii BbIBOJ MOKHO C/1eJIaTh U3 BbIBOJa KoMaHbI show crypto map,
MOKA3aHHOI0 HA MapupyTu3zarope R1?

Site 1 Site 2
10.0.1.0/24 172.30.2.1 172.30.2.2 192.168.1.0/24

so/o/o

10.0.13
192.168.1.3

R1f show crypto map
Interfaces using crypto map NiStTeStl:

Crypto Map IPv4 "R1-R2 MAP" 10 ipsec-isakmp
Peer = 172.30.2.2
Extended IP zccess list 101
access-list 101 permit ip 10.0.1.0 9.0.0.255 152_.1€8.1.0 0.0.0.25%5
Current peer: 172.30.2.2
Security association lifetime: 4€08000 kilobytes/S00 seconds
Responder-Only (Y/N): N
PFS (Y/N): Y
DH group: group24
Mixed-mode : Diszbled
Transform sets={
R1-RZ2: { esp-aes esp-sha-hmac |} ,
}
Interfaces using crypto map R1-R2 MAP:
R1¢

= Kpunrokapra emie He TpIMEHEeHa K HHTepdeicy.

» Tekymuii [P-anpec ogHopanrosoro y3na foykeH Obith 172.30.2.1.

» CymiecTByeT HECOOTBETCTBUE MEX/1y HaOOpaMu peoOpa3oBaHUsL.

» Kondurypanus TyHHENs YCTAaHOBJICHA U MOXKET OBITh TPOTECTUPOBAHA C TIOMOIIHIO
pacCUIMPEHHBIX IX0-3aMPOCOB.

JK3aMEHALMOHHAS OLICHKA BBICTABJISIETCH M0 MTOraM TeCTa M0 NPaBHJIAM:
B ciyuyae HeBbIOMHEHUS IPAKTUUECKOI paboThI (4acTh | 3K3aMeHa) CTYyIEHTY
BBICTABIISIETCS OLIEHKA «HEYJOBJIETBOPUTEIBLHO.

Hroru MPOXOKACHUA TCCTA OUCHHUBAKOTCA CICAYIOIUM o6pa30M:

- 3a1anue ¢ 1 BapuanTom otBera — 1 Gam;

- 3aJlaHUE C MHOKECTBEHHBIM BBIOOpOM — 2 Oayuia, 1 6asut - eciiv TOJIBKO OJIUH OTBET
BepHbIH, 0 OANIIIOB — €CITU HET MPaBUIIbHBIX OTBETOB MJIM BHIOPAaHO OOJIbIIIE BAPUAHTOB, YEM
HEOOXO0INMO;

- 33JIaHKE C COMOCTaBJICHHEM — 2 Oajia.

[ToyTHOCTBIO HETPABUIIHLHO BHITIOJTHEHHOE 3a1aHue — () OaJiioB.

B cpenneM, MmakcuManbHOE KOJIMYECTBO OAIIOB 10 utoram (punamsHOro Tecta — 100

HabOpanHoe kou4ecTBO 0a/UI0B HHTEPIIPETHPYETCS B TIPOIIEHTHOE COOTHOIICHUE H
oneruBaercsa. OT 90-100% cooTBeTCTBYeT o1eHKe «0TIUIHO», 80-90% — oreHke «xopomioy, 70-
80% — oreHKe «YAOBIETBOPUTETHHO», MeHee 70% — OlleHKa «HEeYA0BIETBOPUTEILHO» (3HAHUS
¥ YMEHUS Ha JIAHHOM 3Talle OCBOSHUS JIUCIUTUINHBI He C(DOPMHUPOBAHEI).



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
«be30macHOCTh KOMIIBIOTEPHBIX CeTei»

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOW (opMOll H3NMOKEHHST Y4eOHOTO Marepuana Mo auciuiuimHe «OCHOBBI
MOCTPOCHHUS 3aLIUIIEHHBIX KOMIBIOTEPHBIX CETEW» SBIIAIOTCS JEKIUU U MPAKTHUYECKHE PadOThI,
IpUYEM B JIOCTATOYHO OOJNBIIIOM O0OBEMe. ITO CBA3aHO C TEM, YTO B OCHOBE Kypca «OCHOBBI
MOCTPOCHHUS 3AIUIICHHBIX KOMIIBIOTEPHBIX CETEil» JieKaT caMble COBPEMEHHbBIE TEOPETUUYECKUE
U TIPAKTUYECKHE 3HAHUS U HaBBIKU. [10 BceM TeMaM MpeayCMOTPEHBI MPAKTUYCCKUE 3aHATHS, HA
KOTOPBIX MPOUCXOAMUT 3aKpeIJICHUE JIEKIIMOHHOTO MaTepualia MyTeM IPUMEHEHHs] ero K
KOHKPETHBIM 337]a4aM U 0TpabOTKa HABBIKOB PAOOTHI C CETEBBIM 000PYIOBAHUEM.

Jljis ycrenHoro OCBOSHMUS AUCHUILIIMHBI OY€Hb BaXXHO PEIlIeHHE JOCTATOYHO OOJBIIOro
KOJIMYECTBA TEOPETUYECKHUX U MPAKTUYECKUX padOT, KaK B ayJUTOPHH, TAK U CAMOCTOSITEIIHHO B
KayecTBe JOMalIHUX 3afaHuil. [Ipumepsl pemieHus paboT pazOuparoTcss Ha JCKIUSAX U
MPAKTUYCCKUX 3aHATUSAX, NPH HEOOXOTUMOCTH MO HamOojee TPYIHBIM TeMaM TIPOBOJSATCS
JOTIOTHUTENIbHBIE KOHCYNbTalud. OCHOBHAS LI€Jb PEIICHUS TEOPETUYECKUX M MPAKTUYECKHX
paboT — MOMOYb YCBOUTH (PYHIAMEHTAIBHBIC TTOHITHS H OCHOBBI KOMITBIOTEPHBIX CETCH.

3amaHus A CaMOCTOSITENILHOTO pelieHus: GOpMYyIUPYIOTCS Ha JIEKIUSAX U MPAKTUYECKUX
3aHATUSAX. B KadecTBe 3amaHUil U1 CaMOCTOSTENILHONW PadOThI AOMa CTyJEHTaM IpeaIaraloTcs
3aJja4uM, aHAIIOTMYHBIE Pa300paHHBIM Ha JISKIHMIX U MPAKTHUECKUX 3aHATUSX UM HEMHOTO OoJee
CJIO’KHBIC, KOTOPBIE SIBJISIOTCS PE3YIbTaTOM OOBEAMHEHUS HECKOIBKIX 0a30BbIX 3a1ad. [TomHbIi
CIIUCOK 3aJJaHuil AJI1 CaMOCTOSATENbHON paboThI 10 TeMaM (pa3zenaMm) IUCHUTUTMHBI IPUBEICH B
OVYK B LMS Moodle «OcHOBBI MOCTpOCHUSI 3aIIMIICHHBIX KOMIBIOTEPHBIX ceTei» u DYK B
LMS NetAcad. Bompocsl, BO3HHKAIOIIME B MPOLECCE WM [0 UTOraM PELICHHs JTHUX 3a/1ad,
MOYKHO 3a71aTh Ha KOHCYJIbTanusaX win B popyme (dare) B DYK B LMS Moodle.

Jliia camoCTOSITENBbHOM PadoThI, B TOM YHKCJE U MOBTOpPa, pa300paHHOrO Ha JIEKIUAX U
MPAKTUYECKHUX 3aHITHIX MaTepuaja IePBOro CeMeCTpa U3ydeHUs TUCITUILTUHBI, PEKOMEHIYCTCS
UCIIOJIb30BaTh yueOHO-MeToauueckoe mocobue B LMS NetAcad. Marepuan kaxaoro pasuena
BKJIIOUAET B ce0s M3JI0KEHHE TEOPETHYECKOro MaTrepualia Mo 3aJaHHON TeMe, KOTOpBIM 3aTeM
WTIOCTPUPYETCS MOAPOOHBIM pelIeHHeM TUIWYHBIX 3a7ad. B 3akitoueHue Kaxaoro pasziena
MIPUBOJIATCS 33JJaHUS I CAMOCTOSTEIILHOTO PEIICHUS, OTBETHI K ATHM 3aIaHUSIM B YKa3aHHS 110
UX PEIICHUIO MMOKA3bIBAIOTCS MOCIE X BHITTOTHEHHUS.

B koHIIe n3ydeHus AUCIHUILTAHBI CTYICHTHI CAA0T dK3aMeH.

DK3aMeH MPUHUMAETCS B BHJIE TECTa M MPAKTHUECKON paboThl B mporpamme Cisco Packet
Tracer. IIpoBepsroTcsl 3HaHUS, MMOJYYEHHbIE B XOJI€ MPOXOXKACHUS Kypca, HaBbIKM M YMEHUS,
NpPUMEHSIeMbIE Il TOCTPOCHHsS CeTH M O0ECleueHUs JOCTaTOYHO BBICOKOTO YpPOBHS
0e30MmacHOCTH €€ padoTHI.



