MHUHOBPHAYKHN POCCUH
SpocaaBckuii rocynapcrBeHHblii yausepceuter uM. ILT. lemugoBa

Kadenpa koMproTepHOI 6€30MIACHOCTH U MAaTEMAaTHYECKUX METOAOB 00pabOTKN HHPOPMALIUU

YTBEPXIAIO

Jlekan MaTeMaTH4ecKoro (akymnbreTa

Hecrepos I1.H.
21 mas 2024 1.

Pabouas nporpaMMa qUCHMILINHBI

MeToabl OLIEHKH 0e3omacHOCTH KOMIIBIOTEPHBIX CUCTEM

Hanpasnenue noaroToBku (crennaibHOCTH)
10.03.01 NudopmannonHas 6€301acHOCTh

Hamnpasnennocts (poduis)
«be3onacHOCTh KOMIIBIOTEPHBIX CUCTEM (B chepe HHPOPMAIIMOHHBIX TEXHOIOTHIN )

dopma 00ydeHHsI OUHAs

[Iporpamma paccMoTpeHa [Iporpamma ono6perna HMK
Ha 3aceJaHuU Kadeapsl MaTeMaTH4ecKoro (akynbrera
ot 26 ampens 2024 r., nporokoa Ne 8 npotokos Ne 9 ot 3 mas 2024 1.

Spocnasnb



1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Lenpto oCBOEHUS MUCHUILTUHBI «METOABI OLIEHKH 0E30MaCHOCTH KOMIBIOTEPHBIX CHCTEM)
ABJISICTCA W3yY€HHE INPHUHLUIIOB U METOJOB OLEHKH O€30MaCHOCTH KOMIIBIOTEPHBIX CHUCTEM Ha
OCHOBE KOMIUIEKCHOTO IIOJIXOa K OIPEICICHUI0 aKTyaldbHBIX Yrpo3 O€30IacHOCTU B TaKUX
cucreMax B paMKax obOecrieueHus 0e30MacHOCTH HH(MOPMALMOHHBIX CHUCTEM M TEXHOJOIMH B
LEJIOM, U3y4eHHE MaTeMaTHYeCKUX OCHOB MOJCIUPOBAHMS IPOLECCOB OLECHKU O€30I1acCHOCTH
KOMITBIOTEPHBIX CHUCTEM, MOJIyd€HHE MPO(PECCUOHANBHBIX KOMIETEHIMI B 001aCTH COBPEMEHHBIX
TEXHOJIOTUH OIIEHKH 0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM.

OcHOBHBIE 33/1a4M JUCLUIUIMHBL:

— o0ydeHue CTyAEeHTOB 0a30BBIM IMOHATHUSAM COBPEMEHHBIX METOJOB OIEHKH 0€30IacHOCTH
KOMIIBIOTEPHBIX CUCTEM;

— o0ydeHue CTyJeHTOB 0a30BbIM METOAaM OLIEHKH 0€30IMaCHOCTH KOMITbIOTEPHBIX CHCTEM;

— OBJAJCHHE TNPAKTUYECKHUMHU HaBbIKAMH NPUMEHEHHS METOJIOB OIICHKH O€30IacHOCTH
KOMIIBIOTEPHBIX CUCTEM;

— packpbITHE (PU3MUECKON CYIHOCTH IOCTPOEHUS U KCIUTyaTallud KOMIBIOTEPHBIX CHCTEM C
TOUKU 3PEHMSI ONpPEAETICHUs aKTyalbHbIX Yrpo3 0€30MacCHOCTH B TAKUX CHCTEMax C LIEJIbI0
KOPPEKTHOTO pelIeHHs 3a7ad [0 [PUMEHEHUI0 METOJOB OLEHKH Oe30MacHOCTU
KOMIIBIOTEPHBIX CUCTEM.

2. MecTO AMCUUIIUHBI B CTPYKTYpe 00pa30BaTe/ibHON NPOrpaMMbI

JucuumnuHa «Meroabl OLEHKM O€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM)» OTHOCUTCS K
00s13aTeNIbHON YacTH 00pa30oBaTeIbHOM POrPaMMBI.

Jlist ocBOeHUSI JAaHHOW AUCIUIUIMHOW OOydJaroniuecss JOJDKHBI 00Ja3aTh 3HAHUSMU
OIEPALIMOHHBIX CUCTEM, BBIYMCIUTEIbHBIX CETeH, 0a3 JaHHBIX, a TaKXKe OCHOBHBIX METOJOB MX
3alllUThl, UMETh 0a30BbI€ HABBIKU IO aJMUHUCTPUPOBAHMIO BBHIYMCIUTENBHBIX CETEH U CPEICTB
3alUThl HH(OPMALIHH.

JlJi yCHemHoro 0CBOEHUsl JUCHUIUIUHBL «MeToIbl OleHKH 0€30IacHOCTH KOMIIbIOTEPHBIX
cucTeM» €l JIOJDKHBI IMPEeIIecTBOBATh CIEAYIONIME AUCHUILUIMHBL «OCHOBBI MH(OPMAIMOHHON
6e3omacHoCTH»; «OpraHn3alloHHOE U IIpaBoBOE oOecreueHne NH(HOPMAIMOHHONW 0€30M1acCHOCTHY;
«OCHOBBI yIpaBiieHHs] HTHPOPMALMOHHONW 0e30MmacHOCThION; «lIporpaMMHoO-annapaTHbIE CpeICcTBa
3amuThl nHopManuny»; «be3onacHocTh OnepalmoHHbIX cucTeM»; «CucTeMsl yrnpasiaeHus 0azamMu
NaHHbIX»; «be3omacHocTh cucreM 0a3 naHHBIX», «KommbloTepHble ceTn»; «CeTh M CHCTEMBI
nepenaun  uHpopManumy; «be3onacHOCTh KOMIBIOTEPHBIX ceTei»; «KommekcHas 3ammura
00BEKTOB HHPOPMATU3ALTUNY.

HucuumnuHa «MeToabsl OLEHKH O€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM»  SIBIISIETCA
OpPE/IIECTBYIONIEH Ul TPOXOXAEHUS TMPOU3BOJACTBEHHOW W MNPEJAUIUIOMHONM NPAKTUKUA U
UTOTOBOM I'OCYapCTBEHHOM aTTECTAIINH.

3. [InanupyemMblie pe3ybTaThl 00y4YeHUs] MO TUCIHUILINHE, COOTHECEHHbIE C IUIAHNUPYeMbIMH
pe3yJbTaTaMHU OCBOEHHs 00pPa30BaTeIbHOI MPOrpaMMbl

[Ipouecc u3yueHus: AMCUUILIIMHBI HAIIpaBJieH Ha GOpMHUpPOBAHUE CIAEAYIOUINX KOMIETEHIIHH
B cootBercTBUM ¢ PT'OC BO, OOII BO 1 npuodpeteHus cienyromux 3HaHuH, yMEHUH, HaBBIKOB U
(unu) ombITa AESITELHOCTHU:

dopmupyemas NuaukaTop nocTHKEHUs! Ilepeuennb
KOMINeTeHI s KOMIIeTeHIIN U IJIAHMPYEMBIX Pe3yJIbTATOB 00y4eHusl
(xoa u popMyaMpoBKa) (xoa u popMyaupoBKa)
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OIICHKE YPOBHS
0€e30MacHOCTH
KOMITBIOTEPHBIX CHCTEM

2 |OneHka ypoBHs 8 4 8 2 25
0€e3011aCHOCTH
KOMIIBIOTEPHBIX CHCTEM:
0011I1e TOHSITUS U
onpeeIcCHUs

3 |CranzmapThbl MPOBEACHHUS 8 8 2 20
OLICHKH YPOBHS
Oe3omacHOCTH
KOMITBIOTEPHBIX CHCTEM

4 |MeTomoa0THs OLIEHKA 8 8 8 2 25
YPOBHS 0€30MaCHOCTH
KOMITBIOTEPHBIX CHCTEM.
Opraam3arnus mpoiiecca
OIICHKH YPOBHSI
6e30MmacHoOCTH
KOMHI)IOTCpHI)IX CUCTEM

5 |MHCTpyMEHTaNBHBIC 8 8 | 12 1 20
CpeZCTBa OLEHKH YPOBHS
0e30macHOCTH
KOMITBIOTEPHBIX CHCTEM

03| 7,7 |3auer

HUTOI'o 32 | 32 8 |103]107,7

Coneprxanue pa3aeoB THCHHILTHHBI

Tema Ne 1: BBoanas jiekuusi. BazoBble cBeleHUs1 0 IPOBepPKe U OlleHKe YPOBHSI 0€30MaCHOCTH
KOMIIBIOTEPHBIX CHCTEM.

ITpoBepku u ouenku ypoBHs Wb opranusanuu. OneHka ys3BUMOCTEH KOMIIBIOTEPHOW CUCTEMBI.
PasHoBugHOCTH IIPOBEpPOK M OLEHOK ypoBHS Wb opranmsanuu. PeIHOK aHaIMTHYECKHX YCIYT B
cthepe Ub. Mecto u ponb aynuta B Moaenu ooecnieuenus U1b.

Tema Ne?2: Pa3HOBMIHOCTH NpOBepoKk M oueHOK YypoBHs UB opranuzanmu. PbiHOK
a”HajuTHYecKHX ycayr B cepe UB. Mecro u poJb ayaura B Moaen odecniedenuss Ub.
bazoBele onpeaenenus. [lpunuunel u  ¢opmsl ayauta Wb opranmzanun. OcobeHHOCTH
ABTOMATU3MPOBAHHBIX HMH(POPMAIMOHHBIX CHUCTeM Kak oO0bekToB ayautra Wb. Wcexognas
KOHIIETITyalbHas cxema (mapaaurma) nposeneHus ayaura Ub.

Tema Ne 3: CranaapTsl NpoBeAeHUsI OLIEHKH YPOBHS 0€30MaCHOCTH KOMIbIOTEPHBIX CHCTEM.
3akoHoJaTeabHass M1 HopMaTuBHas 6a3a ayaura Mb. CTpykTypa MeXIyHapOIHBIX CTaHJIApPTOB IO
Nb. O6nactes npumenenus. Ilpoueccnas monens ympasinenus Wb, Onenka 3penocTd CHUCTEMBI
ynpasnenus Ub. ISO 27001, ISO 27002. Crannaptel ISO/IEC u TOCT UCO/M3K 27005, BS
7799-3. Anammz puckoB Ub. O6mme kputepuu (I'OCT P MCO/MOBK 15408). PykoBopasmue
nokymeHTel @CTOK Poccum ayaut B Hensx cepTU(UKAUM CPEACTB 3aIIUTBl M aTTeCTalluu
o0bvexkToB MHpopMmaTuzauuu. Cranmapt banka Poccun CTO BP UBBC- 1.1. CoBit. Crangapr
aynurta PCI DSS. CooTBeTcTBHE U B3aMMOJIEHCTBHE MEXAYHAPOJAHOTO U POCCUICKOTO MOJIX00B U
METO/IOB ayauTa 6€30MacHOCTH.

Tema Ne4: MeToa0/10Tusi OUEHKM YPOBHS 0€30IMAaCHOCTH KOMIBIOTEPHBIX CHCTEM.
Opranuzanus npouecca OLEeHKN YPOBHS 0€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM.

OcHoBHBIE 3Tanbl U MeTONBI paboT mo mpoBeneHuto ayauta Ub. [Iporpamma ayaura Ub. Coop
CBUJETENbCTB (MCXOAHOM wuHGopManuu) Uil mnpoBeaeHus ayauta HWb. Pexkomenmauuu 1o
IUIaHUpoBaHMIo ayauTa Mb. Pexomennanny no MoaeIupoBaHuio. JTanbl IPOBEAEHUS BHYTPEHHETO
u BHemHero ayauToB Ub: obmee u pazmuuunsa. Craguu ayauta Ub: mianupoBaHue; mOATOTOBKA;
MOJIEIMPOBaHKE; TECTUPOBAHKE; aHAIIN3; pa3paboTKa MpeIokKeHuH, JOKyMeHTUpoBaHue. JloroBop



o mposeacHuu BHewmHero ayaura HWb. Ilopsaok mmaHupoBanus ayaura. MeTonsl ayaura:
JKCHEPTHO-aHATUTHYECKUE; AKCIEPTHO-UHCTPYMEHTAJIbHBIE; MOJEJINPOBAaHNE JEHCTBUN
37I0YMBIIIICHHUKA. MeTonbl cOOpa MCXOAHBIX JaHHBIX: ONpoc, HaOdroneHue, aHauu3. MeToJbl
aHayM3a COOpaHHBIX CBUACTEILCTB. AYAMTOpCKas TpyIa: COCTaB, MpaBa U 00SI3aHHOCTH, POJIH,
NPUBJICUCHHE TEXHUUYECKUX CIEIHaTiucToB. OOS3aHHOCTU MPOBEPSAEMOM OpraHH3allMd BO BPEMs
ayauta Ub.

Tema Ne 5. MHcTpyMeHTa/IbHBbIE CPeICTBa OLEHKH YPOBHSI 0€30IIaCHOCTH KOMIIBIOTEPHBIX
CHCTEM.

Meroasl U HMHCTpyMEHTalbHbIE cpeacTBa mnposeneHus ayaura Hb. IIporpammusle cpexncrsa
aHanu3a u ynpabieHus. OLeHKa yS3BUMOCTEH KOMITbIOTEpHOM cucTteMbl cpenctBamu Dallas Lock.
WucTpymeHTapuii 6a30BOro ypoBHS - CIIPaBOYHBIE U METOJWYECKHE MaTepuanbl. IHCTpyMeHTapuit
Juisi  o0ecrieyeHus TOBBIIIEHHOTO YpoBHA Oe3omacHocTH. [1O0 wuaeHTHQUKAUMU U OLEHKU
3alIUIIAEMBIX PECYPCOB, YIpo3, YSA3BHUMOCTEH W Mep 3amuThl B chepe KOMIBIOTEpPHOW U
busnueckoit 6e3onacuoct npeanpusatus. CIIB, ux npumenenue u npumepsl cucteM. CoxpaHeHHe
JI0Ka3aTe’abCcTB BropskeHui. CTanaapThl B 00JaCT 00HAPYKEHHSI BTOPKESHUH.

5. O0pa3oBareibHbIe TEXHOJOTHMH, B TOM YHCJe TEXHOJOTHH 3JIeKTPOHHOTO O0y4YeHHs W
JAUCTAHIMOHHBbIE 00pa3oBaTe/IbHbIE TEXHOJOIMH, HCIOJb3yeMble NPH OCYIIeCTBJIEHHH
00pa30BaTeJILHOIO MPoIecca Mo JUCIIHIIHHE

B nporecce 00ydeHus: UCTIONB3YIOTCS clelyrolue 00pa3oBaTeIbHbIe TEXHOIOTUU:

BBoanas JeKuus — 1a€T IepBOE UEIOCTHOE NIPEACTABICHUE O TUCHUIUIMHE U OPUEHTUPYET
CTYJEHTa B CUCTEME WM3y4€HHUS NAHHOW JUCUUIUIMHBL. CTYAEHTBI 3HAKOMATCA C HAa3HAYEHHEM U
3aJauaMy Kypca, €ro poJibl0 U MECTOM B CUCTEME YUEOHBIX TUCHHIUIMH U B CUCTEME ITOATOTOBKHU B
nenoM. Jlaercst kpaTkuil 0030p Kypca, UCTOpHsS Pa3BUTHUsL HAYKU U NMPAKTHKH, JOCTHKEHHS B ITOM
cdepe, UMEHA M3BECTHBIX YUYEHBIX, M3J1araloTcsl EPCIEKTUBHBIE HallpaBiIeHUs ucciieqoBaHuil. Ha
9TOM JIEKIIMM BBICKA3bIBAIOTCSI METOAMYECKHE U OPraHU3al[IOHHbIE 0COOEHHOCTH padOThl B paMKax
JAHHOW JUMCUMIUIMHBI, a TakKe JaeTcsi AaHalIu3 pPEKOMEHIYyEeMOH y4yeOHO-MEeTOINYECKOU
JUTEPATYPHL.

AxajeMuyecKasi JeKIHUsA ¢ JIEMEHTAMH JIeKIHH-0ecebl — [10CIEI0BaTEIbHOE  U3JI0-
JKEHHUE MaTepualla, OCYLIECTBIIEMOE IPEUMYINECTBEHHO B BHIE MOHOJIOra IIPErnoAaBaTels.
DneMeHTHI JIeKIIMU-0ece/lbl 00eCcTIeunBat0T KOHTAKT IIPENoAaBaress ¢ ayIuTOpueH, 4To MO3BOJISET
NpUBJIEKaTh BHUMAaHHE CTYJEHTOB K HamOosiee Ba)XKHbIM TeMaM JUCLUIUIMHBI, aKTUBHO BOBJICKATh
UX B Y4e€OHBIH Mpoliecc, KOHTPOJIUPOBATH TEMII M3JI0KEHHs y4eOHOr0o MaTepHala B 3aBUCUMOCTH OT
YPOBHS €70 BOCIIPUATHS.

IIpakTHYeckoe 3aHATHE — 3aHATHE, IOCBSIICHHOE OCBOCHUIO KOHKPETHBIX YMEHHH U
HAaBBIKOB I10 3aKPEIUICHUIO TIOJYYE€HHBIX Ha JICKI[UU 3HAHUU.

Koncynbranuum — BujJ ydeOHBIX 3aHATUM, SBIAIOIUNACA OJHOM U3 (OPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ pa®oThl  cTyaeHToB. Ha  KoHCymbTamusx 1o mnpocb0e  CTYACHTOB
paccmaTpuBaloTcs HauOoJjiee CIIOXKHBIE MOMEHTBHI IPU OCBOCHHMHM MaTepuana IUCLUILIMHBI,
[IPENOaBaTelIb OTBEYAECT HAa BONPOCHI CTYAEHTOB, KOTOPBIE BO3HUKAIOT y HHUX B IIpolecce
CaMOCTOSITENIbHOM pabOThI.

6. IlepeyeHb JIMIEH3MOHHOT0 MW (WJIHM) CBOOOJHO PAaCHPOCTPAHAEMOI0 TPOrPaAMMHOIO
o0ecrnieyeHusl, MCIOJIL3YeMOI0 MNPH OCYLIECTBJIEHUHM 00pa30BaTEIbHOIO Ipolecca Mo
AUCHHUIINHE

B nporiecce ocymiecTBiaeHs: 00pa3zoBaTeIbHOTO MPOLecca MO JUCHUTUIMHE UCIIONB3YIOTCA:
s (GOPMUPOBAHUS MAaTEpUANIOB JJsl TEKYIIETO KOHTPOJISI yCIIEBAEMOCTH U TPOBEIEHUS
IPOMEXYTOUHON aTTecTaluu, 11 GOPMUPOBAHUS METOUUYECKUX MAaTEPUAIIOB 110 TUCIHUILIMHE:



- mporpammel Microsoft Office;

- n3narenbckas cucrema LaTex;

- Adobe Acrobat Reader.

IIpH IIPOBCACHUHN IIPAKTUUCCKHUX 3aHATHHI HCIIOJIB3YETCA ITPOrpaMMHOC o0ecrieyeHue:
- T1O "Dallas Lock 8.0-K";

- ITO "ViPNet Client 4.x (KC3)";

- CucremMa 3alIUThl TPWIOKEHHH OT HECAHKIIMOHMPOBAHHOrO JocTyma Positive
Technologies Application Firewal, konduryparus Education;

- MaxPatrol koudurypauus Education;

- MaxPatrol Security Information and Event Management, xoudurypamus Education;
- XSpider, xoudurypanus Education.

7. IlepeyeHb cOBpeMeHHBIX TNPodecCHOHANBbHBIX ©0a3 JAaHHBIX H HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCHOJb3yeMbIX MPH OCYLIECTBJIEHUN 00Pa30BaTeIbLHOI0 Mpolecca mo
AUCUUIIMHE (TPH HEOOXOAMMOCTH)

B mporiecce ocymiecTBiaeHus: 00pa30BaTeIbHOTO MPoLiecca MO AUCIUILITUHE UCTIONIb3YIOTCS:

- ABroMmMaTtusupoBaHHasg OubOnuoreyHo-uHpopmannonHas cucreMa «BbYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubaroTeyHas cucreMa «Jlaup» https://e.lanbook.com

- DrnektpoHHas OubaroTeyHas cucrema «fOpaiir» https://urait.ru

- DnexTpoHHas oubnmnoTeyHas cucreMa «KoHCYIbTaHT CTyIeHTa»
https://www.studentlibrary.ru

8. [lepeyeHb  OCHOBHOIi W  JOMOJHHUTEIbHOW  Y4yeOHOHi  JHUTepaTypbl, PecypcoB
HHGPOPMALIMOHHO-TEJIEKOMMYHUKANMOHHO cetn «UHTepHer» (IpM HEO0XOAUMOCTH),
PeKOMEeHIyeMbIX /1JIs1 0CBOEHHS 1N CHUTITUHbI

a) OCHOBHAag JIMUTEpPaTypa
1. lllanprun B. @. 3ammra nHbopManuu B KOMIBIOTEPHBIX cucTeMax U ceTsax - M.: JIMK

Ipecc, 2012. https://www.studentlibrary.ru/ru/doc/ISBN9785940746379-
SCNO0000/000.html
2. BuykoB A.A. 3ammra wuHbopmammu: ydeOHOe mocobme Juii By30B — MocCKBa:

W3narensctBo IOpaiit, 2022. https://urait.ru/viewer/zaschita-informacii-490277

0) 10MOJIHUTE/ILHASA JIUTEPATypa
1. O. B. [Ipoxoposa MudpopmarmonHas 6e30macHOCTb U 3amuTa nHpopmarmn — CaHKT-
[MerepOypr: Jlans, 2023 https://reader.lanbook.com/book/293009
2. Meronuka oueHKH yrpo3 Oe3zomacHocTH HH(popMaruu. MeToauyeckuil JOKYMEHT.
Yreepxkaen DPCTOK Poccum ot 5 despans 2021 r. https:/fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-
2021-g?ysclid=ljcy4eazls489592580
3. Mepsl 3ammrThl HH(pOpPMAIMK B TOCYIAapCTBEHHBIX HMH(OPMAIIMOHHBIX CHUCTEMax,
Meroanueckuii nokymeHT. YT1BepxkaeH DCTOK Poccum or 11 despans 2014 .
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/metodicheskij-dokument-ot-11-fevralya-2014-g?ysclid=ljcy4x6wc1613692206
4. PernaMeHT BKJIIOYEHHMS HHPOpPMALUU 00 YA3BHUMOCTAX IMPOrPaMMHOIO obOecredeHus
UIIPOrpaMMHO-AIIApPaTHBIX CPEACTB OaHK JaHHBIX Yrpo3 Oe3omacHOCTH HHGOpMaLUu
OCTDOK Poccun. https://bdu.fstec.ru/site/requlations
5. besonacHocTs HMH(OpPMAMOHHBIX TexHojoruil. Kputepum oneHkun Oe3omacHOCTH
MH(POPMALIMOHHBIX  TexHoyoruil. PykoBomsmmit  nokyment. Ilpuka3 mpencenarens



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://www.studentlibrary.ru/ru/doc/ISBN9785940746379-SCN0000/000.html
https://www.studentlibrary.ru/ru/doc/ISBN9785940746379-SCN0000/000.html
https://urait.ru/viewer/zaschita-informacii-490277
https://reader.lanbook.com/book/293009
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/2170-metodicheskij-dokument-utverzhden-fstek-rossii-5-fevralya-2021-g
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/2170-metodicheskij-dokument-utverzhden-fstek-rossii-5-fevralya-2021-g
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=ljcy4eazls489592580
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=ljcy4eazls489592580
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=ljcy4eazls489592580
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-11-fevralya-2014-g?ysclid=ljcy4x6wc1613692206
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-11-fevralya-2014-g?ysclid=ljcy4x6wc1613692206
https://bdu.fstec.ru/site/regulations

I'ocrexkomuccuu Poccum ot 19 wmromst 2002 r. Ne 187. https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-19-iyunya-
2002-g-n-187?ysclid=ljcy6gacow955875934

6. Cepus crannaptoB MCO 27000 «MHpOpMaIMOHHBIE TEXHOJIOTHH. MeTo bl 00ecTieueHUs

0€30MaCHOCTH. MeHepKMEHT nHPOPMALIMOHHOH 0e30macHOCTIY.
http://gost.gtsever.ru/Data/544/54416.pdf?ysclid=1jcy7078nh725987467

9. MaTepuajbHO-TeXHHYecKas 0a3a, He0OX0AMMasl VIS OCYIIeCTBJIEHUsI 00Pa30BaTeILHOI0
npoiecca no JMCUMUIINHE

MarepuanpHo-TexHHYeCKast 0a3za, HeoOXoaumas Uil OCYIIECTBICHHUS 00pa3oBaTEIHLHOTO
npoliecca 1Mo AUCIUILTMHE BKIIOYAET B CBOM COCTAB CIEIHAIbHBIC ITOMEILICHHS:
— y4eOHBIC ayTUTOPUH JUIS TIPOBEICHUS 3aHATHH JIEKIIMOHHOTO TUIIA;
— ydeOHbIC ayAUTOPUH JUIA MPOBEACHUS MPAKTUUYECKUX 3aHATHH, OCHAIIEHHBIE CPEACTBAMHU
BBIYUCIIUTENIFHOW TEXHHUKH, C YCTAaHOBJICHHBIM IporpaMMHbiM oOecriedenuem [10 "Dallas
Lock 8.0-K"; Cucrema 3aImuThl IPUIOKEHHN OT HECAaHKIIMOHUPOBAHHOTO HOCTyMa Positive
Technologies Application Firewal, xondurypauus Education; MaxPatrol xondurypanus
Education; MaxPatrol Security Information and Event Management, koH(urypauus
Education; XSpider, xoudurypauus Education;
— y4eOHBIC ayTUTOPUH IS TIPOBEACHUS IPYIIOBBIX U MHIMBHIYAILHBIX KOHCYIbTAIIHIA;
— y4eOHBIC ayTUTOPUH JUIS TIPOBEACHUS TEKYIIErO KOHTPOJIS U IPOMEKYTOYHOH aTTeCTaluHy;
— TOMEIIEHHS JJISl CAMOCTOSITEIbHOM PadoTHI;
— TOMEIIEHHs Ui XpaHEHHsS U NMPO(UIAKTHYECKOTO OOCTY)KMBAaHHS TEXHHUYECKHX CPEIICTB
o0OyueHusl.
[Tomemienust Ansi CaMOCTOSTENLHOW pPabOThI OOYYAIOUIMXCS OCHAIIEHBI KOMITBIOTEPHOMH
TEXHUKOH C BO3MOXKHOCTBIO MOJKIIOYEHUS K cetn «MHTepHeT» m obecredyeHHeM JoCTyna K
AIIEKTPOHHOH MH(pOpMaIoHHO-00pa3oBaTensHOU cpeae SAplY.

ABTOp(BI):

Houent kadpenpsr KbuMMOMU, kang. ¢pu3z.-mat. HayK AM. Mypun


https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-19-iyunya-2002-g-n-187?ysclid=ljcy6gacow955875934
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IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«MeTtoabl OlleHKH 0€30I1aCHOCTH KOMIIBIOTEPHBIX CHCTEM»

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U MIPOMEKYTOYHOM aTTeCTAlMU CTYAE€HTOB
N0 JUCIHUILIHHE

1. TunosBbie KOHTPOJIbHBIC 3a/I1aHUA U UHBIC MaTCPHAJIbI,
HCIIOJBb3YEMbIE B IIPOLIECCE TEKYIIET0 KOHTPOJIA YCIIEBACEMOCTH

3agaHus 1J1sl CAaMOCTOSITE/IbHOI PadoThI
1. YcranoBka u Hactpoiika 10 "Dallas Lock 8.0-K". IlpoBenenue aynura ¢ IOMOIIBIO JaHHOTO
MPOrPaMMHOTO O0ECTICUeHUSI.
2. YcTaHOBKAa W HACTPOWKa CUCTEMbI 3aIIUTHI MPHIIOKEHUNH OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIa
Positive Technologies Application Firewal. IIposemenue ayauTa ¢ TOMOIIBIO JaHHOTO
MPOrPaMMHOT0 OOeCTIeUeHUsI.
3. YcranoBka u Hactpoiika MaxPatrol. [IpoBeneHue ayaura ¢ MOMOIIBIO JAHHOTO MPOrPAMMHOIO
obecrieyeHus.
4. YcranoBka u Hactpoiika MaxPatrol Security Information and Event Management. TIposenenue
ayJuTa C MOMOIIBIO JAHHOTO MPOrPaMMHOT0 00ECTIeUeHUSI.
5. YcranoBka u Hactpoiika XSpider. [IpoBenenue ayaura ¢ MOMOLIBIO JTaHHOTO MPOTPAMMHOIO
obecrieyeHus.

2. Cnmcok BONPOCOB M (MJ1H) 3aJaHMI 1JIS IPOBeeHHs IPOMEKYTOYHOM aTTecTAlUuN
Cnmcok BONPOCOB K IK3aMeHY:

1. Ouenka ys3BUMOCTEH KOMITBIOTEPHOM cUCTeMbl. Pa3HOBHIHOCTH NMPOBEPOK U OLEHOK YPOBHS
Wb opranmszanuu. Mecto u poisib ayauta B Mojienu odecrieuenus Ub.

2. llpunmunel 1 ¢gopmbl  ayaura Wb opranuzamuu. OcoGEHHOCTH aBTOMAaTHU3MPOBAaHHBIX
MH(POPMALlMOHHBIX cHUcTeM Kak oObekToB aynuta Wb. HWcxonnas koHuenTyanbHas cxema
(mapaaurma) nposeneHus ayauta M1b.

3. CrpykTypa MexayHapoaHbix craHaaptoB nmo Ub. O6macts nmpumenenwus. [IponeccHast moens
ynpasnenus b. Ouenka 3penoctu cuctemsl ynpasienus 1b.

4. ISO 27001.

5. ISO 27002.

6. ISO 27005.

7. Anamu3 puckos Ub. O6ume kputepun (I'OCT P UCO/M3K 15408).

8. PykoBomsmme nokymeHntsl @PCTOK Poccunm aymur B memsx arrecTalmd  OOBEKTOB
UHpOpMaTU3ALUH.

9. Crangapt banka Poccun CTO BP UBBC- 1.1.

10. CoBit.

11. Cranpapt ayaurta PCI DSS.

12. CootBeTcTBHE M B3aMMOJAEHCTBHE MEXIYHAPOJAHOTO U POCCUHUCKOTO IMOJIXOJ0B M METOJOB
aynuta 6€30MacHOCTH.

13. OcHoBHBIE 3Tanbl ¥ METOJIBI paboT no nposeneHuto ayauta Mb. I[Iporpamma aynura Ub.

14. Co6op cBuaerenbCcTB (MCX0IHOM HHPOpMamun) it npoBeaenus ayaura Ub. Pexomennanuu mo
r1aHupoBanuio ayaura b. PekoMeHnanum no MoaenupoBaHumio.



15. Dranbl mpoBeAcHHsT BHYTpeHHEro W BHemrHero ayautoB Wb: obmee u pasnmuus. Craguu
aynuta UWb: nmianupoBaHuMe; MOArOTOBKA; MOJEIMPOBAaHHE; TECTUPOBAHME; aHANU3; pa3paboTka
IIPEIOKEHUH, TOKYMEHTHpOoBaHue. JloroBop o nposefeHuu BHemHero ayaura Ub.

16. Ilopsimox muiaHupoBaHus ayAuTa. MeToAbl ayauTa: 3KCHEPTHO-aHATUTUYECKHE; SKCIIEPTHO-
MHCTPYMEHTAJIbHBIE; MOAEIUPOBAHUE IEHCTBUN 3JI0YMBILIUIEHHUKA.

17. Meronpl cOopa HCXOOHBIX JaHHBIX: ONpOC, HaOmIoAeHUe, aHaiau3. MeTolnbl aHaiu3a
COOpaHHBIX CBUCTEIIbCTB.

18. Ayaurtopckas Tpymma: cOCTaB, MpaBa U OOS3aHHOCTU, POJIM, MPUBJICUECHUE TEXHUYECKUX
cnenuanuctoB. OOsI3aHHOCTH IPOBEPSEMON OpraHu3auy Bo Bpems ayauta Ub.

19. Meronbl 1 MHCTpYMEHTalbHBIE cpeiacTBa npoBeneHust aynurta Wb. [IporpamMmubie cpeactsa
aHaJIM3a U yIpaBJICHUS.

20. TIO upenTudUKaMK U OLIEHKH 3alUIIAEMbIX PECYPCOB, YIPO3, YSI3BUMOCTEH U Mep 3alUTHI B
cepe KOMIBIOTEPHOU U (U3HUYECKOI 0€30MTaCHOCTH TPEIITPHUSITHS.

21. CranpmapTsl B 001aCTH OOHAPYKEHHUS BTOPYKCHHI.

3. IlpaBujia BbICTaBJIEHHS] OLIEHKH HA YK3aMeHe.

B sk3ameHanMOHHBIA OWJIET BKJIIOYAIOTCS JBa TEOPETHYECKUX Borpoca. Ha moaroroBky k
OTBETY JIaeTcsl HE MEHee | akajieMHUYecKoro yaca.

Ilo wrToram »5K3aMeHa BBICTABISIETCA OJHA U3 OLEHOK: «OTIMYHO», «XOpOILIOY,
«YAOBJIETBOPUTEIBHO)» UIIU «HEYIOBIETBOPUTEIHLHO.

Onenka «OT/JIHYHO» BBICTABIISAETCS CTYAEHTY, KOTOPBIH AEMOHCTpPUpYET IIyOoKoe u
NOJTHOE BIIAJICHHE COJEp)KAaHMEM MaTephaja W TOHSATHHHBIM amnmapaToM B cdepe 3amuThl
UHPOPMALIUU; YMEET CBSA3bIBaTb TEOPUIO C MpakTHKOW. CTyIeHT HaeT pa3BepHYThIE, NOJHBIE U
YETKUE OTBETHI HA BOIPOCH! 3K3aMEHAI[MOHHOIO OUJIETa U JONOJHUTENIbHBIE BOIIPOCHL, COOIIOAAET
JIOTUYECKYI0  IIOCIEAOBATEIbHOCT IMPU  M3JI0KEHMM MaTrepuana. ['paMOTHO HCHOJB3YyeT
TEPMHHOJIOTHUIO.

Onenka «Xopomo» BBICTABISAETCS CTYACHTY, OTBET KOTOPOIO Ha DJK3aMEHE B LEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBILIE KPUTEPUSM, HO OTIMYAETCS MEHBIIEH OOCTOATEIbHOCTHIO,
rJ1yOMHON, OOOCHOBAaHHOCTBIO M MOJHOTOHW. B oTBeTe MMEIOT MeCcTO OTHEeNbHbIE HETOYHOCTU
(HecyIIecTBEHHbIE OMIMOKH), KOTOPbIE UCIPABISAIOTCS CAMUM CTYAEHTOM OCJIE TONOJHUTENBHBIX U
(M) YTOUHSIOIIMX BOIIPOCOB IK3aMEHaTOpA.

Ounenka «YA0BJIE€TBOPHUTEIbHO» BBICTABISACTCS CTYACHTY, KOTOPBIA JTa€T HEJOCTATOYHO
HOJIHBIE U MOCJIeI0BaTEeNbHbIE OTBETH HAa BOIPOCHI SK3aMEHAIIMOHHOTO OUJIeTa U JIOTIOJIHUTEIbHbIE
BOIPOCHI, HO MPH ATOM JIEMOHCTPUPYET YMEHHE BBIIEIUTH CYIIECTBEHHbIE M HECYIIECTBEHHbIE
IIPU3HAKN U YCTAaHOBUTH NPUYMHHO-CIEJCTBEHHBIE CBSI3U. OTBETHI M3J1araroTCsl C UCIOJIb30BAHUEM
TEPMHHOB B c(epe 3amuThl HHGOPMALMU, HO MPU 3TOM JONMYCKAKOTCS OMIMOKH B OINpeAeTeHUIX
HEKOTOPBIX OCHOBHBIX MOHATUH, (OPMYIMPOBKAX MOJOKEHUH, KOTOPbIE CTYACHT 3aTpyIdHsETCs
UCIPAaBUTh caMocTosATeNbHO. [Ipu aprymeHTanuu OTBETa CTYJEHT HE OOOCHOBBIBAET CBOU
cyxneHus. Ha 4yacTb JOIOJIHUTENBHBIX BONPOCOB CTYAEHT 3aTPYAHSIETCA JaTh OTBET MU JACT
HEBEPHbIE OTBETHI.

Onenka «HeynoB/1eTBOPHUTENBbHO» BBICTABISAETCS CTYAEHTY, KOTOPBIA JAEMOHCTPUPYET
pa3po3HEHHbIE, OECCHCTEMHbIE 3HAHUS;, OECIOpPSI0YHO M HEYBEPEHHO H3JaraeT Marepual; He
YMEET BBIIEIATH INIABHOE U BTOPOCTENEHHOE, HE YMEET COEAUHATh TEOPETUUYECKUE IOJIOKEHUS C
MPAKTUKOM; JOMycKaeT rpyOble OMIMOKU HpU OMPEIENIEHUU CYITHOCTU PACKPHIBAEMBIX MOHSTHUMH,
BCJIE/ICTBUE HEMOHUMAaHMsI MX CYIIECTBEHHBIX M HECYIIECTBEHHBIX INPU3HAKOB M CBS3EH; NAET
HEIOJIHBIE OTBETHI, JIOTHUKA U MOCJIEIOBATEIbHOCTh U3JI0KEHHSI KOTOPBIX UMEIOT CYIECTBEHHBIEC U
IPUHLIMIIAAIbHBIE HAPYIIEHUS, B OTBETaX OTCYTCTBYIOT BBIBOJIbI. JIOMOJIHUTENBHBIE U YTOUHSIOLINE
BOIIPOCHI JK3aMEHATOpa HE NPHUBOAIAT K KOPPEKIMH OTBETOB CTyAeHTAa. Ha OCHOBHYIO YacTh
JIOTIOJTHUTEIIBHBIX BOIIPOCOB CTYAECHT 3aTPYyIHSAETCS 1aTh OTBET UJIU 1a€T HEBEPHBIE OTBETHI.

Onenka «HeynoBneTBOPUTENbHO» BBICTABISIETCS TaKXKE CTYAEHTY, KOTOPBIA B3sUI
9K3aMEHAIlMOHHBIN OMIIEeT, HO OTKa3aJCs J1aTh Ha HETO OTBET.



IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«MeTtoabl olleHKH 0€30I1aCHOCTH KOMIIBIOTEPHBIX CHCTEM»

MeToauuyecKue YKa3aHuA IJI CTYACHTOB 110 OCBOCHHUIO JTHCIUIIJINHBI

Y4eOHBIM INJJAHOM Ha HU3YUCHUC JUCHUIIIIMHBI ((MCTOI[BI OLICHKHU 6G3OHaCHOCTI/I
KOMITBIOTEPHBIX CHCTEM» OTBOJIUTCS OJUH ceMecTp. B KoHIle cemecTpa B KauecTBE UTOTOBOTO
KOHTPOJISl TPEAyCMOTPEH OJK3aMeH. B mpoiecce u3y4eHUs IUCHMIUIMHBI POBOISATCS
JCKIIMOHHBIC U TIPAKTHYECKUE 3aHATHSI, BBIIOIHIIOTCS CAMOCTOSITENbHBIE PAOOTHI.

OcHoBHOU (popMoii H3ydeHus: y4eOHOro MaTepuasa Mo AUCIUILUINHE «METOoabl OLEHKH
0€301MacHOCTH KOMITBIOTEPHBIX CHCTEM» SIBIISIOTCS MMPAKTUYECKUE 3aHATHSA. DTO CBS3aHO C TEM,
YTO OCHOBHOM 3a,uaqel71 B paMKax JUCHUILIMHBI ABJISICTCA IIOJTYYCHHC O6y‘IaIOIJ_II/IMC51
NPAaKTHYECKUX HABBIKOB 110 ayJAHUTY (OI[EHKE) 0€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM.

I[HSI YCIICIIHOTO OCBOCHUA JUCHUIUIMHBI OYCHb BaXXHO IIPAKTUYCCKOC OCBOCHHUC
INPOTPaMMHBIX CPEJICTB 3aIIUTHl MH(OPMALMK, HCIIOJIB3YEMBIX IIPH OICHKE Oe30MacHOCTH
KOMITBIOTEPHBIX CHCTEM. DTOMY CIIOCOOCTBYET M3y4eHHE TEOPETHUECKOro Marepuana. [loaromy
B NpOLIECCe M3YYCHUS AUCIMIUIMHBI PEKOMEHIYETCSl PEeryjspHOE MOBTOPEHHUE IPOIIECHHOTO
JIEKIIMOHHOTO Marepuaia. Marepuain, 3aKOHCIEKTHPOBAHHBIA Ha JIEKIHAX, HEOOXOAMMO JI0OMa
eme pa3 mpopadaThiBaTh M MPH HEOOXOIUMOCTH IOMNONHATh MH(OpMALUeH, MOJy4eHHOH Ha
KOHCYJIbTAlUSIX U U3 y4€OHOMU JIUTEpaTyphl.

JIOTIOIHUTENBHYIO POJIb TpPU CBSI3M TEOPHM M TPAKTUKUA WrPAIOT 3aJaHus Ui
CaMOCTOSITENIbHOM paboThl. B kauecTBe 3aiaHuil Ui caMOCTOSATENbHON paboThl 00ydaromuMCes
Ipe/IararoTCs 3a/1a4y 10 HACTPOIMKE CPECTB 3aIUTHI HH(POPMAIIHH.

JUis mpoBEpKM M KOHTPOJS YCBOEHHMS TEOPETUYECKOro MaTepuasa, MpUuOOpEeTEHHbBIX
NPAaKTHYECKUX HABBIKOB PabOTBI CO CPEACTBAMHU 3alIUThl MH(GOPMAIMH, MPOBOJSTCS YCTHBIC
ompochl 00yJaroImuxcs. Takxke MPOBOAITCS KOHCYJIbTAUU (IIPH HEOOXOIMMOCTH) TI0 pazbopy
TPYIHBIX MOMEHTOB 33J[aHU [l CAMOCTOSTEIILHON PaOOTHI.

[lo 3aBepuieHMM M3y4EHUS JUCUUIUIMHBI CTYJIEHTHl CHAIOT 3K3aMeH. OK3aMEH
NPUHUMAETCS MO 3K3aMEHALMOHHBIM OMJIeTaM, KaXJbli M3 KOTOPBIX BKJIIOYaeT B cedsl JBa
TeopeTH4ecKuX Bompoca. Ha caMocTosTeNnbHYI0 OATOTOBKY K 9K3aMEHY BbleseTcsl 3 THS, BO
BpeMs IOJITOTOBKH K 9K3aMEeHY IPEyCMOTPEHA IPYNIOBas KOHCYIbTAIUS.

OnbIT npenoaaBaHvsd AUCHUIIIIWHBL «MCTOI[I)I OILICHKHU 0e30MmacHOCTH KOMITBIOTCPHBIX
CHUCTEM» TOBOPUT O CIIO)KHOCTH €€ CaMOCTOSITEIbHOTO M3Y4eHHUs i 0Oydaromierocs.
OO0yuJatomirecs, BCTaBIIAE HA MTyTh CAMOIIOATOTOBKH, YaCTO HEBEPHO PACCTABISIOT MIPHOPUTETHI
OpYU M3YyYEHUU JAHHOW IUCIMILIMHBI, YTO HE IO3BOJISIET UM HA BBICOKOM YPOBHE OBIIAJIETh
M3y4aeMbIM MaTepUaNoM. JTO CBA3aHO C HACBIIICHHOCTHIO M3y4aeMOro Marepuana U OOJbIINM
YHUCIOM MPAKTUYECKUX 3aHATUH, HEOOXOMUMBIX JUIsI MPUOOpETEeHHUs] HaBBIKOB MPAKTUYECKOTO
HCIIOJIB30BAHUA CPCACTB 3allUThI I/IH(i)OpMaIII/II/I. HOSTOMy IMOCCHICHUEC BCCX aYyJAUTOPHBIX
3aHATHUH SBIISETCS HACTOSATENBHO PEKOMEH/TYEMbIM.



