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1. Ilean ocBoeHHSI AUCHHUILJINHDBI

Jucuurmmia «CeTeBble TEXHOJOTMH» O0CCIICYMBACT 3aKpCIUICHHE U YIIIyOJICHHE
TEOPETHYECKUX 3HAHWUN M MPAKTHYCCKHX HABBIKOB 1O OCHOBHBIM muctuiuindam UT - mukia.
I[I/ICI_[I/IHJ'H/IHa IIO3BOJIMT YK€ Ha YPOBHC YHHUBCPCUTCTA IMOATOTOBUTH CIICHHUATIUCTOB, CHOCO6HBIX
HE TOJBKO peliaTh KOHKPETHbIC 3aJadyd pa3pabOTKH MpPOrpaMMHOTO OO0ECHEeUeHHs, HO U
CaMOCTOATCIIBHO W T'apMOHHWYHO BIIMCBIBATHCA B 6I/I3HGC'Hp0HCCCLI KOMIIaHUH, MaKCHMAaJIbHO
MIOJTHO PeaIn3ysi CBOM CIIOCOOHOCTH KaK B MHTEpPEeCax KOMITAHUH, TaK U B HHTEPECcaX COOCTBEHHOTO
poecCHOHATLHOTO Pa3BUTHSL.

2. MecTo TUCHMILUIMHBI B CTPYKTYpe 00pa30BaTeIbHO NPOrPaMMBbl

Hucnumimna  «CereBble  TEXHOJOTHHM»  OTHOCHTCA K O0Si3aTeNbHOW — 4YacTH
oOpa3zoBaTenpHONW mporpamMMbl. OCHOBBIBaeTcss Ha Kypcax «OCHOBBI NPOTPaMMHUPOBAHUSY,
«MHdopmaruka.

['maBHO# 0COOCHHOCTHIO TAHHOTO Kypca SIBIISIETCSI OPUSHTALUS HE HA CTAaHAAPTHI M MOJICIN
MPOLIECCOB pa3paboTKH, a Ha pealibHbIe U A (HEKTUBHBIC MPAKTUKH B3aUMOIEHCTBUS KOHKPETHBIX
YYaCTHUKOB  Tipoliecca  pa3paboTku  (pa3pabOTYMKOB, MEHEHKEPOB, TECTHUPOBIIUKOB),
IpUMEHsIeMbIE B cOBpeMeHHOU U T-unnycrpumn.

Conepxkanne Kypca TECHO CBS3aHO (DaKTHYECKH CO BCEMH TUCIHMILIMHAMH, KOTOPHIC
U3Yy4aluch cryaeHTaMu. OCBOEHUIO JaHHOHM MPOrpaMMbl MPEIIIeCTBYIOT y4eOHbIE KYpChl MO
IIPOrpaMMHUPOBAHUIO U COBPEMEHHBIM UH(POPMALIMOHHBIM TEXHOJIOTHSIM.

3. IlmaHupyemble pe3ybTaThl 00y4eHHUsI O TUCHUIIAHE, COOTHECEHHbIE ¢ MJIAHUPYEMbIMHU
pe3yJibTaTaMHi 0CBOEHHsI 06Pa30BaTeIbHO MPOrPaMMBbI

[Tpouecc n3ydeHust AUCUMILIMHBI HapaBjieH Ha (GOPMHUPOBAHUE CIEIYIOIINX 3JIEMEHTOB
komnereHmit B coorBerctBUM ¢ ®PI'OC BO, OIl BO u npuoGpereHus cienyromux 3HaHUH,
YMEHHM, HaBBIKOB U (WJIHM) ONbITA 1E€ATEIbHOCTH:

®opmupyemMasi KOMIETEeHIHS NHaukaTop N0CTHKEHUS Ilepeuenb
(xox u popMyJIHpPOBKA) KOMIIeTEHIINH IVIAHUPYEMBbIX Pe3yJIbTATOB
(koa u opMyaHpOBKA) o0y4eHusi

IIpodeccnonalbHble KOMNETEHIIUN

OIIK-4

CriocobeH KOMOMHUPOBATH U
aIalITUPOBATh CYIIECTBYIOIIUE
WH(POPMAITMIOHHO-
KOMMYHHKAIIMOHHBIE TEXHOJIOTHU
JUTSL pelIeHus 3a/1ad B 00JacTu
podeCCUOHATEHON IeATeIFHOCTH
C yueToM TpeboBaHMH
WHQOPMAIMOHHON 0€30MaCHOCTH

H-OIIK-4.1

Oo6nanaet oOMUPHBIMA
3HAHUSAMH B 00J1aCTH
HHPOPMAITUOHHBIX
TEXHOJIOTHA, TPUMEHSIEMBIX B
poheCCHOHATBHOMN
NESITENHHOCTH

3HaTh:

- OCHOBHYIO HH(OPMAIIHIO O
FJ'IO6EU'ILHI)IX " JIOKAJIBHBIX
ceTsx

- CpelicTBa KOH(PUTYPUPOBAHUS
FJTO6aHI)HBIX M JIOKAJIBHBIX
cereit

- CpelICTBa KOH(PUTYPUPOBAHUS
CETEBBIX CITYXKO

4. O0beM, CTPYKTYpPa U coAep:KaHHe UCHHUITUHBI

OO61mast TpyA0€MKOCTh JUCIUIIIIMHBI COCTABISAET 4 3aueTHBIX enuHull, 144 akaj. yaca.




Ne Tembl (pa3aeinbl) Buabl yueOHBIX 3aHSITHIA, @DopMBbI TEKYILIETO
n/n AMCHMILIHHBI, BKJIIOYAsI CAMOCTOSITEJILHYI0O | KOHTPOJISI yCIIEBAEMOCTH
UX coepKaHue padoTy CTYAEHTOB,
U MX TPYA0EMKOCTh dopmMa NpoOMeKYyTOYHOM
(B akaleMUYeCKHX Yacax) aTrecTalMu
= KounTakTHasi paéorta (o cemecTpam)
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1 |BBoaHas gexius 3 1 2
2 |JloxaybHBIE CETH 3 1 2 1 12
3 |['mobGanbHBIE CETH 3| 2 2 |1 12
BBeznenue B COBpeMEHHBIE
4 |ceTeBBIE TEXHOJOTHH 312 2 12
Huawei
CpenctBa
5 |koH(uUTrypupOoBaHUs 3] 2 2 |1 12
JIOKAJIbHBIX CETEH
Cpenctsa
6 |koHbUTypUpOBaHUS 3|2 2 12
ri00aIbHBIX CEeTEM
CpenctBa
7 |koH(UTYpUpOBaHUS 316 4 11 12
CETEBBIX CIIYKO
2 | 0,5 |33,5pk3amen
Bcero 16 16 | 6 | 0,5 |1055

Copnep:kaHue pa3aesioB TUCHUILUIHHBI:

Tema 1. BBogHas Jiekuust

[Ipocreiimas ceTh U3 ABYX KoMIbtoTepoB. MHTEpdeiic, npoTokoi, nopt. Tononorus, aapecanus,
komMmytanud. Cpena mnepenaud AaHHbIX. [lakeTel, KoMMyTanusi makeTtoB. JIOkanbHbBIE U
rnobanbHble cetu. IlaccuBHoe cereBoe oOopynoBaHue. KoanpoBaHHe AaHHBIX W MOAYJIALUS.
Paznensemas cpena u kommusuu. JlomeHbl komnusuid. Mertonbl OGOpbOBI €  KOJUIM3USIMU.
MacurabupyemocTs U pacmupsieMocts. KommyTtupyemsie cetu. Pesxxumsbl epeauu TaHHbBIX.
Tema 2. JlokajbHbIE ceTH

Mogens OSI. Wukancymsuus naHHbiX. Buner Ethernet. Kommyrtatopsl. Tomonorusi. Kaaper
Ethernet. MAC-aapeca. Buasl nepenaun kaapos. Pabora kommyTaTopa.

Tema 3. I'1o0asbHBIE CeTH

Crpykrypa rnobansHoM cetn. Mapmpytuzaropsl. Ctex TCP/IP. CeteBoit ypoBens. [Iporokomn IP.
IP-anpeca. Knaccel IP-agpecoB. Macku. Ctpykrypa IP-nakera. [Iporokon ICMP. Ytunutsl ping u
traceroute. IIporokon ARP. ITopter u coketsl. [IpoTokoibl TpaHcmopTHOTO YpoBHS. [IpuKitagHbie
npoTokoibl. CereBble ciyxkObl. ClieHapuil iepeiaun JaHHbIX.

Tema 4. BBenenue B coBpeMeHHbIe ceTeBble TexHo10oruu Huawei

Beenenne B VRP. OcnoBbl pabotsl B eNSP. Iloctpoenme 6a3oBbix IP-cereii. IIporpamma
Wireshark. Mcnons3oBanue unrepdeiica komannnoit crpoku CLI. HaBuramnus u koHdurypamus
0a30BbIX YCTPOMCTB.



Tema 5. Cpeacrea KOHPUTypPHPOBaHHUS JIOKAJIBbHBIX ceTel

Kondurypuposanne STP. Konpurypuposanue RSTP.

Tema 6. Cpeacrea KoHpUrypupoBaHus rj100aJbHBIX ceTell

Mapmpytuzanust B IP-cersix. Crarmueckue MapmpyTthl. KoHdurypupoBaHHe CTaTHYECKUX
MapuIpyToOB ¥ MapupyToB 1o ymonuanuto. Hacrpoiika OSPF s onnoii o6mact.

Tema 7. CpencrBa kongurypupoBanus cereBbix ciayx0 [Iporoxkosa DHCP. Buenpenue
DHCP. Ilporokon FTP. Kondurypuposanue cepucos FTP.

5. Ob6pa3oBaTe/ibHbIe TEXHOJOTMH, B TOM YHCJE€ TEXHOJOTHMH IJIeKTPOHHOr0 O0y4YeHHs U
AUCTAHIMOHHBbIE 00pPa30BaTeIbHbIE TEXHOJOTHMH, HCIHOJb3yeMble NPH OCYIIECTBIEHUH
00pa30BaTeIbHOIO NMpoLecca Mo JUCHUIIUHE

B nponecce 06ydeHus UCIONIB3YIOTCS CiIeyloNue 00pa3oBaTelbHble TEXHOIOTUU:

BBoanasi JekuMs — JacT IIEPBOE LEIOCTHOE IPEACTABICHUE O AWCHUILIMHE H
OPUEHTUPYET CTYACHTA B CUCTEME M3YyYEHHUs NAHHOW AUCUUIUIMHBIL. CTyIEeHThl 3HAKOMSATCS C
Ha3HAYEHUEM M 3a/]ayaMHu Kypca, €ro poJibl0 U MECTOM B CUCTEME YYEOHBIX TUCLUIUIMH U B
cucTeMe MOATOTOBKM B 1eioM. JlaeTcss KpaTkuil 0030p Kypca, UCTOpHUS pa3BUTHS HAayKH U
MIPaKTUKHU, JOCTHKEHUS B 3TOU cdepe, UMEHAa U3BECTHBIX YUEHBIX, U3JIaraloTcs MEpCIEeKTUBHBIE
HampaBJIeHUs ucciaenaoBaHuid. Ha 3TOM  jekumMyM  BBICKAa3bIBAlOTCS  METOIHMYECKUE H
OpraHMU3alOHHbIE 0COOEHHOCTU PadOThHI B paMKax JaHHOW AMCLMILIMHBI, a TAKXKE TAeTCs aHATIU3
pEKOMEHyeMOH y4eOHO-METOANYECKOM JINTepaTyphl.

AkajeMnyecKasi JeKIHA ¢ JeMEHTAMHU JeKIUH-0ecebl — I0CIE0BATEIBHOE U3JI0-
KEHHE MaTrepualla, OCYILECTBISIEMOE IPEUMYIIECTBEHHO B BHUAEC MOHOJIOra IIPENOAaBATEIS.
DneMeHTHI JeKIHH-0ecepl 00eCTIeYMBAIOT KOHTAKT MPETIOAABATEIS C AyAUTOPHEH, YTO MO3BOJISET
[IPUBJICKAaTh BHUMAHHUE CTYJCHTOB K Han0oJiee BaKHBIM T€MaM JUCLUILUINHBI, aKTUBHO BOBJICKATh
uX B Y4eOHBIH IpOIIeCcC, KOHTPOIMPOBATH TEMIT H3JIOKEHHS YIeOHOrO MaTepraia B 3aBUCUMOCTH
OT YPOBHS €TI0 BOCIIPUATHS.

Koncynbranum — Buja yduyeOHBIX 3aHATHM, SBISIIOIIMICS OJHOM K3 (OpPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ paboThl  cTyneHToB. Ha KOHCymbTamusx 1o Npochk0e  CTYJIEHTOB
paccMmarpuBaroTCs Haubosee CII0KHBbIE MOMEHThl IPU OCBOEHMM MaTepualla JUCLUUILUIMHBI,
[IPENOAaBaTeNIb OTBEYACT HA BOIPOCHI CTYIEHTOB, KOTOPBHIE BO3HUKAKOT Yy HHUX B IIPOLECCE
CaMOCTOSITENIbHOM pabOTHI.

JlaGopaTopHas paGora — opranu3anus yueOHOH paboThl C pealbHBIMU MaTE€pPUATbHBIMU
n UHPOPMAIMOHHBIMU OOBEKTaMM, HKCIEpPUMEHTalbHas paboTa C aHAJIOTOBBIMH MOJEISMU
peabHBIX OOBEKTOB.

6. IlepeueHb JMUEH3MOHHOTO W (MJIM) CBOOOJHO PACHPOCTPAHAEMOr0 IPOrPaAMMHOIO
o0ecrieyeHusi, HCIOJB3YeMOI0 IPH OCYIIECTBJICHMH 00pa30BaTeIbHOr0 Mmpomecca 110
JUCIHMUIIJINHE

B nporiecce ocyrecTBiaeHus 00pa3oBaTeILHOTO MPOIECca MO TUCIUTUINHE UCTIONB3YIOTCS:

TUist POPMUPOBAHUS MATEPHATIOB JJIsI TEKYIIETO KOHTPOJIS YCIEBAEMOCTH U MPOBEICHUS
MIPOMEXYTOUHOM aTTecTanuu, st POpMUPOBAHUS METOAMUYECKUX MAaTEpUAJIOB MO TUCIUILINHE!

- nporpammbl Microsoft Office;

- u3marenabckasa cuctema LaTex;

- Adobe Acrobat Reader.

- OfficeStd 2013 RUS OLP NL Acdmc 021-10232;

- LibreOffice.



7. IlepeyeHb CcOBpPeMEHHBIX NPOPeCcCHOHAIBHBIX 0a3 JaHHBIX M HHGOPMAIHOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3YEeMbIX MIPH OCYIIECTBJICHHH 00pa30BaTeIbLHOIO Mpouecca mno
AMCHUIJIMHE (IPU He00XO0IUMOCTH)

B nporiecce ocymiecTBieHust 00pa30BaTeIbHOTO MPOIECCa IO JUCIUIUTHHE UCIIOTB3YIOTCS:
- ABTOMaTu3upoBaHHas 6ubmmoreyHo-uHpopmanuonnas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHas oubnmoreynas cucrema «Jlanby» https://e.lanbook.com

- DnekTpoHHas oubamoreyHas cucrema «HOpait» https://urait.ru

- DnexTpoHHas 6ubnuoreynas cucrema «KOHCYIIbTaHT CTyJCHTa»
https://www.studentlibrary.ru

8. IlepeyeHb OCHOBHOWi ¥ [ONMOJHHUTEJLHOH Yy4YeOHOH JIMTEpPaTypbl, pecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOH ceTH «HMHTepHer» (MpH HEO0XOAUMOCTH),
PeKOMEeHyeMbIX /1JIs1 0CBOEHMS TN CIUTIIHHbI

a) OCHOBHAasl JIUTepaTypa
1. Omudep B. I'. KomnbrorepHble ceTH: NMPUHLMUIBIL, TEXHOJIOTUH, MPOTOKOJIBL: yueO.
nocoowue it By30B. / B. Omudep, H. Omudep; M-Bo oOpazoBanus u Hayku PO - 5-e u3. -
CIIG.: ITutep, 2017. - 991 c.
2. Cmensuckuit P. JI. Komnbrotepasie cetn: yueOnuk mans BY3oB: B 2-x Tomax. - M.:
Axanemus. - 2011.

0) 10MOJIHUTE/ILHAS JIUTEepaTypa
1. Tanenbaym O. Komnwtorepusie cetu. - CII6.: TTutep, 2003.
2. I'yk M. AnmapatHsie cpeicTBa JOKaIbHBIX ceTeil: Dumuknonenus. - CI16.: [Turep, 2001
https://djvu.online/file/Y OKFKXkb8bN9d?ysclid=llwjmpfggd599623087
3. Kamep /1. O. Komnsrotepusie cetu 1 MHTEpHET: pa3paboTka npuitokeHuid aist Internet.
- CII0.: Bunbsamc, 2002.
4. Huxudopos, C. B. BBenenue B ceTeBble TEXHOJIOTUU : DJIEMEHThl MPUMEHEHUS U
aJIMUHUCTpUpOBaHus cetell : yue6. mocobue / C. B. Hukudopos. - 2-e uza. - Mocksa :
®unance! 1 cratuctuka, 2007. - 224 c. - ISBN 978-5-279-03280-8. - Tekcr : 2neKTpOHHBIIH
/1 3BC "KoHCynbTaHT cTyzaeHTa" : [caift]. - URL
https://www.studentlibrary.ru/book/ISBN9785279032808.html

9. MaTepua/jibHO-TeXHHYecKas 0a3a, Heo0X0AUMasi 1/l OCYLIeCTBJICHHS 00Pa30BaTeIbHOIO
npouecca no AUCHUILINHE

MartepuanpHO-TeXHUYEeCKass 6a3a, HeoOXoaumas Il OCYIIEeCTBIEHUS 00pa30BaTEILHOTO
mpolecca 1Mo AUCIUILINHE BKJIFOYAET B CBOM COCTaB ClielhaIbHbIe TOMEIICHHUS:

- yqe6HHe aYHI/ITOpI/II/I JJIA HpOBe}IeHI/Iﬂ SaHSITI/II\/’I JIEKIIMOHHOTI'O THUIIA,

- yueOHBIC ayTUTOPUH JJIsl IPOBEACHHS 1A0OPATOPHBIX 3aHATHIH;

- yqe6HHe aYHI/ITOpI/II/I JJIA HpOBe}IeHI/Iﬂ prHHOBI)IX nu I/IH}II/IBI/I}IyaJ'IBHBIX KOHCYHBTaHHﬁ;

- yueOHBIE ayAUTOPHH Ui TPOBEACHHUS TEKYIIET0 KOHTPOIS U TPOMEKYTOUHOM
aTTECTAllUN;

- IOMEIIEHUs JJI1 CAMOCTOSITEIbHON paboThI;

- IOMCIICHUS IJI51 XpaHeHI/IFI nu HpO(bI/IJ'IaKTI/I'-IeCKOFO O6CJ'Iy}KI/IBaHI/I${ TCXHUYCCKUX Cpe)ICTB
o0OyueHusl.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://djvu.online/file/YOKFKXkb8bN9d?ysclid=llwjmpfqgd599623087
https://www.studentlibrary.ru/book/ISBN9785279032808.html

[ToMerieHust i1 CaMOCTOATENBHOM pabOThl 0OYUYaIOMIMXCSl OCHAIEHBl KOMIBIOTEPHON
TEXHUKOH € BO3MOXKHOCTBIO MOAKIIOUEHHs K ceTH «VHTepHeT» M obecriedeHueM J0cTyna K
ANEKTPOHHOU MH(POPMAIMOHHO-00pa3oBarensHOM cpene Apl'Y.

ABTOp:

CTaplLIMii IpernoaaBaTeb Kadeapbl
Qg QepeHInanbHbIX ypaBHEHUN Koueposa B.B.



IIpunioxenne Nel k paGoueii mporpaMme M CUHUIIIMHbBI
«CeTeBble TEXHOJIOTHID)

DoH/1 OLIECHOYHBIX CPEACTB
JJ1s1 IPOBe/IeHUs] TeKylleil ¥ MPOMeKYTOUYHOI aTTecTAlMU CTY/IeHTOB
1O JUCHUIJIMHE

1. TumoBble KOHTPOJIbHBbIE 3aJaHUSI HJIU HHbIE MaTePUAJIbI,
HCIoJIb3yeMble B IpoLecce TeKyllei aTrecTanuu

IIpumep Tecta

IIpoBepka chopmupoBannocTn komnerenmun OIK-4
(npaBUIIbHBIE OTBETHI OTMEYEHBI)
1. Kakoif mpoTOKOJN HCHONBb3yeTCs s TUArHOCTHUKUW U MOHUTOpuHTa cetu B creke TCP/IP?
Br16epute ouH OTBET:

- UDP

-TCP

-IP

- ICMP

- SMTP
2. YTO M3 MEepevymcIeHHOTO HE OTHOCHTCA K 3Tamam padoTsl npotokona STP? Beibepurte onun
OTBET:

- o00meH coobmenusamu BPDU
- IIPOKJIA/IKa KOMMYTAllMOHHOTO KaHaJla OTKJIIOYEHUE U30BITOUHBIX COEIUHEHUIN MEeXay
KOMMYTaTOpaMH BBIOOP KOPHEBOTO KOMMYTaTOpa
- OTIpe/ieIeHne KpaTyaiIiero myTy 10 KOPHEBOI0 KOMMYyTaTopa
3. Kakue u3 nepeuncieHHbIX MOJIeH MPeCTaBIeHBI B 3arojioBkax |P-makeros?
BriOepure oMH WM HECKOJIBKO OTBETOB:
- IVIMHA 3aroJ10BKa
- HOMEp opTa
- IPOTOKOJI BEPXHETO YPOBHS
- BpeMsl JKU3HI
- cMeleHne pparmMenTa
4. BepHo nu, yto npoTtokos RSTP ucnone3yer anroputm cessymomero aepeBa? Beibepurte oaun
OTBET:
- Bepno
- Heepro
5. Ckonpko ypoBHed BwigensstoT B Moxenu OSI?
Bri6epute o1H OTBET:
-3

6. Kakue yTBepkieHUs BEpHBI B OTHOIICHUU (PU3NIEcKoro ypoBHst Mojemn OSI?
Bribepure o1H WM HECKOJIBKO OTBETOB:
- SIBJISIETCSI BTOPBIM 110 cueTy ypoBHeM mozaenu OSI|
- He BHHKAaeT B CMbICJI lepeAaBaeMoil HHGopManuu
- oDecrieunBaeT nepeaaqyy OUTOB M0 PU3MYECKOMY KAHAJY CBSI3H



- OOHApYXHMBAET M KOPPEKTUPYET OMUOKU Mepeaaun aHATH3UPYET 3ar0JIOBKU KaJIPOB
Ethernet

7. BepHo 11, 4TO BCE y3JIbl CETH MOTYT OJTHOBPEMEHHO MPOCTYIIUBATH Pa3IeNsIeMyIo cpeny?
Bri6epute o1H OTBET:

- BepHo

- HesepHo
8. Kakue U3 nepeuncieHHbIX TUIIOB Ka0eliel UCTIOIb3YIOTCS B KOMITBIOTEPHBIX CETIX?
Bri6epute 01H UM HECKOJIBKO OTBETOB:

- BUTas napa

- KOAKCHAJIbHBIH KaleJib MeHbIi Pe3UHOBbIN Ka0e/b CUJI0BOH KadeJb

- BOJIOKOHHO-ONTHYECKHUIl Kade/b
9. Kakue u3 nepedncieHHbIX MPOTOKOJIOB MOTYT JIeaTh 3alKCH B TaOIUIbI MapIIPyTU3aluu?
BriGepuTe 01uH MM HECKOJIBKO OTBETOB:

- OSPF

-HTTP

-1P

-TCP

- RIP
10. Kakwue u3 nepeynciIieHHbIX YPOBHEH MMPOTOKOJIOB HE BRIICISAIOTCS B creke TCP/IP
Bri6epute 01H UM HECKOIBKO OTBETOB: [’

- (pusmueckuii

- IPUKJIATHOU

- TPAHCHOPTHBIN KaHAJIbHBIH

- CETEeBOM

Kasxip1it mpaBuIbHBIN OTBET OIICHUBAeTCs B 1 Oaiw.

Habpannoe xommuectBo 6amioB 9-10 cooTBeTcTBYeT (POPMHUPOBAHHIO MPOBEPSEMBIX
KOMITIETEHIIMI Ha BBHICOKOM ypOBHE, 7-8 OaiioB - Ha MPOJBMHYTOM YpOBHE, 5-7 0alioB - Ha
MIOPOTOBOM YPOBHE, MEHEE 5 OaJIOB - HIXKE IIOPOTOBOTO YPOBHS.

2. Cniucok BONPOCOB K 3a4eTy

Ha 3auete npoepsiercss chopMUPOBAHHOCTh 3HAHUH, YMEHUI 1 HABBIKOB B COOTBETCTBUU
¢ komnierennuen OITK-4.
3aueT MpPOBOAUTCS B YCTHOM (opme U BBICTABISIETCS MO UTOraM OTBETOB, IaHHBIX
CTYJIGHTOM Ha JIBa BOIpPOCa U3 CIucKa BOmpocoB. CIHUCOK BOMPOCOB K 3a4€Ty 3apaHee JOCTyIeH
oOyuaroumcs.
[Ipocreiimas ceTb U3 ABYX KOMIIbIOTEPOB.
WuTtepodeiic, npoTokoi, nopr.
Tonosorus, agpecanusi, KOMMYTAaIHSI.
Cpena nepenauu gaHHbIX. [lakeTbl, KOMMyTAaIUs TAKETOB.
JlokanpHBIEC U TJI00ATBHBIC CETH.
[TaccuBHOE ceTeBOE 0OOPYIOBAHHE.
KonupoBanue qaHHBIX U MOJTYJISIIHS.
Paznensemas cpena u komnmusuu. JJoMeHbl KO3, MeToabl 00pbObI ¢ KOJTHU3USMHU.
MacmtabupyemMocTh U pacIupseMOCTb.
0. KommyTHpyemble CETH.
1. Pexumbl mepegaun JaHHBIX.
12. Mogens OSI. MHkancynsus JaHHBIX.
12. Bunsr Ethernet. Kommyratopsr. Tomomorust.
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13. Kanper Ethernet. MAC-aapeca.

14. Bunpl nepenauu kaapo. Pabora koMmmyTaTopa.

15. Crpykrypa rinobanbHO# ceTu. MapipyTu3aTopsl.

16. Crex TCP/IP. CeteBoii ypoBEHb.

17. Ilpotokomn IP. IP-agpeca.

18. Kuacchor IP-anpecoB. Macku.

19. Crpyxkrypa IP-nakera.

20. TIporoxoa ICMP. Yrunuts! ping u traceroute.

21. TIporoxon ARP.

22. TIopThI U COKETHI.

23. TIpoTOKOJIBI TPAHCTIOPTHOTO YPOBHSI.

24. TlpukiamHble TPOTOKOJBI.

25. CerteBbI€ CITYXOBI.

26. Cuenapuii mepenayu JaHHBIX.

27. Ocnossl pabotsl B eNSP. IToctpoenue 6a30Bbix IP-ceteii.
28. TIlIporpamma Wireshark.

29. Hcnonws3oBanue uaTepderica komanaHou crpoku CLI.
30. HaBurauus u koHpUrypamus 0a30BbIX YCTPOUCTB.

31. Koundwurypuposanue STP.

32. Kondurypuposanue RSTP.

33. Mapmpytuzanus B IP-ceTsx. Cratnyeckne MapmpyThl.
34. KoHdurypupoBaH#He CTATUYECKUX MAPIIPYTOB U MApIIPYTOB 110 YMOJIYAHUIO.
35. Hacrpoiika OSPF nist onHO# oOacTy.

36. IIporokon DHCP. Buenpenune DHCP.

37. Tlpotokon FTP. Koudurypuposanue cepsucos FT

3. MeToauyeckue peKOMeHIANMHU NMPeNoaBaTe 0 Mo NMpoueaype OLeHNBAHUS 3HAHUIA,
YMEHUi1, HABBIKOB U (MJIM) ONbITA [eATeJIbHOCTH

[enbro mpoueaypbl OLEHUBAHUS SIBISETCS ONPEICICHUE CTENEHU OBJIAJICHUS CTYIEHTOM
OKUJAeMbIMU pe3ylbTaTaMi OOydeHUus (3HAHUSMHU, YMEHHSIMH, HABBIKAMHU W (WMJIH) OIBITOM
NESATETLHOCTH).

[Iponienypa oneHUBAaHMS CTENEHH OBJIAJACHHS CTYJACHTOM OKHMJIA€MbIMU pPE3yJbTaTaMU
00y4eHHST OCYIIECTBISETCS C MTOMOIIIBI0 METOAUYECKUX MAaTEPHAJIOB, TIPEACTABICHHBIX B pa3Jieie
«TumnoBbsle KOHTPOJIBbHBIC 3aJaHUs WM WHBbIE MaTepuaibl, HEOOXOIUMbIE AJIsS OIEHKH 3HAHUM,
YMEHUN, HABBIKOB W (WJIM) OMbBITA JEATEIHHOCTH, XapaKTEPU3YIOIIUX dTarnbl (HOPMHUPOBAHUS
KOMITCTEHITHI

3.1 Kpurepun olleHUBAHMSA CTENCHHU OBJIAJCHUs 3HAHUSAMH YMEHUSIMHU, HABBIKAMH H
(nJ1M) ONBITOM JESITEILHOCTH, OIpee/IAIole YPOBHU ¢(hOpMHUPOBAHHOCTH KOMIIETCH M

[Toporosslii ypoBeHb (00111HE XapaKTEPUCTHKH):

*  BJIaJICHHE OCHOBHBIM 0OEMOM 3HAHH MO MPOrpaMMe AUCHUIUINHBL;

* 3HAaHWE OCHOBHOW TEPMHMHOJOTHM JAaHHOW OOJACTH 3HAHWM, CTHJINCTUYECKH
IpaMOTHOE, JIOTMYECKH NpaBWIbHOE U3JI0KEHHE OTBETa Ha BONPOCH 0e3
CYIIIECTBEHHBIX OIINOOK;

*  BIIAQJCHUE MHCTPYMEHTAPUEM JAUCLUIIINHBI, YMEHUE €T0 UCIIOJIb30BaTh B PEIICHNUN
CTaHJIapPTHBIX (THUIOBBIX) 3a/1a4;

*  CHOCOOHOCTh CaMOCTOSITEIbHO MPUMEHATh TUIIOBBIE PEIICHUsI B paMKax paboueit
MIPOrPaMMBbI TUCHUTUIMHBI;



3HaHUMH,

YCBOEHHE OCHOBHOHM JIMTEpaTyphl, PEKOMEHIOBaHHOH pabodeil mporpammon
JUCLIUILINHBL,

3HaHue 0a30BBIX TEOPHH, KOHIIETINI U HANpaBJICHUH 110 N3y4aeMOl AUCIUILINHE,
camMocTosiTeNIbHas pa0oTa Ha TNPAKTUYECKUX U Ja0OpaTOPHBIX 3aHATHSAX,
MEPUOINYECKOE yYacTHE B TPYIIOBBIX OOCYXJCHUSX, TOCTATOYHBIN ypPOBEHB
KYJIBTYPbI UCIIOJTHEHHMS 3alaHUN.

[IpoaBHUHYTHIH ypoBeHB (00IINE XapAKTEPUCTUKH):

JIOCTAaTOYHO IOJHbIE M CHCTEMAaTU3UPOBAHHBIE 3HAHUS B 00BEME MPOrpaMMbl
JUCLIUIINHBL,

UCMOJIb30BAaHUE  OCHOBHOM  TEPMMHOJIOTMM  JAaHHOM  oOnacTu  3HaHUM,
CTWJINCTUYECKH TPaMOTHOE, JIOTMYECKH IIPaBWIbHOE MW3JI0)KEHHE OTBETAa Ha
BOIPOCHI, yMEHUE JIeJIaTh BHIBOJIBI;

BJIa/ICHE UHCTPYMEHTAPUEM JIUCLUUIUIMHBI, YMEHUE €T0 UCII0JIb30BATh B PELLICHUU
y4eOHBIX ¥ MPOo(heCcCHOHATBHBIX 3a/1a4;

CIOCOOHOCTh CaMOCTOSITEIIFHO PEIIaTh CIOXKHBIE 3a1a4d (TpoOIeMbl) B paMKax
paboueil mporpaMmbl AUCHUIUINHBL

YCBOEHHE OCHOBHOM U JOIMOJIHUTENBHOM JINTEPATYPbI, PEKOMEHI0BAaHHOW paboueit
IIPOrpamMMOil TUCIMITIIMHBI,

YMEHHUE OPUEHTHPOBATHCS B 0A30BBIX TEOPHUSX, KOHUIEHIHMAX U HAPABICHUSIX IO
M3y4aeMOH JUCIUIUIMHE U AaBaTh UM CPABHUTEIIBHYIO OLICHKY;

caMmocCTosTeNIbHas paboTa Ha MPAKTHYECKUX U JTAOOPATOPHBIX 3aHATHIX, YIaCTHE B
IPYIIIOBBIX 00CYKACHUAX, BBICOKUH YPOBEHb KYJIbTYpPhl HCIIOJIHEHUS 3a1aHUH.

Bricokuil ypoBeHb (001111€ XapaKTEpUCTHKN):

CHUCTeMaTU3UpOBaHHbIe, IIyOOKHE M TIOJHbIE 3HAaHUSA 10 BCEM paszeiam
JUCLUILINHBL,

TOYHOE MCII0JIb30BaHHE TEPMHUHOJIOTUU JaHHOH 0071acTH 3HAHUHM, CTUIIMCTUYECKH
IPAMOTHOE, JIOTUYECKH IPABUIIBHOE W3JIOKEHHE OTBETAa HAa BOIPOCHI, YMEHHUE
7enaTb 000OCHOBaHHbIE BHIBOJIBI;

Oe3ynpedyHoe BJaJE€HWE WHCTPYMEHTapueM  JUCHUIUIMHBI, YMEHHE €ro
HCIOJIb30BaTh B IOCTAHOBKE M PELICHUH HAYYHBIX M MPO(ECCHOHATBHBIX 3aa4;
CIIOCOOHOCTBH CAMOCTOSATEIBHO U TBOPUECKU PELIaTh CJI0KHBIE 3a1a4l (TIPOoOIEeMBbI)
B paMKax paboueit mporpaMMsbl AUCHUIUINHBL

MOJIHOE M TJIYyOOKO€ YCBOGHHME OCHOBHOM U JOIOJIHUTEIbHOW JIMTEpaTypHl,
pEeKOMEHI0BaHHOM paboyel mporpaMMoi TUCIUIUIMHBL,

YMEHHE OPUEHTHUPOBATHCA B OCHOBHBIX TEOPUAX, KOHLEMIHUAX U HAIIPABJICHUAX 110
M3y4aeMOH IUCLUUIUIMHE U AaBaThb UM KPUTHYECKYIO OLICHKY;

aKTHBHAs CaMOCTOsITEIbHAs paboTa Ha MPaKTUUYECKUX U Ja0OPAaTOPHBIX 3aHATHIX,
TBOPYECKOE Y4aCTHE B TPYIMIIOBBIX OOCYKACHUSAX, BBICOKUI YPOBEHb KYJIbTYphI
VCIIOJTHEHUS 33JIaHUMN.

3.2 Onucanue npoueaypbl BHICTABJICHUS OLEHKH

B 3aBucumoct oT ypoBHS C(HOPMUPOBAHHOCTH KaXJAOW KOMIETEHIIMU MO OKOHYAHUH

OCBOCHMH NUCHUIUIMHBI CTYACHTY BBICTABJIACTCA OLCHKA «3aYTCHO», «KHC3aUTCHO».

Ilokazarenu u KPUTCPHUH, UCITIOJIB3YEMBIC ITPU BBICTABJIICHHUU OLICHKHU HOHpO6HO OIINCAaHBbI B

pazznene «TurmoBble KOHTPOJIbHbBIE 33JJaHUS WM MHBIE MaTepualbl, HEOOXOAUMBIE JJISI OLEHKH
YMEHHUH, HaBBIKOB U (WIM) OIBITa JEATEIbHOCTH, XapaKTEPU3YIOIIUX ATarbl
(bopMHUpPOBaHUS KOMITETEHIIHI».

Bricokuil ypoBeHb (popMHUpOBaHMS KOMIETEHIIMH COOTBETCTBYET OIIEHKE «OTIMYHO» 3a

MPAaKTUYICCKUC 3a/IaHUS U TCCT.

[IpoaBuHyTHI ypoBeHb (HOPMUPOBAHUSI KOMIIETEHIIUNA COOTBETCTBYET OLIEHKE «XOPOLIO»



3a MPAaKTUYECKUE 3a/IaHUs U TECT.

[ToporoBenii  ypoBeHb  (OpMUpPOBAHUS  KOMIETCHIIMH  COOTBETCTBYET  OIICHKE
«YIOBJICTBOPUTEIHHO» 32 MPAKTUUECKUE 3aJIaHUSI U TECT.

OneHka «OTJIMYHO» BBICTABISIETCS CTYACHTY, y KOTOPOrO KaXkJaas KOMIIETEHIUS
(TOTHOCTRIO WM YacTUYHO (opMUpyeMas JAaHHOW TUCIUILUIMHOW) chopMHUpoBaHA HA BHICOKOM
YpOBHE.

OueHka «XOpOIO» BBICTABIACTCS CTYAEHTY, Yy KOTOPOrO Kaxzaas KOMIETEHIUS
(MOTHOCTHIO WIIM YAaCTHYHO (hopMUpyeMas TaHHOM AUCHUILTUHON) chopMHUpOBaHa HE HUXKE, YEM
Ha IPOABUHYTOM YPOBHE.

OneHka «yJqOBJIETBOPUTEIBHO» BBICTABIAETCA CTYACHTY, Yy KOTOPOro KaKjas
KOMIETEHIHs (TIOJTHOCTBIO MJIM YaCTUYHO (hopMUpyeMasi TaHHOW TUCHMIUTMHON) chopMupoBaHa
HE HIDKE, YeM Ha TIOPOTOBOM YpPOBHE.

OI_ICHKa «HCYHOBJICTBOPUTCIIbHO» BBICTABIIACTCA CTYACHTY, Y KOTOPOI0 XOT:A 6BI OoaHa
KOMITETEHIHS (IOTHOCTHIO WJIM YaCTUYHO opMHUpyeMasi JaHHOW NUCHUUIUIMHON) chopMUpOBaHa
HIKE, YeM Ha MIOPOTrOBOM YPOBHE.

OreHka «3a4eT» BBICTABISETCS CTYACHTY, Y KOTOPOTO KaK/1asi KOMIETEHIIHS (IOJIHOCTHIO
WA YaCTUYHO (popMupyeMast JaHHOW TUCIUILTNHON ) cpopMUpOBaHa HE HUXKE, YeM Ha TIOPOTOBOM
YpPOBHE.

OIIGHKa «HE3aYTCHO» BBICTABJIACTCA CTYIACHTY, Y KOTOPOI'0 XOTHA OBl OJHAa KOMIICTCHIIUA
(TOTHOCTHIO WM YAaCTHYHO (hopMUpYyeMasi TaHHOW AUCHUILIMHON) chopMHUpOBaHa HIDKE, YEM Ha
IIOPOTOBOM YPOBHE.



IIpunioxenne Ne2 k padoueii mporpaMme M CUHUIIIMHBI
«CeTeBble TEXHOJIOTHID)

MeToauuyecKue YKa3aHuA QJIA CTYACHTOB 110 OCBOCHHUIO JTHCIHUIIJINHBI

OCHOBHBIMU BH/IaMU YU€OHBIX 3aHATHUH 110 KYPCY SIBIISIOTCS JIEKIUU U CEMHHAPBHI.

B pamkax neknuii mpeamnonaraeTcss MakCUMalIbHO YHTH OT PENpPOIYKTHBHOTO CTHIIS
OGy‘-IGHI/ISI U IIUPOKO IMPUMCHATH HHTCPAKTUBHBIC 3JICMCHTLI. B YaCTHOCTHU, NPCAIIOIaractcsa
UCIOJIb30BAaTh TEXHHUKY IPOOJIEMHBIX BOIMPOCOB M JTUAIIOTHYHOCTH, IO3BOJISIA CTYACHTaM
CaMOCTOSITENIFHO ~ BOCCO3/1aBaTh HOBOE 3HAHME, a HE T[AaCCMBHO BOCHPUHUMATH YKe
MOJITOTOBJICHHYIO WH(popManuto. JaHHBIN MOIXOA BBINIIUT JJIS PaccCMaTpUBAEMOro Kypca
O0COOCHHO OMNPABJAHHBIM B CHIIYy CHEIU(DUKH TIPEIMETA, BEIPAKCHHONW B MHOXKECTBE BO3ZMOKHBIX
TOYEK 3pEHUS Ha 00BEKTHI €ro MPEJAMETHON 001aCTH U HEOOXOIUMOCTH TOCTOSTHHOTO HAX 0K ICHUS
KOMITPOMHUCCOB B X0JI€ TTPAKTHIECKOM JACSITEITLHOCTH YYACTHUKOB TpoIiecca pa3padoTKu.

2-3 JeKuMu B paMKax Kypca TPEANoNiaracrtcs IMPOBOJAUTH  MPHUIIANIEHHBIMU
CHeLMaIuCTaMU MHIYCTPUAIIBHOIO NApPTHEPA, a TAKKE BBITYCKHUKAMHA MaruCTEPCKOU IPOrpaMMBbl
MPOINLIBIX JIET, TOTOBBIMU TOJCITUTHCS CBOMMH JIMYHBIMU UCTOPHUSMHU ycriexa B obmactu UT-
UHIYCTPUH.

B paMkax ceMHHapoB MpEIoJaracTcs pacCMOTPEHHE MPOOJEMHBIX CHUTYAIlHid,
CIEeNUaNbHO pa3pabOTaHHBIX B PaMKax IMPOEKTa HAa OCHOBE aHAIM3a IPOLECCOB WHAYCTPHH
nporpaMMHOTro obecriederus. [Ipu 3ToM npennonaraeTcs IMUPOKO UCTIONB30BaTh POJICBBIE UTPBI U
MECTO KeﬁCOB, B paMKaX KOTOPBIX CTYACHTLI CMOI'YT ITPEACTABUTD ce6$1 B CUTyallul, MaKCUMAJIbHO
NPUOJIMKEHHOM K peallbHOW, PUHATh B 3TOW CUTYAIlMH PEIICHHE U YBHIETh €r0 MOCICICTBHS.
JlpyruM TIOJIE3HBIM B paMKax pa3padaThiBaeMOro Kypca IMoIX0I0M MOXKET OBITh MO3TOBOM HITYPM
B KOMaHJIaX C MOCIEAYIOINUM OOCYXICHUEM pe3yJbTaToB. Takue METOJbI MO3BOJST HE TOJIBKO
COPUCHTHUPOBATL CTYACHTOB Ha BOCHPUATHC HOBOTO MaATCpHaia, HO TaKXE IIOMOI'YT UM B
MMOCTPOCHUHU JIOTHUECKHX IETI0YeK MEXKY U3y4aeMbIMU TEXHUKAMHU U TIPOIIECCAMHU.

Jnsa  3akpersieHus 3HAHMM  NPEAIIONIAraeTcs aKTHUBHO  HCIIOJIb30BAaTh  MPAKTHUKY
JUCTAHIIMOHHOTO BBIMOJIHEHUS JOMAIIHUX 33JaHUN B OJHON M3 CUCTEM YIpaBIeHUs 00ydyeHUEM
(LMS) ¢ mocneayromieii OIEHKOH CTyAeHTaMH paboOT JIpPYyrHX YYacTHHKOB I10 3apaHee
MOATOTOBJICHHOMY  CIIHCKY KpUTepueB. Takke BO3MOXKHO (UHAIBHOE  OOCYXKICHHE
MMPpCAJT0KCHHBIX peHIeHI/II\/II JJISA 06CY)K}1€HI/I$I T'paHuI UX OPUMCHUMOCTHU U TUITMYHBIX OIIINOOK.

Oco0eHHOCTBIO TPEANIaraeéMoro Kypca sIBISETCSl UCIOJIb30BaHHE WHTEPAKTUBHBIX (hopm
00y4eHHs, KOTOPhIE TIOJJPa3yMEBAIOT aKTUBHOE YYacTHE CO CTOPOHBI CTyAeHTOB. Ha ocHOBaHMM
MPOSIBIIEHHOTO MMH HWHTEpeca M CTENEHH WX BOBICYEHHOCTH B paccMaTpUBaEMble CUTYallUU
MOXKHO CZeNaTh BBIBOJBI O JOCTYIIHOCTH TMPEIaraéMoro MarepHuaia: €ro CIO0XHOCTH |
MMOHMMAaHUK KOHTEKCTa CTyJAeHTaMH. [loMrMO BHEUTHEH OIEHKH, MPOBOANMON MPENo1aBaTeNsIM,
CTY/IGHTaM TaKXke Oy/eT JOTOIHUTEIHFHO MPEIOKEHO CAaMOCTOSTEIFHO MPOBECTH OIICHKY, JaTh
COBETHl TO YIY4YIIEHUIO MO YIY4IICHHWIO MaTepuala, Hampumep, B paMKax oO0CYXKIeHUs
pEe3yJIbTAaTOB BHITIOJIHEHHUS 33/ IaHUM.



