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1. Ilesin ocBOEHUSI AUCHHUIIIMHBI
Hucnunnuna «be3onacHOCTh B COBpeMEHHOM HHGOpPMalMOHHON cpene» obOecrednBacT
npuoOpereHue O00ydaroIMMHUCA 3HAHUM, yYMEHMM W HaBblKkOB no kommnereHuuu OIIK-1.
«CrnocobeH NpUMEHATh TEXHOJOTUYECKHEe HOBAIIMU M COBPEMEHHOE MTPOrpaMMHOe o0ecrieueHre
B TypucTckoii cdepe» DenepaabHOr0 TOCYAAPCTBEHHOTO 00pa30BaTENbHOTO CTaHAApTa
BBICIIETO 00pa30BaHMs 1O HanpaBieHNO0 moaroToBku 43.03.02 Typuzm.

OCHOBHOH LE€NbI0 W3Y4YEHMs IUCLUIUIMHBI SIBJISETCS TEOPETHYECKas M NPaKTUYECKas
MOJFOTOBKA O0YYAIOIINXCS K JIEATEIbHOCTH, CB3aHHOM C MPUMEHEHHEM COBPEMEHHBIX CPEICTB
U METOJIOB 3aIUTHl WH(GOPMALUK B MOBCEIHEBHON M MpodeccHoHaNbHON JesTeabHoCTH. Kype
JaeT MPEJCTaBICHUE O MECTE€ M POJIM MHPOPMAIIMOHHOI 0€30MacHOCTH B COBPEMEHHOM MHpE.
Ero u3yuyenue naer BO3MOXXHOCTH CO3HATENBHOTO HCIOJIB30BAHUS, OOPAOOTKM M 3allUTHI
uHpopmanuu.

2. MecTO IMCHUIIUHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

JlaHHast TUCIUIUIMHA OTHOCHUTCS K 00513aTENbHON YacTH 00pa30BaTeIbHON MPOrPaMMBI.

JucuummmHa «be30macHOCTh B COBPEMEHHON HH(DOPMAITMOHHOM CpeJie» UTpacT BAXKHYIO
poJIb AMist 001IenpodecCHOHANTBHON MOATOTOBKH 00y4aroIerocs.

3. [lnanupyemble  pe3yabTaTbl O0y4YeHHS] 1O JUCUMILIMHE, COOTHECEHHbIe €
IVIAHNPYeMbIMH pe3ybTaTamu ocBoeHusi OIl 0akanaBpuara

[Tponiecc n3ydeHus: TUCIUTLIMHBI HApaBJieH Ha (JOpMHUPOBAHKE CIEAYIONUX KOMITCTECHITHIHA
B cootBeTcTBUU ¢ ®I'OC BO, OOII BO 1 npuoOpereHus clenyrolux 3HaHul, yMEHH,
HABBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

®opmupyemas NuaukaTop nocTuskeHust Ilepeuenb
KOMIIeTeH LM KOMIEeTeHLM I IUIAHUPYEMBIX Pe3yJIbTaTOB 00y4eHus
(ko u (xoa u popmyanpoBKa)
(opmyanposka)

Oo6menpodeccuoHaIbHbIE KOMIIETEHIMHU

OIIK-1. Cnocoben | U-OIIK-1_3. Criocoben pemars | 3uamo:
IPUMEHATE CTaHJapTHEIC 3a]a4u OCHOBHBIE ITOHATHS B 00JacTH 00paboTKH
TeXHOJIOTHUYECKIE npodeccroHaIbHOM W 3amuThl  MHGOPMAIMM M HX
HOBAIUH j | ACATENBHOCTH Ha OCHOBE OIIPEeICIICHHS; MIOCJIE/I0BATENILHOCTD
COBPEMEHHOE MHGOPMAITUOHHOM n BBIMIOJIHEHUsT ~ paboT 1O 3aIINTe
HpOrpAMMHOE oubnmorpaduyeckoi KyJIbTypsI C I/IHq)opMauI/IHV; KJ'IaCCI/I(I)PIKaI_II/IIS)
NpUMEHEeHnEeM MH()OPMAIIOHHO- | HapyIIUTeIel UH()OPMATMOHHOM
066C1‘I6LICHI:IC B | KOMMYHHKAIHOHHDBIX TeXHONOTHIT | GE30IIACHOCTH; BHAB M  HA3HAYCHHE
TYPHCTCKOH cepe U C y4ETOM OCHOBHBIX CpPe/ICTB 3aIIUThl HH)OPMAIIHH.
TpeGoBaHUI HHPOPMALTMOHHON Ymemns:
0e30macHOCTH yCTaHaBIIUBATh u OCYIIECTBIISTD
MEPBUYHYI0 HACTPOMKY OIEpaluOHHBIX
CHCTEM, AaHTHBHUPYCHBIX CPEACTB H

MEXKCETEBBIX IKPAHOB.
Bnaoemw nagvikamu:

paboTel  CcO  CpeAcTBaMu
nHpOpMaLUH

3aIUTHI

4. O0beM, CTPYKTYpa U coJep:KaHue TUCHUTLITUHBI
OO0mmas TpyA0€MKOCTh JUCIUIUIMHBI COCTABIISIET 2 3a4€THBIC SAMHUITGI, /2 aKaj. Jaca.




Ne Tembl (pa3aens) Buabl yueOHbIX 3aHATHI, DopMBbI TEKYLLET0
n/n AUCHUILINHBI, BKJIIOYASl CAMOCTOSATEJIbHYI0 KOHTPOJIS
UX COJepKaHne = padoTy CTYy1eHTOB, ycneBaeMoOCTH
3 M UX TPYAOEMKOCTh
= (B akaieMH4eCKHUX Yacax) ®opma
o NPOMeKyTOUHOi
aTTecTaluu
(no cemecmpam)
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Paznen 1 (IIpaBoBble 3 6 3
OpraHu3aNMoOHHbIE
OCHOBBI
ol0ecneueHust
uHGOPMAMOHHOM
0e30macHOCTH B
Poccuiickoi
Denepauuu
Tema 1.1 |IIpaBoBbIE OCHOBBI 3| 2 1 |Tect
o0ecrnieueHus
MH(pOPMAaIMOHHOM
0€30MacHOCTH
Tema 1.2 (3amuta 312 1 |Tecr
NePCOHATBHBIX
JTAHHBIX
Tema 1.3 |OpraHu3anyvoHHbIe 3| 2 1 |Tect
OCHOBBI 0O€ecTIeueHHs
MH(OPMAaIMOHHOM
0€30MMacHOCTH
6 mom uucne ¢ 30 u 6 3  |Bugeonekuuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoows,
MPE3eHTAINH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxuTekTypa 3] 2 1
KOMIIbIOTEpa
Tema 2.1 |Apxurekrypa 3| 2 1 |Tecr
KOMIIbIOTEpa
6 mom yucie ¢ 30 u 2 1 |Buneoneknuu
J[OT TEKCTOBEIC
MaTepuaibl
y4e0HOTr0 mocoous,
MIpEe3EHTAIUH, TECT B




OVK B

DemidOnline
Pa3znen 3 |OcHOBBI 9 |Tect
HHpopMaLOHHOI
0e30macHoCTH B
OnepanuoOHHBIX
cucTeMax
Tema 3.1 |BBenenue B 3 |Tecr
nH(pOpPMaAITMOHHYIO
0e30IMacHOCTh
OTIePAIIMOHHBIX
CHUCTEM
Tema 3.2 [MudopmarmonHas 3 |Tecr
0e30IacHOCTh
OTIePaIIMOHHBIX
CHCTEM CeMeiicTBa
Windows
Tema 3.3 |MudopmannonHas 3 |Tect
0€3011aCHOCTD
OTIepaIIMOHHBIX
CHUCTEM CeMelCcTBa
Linux
6 mom yucie ¢ 30 u 9 |Buneonexkuuu
J[OT TEKCTOBBIE
MaTepuaibl
y4eOHOT0 1mocoous,
Mpe3eHTAIUH, TECT B
OVYK B
DemidOnline
Pa3nen 4 |OcHOBBI 9
HHpopMaAOHHOI
0€e30IacHOCTH B
JIOKAJbHBIX
BBIYHCJIHTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B 4 |Tect
APXUTEKTYPY
JIOKQJIBHBIX
BBIYHCIIUTEIIBHBIX
ceTel
Tema 4.2 |CeTeBbIe yrpo3bl U 4 |Tect
METO/IbI
MPOTUBOJICHCTBUS UM
Tema 4.3 |MesxceTeBble SKpaHbl 3 |Tect
6 mom yucie ¢ 30 u 11 |Buneonexkiuu
/[OT TEKCTOBEIC
MaTepraIbl
y4e0HOTr0 mocoous,
MPE3CHTAINH, TECT B
OVYK B
DemidOnline
Paznen 5 |Kpuntorpadpuyecku 3




€ MeTOAbI 3aIIHUThI
HHpopmannu
Tema 5.1 |BBenenue B 3 2 2 3 |Tect

KpUnrorpaduyeckue

METObI 3aIUTHI

uHpOopMaIu

6 mom yucie ¢ 90 u 2 1 3  |Buneonexknuu

J[OT TEKCTOBEIC
MaTepHuabl
y4e0HOTro mocoous,
MIPE3CHTAIINH, TECT B
OVK B
DemidOnline

2 0,3 | 10,7 |3auer
Bcero 3a 3 cemecTp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03| 37,7

Coaep:xaHue pa3jesioB NIPOrpaMMbl TUCHUILIUHBI
«be3onacHocTh coBpeMeHHO# HHGOPMALIMOHHOI cpeae»

Pa3nes 1. IlpaBoBble M OpraHM3alMOHHbIE OCHOBBI OOecrnedeHMss WHGOPMALMOHHOM
Oe3onacHoctu B Poccniickoii @enepanuu.

Tema 1.1. IIpaBoBbIe OCHOBBI OOecTIeUeHNsI HTHPOPMALMOHHOM O€30MacHOCTH.

OcHOBHBIE TIpaBa TpaxJaH B chepe o0OpaboTku M 3amuThl HH(opmanuu. OCHOBHBIE
NPUHLIMIIBL TIPAaBOBOTO PETyJIMpOBaHUS B oOjacTh 0O0pabOTKM M 3alluThl HHGOPMALUU.
Nudopmanusa. OcHOBHblE CcBoOiicTBa 0€30MacHOCTH HHGpOpMaIMU: KOH(PUICHIHUATBHOCTb,
LEJIOCTHOCTh, JOCTYMHOCTb. Buiabl MHQOpManuu 1no mopsAKy JOCTyla M pacHpoCTpaHEHUs.
Orpannuyenue poctyna K uHGopmanuu. Buasr TaitH. OOnanatens  MH(OpMAaIHH.
Nndpopmannonnsie texHosoruu. WHpopmannonusie cucrembl. Onepartop uHGOpMalMOHHON
cucteMbl. 3ammra uHpopMmanuu. OOBEKTHl 3alIUTHL. BuIbl OTBETCTBEHHOCTH B cdepe
00paboTKH ¥ 3aIIUTHI UH(POPMALIUH.

Tema 1.2. 3amuTa nepcoHaIbHBIX JAHHBIX.

[TepcoHaybHBIE JTaHHBIE W TPHHIHWIBI WX O0paOOTKH. BHIBI MepCOHATBHBIX JIAHHBIX:
CHelraNbHble, OMOMETPUYECKHE U OOIIeTOCTYIMHBIC. YCIOBHS 00pabOTKM TMEPCOHATBHBIX
nanHbix. Corymacue Ha 00pabOTKy TNepCOHANbHBIX JaHHBIX. TpaHCrpaHM4yHas Iepeaaya
MEePCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEpCOHANBHBIX AaHHBIX. OmnepaTop MEepCOHATBHBIX
JAHHBIX W €ro o00s3aHHOCTH. Mepbl obOecrneueHus 0€30MacHOCTH TEPCOHAIBHBIX JTAHHBIX.
KoHTponb 1 Ham30p 3a BBIMIOJHEHUEM MEp MO O0ECTIEUEeHUI0 OE30MaCHOCTH. Y TOTHOMOYEHHBIH
OpraH 1o 3alUTe MPaB CYObEKTOB MEPCOHATBHBIX TaHHBIX.

Tema 1.3. Opranu3zannoHHble OCHOBBI 00ecnedeHnst HH(POpPMaIlMOHHON O€30MacHOCTH.

Kakue Bompockl craBut nH(popManuonHas Oe3onacHocTh? [lociaenoBaTenbHOCTh ACHCTBUI
no 3amure uHpopManuu. BeisiBIeHHe U aHAINW3 WHPOPMAIIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBaHuii mo 3ammre uHPopManuu. [1oAXO0aBl K MOJETMPOBAHHMIO HAPYIIUTEIEH W yrpo3
uHpOpMaLMOHHON Oe3zomacHOocTH. BBIOOp CpeAcTB M METOAOB 3aIUTHl  WH(OPMAIHH.
BHenpenue cuctemsl 3alIUThl HHPOPMAIIUU. DKCIUTyaTallusi CUCTEMBI 3allUThl HH(OPMALIUH.




Pa3zgen 2. ApXxuTeKTypa KOMIbIOTEpA.

Tema 2.1. BBeaeHue B apXUTEKTYPy KOMITbIOTEpA.

[Tpoueccopel. OcHOBHas (K311 W ONEpaTWBHAs) MaMmsATh. BcrmomoraTenbHas MaMsTh.
YcTpoiicTBa BBOJa-BhIBOA (IIUHBI, MOHUTOPBI, KIIABUATYPBI M MBIIIH, BEO-KaMephl, IPUHTEPHI).
[lepcoHanbHbIE KOMITBIOTEPHI U MOOUIILHBIE YCTPOMCTRA.

Pa3zgea 3. OcHoBbI HHGOPMANIUMOHHOM 0€30MIACHOCTH B ONEPANMOHHBIX CHCTEMAX.

Tewma 3.1. BBenenne B HHGOPMAIIMOHHYIO 0€30ITaCHOCTh ONIEPAIIMOHHBIX CHCTEM.

OO0muii cnoco® xpaHeHuss u oOpaboTku wuHopmanmu B KommbloTepe. [lonsaTus
ornepalMoHHON U (¢ainoBoil cucreM. CyObeKkThl, OOBEKTHl, METOABl M IpaBa JOCTYIIA,
OpUBWIETHH CyOBbeKTa Joctyna. JIMCKpEelMOHHOE YIpaBiIeHHE JOCTYIIOM, MAaHAAaTHOE
yIpaBieHUE JIOCTyNoM. MneHTudukamnus, ayTeHTHPUKAIUS U aBTOPU3ANUs. AyTeHTU(DUKAIUS
Ha OCHOBE MMapoJieil, Ha OCHOBE BHEUIHUX HOCUTEJICH Kiltoua, OnomMeTprudeckas ayTeHTH(PUKAIUS.

Tema 3.2. MudopmarronHas 6e30MacHOCTb ONEPaIMOHHBIX cHcTeM cemeiicTBa Windows.

VpasieHue JOCTYIIOM B OIEPaMOHHBIX cucTeMax cemeiictBa Windows. Unentudukanus,
ayTeHTH()UKALKMS U aBTOPU3AIMS B ONEPAIIMOHHBIX crcTeMax cemeiicrBa Windows. Peanuzanus
ay/JiuTa B ONEPAI[MOHHBIX cucTeMax cemeiictBa Windows.

Tema 3.3. MadopmarronHas 6€30MacHOCTh OMEPAIIMOHHBIX CUCTEM cemeicTBa Linux.

VYrpaBieHre JOCTYIIOM B OIEPalMOHHBIX CHcTeMax cemeiictBa Linux. WMpentudukarms,
ayTeHTH()UKAIMS U aBTOPHU3AIMS B OINCPAI[MOHHBIX CHCTeMax cemeidictBa Linux. Peanmzarus

ayJiuTa B OIICPAlITMOHHBIX CUCTCMAX cemeiictsa Linux.

Pa3znen 4. OcHoBbl MHPOPMAIMOHHOMH 0€30MACHOCTH B JIOKAJIbHBIX BbIYHCINTEIbHBIX
ceTsXx.

Tema 4.1. BBeieHue B apXUTEKTYpy JOKAJIbHBIX BBIUMCIUTEIbHBIX CETEH.

JlokanpHble BbIUKMCIMTENbHBIE ceTH. Mogens ISO/OSI.  ApxutekTypa H OCHOBHBIE
MPOTOKOJIBI TOKATBHBIX BEIUMCIUTEIBHBIX CETEH.

Tema 4.2. CereBble yrpo3bl U METOBI IPOTUBOAECUCTBHUS UM.

Knaccugukamum cereBbIX yrpos, ysa3BUMocTed M aTak. CeTeBble aTaku Ha pa3IMYHBIX
ypoBusx wmojenu ISO/OSI. Knaccudukaiuss BpeJOHOCHOTO MPOTPaMMHOTO 00eCIeUeHHSI.
[Tpu3Haku NPUCYTCTBUS BPEAOHOCHOTO MPOTpaMMHOTro obecrieueHust. MeToabl 0OHapyKeHusl.

Tema 4.3. MexceTeBble SKpaHBbI.

MexceteBble 3kpanbl (M3). Mecto u pons MD B obecriedeHUn ceTeBOil 0€30MacHOCTH.
Knaccudukammst MD. OcHoBHBIE BO3MOXXKHOCTH MD. JlocTomHCTBa HW HemocTaTku MDO.

[TocTpoenue npaBui GpuUIbTPALHH.

Pa3nen 5. Kpunrorpaguyeckue MeToabl 3aliMThl MHH(pOpManuu.



Tewma 5.1. BBenenue B kpuntorpaduueckue METOIbI 3alIUThl HH()OPMAITUH.

Hcropuueckuii o4epk pa3Butus Kpuntorpadpuu. CuMMeTpHdHas M aCHMMETPHYHAs
kpunrorpadus. BpUUCIUTEN HO CIOXKHBIE 3agadd  Marematuku. Kpunrocucrema RSA.
[Tonstue kpunrtorpadguyeckoro mnportokosa. CBONHCTBa IMPOTOKOJOB, XapaKTEPU3YIOLIME HX
6e3omacHOCTh. Cxembl IU(POBOIL MOATIUCH.

5. Oﬁpa30BaTeJ’[LHbIe TEXHOJO0I'M’, B TOM YUCJI€ TEXHOJOI'UH 3JICKTPOHHOI'O oﬁyqe}mﬂ H
AUCTAHIIMOHHbIC OﬁpaSOBaTeJIbele TEXHOJOIMd, HCITOJIb3YEMBIC IIPH OCYIIECCTBJICHUHA
06pa30BaTeJ'[I:HOFO npouecca mo TMCUIIJINHE

B npouiecce 00yueHus NCIONB3YIOTCS CIEIYIOUIME 00pa30BaTeIbHbIC TEXHOIOTUH:

AxageMuyeckasi JeKIus (WK JEKIHs 00ILero Kypca) — ocie10BaTeIbHOe U3JI0KEHHUE
MaTepuanga, OCYHIECTBISEMOE IPEUMYHIECTBEHHO B BHUAE MOHOJIOIa IPENoAaBaTells.
TpeboBaHMs K aKaJeMHUYECKOH JIEKIUU: COBPEMEHHBIH Hay4HbI YpOBEHb M HACBHIIIEHHAs
MH(OPMATUBHOCTb, yO€qUTeNbHas apryMeHTalus, JOCTy[Hass M IOHSATHAas pedb, YeTKas
CTPYKTypa M JIOTHKA, HalM4ue SPKUX HPUMEpPOB, HAY4YHBIX [0Ka3aTeJIbCTB, OOOCHOBAHMIA,
(dakToB.

IIpobnemuas Jiekuust — WU3I0KEHUE MaTepuana, [pearoarampnee MIOCTaHOBKY
Hp06JIeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBCIICHHUE PA3JIMYHBIX HAYYHBIX IIO0AXOI0B,
aBTOPCKHE KOMMEHTApHM, CBA3aHHBIE C PA3JIMYHBIMU MOJEISIMM HMHTEpHpPETAlMM H3y4aeMOro
marepuana. [IpobiemHast IeKIusi HAUWHAETCS C BOIIPOCOB, C TOCTAHOBKH MPOOJIEMBI, KOTOPYIO B
XO0Jle M3JIOKEHUs MaTepuaja HeoO0XOAuMMO pemuTh. B jekuuu coderaroTcst npoOjeMHbIE U
uH(popMannoHHble Hayana. [Ipu 3TOM mpolecc MO3HaHUS CTYIEHTOB B COTPYJAHHUYECTBE U
JMajore ¢ mpenojaBarenaeM MpUOIMKaeTcss K MOUCKOBOM, UCCIIEAOBATENbCKON J1ESTENbHOCTH.
CopnepxaHue mpoOJeMbl pacKpblBaeTcs IyTEM OpraHU3allMy I[IOMCKAa €€ pEeLIeHUus WU
CYMMHpPOBAHMS U aHAIN3a TPAAULIMOHHBIX M COBPEMEHHBIX TOUEK 3PEHUS.

IIpakTnyeckoe 3aHAATHE — 3aHATHE, IOCBAILIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HABBIKOB U 3aKPEIUICHUIO TIOJYYEHHBIX HA JEKLIUU 3HAHUM.

OneKTpoHHBIH yueOHBIN Kypc «be3onacHOCTh B COBpeMeHHOM MH(OpPMAIIMOHHOM cpejiey Ha
mwiardopme onnaiH-o0ydenus DemidOnline, B koTopom:

— NPEICTaBJIEHbI BUACO-JIEKIIMH 10 BCEM TEMaM AMCUMILIMHBI U IPE3EHTALIUN K HUM;

— TPEICTaBJICHBI TEKCTHI JIEKIIUH 10 BCEM T€MaM JIUCLUIIINHBL;

— TIpEeICTaBJICHbI PaBUJIa MPOXOXKIEHUS MPOMEKYTOUYHON aTTECTALUU MO TUCIUIUINHE;

— TpPEICTaBICHbl TECThl MO TeMaM JUCHUUIUIMHBI JJIS CaMOCTOSITENIbHOM paboTh
00yJaromuxcs;

— T1mocpeAcTBOM  (GopyMa  OCYIIECTBISIETCS CHHXPOHHO€ M (WIM) ACHHXPOHHOE
B3aUMOJICIICTBUE MEXIy OOYy4arolIMMHUCS M IIpPerojaBaTelieM B paMKax M3Yy4eHUs
JUCIUTUIAHBI.

6. [lepeyeHb JMIEH3HOHHOTO M (MJIH) CBOOOJAHO PACHPOCTPAHSIEMOr0 MPOrPaMMHOIO
o0ecrieyeHusi, HMCNOJb3yeMOr0 TMPH OCYLIEeCTBJIeHHMH 00pa3oBaTeJIbHOIO Impouecca Mo
AUCHUILINHE
B mporuiecce ocymiecTBiaeHus: 00pa3oBaTeIbHOTO MPOLecca UCTIONb3YIOTCS:
— mporpaMMHOe oOecredeHwe HJs CO3MaHuS H  JIEMOHCTpAIlMM  TPE3CHTAlUH,
WITIOCTPAIMNA U IPYTUX YUeOHBIX MaTepHAaJIOB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);



Microsoft OfficeSTD 2013;

Virtual Box (cBo6oano pacnpoctpausemoe 110);
Ubuntu (cBo6oano pacipocrpansemoe I10);
Kali Linux (cBoboamno pacrnpoctpansiemoe I10).

— I ToWCKa ydeOHoW smTeparypbl Oubmuorexku Apl’Y — ABTOMaTH3MpOBaHHAS
oubmoteuynas nHpopmarmonHas cuctema «bYKM-NEXT» (ABUC «byku-Nexty);

— IIpY IPOBENCHUM JICKIIUI UCIOIB3YIOTCS MYJIbTUMEIUMHBIC ITPE3CHTALINY;
— TMpU TPOBEICHUU JIAOOPATOPHBIX pabOT HCHONB3YIOTCS CPEACTBA BBIYHCIUTEIHHOMN
TEXHUKH, OAJIEPKUBAIOIME IEPEUUCICHHOE IPOrpaMMHOE 00ecIedeHue.

7. IlepedyeHb cOBpeMeHHBIX MNPOdecCHOHAIBHBIX 0a3 JaHHBIX W HH(OPMAIMOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX IIPH OCYILIECTBJIEHHN 00Pa30BaTEJILHOIO MpoLecca mno
AUCHUILINHE

1. DnexTponnblie karajgoru Hb SIpI'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxar 6ubarorpaduueckue 3anucu
BCEX BHJIOB JIOKYMEHTOB, COCTAaBJIAIOLMX (POHI OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAHHBIX
SI3BIKAX.

2. DJIeKTpoHHAs1 OUOIHOTEeKa y4eOHbIX MaTepuaJioB SApl'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxkur ©Gomee 2500 mONHBIX
TEKCTOB Y4€OHBIX M y4ye€OHO-METOJUYECKUX MaTepHajJOB IO OCHOBHBIM H3y4aeMbIM
TUCHMIUTMHAM, W3JaHHBIX B YyHHBepcutere. JlOCTym B CeTH yHHBEpCUTETa, JHOO 110
JIOTUHY/TIapOIIIO.

3. CnpaBo4yHoO-nipaBoBas cucreMa « KOHCY 1bTaHTILIIOCH

(https://www.consultant.ru/) cmpaBOYHO-TIpaBOBas CHCTEMa IO 3aKOHOJATENLCTBY
Poccutickoi denepanuu.

4. CnpaBouyHO-nipaBoBas cucrema «['apanT»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHUCTeMa 10  3aKOHOJATENILCTBY
Poccutickoi denepanum.

8. [lepeyeHb OCHOBHOIi W JOMOJHHUTEILHOW Y4eOHOW JIMTEpaTypbl, PeCypcoB
HHGPOPMALMOHHO-TEJIEKOMMYHUKAUMOHHOH ceTn «MHTepHeT» (IIpHM HEOOXOAMMOCTH),
PeKOMEeH1yeMbIX /IJIsl OCBOCHUSA U CIUTIINHbI

a) OCHOBHAS JIUTEepaTypa

a) OCHOBHAS JIUTEepaTypa
1. besomnacHocTh B COBpeMeHHOI MH(popMaIoHHOH cpeze. Yacte 1: yueOHOe mocobue.
B.H. Kusases, .M. Mypun; Spocin. roc. yu-T um. ILI. [IemnnoBa. - Spocnasis:
NHJUNT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]
2. Jloramun, H. b. ApxutekTypa kKoMmibroTepa : yueOHoe mocobue / H. b. Jloragun. —
4-e m31. — Mockaa : Jlabopatopus 3Hanuii, 2020. — 274 c.

0) 1OMOJIHUTE/IbHAA JIUTepaTypa
1. Bby3a, M. K. Apxurektypa xomnbiotepoB : yuebnuk / M. K. By3a. — MuHnck :
Berimitmas mkoina, 2015. — 414 c. [https://e.lanbook.com/book/75150]
2. Cononeuy, A. B. Kommnberorepasie cetu : yueonuk / A. B. CononeBnd. — MUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

3.

Pakutun, P. 0. Komnbrotrepnsie cetu : ydeOHoe mocobue / P. FO. Pakurun, E. B.
MockaseHko. — bapnayn : Antl'I1Y, 2019. — 340 C.
[https://e.lanbook.com/book/139182]
Kopxwuk, B. 1. OcHoBbl kpunrorpadun : yuednoe nocooue / B. M. Kopxuk, B. A.
SxoBneB. —  Cankr-IlerepOypr:  Untepmenms, 2017. — 312  c.
[https://e.lanbook.com/book/161359]

0) 10MOJTHUTEJIbHAS JIATEepaTypa

1.

Konctutynus Poccuiickoit ®enepanuu: [mpuHATa BCEHAPOAHBIM TI'OJIOCOBAHHEM
12.12.1993 ¢ u3zmeHeHUsIMU, OAOOPECHHBIMH B X0JI¢ OOIIEPOCCHUICKOTO TOJIOCOBAHUS
01.07.2020]. — JlocTyn u3 CripaBOYHO-TPABOBOM cUCTeMbl «KOHCYIBTAHTILIIOCY. —
TeKCT: ANeKTPOHHBIH.

VYronosubii kopekc Poccuiickoit @enepanun: Penepanbhblii 3akoH oT 13.06.1996
No63-®D3: [mpunar [ocymapcrBennoit Jymoii 24.05.1996]: (c u3MeHEeHUSMU U
JIOTIOJIHEHUSIMU ). — Hocryn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHcynpTaHTILTIIOCY). — TEeKCT: 3JEKTPOHHBIMN.

Konmekc Poccwmiickoii ®enepanun 00 aJIMUHHCTPATUBHBIX IPABOHAPYIICHUSX:
®enepanphbiii 3akoH 0T 30.12.2001 Nel95-®@3: [mpunsar ['ocyaapcrBenHoit [lymoit
20.12.2001]: (¢ wu3MeHeHUsAMH U JOMOJHEHUsMU). — JlocTynm W3 CHpaBOYHO-
paBoBOM cucTeMbl «KOHCYIBTAaHTIUIIOC». — [ €KCT: 3IE€KTPOHHBIN.

TpynoBoit koxekc Poccuiickoit denepauun: denepanbubiii 3akoH ot 30.12.2001
Nel97-@3: [mpunsat ['ocymapctBennoit Jymoit 21.12.2001]: (¢ HU3MEHEHHSIMH H
JIOTIOJIHEHUSIMU ). — Hocryn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHcynpTauTILIIOC»). — TEeKCT: 3JEeKTPOHHBIM.

®enepanbHblif 3ak0H 0T 27.07.2006 Ne149-03 «O06 nndopmanny, nuHGOPMaMOHHBIX
TEXHOJIOTUSAX M O 3amure uHpopmanumy»: [npuHAT ['ocynapctBeHHOU Jlymoii
08.07.2006]: (c u3MEHEHMSIMM M JONOJHEHHsIMH). — JlocTyn u3 clpaBOYHO-
IpaBoBOM cUCTEMBI «KOHCYIBTaHTIUIIOC». — T €KCT: 3JIEKTPOHHBII.

®enepanbHblil 3ak0H 0T 27.07.2006 Nel152-D3 «O nepcoHaNbHBIX JaHHBIX»: [[IPUHST
I'ocynapctBennoit [lymoit 08.07.2006]: (c uM3MEHEHMSAMU U JONOJHEHUSAMH). —
JocTtyn wu3 chnpaBOYHO-TIPaBOBOM cuUcTeMbl «KOHCYJIbTAHTIUIIOC». —€KCT:
JJIEKTPOHHBIN.

[TonoxxeHne o mopsiake oOpalieHust co CiayXkeOHOH MH(popMaluel OrpaHMYEHHOTO
pacripocTpaHeHMss B (peepanbHBIX ~ OpraHaXx  HCHOJHUTENBHOW  BIAcTH,
YIOJHOMOYEHHOM OpraHe YIpaBi€HHUs] HCIOJIb30BaHUEM aTOMHOM DJHEPruu U
YIIOJTHOMOYEHHOM OpraHe€ 10 KOCMHUYECKOM JEATEIbHOCTU». [yTBEp:KIAEHO
[Toctanosnenunem IIpaButensctBa Poccuiickoit deaepanuu ot 03.11.1994 Nol1233]:
(c U3MEHEeHUsAMU U JONOJHEHUsMH). — JlocTyn U3 CIpaBOYHO-TIPABOBOI CHCTEMBI
«KoHCynbTaHTILTIOC». —TEeKCT: 3JIEKTPOHHBIM.

TpeGoBanust K 3amUTe NEPCOHANBHBIX JAaHHBIX TMpH UX 00paboTke B
MH(OPMALIMOHHBIX cucTeMax MePCOHATBHBIX JAHHBIX : [ yTBEpXAECHbI
ITocranoBnenuem IlpaBurensctBa Poccuiickoit @enepanuun ot 01.11.2012 Nel119].
— JHoctyn wu3 cnpaBouHo-ipaBoBoM cucteMbl «Koncynprantnllitoc». —Tekcr:
JJIEKTPOHHBIN.

[lepeuenr Mep, HampaBlIEHHBIX Ha oOecreyeHHe BBIMOJIHEHUsSI OOsS3aHHOCTEH,
npenycMoTpeHHbIX  DenepanbHbiM  3akOHOM  «O  MEpPCOHANBHBIX JAHHBIX» H
NPUHATHIMU B COOTBETCTBUM C HUM HOPMAaTUBHBIMHM TPaBOBBIMHM aKTaMH,
olepaTopamH, SIBJISIOIIKMMUCS FOCY1apCTBEHHBIMU WM MYHUIMIIAJIBHBIMU OpraHaMu:
[yrBepxknen IlocranoBinenuem IIpaBurenbctBa Poccuiickoir ®enepauui  OT
21.03.2012 Ne211]: (c m3MeHEHUsIMU U JOTMOTHEHUsIMH). — JlocTyn U3 cripaBoYHO-
npaBoBoil cucteMbl «KoHCcynbTanTOllmocy. —TeKCT: 3JEeKTPOHHBIMN.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

[Tonoxenne 06 0cOOEHHOCTSIX 00pabOTKH MEPCOHANBHBIX JaHHBIX, OCYILECTBIIIEMON
0e3 UCHOJb30BaHUS CPEJCTB aBTOMaTu3auuu: [yrBepxkaeHo llocranoBieHuem
[IpaBurensctBa Poccuiickoit ®epepaunn ot 15.09.2008 Ne687]. — [octyn wu3
cpaBo4HO-TIpaBoBoi cuctemsl «KoHcynprantnlimroc». —TeKcT: 3IeKTpOHHBIN.
TpeboBanust K MaTepUATLHBIM HOCUTENSIM OMOMETPUYECKHUX MEPCOHATBHBIX JTaHHBIX
U TEXHOJOTHSIM XpaHEHHs TaKuX JaHHbIX BHE HHQPOPMAIMOHHBIX CHUCTEM
IIEPCOHANBHBIX  JaHHBIX:  [yrBepxkaeHO  IlocranoBinennem  IlpaBurenncrBa
Poccutickoit @eaepannu ot 06.07.2008 No512]: (c M3BMEHEHUSAMH U JIOTIOJTHCHHUSIMHU ).
— Joctyn wu3 cnpaBouHo-nipaBoBoM cucteMbl «Koncynbrantnlliroc». —Tekcr:
3JIEKTPOHHBIN.

Metoauyeckiue pPEKOMEHJAUU 10 YBEJOMJICHUIO YIOJHOMOYEHHOIO OpraHa o
Hayaje OOpabOTKM NEePCOHANBHBIX JAHHBIX U O BHECEHWHM H3MEHEHUH B paHee
IIpE/ICTaBICHHbBIE CBEICHUS: [yTBEpKIEHbI ITpuKka3zoM Pockomuanzopa ot 30.05.2017
Ne94]: (c u3MeHeHUSIMU U AOMOJHEHUsIMHU). — JlOCTyn M3 CHpPaBOYHO-TIPABOBOI
cucremsl «KoHcynpranTnllmoc». —TekceT: 37eKTpOHHBIN.

TpeboBanust ©1 METONBI 1O OOE3TMUYMBAHUIO MEPCOHATBHBIX JAHHBIX: [YTBEP>KICHBI
npukazom Pockomuamzopa ot 05.09.2013 Ne996]. — Joctynm u3 cHpaBOYHO-
npaBoBoil cuctemsl «Koncynbrantnllmtoc». —TekceT: 37eKTPOHHBIMN.

CocTtaB M copepxaHHE OPraHU3ALMOHHBIX M TEXHUYECKUX MEpP IO O00ECIEeUeHUIo
0€30MacHOCTH TMEepPCOHANBHBIX MaHHBIX NHpU HUX 00paboTKe B HHQPOPMAIMOHHBIX
CUCTEMax IMEpPCOHANBHBIX JaHHBIX: [yTBepkaeHbl npukazom O®CTOK Poccunm or
18.02.2013 No21]: (c u3MeHeHUAMH U AOmNONHEHusMU). — JlocTynm u3 crpaBo4HO-
npaBoBoil cucrteMbl «KoHCynbTanTOllmoCcy). —TEeKCT: 3EeKTPOHHBIMN.

bazoBast monenp yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B
MH()OPMAIIMOHHBIX CHCTEMaxX TMEPCOHANBHBIX JaHHBIX (Beimucka): [yTBepikaeHa
3amectutenem aupekropa ®CTIK Poccun 15.02.2008]. — Hdoctyn U3 cripaBO4HO-
npaBoBoil cucteMbl «KoHCcynbTanTOllmocy. —TeKCT: 3eKTPOHHBIN.

Metoauka onpeneneHnss akTyalbHbIX Yrpo3 0€30MacHOCTH MEePCOHAIBHBIX JTaHHBIX
npu ux o00paboTke B HH(POPMALMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX:
[yrBepxkaeHa 3amectuteneM aupekropa PCTOK Poccnn 14.02.2008]. — Hoctymn u3
cripaBoYHO-TIpaBoBOi cucteMbl «KoHcynpTanTallmocy. —TeKceT: 3JIeKTpOHHBIN.
CoctaB U cojep)kaHHE OPraHM3allMOHHBIX M TEXHMYECKMX Mep MO OOECledYeHHUIO
0€30MacHOCTH TMEpPCOHATBHBIX JaHHBIX IpU KX 00paboTKe B HHPOPMAIMOHHBIX
crcTeMax NMepCOHANbHBIX JaHHBIX C UCIOJIb30BAaHUEM CPEJICTB KpUITOTpaduueckon
3aluTel  MHGOpMAllMM, HEOOXOJMMBIX Ui  BBINOJIHEHHUS  YCTAHOBJIEHHBIX
ITpaButensctBoM Poccuiickoit deneparyu TpeOOBaHUN K 3alUTe MEPCOHAIBHBIX
JTAHHBIX JJIs KaXJIO0TO0 M3 YPOBHEH 3alIUIEHHOCTH: [yTBepkaeHbl mpukazom DPCh
Poccun or 10.07.2014 Ne378]. — Jloctynm u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnl Iirocy. —TeKCT: 3JIeKTpOHHBII.

Metoanyeckie pEeKOMEHJAIMU 1O pa3paboTKe HOPMATUBHBIX IPABOBBIX aKTOB,
OTIPEICTISIONIUX YIPo3bl OE30MAaCHOCTH MEPCOHANBHBIX JAaHHBIX, AKTyaJbHbIE MpU
00paboTKe MEepPCOHATBHBIX AAHHBIX B MH()OPMAIIMOHHBIX CHCTEMax IMEpPCOHATIBHBIX
JAHHBIX, OKCIUTyaTUPYEMBIX TMpPU OCYILIECTBICHHUH COOTBETCTBYIOIIMX BHUOB
NEeATENBHOCTH: [yTBepkaeHbl pykoBoAacTBoM & Ilentpa ®Cb Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIIPaBOYHO-TIPaBOBOU CHCTEMBI
«Koncynprantnlntocy. —TeKCT: 371eKTPOHHBIH.

I'OCT P 51275-2006 3ammra undopmanuu. O6bekT nHopmaruzanuu. PakTopsl,
BO3zelcTRYOIME Ha HHpopMaruio. O6mue nonoxxenus. — JlocTyn U3 crpaBOYHO-
npaBoBoil cucteMbl K TEXDOKCIIEPTY». —TekcT: 371eKTpOHHBIM.

®nenoB, M.E. Linux rnaszamu xakepa. 5-¢ uzn. / M.E. ®nenoB. — CII6. : BXB-
[TerepOypr, 2019. —416 c.
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21. JlaB, P. Linux. CucremHoe nporpamMmmupoBanue. 2-e¢ uzn. / P. JlaB. — CII6. : Ilurep,

2014. — 448 c.
22. Yopn, b. Bayrpennee yctporictBo Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384
c

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnexkrpoHHbIi
pecypc] — DnekTpoH. TekctoBble naH. —Ilocnennee ooHoBieHue : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepuajibHO-TEXHHYECKAas 0a3a, HEOOXOAUMAA JIJIA OCYLIEeCTBJIEeHUs
00pa30BaTeILHOIO MPOIEcca MO TUCHMUILINHE

MartepuanbHo-TeXHUYECKasi 06a3a, HeoOXoauMas sl OCYILECTBICHHS 00pa30BaTEIbHOTO
npoiiecca 1o AUCIUIUIMHE BKIIOYAET B CBOM COCTAB CIEIUATbHBIC TOMEIICHUS:

-y4eOHbIe ayAUTOPUHU I IPOBEICHUS 3aHATUH JIGKIIMOHHOTO THUIIA;

-y4eOHBIC ayIUTOPUU IJI IPOBEIACHUS JTaOOPATOPHBIX PabOT, OCHAIIEHHBIC CPEICTBAMU
BBIUMCIUTENFHON TEXHUKH, MOAJEPKUBAIOIIMMU MPOrpaMMHOE OOeCIeueHre, yKa3aHHOe B
IIyHKTE 6;

- yueOHBIE ayIUTOPUU AJIsi IPOBEJCHUS TPYIOBBIX M MHIUBUIYaTbHBIX KOHCYJIbTAIIUH];

- y4yeOHbIE ayIUTOPUU [UIsI TPOBEIACHMSI TEKYLIEro KOHTPOJS U IPOMEXYTOUHOMN
aTTeCTalluu;

- IIOMCUICHUA IJIA CaMOCTOﬂTeHBHOﬁ pa6OTI)I;

- TMOMENICHUS [UIsi XpPaHEHHUS U MPO(PUIAKTUYECKOTOo OOCTY>KMBAaHUS TEXHUUYECKUX
CpeICTB OOyUEHHS.

[TomemieHust 711 CaMOCTOSTENBHON Pa0OTHI OOYYArOMIMXCS OCHAIEHBI KOMITbIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBHIO TOAKIIOYEHHUS K ceTu «MHTepHeT» u obecredeHueM J0CTyra B
AIIEKTPOHHYIO WH(OPMALIMOHHO-00pa30BaTeNbHYIO CPEAY OpTaHU3aIIH.

Yucno mocaoyHbIX MECT B JIEKIIMOHHOW ayAuTOpuu OoJiblie 00 PaBHO CIUCOYHOMY
COCTaBy IMOTOKAa, a B ayAUTOPUM AN MPAKTUYECKUX 3aHATUH (CEMHUHAPOB) — CIHUCOYHOMY
COCTaBY TPyl 00YYaIOIIUXCSI.

ABTOp(BI):
Kana. ¢pus.-mat. Hayk Mypun /1. M.
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IIpunoxenne Nel k paGoueii nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B COBpeMeHHO MH(OPMAIIMOHHOI cpe/ie»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNs TEKYIIel U MPOMeKYTOUYHOI aTTeCTALIMH CTYIeHTOB
Mo JUCIHUILINHE

1. TunoBbie KOHTPOJIbHBIE 32JaHUS HJIU HHbIE MaTepPUAJIbI,
Heo0XO0AUuMBbIe IVISl OLeHKH 3HAHUI, yMeHHMIi, HABLIKOB U (MJIM) ONBITA 1eSITeJILHOCTH,
XapaKTepu3yWIIHuX 3Tanbl ((OPMHUPOBAHUSA KOMIIETEHIUI

1.1 KouTpoJibHble 321aHNsI U HHbIE MAaTePHaJIbI,
HCIoJIb3yeMble B Npouecce TEKyIei aTTecTanuu

Tect mo Teme 1.1 [IpaBoBbIe 0CHOBBI 00ecneyeHUs1 HHPOPMAIMOHHO 0€30MACHOCTH

Kakne monoxxeHus, cBsi3aHHBIE C BOmpocamMu 0o0paboTku HMH(pOpMAIHMHK, 3aKPEIJICHBI B
Koucturynuu Poccutickoii @enepannn?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTH JTUYHON U CEMEHHOMN TailHBI.

0) [IpaBo Ha 00pabOTKy M1000i HH(MOPMALIUHU JTFOOBIM BO3MOKHBIM CITIOCOOOM.

B) 3anpeT Ha 00paboOTKy HH(OPMAIMK O YACTHOW KU3HHU JIHIA 0€3 ero coriacusi.

r) [IpaBo Ha noay4YeHue rpakaaHaMu JIOIycKa K rOCy/1apCcTBEHHOMN TaiHe.

Kakue Buapl uHpopmanuu o0s3aTenbHO TpeOyercs 3alluinarb B COOTBETCTBUU C
3aKoHoJiaTenbcTBOM Poccuiickoit denepanuu:

a) Uadopmarus s cimykeOHOTO MOJIb30BAHUS.

6) IlepcoHanbHbIe JaHHBIE.

B) ['ocynapcTBenHas TaifHa.

r) BpauebHnas Taiina.

n) Bce nepeuncienHsle.

B cootBerctBun ¢ denepanbHbiM 3akoHOM «OO0 uHpOpMaluM, HUHPOPMALMOHHBIX
TEXHOJIOTHSX U 3aluTe HH(OpMauu» UHPOPMAIHUS — ITO:

a) JIroOble naHHbIe, MpeACTaBICHHbIE HA MaTEpHAIbHOM HOCHUTEIIE.

0) CBenenus (cooO1eHus, TaHHbIE), HE3aBUCUMO OT (OPMBI UX MPEACTABICHHUS.

B) He sHeprus u He marepus.

r) CBeneHus, BOCIPUHUMAEMBbIE YEIOBEKOM M (MJIM) CHEIHaIbHBIMH yCTPOWCTBaMU
Kak OTpaXkeHHe (aKToB MaTepHalbHOTO WM JYXOBHOTO MHMpa B IIpolecce
KOMMYHHKAIIH.

Uro U3 MEepeurciIeHHOr0 MOYKHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHUHU C
3aK0HO1aTenbCTBOM Poccutickon @enepanuu:

a) EXCEL Tabnuiy ¢ ynopsJo4eHHOH U CTPYKTYpUPOBAaHHON HH(OpMaIHeH.

0) ®aitn hopmara DOC, B KOTOPOM CO371aH CITHCOK CITYIIATEICH STOW MPOTPaMMEI.

B) KapToTeky perucrparypsl yupekIeHHUS 34paBOOXPaHEHHUS.

r) Bce nmepeuncnennsle.

LenocTHOCTH MHPOPMALIUU — ITO:

a) O6s3arenbHOE AJIS BBIMOJIHEHUS JTUIIOM, MOJYYHBIIMM JOCTYH K ONpPEIEICHHOMN
uHpopManuy, TpeOOBaHME HE TepenaBaTh TaKyl0 HH()OPMAILUIO TPETbUM JMIaM 0Oe3
corJiacus ee obsagarers.

6) CocrostHue nHpOpMaLKHU, IPH KOTOPOM OTCYTCTBYET JII00O€ ee U3MEHEHHUe 00
U3MEHEHHE OCYILIECTBISETCSA TOJIBKO MPEJHAMEPEHHO CyOBEKTaMU, UMEIOLMMH Ha HErO
IIPaBo.

B) BOo3MOXXHOCTB nOTydeHHs MHPOPMALIUU U €€ UCIIOJIb30BaHMSL.

Ha teppuropuu Poccuiickoit @enepanny 3anpeiieHo pacnpoCTpaHeHHE:
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7.

8.

9.

a) Mudopmanuu, KkoTopas HarpaBiieHa Ha MPOTAraHy BOWHBI.

6) Kommepueckoii TaifHBbI.

B) MH(opmarin, KoTopast HarpasiieHa Ha Pa3KUTaHUE PEIIUTHO3HOW HEHABHCTH.

r) [lepcoHanbHBIX JaHHBIX.
I'paskJaHUH WK IOPUIMYECKOE JIULI0, OCYIIECTBIISAIONINE AeSITEIbHOCTD 110 SKCIUTyaTalluu
UH(POPMAIIMOHHON CUCTEMBI, B TOM YHCIIC MO0 00paboTKe MHPOPMAIIUH, COICPIKAIICHCS B
ee 0a3ax JaHHBIX — ATO:

a) ObnanaTenp HHGOPMAIIHH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.
Ecnu He onpeneneHo nHOTro, OrepaTopoM HHPOPMAITMOHHOM CUCTEMBI SIBIISICTCS:

a) Obnanarens HHPOPMALIUH.

6) COOCTBEHHHMK HCHOJB3yeMbIX JUIsi 00pabOTKM cojaepxalieics B 0a3ax JaHHBIX
UHPOPMALIUN TEXHUYECKUX CPEICTB.

B) Jlumo, ompenensomee mean oOpaObOTKHM HHPOPMAIMU M  OCYIICCTBIISIOIICE
00paboTKy HHpOpMAIIHH.
He MoxeT ObITh OTpaHUYEH JAOCTYII:

a) K napopmanmu o coCTOSTHUN OKPYKAFOIIEH Cpe/ibl.

0) K nepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX TPAKIAHCKHUX CITY)KAIIUX.

B) K nnopmarim, Xxpansimieics B OTKPBITHIX (GOHAaX ONOIHOTEK.

r) K cBeienusm o 3010ToBaIOTHBIX 3amacax Poccutickoii deneparum.

10. Kakyro OTBETCTBEHHOCTh MOXKET IIOBJIE€Yb HapymieHne TpedoBaHuii dDenepanbHbBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) JAucuumninHapHylo.
B) AZIMUHUCTPATHUBHYIO.
r) 'pask1aHCcKO-paBoOBYIO.
n) Bce nepeuncienHsle.

Tect nmo Teme 1.2 3ammTa NepcoHaNbHBIX JAHHBIX

[IepconasibHBIE JAHHBIE — ATO:

a) CBeneHust 0 CyObeKTE MEPCOHAIBHBIX JAHHBIX HE 3aBUCHUMO OT (OpPMBI HX
MpEJICTaBICHMUS.

6) JItoGas undopMmarys, oTHOCAIIAsCS K IPSIMO UM KOCBEHHO ONPEEIIEHHOMY WIIH
onpezaensieMomMy GU3NUEeCKOMY JHIY (CYObEKTY NEPCOHANbHBIX TAHHBIX).

B) JltoGas umHpoOpmanus, oTHOcAWIasCAd K OINPEIeIIEHHOMY MJIM OIpeleseMOMY
¢buznyeckomy uiy (CyObeKTy NepCOHANBHBIX JaHHBIX).

r) Jlrob6as mHpopmanus, OTHOCAIIAsCS K ONpPEAeIEHHOMY WM ONpEeeNsieMOMYy Ha
OCHOBaHUU Takoi nHpopManuu pu3nueckomMy Juny (CyObeKkTy NepCOHAIBHBIX JIaHHBIX ),
B TOM 4HCJI€ ero ¢paMHuIus, UMsl, OTIYECTBO, T'0JI, MECIL, 1aTa U MECTO POXKAEHUS, aJIpec,
ceMeifHoe, coIMallbHOe, HUMYIIECTBEHHOE MOJO0XEeHHe, oOpa3oBaHHe, MHpodeccus,
JOXOJIbl, Ipyrast HHpopMarus.

Ha xakue oTHOmIeHHs HE pacHpocTpaHseTcss aelcTBue ¢eaepanbHOro 3akoHa «O
NEPCOHATBHBIX JAHHBIX»?

a) Ha o0paboTky mepcoHanbHbBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJIECHHOM IMOPSAKE K
CBEJICHUSIM, COCTABJISIFOIUM I'OCY/IapCTBEHHYIO TaiiHYy.

6) Ha 06paboTky mepCOHANBHBIX JTaHHBIX, HEOOXOAUMYIO ISl OCYIIECTBICHUS TPaB
¥ 3aKOHHBIX HHTEPECOB OIepaTopa WK TPEThUX JIUII.

B) Ha 00paGoTky mepcOHANbHBIX JaHHBIX, HEOOXOAMMYIO IS WCIIOJHEHUS
CyIeOHOro aKTa.
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r) Ha oOpaboTKy mepcOHaNbHBIX NAHHBIX (PU3MUECKUMH JIMLIAMH HCKIIOYUTEIHHO
JUISL JTUYHBIX M CEMEWHBIX HYXJ, €CIM MPH 3TOM HE HApyLIAIOTCsA MpaBa CyOBEKTOB
NEPCOHAIBHBIX JIAHHBIX.

n) Ha o0paGoTky mnepcoHalbHBIX JaHHBIX, MOJUICKAIIMX OMYyOJIMKOBAHUIO MU
00513aTEIIbHOMY PAaCKpPBITHIO B COOTBETCTBUH C (heepabHBIM 3aKOHOM.

e) Ha o00paboTKy mNepCOHANBbHBIX [aHHBIX, HEOOXOAWMYIO MJII OpTraHH3aIluu
XpaHEHHs, KOMIUIEKTOBAHHMSA, ydeTa M HCIIOJIBb30BAaHUS COJCPKALINX IEePCOHATBHBIX
JAHHBIX AapPXUBHBIX JIOKYMEHTOB B COOTBETCTBHH C 3aKOHOAATEIHCTBOM 00 apXHWBHOM
nene B Poccuiickon @enepanuu.

OenepanbHblil 3aK0H «O MepCOHANBHBIX JAHHBIX) PEryJIHPYET OTHOLICHUS, CBSI3aHHBIE:

a) UckimountenbHo ¢ 00pabOTKON MEpPCOHATBHBIX JAHHBIX C HCIOJIb30BAHUEM
CPEIICTB aBTOMATU3ALIIH.

0) C 00paboTKO# MepcoHANBHBIX JAHHBIX, HE3ABUCUMO OT TOT0 00pabaTHIBAIOTCS TN
OHH C UCIIOJIb30BaHUEM CPEICTB aBTOMATU3allUU WU HET.

B) C  00pabOTKOW  MEpPCOHANBHBIX JAHHBIX C  HCIIOJB30BAHHEM  CPEICTB
aBTOMATHU3AINK, a TaKkke ¢ OoOpabOTKOHM MepCOHaIbHBIX NAaHHBIX 0€3 MCIIOJIb30BAHUS
CPEICTB aBTOMATH3AIlMH, €CIIM Takas o0pabOTKa COOTBETCTBYET XapaKTepy IEHCTBHIA,
COBEpIIIAEMbIX C IEPCOHATBHBIMU JAHHBIMH C UCIOJIB30BAHUEM CPEJICTB aBTOMATU3ALINH.

r)C 00paboOTKOH TEpPCOHAIBHBIX JIAHHBIX 0€3  WCIOJb30BAaHUS  CPEICTB
ABTOMATU3AIIHIH.

JlelicTBUsl, B pe3yiabTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIOIb30BAHUS
JOTIOTHUTEIbHOW MH(OpPMALMK OINPEAETUTh MPUHAUICKHOCTh MEPCOHATBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX TaHHBIX, — 3TO:

a) briokupoBaHue nepcoHaNbHBIX JaHHBIX.

0) YHUUTOXKEHNE IEPCOHAIBHBIX JaHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX IaHHBIX.

r) [lepeBon mepcOHANBHBIX JaHHBIX Ha apXHUBHOE XpaHEHHE.

JlelicTBus, B pe3ysbTaTe KOTOPBIX 8pemeHHO TIpeKpaliaeTcss o0paboTka MepCOHaIbHbIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX TaHHBIX.

0) YHUUTOXKEHHE IEPCOHAIBHBIX JaHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX TaHHBIX.

r) [lepeBon mepcOHANBHBIX JaAHHBIX HAa apXHUBHOE XpaHEHHE.

Kakue u3 nepeuncieHHbIX AeHCTBUH ¢ IEpCOHANBHBIMU JAHHBIMU SBJISIOTCA 00pabOTKOM
NIEPCOHAITBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATbHBIX JaHHBIX.

0) 3amuch MepCOHABHBIX TAHHBIX.

B) O6e31MunBaHNe NePCOHANBHBIX TaHHBIX.

r) Y 1ajeHne nmepcoHalbHBIX TaHHBIX.

C Touku 3peHus QeneparbHOro 3akoHa «O MepCOHANBHBIX JaHHBIX» ONEPATOp — ATO:

a) ['ocynapcTBeHHBIN OpraH, MyHUIMIIAJIBHBIN OpraH, IOpUInYecKoe WK (PU3nUecKoe
JMIIO0, CAMOCTOSITEIbHO WJIM COBMECTHO C JPYTMMHM JIMLAMH OpTraHu3ylomue U (MIiIu)
ocymectBisitomue 0o6padotky I1/IH, a Tarke ompexaensromue mean oodpadotku I[1JH,
coctaB [1/1n, moexamux oOpaboTke, AelcTBU (onepanun), copepuaemsie ¢ [T/[H.

0) I'paxmanwH WM FOPUAMYECKOE JIMIO, OCYIIECTBISIONIAE ICSTEIbHOCTh I10
HKCIUTyaTallii MHPOPMALMOHHOM CHUCTEMBI, B TOM YHCJIe MO 00paboTke MHpOpMAaIH,
coJiepkarnieiicst B ee 6a3zax JaHHBIX.

O06paboTka MepcoHaIbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cornacusi CyObeKTa MepCOHAIBHBIX JaHHBIX.

0) /lomkHa OrpaHUYMBATHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee ONpPENIEICHHBIX U
3aKOHHBIX IIEJIEH.
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B) He momyckaercst B ciydasx HECOBMECTUMBIX C IENIsIMH cOOpa MepCOHAIBHBIX
JTAHHBIX.

r) JlommkHa OCYIIECTBIIATHCSA HA 3aKOHHOM U CIIPaBEIMBON OCHOBE.

9. OOpaboTka nmepcoHaIbHBIX JAaHHBIX JOIMYCKACTCS:

a) C cormacusi cyObeKTa MepcOHANBHBIX JAHHBIX Ha 00pabOTKY €ro MmepcOHAIbHBIX
JTAaHHBIX.

0) B cyuasix, eciiu oHa HEOOXOAMMA TSI UCIIOJIHEHUS CyJIeOHOTO aKTa.

B) B cnyuasx, ecim oHa HeoOXoauma i OCYLIECTBIEHHUS HPOQECCHOHATBHON
JESATEIIbHOCTH JKypHalucTa M (WINM) 3aKOHHOM JESITENBbHOCTH CpEACTBAa MacCOBOM
nHpopmanuu.

r) B ciuyuasx, eciu Bemercss oOpaboTKa MEPCOHANBHBIX JAaHHBIX, MOJICKAIINX
oIyOJIMKOBAaHUIO B COOTBETCTBHM C 3aKOHOAATENbCTBOM Poccuiickoit denepanuu.

10. KTo HeceT OTBETCTBEHHOCTb 3a JEHCTBHSA IOPUIMYECKOTO JIMIIA, KOTOPOMY MOpYy4YeHa
00paboTKa NepCOHANBHBIX JaHHBIX, IEpel] CyOBEKTOM MEPCOHAIBHBIX TaHHBIX?

a) Oneparop.

0) FOpuanueckoe 11110, KOTOPOMY MOPYUUIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

11. B nopyueHnn 00pabOTKH JOIKHBI OBITH 003aTEIBHO OMPEEeTICHBl  YKa3aHBI:

a) [lenmn 06paboTKH NMepCOHANBHBIX JAHHBIX.

0) CyObeKTbl TMEepCOHANBHBIX JaHHBIX, YbH MEPCOHAJBHBIC JaHHBIE OYAyT
00pabaThIBaThCs 10 MOPYUCHHIO.

B) TpeboBanus k 3amurTe 00padaThIBA€MbIX IEPCOHANBHBIX JaHHBIX.

r) CpeactBa 3amuThl HHGOpPMAIMM, KOTOPble HEOOXOJUMO  IPUMEHSThH
IOPHITIECKOMY JIUITY, KOTOPOMY TOpy4eHa 00paboTKa MepCOHATBHBIX TAaHHBIX.

12. Ha koM 5exutr 0Os3aHHOCTh MO JI0Ka3aTeIbCTBY IOJYYEHHUS COIJIacHsl OT CyObekTa
MIEPCOHAIIbHBIX JIAHHBIX ?

a) Ha Pockomuamzope.

6) Ha ropunnueckom nuie, KOTOpoMy MOPYUUIIH 00paboTKy.

B) Hu Ha koM.

r) Ha oneparope.

13. Cornacue cy0beKTa NepCOHaNbHbIX JaHHBIX JTOJDKHO BKIIIOYATh:

a) [lacnopTtHbie naHHBIE CYOBEKTa MEPCOHATBHBIX JAHHBIX WM €ro 3aKOHHOTO
IpeCTaBUTENS.

6) KoHrTakTHble [aHHBIE JMI]Aa, OTBETCTBEHHOIO 3a OpraHM3alMio 0O0pabOTKU
HEPCOHAIBHBIX JIaHHBIX.

B) Azpec oneparopa.

r) damwinu, MMeHa M OTYeCTBA (PU3MUECKUX JIMI, KOTOPHIE OCYIIECTBISIOT
00paboTKy MepCOHAIbHBIX JaHHBIX MO MOPYUYEHUIO OIepaTopa.

14. B cinydae cmepTH cyObeKTa MEPCOHATBHBIX JaHHBIX:

a) Ilomyuats corynacue Ha 00paOOTKY €ro MepCOHAIbHBIX JaHHBIX TpeOyercs y
HACJICIHUKOB CYOBEKTa MEePCOHABHBIX TaHHBIX.

6) IlomyuyaTh corjmacue Ha 00pabOTKY €ro MEepCOHAIbHBIX JAaHHBIX TpedyeTcs y
Pockomuanzopa.

B) [lonyuaTs cornacue Ha 00pabOTKY €ro nepcoHaNbHBIX JAHHBIX HE TpeOyeTcs.

15. K crienmanbHbIM KaTETOPHUSIM MEPCOHATIBHBIX JAHHBIX OTHOCSATCS:

a) CBeneHusl, Kacarouyecs pacoBO MPUHAITIEHKHOCTH.

6) CBeneHus1, Kacaromuecs rpax1aHCTBa.

B) CBenieHus, Kacarouyecs NOJIUTUYECKUX B3TJIA0B.

r) CBeneHus, Kacaruecss HHBAJIUIHOCTH.

16. C Touku 3penust penepanbHOro 3akoHa «O MepCOHANBHBIX TaHHBIX» K OMOMETPUYCCKUM
NEPCOHATBHBIM JJTAHHBIM OTHOCSITCSL:
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a) Bce cBeneHus, KOTOpble XapaKTepU3YIOT (U3MOJIOTHYECKHE M OHMOIOTHYECKue
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUU KOTOPBIX MOKHO YCTAaHOBUTH €T0 JIUYHOCTb.

06) Csenenusi, KOTOpble BHOCATCA B 0azy OHMOMETPHYECKMX IaHHBIX TpaxIaH
Poccuiickoit deneparum.

B) Bce cBeneHHs, KOTOpBIE XapaKTepU3yIOT (PU3HONIOTHYECKHE W OHOIIOTHYECKHE
0COOEHHOCTH YeJIOBEKa, Ha OCHOBAaHMM KOTOPBIX MOXKHO YCTaHOBMTH €r0 JMYHOCTb, U
KOTOpBIE UCIOJIB3YIOTCS JJI1 YCTAHOBJIEHUSI €I0 JTUYHOCTH.

17.Kto o00s3aH yOenuTbcs B TOM, YTO HHOCTPAHHBIM TOCYAApCTBOM, Ha TEPPUTOPUIO
KOTOPOTO  OCYLIECTBISIETCA Iepefadya IMEepPCOHANBHBIX JaHHBIX, oOOecreunBaeTcs
aJIeKBaTHAas 3alllyTa MpaB CyObEKTOB NEPCOHAIbHBIX JAHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY OPYUHIIH 00pabOTKY.

B) Hukro.

r) Pockomuaazop.

18. CyObeKT nmepcoHaIbHBIX JTAaHHBIX UMEET MPaBO Ha MOJYYCHUE CIEAYIoNeH NHPOpMaLny,
Kacaroleics: 00paboTKH €ro NepCOHaNbHbIX JAHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 11eJI 00PabOTKU NEPCOHATBHBIX JAHHBIX.

6) IlouMeHHBIH nepeueHb COTPYAHUKOB ONEpaTopa, KOTOpPble UMET JOCTYI K €ro
NE€PCOHAIBHBIM JIaHHBIM.

B) CBemeHuss 00 OCYLIECTBICHHOH MM O MpEeANoiaraeMoil TpaHCIpaHUYHON
nepegaye JaHHBIX.

r) CBesieHHs 0 IPUMEHAEMBIX OIIEpaTOPOM CPEJICTBAX 3aIlUThl HHPOPMALIUH.

19.1lpaBo rpakgaHWHa Ha TOJy4YeHHWE HH(OpMaIMK, Kacaromeics oO0paboTKu ero
HEPCOHAIbHBIX JAHHBIX, MOKET ObITh OIPAaHUYEHO:

a) Ha ocHOBaHMM 3as1BIIEHUS IPYroro CyObeKTa MepCoOHaTbHBIX JaHHBIX.

6) B cnyuasx, ecnu 00paboTka NMepCOHAIbHBIX JAHHBIX OCYIIECTBISIETCS B CIydasXx,
IIPEAYCMOTPEHHBIX 3aKOHOAaTenbcTBOM Poccuiickoit ®Pexepanvu O TPaHCIOPTHOM
0€30I1aCHOCTH.

B) B cinyuasx, ecin oOpaboTka MEpCOHANBHBIX JAaHHBIX OCYIIECTBISETCS B LIEIAX
00OpOHBI CTpaHbl, 6€30MaCHOCTH TOCYAAPCTBA U OXPAHBI IPABOMOPSIIKA.

r) B cnyuasx, ecnmu o6paboTka nepcoHalNbHBIX JaHHBIX OCYLIECTBIIIETCS B paMKax
3aKOHHOM JI€ATENIbHOCTU CPEICTBA MaCCOBOM MH(OpMAIIH.

20. KoHTpomb W Hag30p 3a BBIIOJHEHHEM Mep TI0 OOECIEeYeHHI0 Oe30MacHOCTH
NEPCOHAIBHBIX JAHHBIX OCYIIECTBISIET (OCYIIECTBISIOT):

a) MunkomcBsa3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccumn.

21. Kaxoii opraH rocyJapCTBEHHON BJIACTH MMEET MPABO O3HAKOMIICHHS C MEPCOHATBHBIMH
JAHHBIMU IIPU OCYIIECTBIEHUN KOHTPOJIBHBIX U MIPOBEPOYHBIX MEPOIIPUATHI?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTIK Poccun.

22. Jluiia, BUHOBHBIE B HAPYIICHUH TIOJIOKEHUH 3aKOoHOAaTenbcTBa Poccuiickoit deneparumn
B 00JIaCTH MEPCOHAIBHBIX JaHHBIX NMPU 00pabOTKE MEPCOHATbHBIX JAaHHBIX PaOOTHHKA,
MOTYT OBITh IPUBJICUEHBI:

a) K yroioBHO# OTBETCTBEHHOCTH.

6) K nucuunimHapHO# OTBETCTBEHHOCTH.

B) K amMuHHCTpaTHBHON OTBETCTBEHHOCTH.

r) K MarepuanbHOil OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 Opranu3zanMoHHbIE 0OCHOBBI 0O0ecne4eHUus1 HH(POPMAIMOHHOM
Oe3onacHoCTH

1. Pacnosnoxute B NpaBUJIBHOM MOpPSAKE 3Tambl paboT 1Mo oOecreueHuio 0e30MacHOCTH
uHpOpMaLIUH.
1) Ouenka cooTBeTCTBHS 00BEKTa HHPOPMATHU3AIUH.
2) BrisiBnenue u anaian3 MHQOPMAITMOHHBIX aKTUBOB.
3) IIpoekTupoBanue (pa3paboTKa) CUCTEMBI 3AIUTHI HHPOPMAIIUH.
4) ®opmupoBanue TpeOOBAHUH K 3aIIUTE UH(OPMAIIHH.
5) Bueapenue cucteMbl 3alIUTH HHPOPMAIIH.
6) DKCIuTyaTamys CUCTEMbI 3aIUTHl HHPOPMAITUH.

a)1)2)3)4)5)06).
06)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctp He 00e3MMYCHHBIE NMEPCOHAIBHBIC JaHHBIC O COCTOSHHH 3I0POBBS BCEX TPAKIAAH
SpocnaBckoii obmactu 00pabarbiBaloTCs B MHGOPMALMOHHONW CHCTEME, AJs KOTOPOMH
aKTyaJbHBI YIpO3bl CBSA3aHHBIC C AKCIUTyaTallel ysI3BUMOCTEH B MPUKIAIHOM, HO HE B
CHUCTEMHOM MPOTrpaMMHOM oOecrnieueHuu. Kakoil ypoBeHb 3alIUIEHHOCTH JTOJIKEH OBITh
YCTaHOBJIEH IS TAKUX MEPCOHATBHBIX JAHHBIX ?

a) Y31.
0) V32.
B) Y33.
r) V34,

3. IlycTb He 00e3nMueHHbIE TEPCOHANIbHBIE JaHHBIE B TOM 4nciie (GoTorpadus COTpyIHUKOB
Hebonpmoro (1o 10 000 coTpyaHUKOB) TpeanpusaTus 0OpaldaThIBAIOTCS B CHUCTEME
KOHTPOJISI U YNPABJIECHUS JTOCTYNOM, JJISi KOTOPOH aKTyallbHbl YIpo3bl HE CBSI3aHHBIE C
DKCIUTyaTalel yI3BUMOCTEH B TPUKJIATHOM U CHCTEMHOM IPOTPaMMHOM O0€CTICUEeHUH.
Kakoil ypoBeHb 3aIMIIEHHOCTH JOJDKEH OBITh YCTAHOBJIEH JJISI TaKMX NEPCOHAIbHBIX
JaHHBIX?

a) Y31.
0) ¥32.
B) Y33.
r) Y34.
4. BHelIHUE HapyLIUTENIN PEANTU3YIOT YIPO3bI:
a) M3 BHEMIHUX ceTel CBSA3M OOIIETO MOJIb30BAHUS.
6) HerocpeacTBeHHO B MHPOPMALIMOHHBIX CHUCTEMAX.
B) U3 cereil MexayHapoaHOTO HH(OPMALIHOHHOTO 0OMEHa.
r) Haxonsce B mpesenax KOHTPOIUPYEMOH 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENIEH MOTYT SBIIATHCSA:
a) [Tonp3oBarenu nHGPOPMAIIMOHHOMN CHCTEMBI.
6) Konkypupyromiue opraHu3aru.
B) HenoGpocoBecTHbIe apTHEPHI.
r) O6CcmyKMBAIONMUI TTEPCOHATT OpTaHU3AIIH.
6. Ilpumepamu BHYTPEHHHX HApYIIUTEICH MOTYT SIBISITHCS:
a) AIMUHUCTPATOPbl 0€30MaCHOCTH MH(POPMAIIMOHHBIX CUCTEM.
0) CropoHHue pU3NIECKUE TUTIA.
B) JIuiia, oGecneunBaromue COnpoBOKACHNUE TPOrPAMMHOTO 00ECIICYEHUSI.
r) KpuMuHanbHbBIC CTPYKTYPBHI.
7. K 0OBEKTHBHBIM YIp0O3aM OTHOCSITCS:
a) OmumobKu 00CITy>KUBAIOIIET0 IEPCOHANA.
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10.

11.

12.

13.

6) JedexTsl, cOOM U OTKa3bl, aBapuU TEXHUYECKUX CPEICTB M CUCTEM OOBEKTOB
nH(pOpMaTU3ALINY, a TaK XKe cUcTeM o0ecredeHnst 00beKTOB HH(OPMAaTU3ALIUH.

B) [IpupoaHbie siBeHUS, CTUXUITHBIE OE/ICTBUS.

r) @akTopbl COMUANBHO-TIOTUTHYECKOTO XapaKTepa.

VYTpo3bl yTeuku HHPOPMALUU BO3MOXKHBI TOCPEICTBOM:

a) BosznelicTBus mporpaMMHBIMH CpPEICTBAMU B KOMILJIEKCE C MpeIHAMEPEHHBIM
CHJIOBBIM 3JICKTPOMAarHUTHBIM BO3JCHCTBUEM.

0) [lepenaun nudopmamu 1Mo OTKPHITHIM KaHAJIaM CBSI3H.

B) [ToakitoueHns K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa HH(OpMaTH3AIHH.

r) O6paboTku nHPOpPMAIIMK HA HE3AIMIICHHBIX TEXHUYCCKUX CPEACTBAX 00pabOTKH
uHpOpMaLIUH.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO TOCTYIMA K HH(POPMAIINH, PEATU3YIOTCS TyTeM:

a) Konuposanus napopmanum Ha HE3aperUCTPUPOBAHHBIA HOCUTEh HH(OPMAIIHH.

0) XuIeHus] HOCUTEJIS 3alUIacMO HH(POPMAIIHH.

B) Ucnonp3oBaHus  mpOrpaMMHOTO  OOECIEUYEeHUS  TEXHUYECKHX  CPEJICTB
MH(OPMAILIMOHHON CHUCTEMBI, Yepe3 MPUMEHEHHE BPEJOHOCHOTO MPOrPaMMHOTO KO/Ia.

r) CHJIOBOTO 3JIEKTPOMAarHUTHOTO BO3JEHCTBHSA 1O NPOBOJHBIM JMHUSM CBSI3H Ha
MOPTHI BBOJA-BBIBOJA CUTHAJIOB U MIOPTHI CBS3H.

Kakue cpenctBa 3ammTbl MHGOpPMAIWMU OOBIYHO TNPUMEHSIOTCS Ui O0OeCredeHUs
6e3omacHocTH uH(popmanuu, oOpadaTeiBaeMO HA ABTOHOMHBIX KOMITBIOTEpaxX:

a) CpezacrBa 3amuThl THPOPMAIIMHU OT HECAHKITMOHHUPOBAHHOTO JTOCTYIIA.

0) MexceTeBble DKpaHbI.

B) CpencrBa kpunrtorpadguueckoi 3am Tl HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) Cuctembl 0OHapyKEHUS BTOP>KEHUI.

Kakue cpenctBa 3amuThl HHGOpMANMK MO3BOJSAIOT OOECIEYUTh O€30MacHOCTh
uHpOpMANMK, TepeAaBaeMoOl 10 KaHaJaM CBS3HM, BBIXOAANIMM 32 TPEICIbI
KOHTPOJIMPYEMOU 30HBI:

a) CpencrBa 3anuThl THGOPMAIIMK OT HECAHKIITMOHUPOBAHHOTO JTOCTYTIA.

6) MexceTeBble SKpaHbI.

B) CpencrBa KpunTorpaduueckoi 3ammThl HHPOPMAaIIH.

r) CucteMbl OOHapYKEeHUS BTOPKEHUH.

Kakoit Bua cpenctB 3amuThl MHPOPMAIUM TTO3BOJIIET KOHTPOJMPOBATH Pa3IHUHBIC
KaHaJbl iepeaaud nHGOpPMAaILIUU: HIEKTPOHHYIO MOYTY, MECEHKEPhI, CheMHbIE HOCUTEIH
uH(popmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTecranus 00beKTOB HH(OpMATU3ALUU — ITO:

a) JIokyMeHTaJIbHOE YAOCTOBEPEHHE COOTBETCTBHS MPOIYKIIMH HITH WHBIX 0O0BEKTOB,
MPOIIECCOB TMPOCKTUPOBAHUS, MPOU3BOJCTBA, CTPOUTEIHCTBA, MOHTaXa, HaJIAJIKH,
IKCIUTyaTallui, XpaHeHUs], IEPEBO3KH, PEANN3allii W yTHJIN3AlUH, BBITIOJHEHUS paboT
WIM OKa3aHWs yCAyr TpeOOBaHMSIM TEXHHYECKHX PEriaMEHTOB, IOJIOKECHHSIM
CTaHJAPTOB, CBOJIOB MTPABHJI HITH YCIOBHSIM JOTOBOPOB.

6) [IpsimMoe M KOCBEHHOE OTpe/ieiieHrne COOMI0IeH!s TPeOOBaHUM, PEIbABIIEMBIX
K OOBEKTY 3aIUTHI.

B) OdunmanbHOe NpU3HAHHE KOMIIETEHTHOCTH (PU3NYECKOTO WM IOPHIUYECKOTO
JIUTIA BBITIOJIHATH pa0OTHI B ONPEICTICHHOM 00IacTH.

r) Kommiekc opraHu3aiimoOHHO-TEXHUYECKIX MEPONPUITUN, B PE3yabTaTe KOTOPBIX
MOCPEACTBOM CIIEUATBHOIO JOKYMEHTa MOATBEPKAACTCSA, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUSIM CTAHJAPTOB WU WHBIX HOPMATHBHO-TEXHHYECKUX JOKYMEHTOB IO
06e30macHOCTH HH(POPMAIIHH.
Kakoit moxymeHT naer mpaBo oOpa®oTku MH(pOpMAIMK C yKa3aHHBIM B HEM YPOBHEM
KOH(UICHIIMATEHOCTU?

1) JInuensus.

2) ATTecTar akKpeaUTaIHH.

3) Cepruduxar.

4) ATTecTat COOTBETCTBUS.
Ha nacrosmmii MOMEHT CpOK JEHCTBHUS arrecTtaTa COOTBETCTBUS WH(GOPMAIMOHHON
CUCTEMBI, B KOTOpOil 00pabaTbiBaeTcsl KOH(UIEHIMaNbHas HH(OpMaLIK, B cllydae, eciu
B XO/I€ €€ IKCIUIyaTallH, B HEE HE BHOCATCS CYLLIECTBEHHbIE N3MEHEHUS, COCTABIISIET:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcrutyaTanuu HHQOPMAIIMOHHON CHCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOPEE:

a) AHanu3 ysI3BUMOCTEH HH()OPMALIMOHHON CUCTEMBI.

0) McmplTanus CUCTEMBI 3alUThI MH()OPMAIMH ITYTEM OCYIIECTBICHUS IMOMBITOK
HECaHKIMOHUPOBAHHOIO JOCTYMa (BO3ACHCTBUS) K MH(DOPMALIMOHHON CUCTEME.

Tect o Teme 2.1 ApxuTeKTypa KOMNbIOTEPa

3a HEenmoCpeACTBEHHOE BBIMOJIHEHUE ONEepaIiH B IPOLIECCOPE OTBEYALT:
a) Apu(pMeTUKO-JIOTUYECKOE YCTPOICTBO.
6) Kour-namsrs.
B) biok ynpaBienus.
r) Peructpsr.
Ucnone3ys 10 OuT 1ug aapecanuu syeek MaMsTH pasmepoMm | OailT, Mbl CMOXKeM
o0ecnevnThb apecaluio CIeaylIero oobeMa namMmsaTH:
a) 10 Gaifr.
0) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionoxxute B nmopsizike yBeIuueHUsi 00bemMa MaMsITH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sdetika.
Pacmonoxxurte BUIBI TaMSATH B MOPSIKE YBETMUYCHUH CKOPOCTH PAOOTHI.
a) Peructpsl npoueccopa.
0) TBeproTenbHbIE HAKOMUTEIH.
B) OcHOBHas (OniepaTHUBHAS) TTAMSITh.
r) ONTHYECKHE TUCKH.
1) MarHuTHbIE )KeCTKUE JUCKH.
e) Komr-mamsits.
Kakas xoHmenuust 00bIYHO peann3yercs B Mpoleccopax BUACOKapT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMOTOK JaHHBIX.
0) OnMHOYHBINM TOTOK KOMaH I, MHOKECTBEHHBIH MOTOK JTAHHBIX.
B) MHOKECTBEHHBIH TOTOK KOMaH I, OJHHOYHBII MOTOK JaHHBIX.
r) OAMHOYHBIN TOTOK KOMaHI, OJMHOYHBINA OTOK JTaHHBIX.
JJ1s COBpEMEHHBIX MarHUTHBIX KECTKUX JUCKOB XapaKTepHO:
a) bosbiias cTOUMOCTB IO OTHOIIEHHIO K TBEPAOTEIbHBIM HAKOIUTEIISIM.
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6) IlocTenenHOE M3HAIIMBAHUE TPAH3UCTOPOB.
B) Hannune MexaHW4eCKHUX 3JIEMEHTOB.
r) PacnonoxxeHnue KOHTpoJUIepa Ha MATEPUHCKOH TLIaTe.
1) bospmnii 00beM MaMATH 110 CPABHEHUIO C TBEPIOTEIbHBIMU HAKOIIUTEIISAMHU.
7. Kakas mmHa Hambojee pacHpoCTpaHEHAa Ha TEKYIIMH MOMEHT B MEPCOHAIBHBIX
KOMITbIOTEpAX:
a) ISA.
0) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas 4acToTa IIMHBI KOMITbIOTEpa cocTasisieT 5 I'T. 3a OMH TaKT MO IIMHE
MOYHO niepeath 16 6ut. OnieHuTe CKOpOCTh Nepesauu HHpopMauu 1o muHe?
a) 80 MeraOuT B CEKyHIY.
6) 10 ['urabaiit B ceKyHay.
B) 80 ['rabGaiiT B CeKyHTy.
r) 21 I'urabaiT B CEKyHIYy.
9. Jlnst mpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX AKPAHOB XapaKTEPHO:
a) Bpicokast ckopocTh OTKJIMKA NPH KacaHUM.
6) Bo3aMOXKHOCTB yripaBieHHs pa3IU4YHbIMU YCTPONUCTBAMHU.
B) ITomaepxka multi-touch.
r) HeBO3MOXKHOCTB ONIPE/ICIICHUSI CUITbI HAXKATHSI.
1) IIpoGnema «IBOEHUSY.
10. DnemeHTaMM KUAKOKPUCTATITUIECKOTO MOHUTOPA SIBJISTIOTCS:
a) JlyueBas TpyOKa.
6) UcTounuk cBera.
B) XKK-matpwuiia.
r) [13C-matpwuria.
1) DIEKTPOIbI.
11. Kaxkoii a5ieMeHT MpUHTEpa OTBEYaeT 3a (puKcaluio ToHepa Ha Oymare:
a) ®ortosa.
6) Tepmona.
B) Posnuk nepeHoca.
r) Ban momaun ToHepa.
12. HazHavyeHueMm na3epa B [IBETHOM IIPUHTEPE SBIISETCS:
a) Hanecenue Tonepa Ha ¢oToBa.
6) dukcanus ToHepa Ha Oymare.
B) Y1asieHue HeCYIHX 3apsi/1 JJIEMEHTOB ¢ ()OTOBAA.
r) [logaya Oymaru B ipuHTED.
13. DnemeHTaMu ITUGPOBOI BEO-KaMePHhI SIBIISIOTCS
a) doromieHka.
06) OOBeKTHB.
B) [13C-marpuiia.
r) ®ukc-dokyc
1) [Ipoteccop.
14. JInist KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTbD.
0) YcTOWYMBOCTD K yaapam.
B) BbicOKast 4yBCTBUTEIBHOCTb.
r) 3aBHCHMOCTb OT NapaMeTPOB OKPYIKAFOLIEH Cpebl (TeMIIepaTyphl, BIaKHOCTH).
1) [IpumeHeHne B CTyAUSAX 3BYKO3AIUCH.

Tect no Teme 3.1 BBeieHne B HHPOPMALHOHHYIO 0€30MACHOCTH ONEPALMOHHBIX CHCTEM
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ITycte B OC peann3oBaHO JUCKPELMOHHOE YIPABJICHHE IOCTYIOM CO CJEIYHOLIUMHU
npaBamu: uyTeHue(r), 3anuck(w) u ucnonHenue(x). IlpucyrcrByer ¢aiin nmpuioxeHus
«KanpkynsaTop.exe» co cleqyrouuM cnuckoM pocrtyna: (Anuca: rwx), (bopuc: rx).
Bribepute npaBuiIbHbBIC YTBEPIKICHHS:

a) Anuca MOXeT 3aIlyCTUTh NpuiiokeHne «KanbKyisaTop.exey.

0) bopuc He MoXeT 3anycTUTh npuiokeHue «Kanpkymsrop.exe.

B) AJiica He MOXET M3MEHUTh coziepxkumoe (daitna «Kanpkysstop.exey.

r) bopuc MoxkeT u3MeHHTh coziepxkimoe (aita «KambKyasitop.exey.

ITycts B OC pean3oBaHO IpynIioBOe yIpaBJI€HUE JOCTYIIOM CO CIEIYIOIUMU IpaBaMu:
gyrenue(r), 3anuch(w) u ucrnonHenue(x). [lpucyrctByer daitn «Haknmagnas.docx» co
cienyromuM crnuckoM goctymna: (byxramrepsr: rw), (Kypwepsi: 1), (Anuca: rw). B
CUCTEME 3aJaHbl pOJM, B KOTOPbIE BKJIIOYEHBI COOTBETCTBYIOIIME I10JIb30BATEIIN:
(byxranteper: bopuc, T'anuna), (Kypwseps: Bukrtop). BsiOepure mpaBuibHbIe
YTBEPKACHUS:

a) bopuc He MOkeT U3MEHUTH conepkumoe Gaiina «HaknagHas.docxy.

0) [NanrHa MOXeT unTaTh coaepkumoe Qaiina «HakmagHast.dOCX».

B) BukTop mMoxer u3mMeHuTH copepxkumoe daitna «HaxmamHas.docx».

r) BukTop Moxer uutath conepxkumoe daiiina «Haxnaanas.docxy.

1) Ajrca MOXKET U3MEHHTH conepakumoe daiina «Hakmaanas.docx».

ITycte B OC peann3oBaHO MaHJATHOE YIpaBiieHHe noctynom. llpucyrcrByer aiin
«log.txt» ¢ ypoBHeM cekperHocTH 1. IIpucyrcTByroT nosib3oBarenu Anuca ¢ ypoBHEM
nonycka 1, bopuc ¢ yposaem pomnycka 2 u Bukrop ¢ ypoBHeM nomnycka 0. Beibepure
IPaBUJIbHbBIC YTBEPIKICHHUSL:

a) Buktop MoxeT u3MeHuTh cojepkumoe daiina «log.txty».

0) Buktop MoxeT unTath cogepxkumoe daitna «l0g.txty.

B) AJca MOXeT U3MEHHUTh cojiepkumoe (aiia «l0g.txty.

r) AJrca MOXKeT YuTatTh coaepxkumoe daiina «l0g.txty.

1) bopuc moxer usmeHuTh coaepxumoe daiina «l0g.txty.

¢) bBopuc moxer unrtath conepxkumoe daiina «10g.txty.

[Tyctes B OC peanuzoBana monens mnenoctHoctr buba. [lpucyrcrByer daiin «log.txt» ¢
ypoBHeM LenocTHOCTH 1. [IpucyTcTByroT nonb3oBarenu Anuca ¢ ypOBHEM LIEIOCTHOCTH
1, Bopuc ¢ ypoBHem nenoctHoctd 2 u Bukrtop ¢ ypoBHem menoctHoctu (. Beibepure
IIPABWJIBHBIE YTBEPKICHUS:

a) BukTop MoxeTr u3MEeHUTH cojiepkumoe (daiina «log.txt».

0) Anunca MOXeT U3MEHHTH cojiepikiMoe daiina «10g.txty.

B) Bopurc MoxeT u3aMeHuTh comepkumoe daiina «log.txty».

r) Bece Tpoe Moryt untarh cogepxkumoe daiina «log.txty.

Bri6epute npaBusibHbIE YTBEPXKACHUS 0 ayTeHTHPUKAUU B coBpeMeHHbIX OC:

a) [Taponu nosp30Barenst XpaHATCsS Ha JUCKE, HA KOTOPOM YCTaHOBJIEHA CHUCTEMA, B
NepPBOHAYAILHOM BH/IE.

0) OTaJoHHbIE 3HAYEHMs, HEOOXOIUMBIE ISl TPOXOXKAECHUS OHMOMETpPUYECKON
ayTeHTU(UKAlUKM, XpaHITCI B CHCTEME B HEJIOCTATOYHOM [UIsl BOCCTAaHOBJICHUS
U3HAYaJIbHBIX OMOMETPHUYECKUX JAHHBIX O0BbEME.

B) TokeH (u3MYECKH W3rOTOBICH TakUM O00pa3oM, YTO CYMTHIBAHHE C HETrO
3aKpBITOTO KJIIOYA SIBJISETCS] HEBO3MOXKHON MM JJOPOTOCTOSIIEN onepanuei.

r) Jlis ayTeHTUHUKAIKMU C TIOMOIIBI0 TOKEHa B CHCTEME JIOJDKEH MPHCYTCTBOBAThH
OTKPBITBIN KJII0Y M0JIb30BATENS], COOTBETCTBYIOLIUI 3aKPHITOMY KIIIOUY HA €TI0 TOKEHE.
Urto He BXOAWT B MeTaaHHbIe (haiisa (BbIOEpUTE OJIUH BapUaHT)?

a) Bpems co3nganus daiina.

0) Anpec KOpHEBOM TUPEKTOPHH.

B) Bpems mogudukanmu daiina.
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r) Azpeca KIlacTepoB COACPKUMOTro (paiios.

1) Uadopmarnus o Biagensiie daiiia.

7. BpiOepuTe BepHbIE YTBEPKACHUS O YIIPABIEHUU AMAThIO B coBpeMeHHbIX OC:

a) CoBpemennbie OC HCIONB3YIOT BUPTYAIBHYIO TTAMSITh.

0) CoBpemennble OC He 3alUIIAIOT TaMATh OJHUX MPOLIECCOB OT YTEHUS IPYTrUMHU
IpOILECCaMH.

B) CoBpemennbie OC pa3aenstor o0l maMsITh MEX/1y MPOLECCAMU, YacTO B TAKON
NaMsITH HaXOAATCs OMOITMOTEKH.

r) CoBpemennbie OC HHUKOT/a HE BBIIPYXKAOT YaCTH ONEPATHBHOW MaMSATH Ha JHCK
BO BpeMsl paboTBhI.

n) B coBpemennsix OC mamsTh pa3OuTa Ha MajeHbKHE (parMeHTHI, Ha3bIBaEMbIC
CTpaHMIIaMHU.

8. BriOepuTe BepHbIE YTBEPKICHUS O MIIAHUPOBIIUKE:

a) [lmaHMpoBLIMK BBIIENSET MPOLECCOPHOE BpeMs KOPOTKHMMM HHTEpBalaMH,
Ha3bIBAEMbIMU KBAHTaAMHU.

6) B ciyuae ucnoiHeHus MPOLECCOM HHCTPYKLUH, AJIS 3aBEpIIECHUS KOTOPOH
TpeOyercs UINTENbHOE OXUAAHWE, IUIAHUPOBLIMK HEPEBOJAUT IPOLECC B COCTOSHUE
«3a0JI0KHPOBaH» U He OyAeT BBLACIATh €My IPOLECCOPHOE BpeMsl, OKa COCTOSIHUE He
CMEHUTCS Ha «TOTOBY.

B) Jns paOoThl IJIAHMPOBINMKA MHPOLECCHl JODKHBI CaMH IepelaBaTb Ha HEro
yIOpaBieHUE, TaK KaKk KOMIbIOTEpbl He mnpepoctaBisitor OC wMexaHusma  JUIs
HEPUOJIMYECKOT0 NMPEPhIBAHNUS BBIITOJHEHUS M10JIb30BATEIbCKOIO IpoLIecca.

r) B miaHMpoBaHMM 1O MPHOPUTETAM BCE IMPOIECCHl C PAa3HBIMU HPUOPUTETAMH
HOJIY4al0T IPUMEPHO OJAMHAKOBOE KOJIMYECTBO BPEMEHHU.

9. BriOepuTte BepHOE yTBEepXkKIeHHE (BRIOSPUTE OJMH BapUaHT):

a) OC peanu3oBaHa anmapaTHo B IPOIECCOPE.

0) OC peanu3oBaHa anmapaTHO B MAaTEPUHCKOM IJIaTe.

B) OC — mporpamMmmHOe O0OecCreueHHe, KOTOpOE MPEIOCTaBISCT MPHIOKECHHIM
pecypchl amnmapaTHOTO OOECIEYeHHs] KOMITbIOTEpa B BUAE yIOOHBIX aOCTpakiiuii, HO HE
yIIpaBJISET 3TUM alIapaTHbIM 00ECTIEYCHUEM.

r) OC — mporpaMMHOe oOecrieueHne, KOTOpPOE TMPEIOCTABISET MPHIOKECHUSIM
pecypchl anmapaTHOro oOecledyeHHs KOMIbIoTepa B BHUAE YAOOHBIX aOCTpakuuil u
yIpaBJseT 3TUM anlapaTHbIM 00eCIIeYeHUEM.

10. Beibepute BepHOE yTBEp:K/IeHHE (BBIOCpUTE OIUH BapUaHT):

a) B OC kommbloTepa ¢ OHOSAEPHBIM IPOLIECCOPOM B Ka)Jbli MOMEHT BPEMEHU
MOYeET paboTaTh TOJILKO OJMH MpoLecC.

6) B OC kommpioTepa C OTHOSACPHBIM TIPOIIECCOPOM Y TIPOILIECCOB BCeTa
IIPUCYTCTBYET TOJIBKO OJUH IOTOK.

B) B OC kommbroTepa ¢ MHOTOSACPHBIM TMPOIECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHM MOT'YT BBIIIOJIHATCSA HECKOJIBKO IIOTOKOB OJIHOTO IpoIiecca.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
MCII0JIb30BaTh TOJIBKO OJHO SAPO MPOLECCopa.

Tect o Teme 3.2 UndopMannoHHas 6€30MaCHOCTH ONEPALMOHHBIX CUCTEM ceMelicTBa
Windows

1. Ha ocnoBe kakux ganHbiX cyobekta OC Windows nmpuHHMaeET perieHue o 10cTyre?
a) XeI 3HaYeHue MapoJIs MOJIb30BaTeNs, 3aIlyCTUBIIETO MPOIece.
0) TokeH mepeBOIIOMICHHUS.
B) Unentudukarop mpoiecca.
r) Token mocryma.
1) ba3oBblii npuopuTeT Nporecca.
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Ha ocHoBe xakux gannbix 00bekta OC Windows nmpuHUMAaeT perieHue o 1ocTymne?

a) [Ipuunerun.

0) TokeH nocryna.

B) Jleckpunrop 6€30MacHOCTH.

r) CUCTEMHBI CIIMCOK YIIPABICHUS JTOCTYIIOM.

1) Crioco0 ayTeHTH(UKAIMY [TOTb30BATENS .

Kakue npumuTHBHBIE ITpaBa 00benuHseT B cede npaso utenns OC Windows?

a) «Urenue arpulOyToB 0€30MACHOCTHY.

0) «UreHne CUCTEMHBIX aTpHOYTOBY, «4TEHUE aTPUOYTOB OE30MACHOCTHY.

B) «UTCHHUE TaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTpHOyTOBY», «UYTEHHE aTPUOYTOB OE30IACHOCTHY, «UTCHHE
JAHHBIX .

n) «UTeHue CUCTEMHBIX aTpUOYTOB», «YTEHUE aTPUOYTOB OE30IACHOCTH», «YTCHUE
JAHHBIX», «BBINOJIHEHUE (AUIOB» U «I1EPEXO0]l B TUPEKTOPUION.

Br16epute nmpaBuiibHbIE YTBEPKAEHUS 0 MaHaTHOU nonutuke «He-3anuceiBatb-Bepx»
OC Windows:

a) ObecrnieunBaeT CBOMCTBO 1IEIOCTHOCTH JIaHHBIX.

6) OGecrieunBaeT CBOMCTBO KOHPUACHIIUAIBHOCTH JTAHHBIX .

B) Vcnonb3yercs B cCTEME TOJIBKO ISt 00bEKTOB CETEBBIX COKETOB.

r) HesiBHo ucnonb3yercst ist Bcex NTFS-gaiinos.

1) Pasperraer 1ocTyn Ha 3amuch TOJIBKO CYOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM IO OTHOILEHHIO K YPOBHIO LIEJIOCTHOCTH O0BEKTa JOCTYIa.

Kakwne u3 nepeunciennsix npaB OC Windows npenoctasisieT 0 yMOJIYaHHIO BIIAICIbILY
datina?

a) Yurtate CCY .

6) Yurats JICY .

B) UuTath comepxumoe daiina.

r) Usmensts JJCY/I.

n) Usmensts CCY /.

e) 3sMensth copepkiumoe Qaiina.

Bribepere mpaBuiIbHBIE  YTBEP)KICHHS OTHOCHUTENBHO allfOPUTMa  ONPEJENICHUS
npaBomepHocTH foctyna OC Windows:

a) IlepBeIM pelicTBUEM SBISIETCS NpPOBEPKAa COOTBETCTBHS JOCTyNa MaHAATHOMN
MIOJINTHUKE.

6) IIpoBepka COOTBETCTBHS JOCTyNa MaHAATHOM MOJMTHUKE OCYHIECTBIISETCS MOCHE
ananu3a 3anuceit JICY /.

B) Ecinu nipu nocnenoBarensroM ananu3e 3anuceit JJCY [l oka3siBaeTcsi, 4TO OJHO U3
3arpanBacMbIX MPaB 3allpPeIlacTCs B TEKYILLEHN 3alIMCH, TO JIOCTYI 3alIPEIaeTCsl.

r) Ecnmu mpu mocnemoBatensHoM aHanmuse 3anuceit JICYJl paspemaromue mpasa
TEKyIled 3alucu B CyYMME C pa3pellalollMMU [paBaMu MPEABIAYLIUX 3anucei
MEPEKPbUIN BCe 3allpalliiBaeMble MpaBa, TO JOCTYII pa3periaeTcs.

n) Ecnu B cnickax JICY/] He ObLIO 3ampelnaronimux 3amnpainiiBacMble paBa 3alucei,
U B TO € BpeMsl BCE€ pa3pellalolliye 3alyicy He TEepeKpbUIN 3alpaliiBaeMble MpaBa, TO
JOCTYI 3apeniacTcs.

Kaxkas npusuneruss OC Windows no3BosisieT 4utath Jt000i (aill BHE 3aBUCUMOCTH OT
3a/laHHBIX 1IpaB?

a) [IpuBuierus co3ganusi pe3epBHBIX KOMHIA.

0) IIpuBuiIerust U3MEHEHUs] CHCTEMHOTO BPEMEHH.

B) [IpuBruterns 3aBepiieHus padOThl CUCTEMBI.

r) [IpuBunerus yBenuueHus padodero Hadbopa.

n) I[MpuBunerus cozpanus (aiiia MOIKAYKH.

BriGepure cymnoctu, He Bxozsmue B TokeH goctyna B OC Windows:
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a) SID nmonw3oBaress.

6) JICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00bEKTOB CUCTEMBI.

n) [MpuBuneruu.

9. BsiGepuTe CyntHOCTH, BXOIAIIUE B AeCKpUNTOp Oe3onmacHocTH oobekTa B OC Windows:

a) SID Biajenpia 00beKTA.

0) AMCKpEeIMOHHBIN CITUCOK YIPABIICHUS JOCTYIIOM.

B) CHCTEMHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

r) CECOK TOKEHOB JJOCTYIIA MPOIIECCOB, OCYIIECTRIISIONIMX JOCTYI K 00BEKTY.

1) YpOBEHb LIETOCTHOCTH.

10. Kakue u3 MyHKTOB MPaBUJIBLHO OMNHUCHIBAIOT (UIBTPOBAHHBIM TOKEH JOCTYyIa

aamuauctparopa B OC Windows?

a) YpOBEHb LIEJIOCTHOCTH YCTaHABIUBACTCS CPEIHUM.

0) YpoBeHb 1IETTOCTHOCTH YCTAHABIMBACTCSI BHICOKUM.

B) CIHMCOK MPHBHJICTHIA, KOTOPbIE MOT'YT MONAcTh B (DMIILTPOBAHHBIN TOKEH, CHIILHO
OTpaHHYEH.

r) Ilpu onpeneneHun npaBoMepHOCTH aoctyma cpeau 3ammceit JICYJ ¢ SID
AJIMHUHUCTPATUBHBIX TPYII OYAYT YYTEHBI TOJIHKO 3aIPEIIAIONIHE.

1) Crucky MPUBHUJIETHIA OMHAKOBBI B OOBIYHOM M (HIBTPOBAHHOM TOKEHE JOCTYyIIa
aJMHHHCTPATOpA.

TeCT II10 TEME 32 I/IH(l)OpMaIII/IOHHaﬂ 6e3OHaCHOCTb OI[epaIII/IOHHbIX CUCTEM CeMeﬁCTBa
Linux

1. Ha ocHoBe kakux naHHbIX cyobekTa OC Linux npuHUMaeT peiieHue o 1ocrymne?
a) SUID-6wur.
0) Sticky-6wur.
B) YueTHbIC JaHHBIE.
r) UID nporecca.
1) DJEeKTPOHHAS TMOAMUCH POTPAMMBI.
2. Kaxwue npaa npucyrctByoT B OC Linux:
a) Mcnonuenue.
6) Urenwue i-node.
B) UreHue.
r) Vnanenue.
1) 3aruce.
3. Hus gero cayxut SUID-6ut B OC Linux?
a) [To3BossieT 3amyCcTUTh NPUIIOKEHHE OT UMEHHU Biajiesbla (aiiia mpuioKeHusl.
0) ITo3BossteT 3amyCcTUTh MPUIIOKEHUE OT UMEHHU CYIepIIOb30BaTEeIIsl.
B) [To3BounsieT 3amyctuth npuiioxkenue ¢ npusmierueit CAP_SYS ADMIN.
r) [To3Bomnsier 3anmycTuth npuioxenue ¢ UID paBHBIM HYITIO.
1)  3ampemiaer  3amycK  NPWIOKEHHS ~ BCEM  IOJb30BATENsIM,  KpPOME
CYIIEPIIOJIb30BaTENS.
4. Yro nenaet Macka B CIIUCKe ynpasieHus noctynom ¢aiina 8 OC Linux?
a) 3ajaeT MaKCUMaJIbHbIE TPaBa, KOTOPbIE MOXKHO MOIYYUTh U3 3aUCel [T TPYIIIL.
0) 3aiaeT MaKcUMaJbHbIE MPaBa, KOTOPbIE MOKHO MOIYYUTh U3 3aIMCH OCTAJBHBIX.
B) 3a/1aeT MaKCUMalbHbIC MPaBa, KOTOPhIE MOYKHO MOJYYUTh M3 3alMCH BJIaJelblla
daiina.
r) 3amaeT MakCHMalbHBIC TpaBa, KOTOPbIE MOXKHO IOJNYYHTh W3 3alHceil s
MOJIB30BATENEH U TPYIIIL.
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1) 3amaeT MaKCHUMalbHbIC TpaBa, KOTOPbIC MOXHO MOJYYHTh W3 3amUced Jyis
M0JIb30BaTENEH.
5. Yro Takoe coip xem-3HaueHus naposst B OC Linux?
a) Ctpoka, koTopasi BBIOMpAETCS MPH KaXIOM ayTeHTHU(PHUKAMHU CIydyailHO ISt
oOecrieyeHns 6€30MACHOCTH MAPOJIS.
6) CnyuaiiHo BbIOpaHHasi MpPU CO3JAaHUU MApoOJsi CTPOKAa, KOTOpas CKJIEHBAeTCs C
XeII-3HaueHHEeM N0CIIe BEIYUCIICHUS Xell-(QyHKIINH.
B) CiydaiiHo BbIOpaHHas MPH CO3JAHUU MApPOJsl CTPOKA, KOTOpas CKJICHUBACTCS C
napoJieM repe]l BBIYUCICHHEM Xell-(DyHKIUH.
r) JliuHa, 10 KOTOpOoi#l ypes3aeTcs mapoiib MoJb30BaTeNs /11 KOMIIAKTHOTO XPaHCHUSI
B CUCTEME.
6. BriOepute cynHOCTH, BXOJAIINE B yueTHbIe ganHble poiecca B OC Linux:
a) UID nonb3oBatesns, 3a1yCTUBILIETO ITPOLIECC.
0) ['pynmbl moap30BaTeNs, 3ayCTUBILIETO MTPOLECC.
B) [IpuBuierun.
r) [IpaBa ucnonusiemoro ¢aiisa, ©3 KOTOPOro ObLT 3aMYIIEH MPOIIECC.
1) ®nar 3¢ (HeKTUBHOCTU IPUBUIICTHH.
7. BpibepuTte CymHOCTH, BXOAAIIUE B aTpuOyThl 6e3omacHocTH Qaitna B OC Linux:
a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika npaB Biajeinbiia Qaiiia.
r) Tpoiika mpaB TMOJNb30BaTeled, HE SBJSIONIMXCS BiaaeiabllaMu (aiia u He
BXOJISIIIUX B TPYIITY Biajesbla Qaiiia rmo yMoIdaHHio.
n) Bnanenen gaiina.
8. BwiOepuTe CynIHOCTH, BXOIIUE B aTpuOyThl 6e30macHocTH (aiima B OC Linux:
a) Tpoiika npas JuIst KaKA0H IPYMIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika npas Biazgenbia ¢daiina.
r) Tpoiika mpaB monb30BaTeneil, He SBJSIONIMXCS BiaaenbliaMu (aiia u He
BXOJIAIINX B TPYIITY Biaeiblia (aiia mo yMoadaHuio.
n) Bnanenen gaiina.
9. Kaxkue Habops! npuBmiieruii ects y ¢aitna 8 OC Linux:
a) Hacnenyewmbie.
0) DddexTuBHEIE.
B) BHemnwue.
r) OrpaHHYHBAOIITHE.
n) Paspemiennsie.
10. Kakyto xem-pynkuuro ucnonszyer OC Linux a1 BRIYUCIICHUS XeII-3HAYCHUS TapoJis B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) ODyHKIMIA HECKOJIBKO, OKOJO XEHI-3HAUeHHs MapoJisi XpPaHUTCI HOMEp
UCIIOJIb30BaHHOM XemI-(QyHKIUY.
11. Yto nenaet xouseitep B OC Linux?
a) OUIBTPYET BBIBOA KOMaH/IbI.
0) [lepenanpaBnsieT CTaHIAPTHBIN BBIBOJ KOMAHIbI C KOHCOJH CTaHIAPTHHIN Ha BXOJ
JIPyroi KOMaH/e.
B) [TomHMMaeT mpaBa /10 mpaB CyNepob30BaTesl.
r) OTKIaIbIBACT BHITOJHEHHUE KOMAH/IbI HA YKA3aHHBIH CPOK.
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Tect o Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJbHBIX BBIYHCINTEIbHBIX CeTEH

1. Kakoii nopsinox ypoBHeit monenu OS| BepHbIii?
a) Ousnveckuii, KaHAIBHBINA, TPAHCIIOPTHBIN, CETEBOW, CEAHCOBBIN, MPECTaBICHUS,
MIPUKJIAHOM.
0) ®u3nuecKkuii, KaHAJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
B) Ou3nuecKuii, KaHAIbHBINA, CCTEBOM, TPAHCIIOPTHBINA, CEAHCOBBIN, MMPHUKJIAIHOM,
MIPEICTABJICHHUS.
r) Du3MYECKHil, KaHaIbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEaHCOBBIN, MPUKIIAIHOM,
MIPEICTABJICHHUS.
2. Kaxkue nmpoToKoJIbl OTHOCATCS K TPAHCIIOPTHOMY ypoBHI0 Moaenu OSI?
a) UDP.
6) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeqHa3HaueH Ui ONpe/esIeHUs TyTH Niepeaayn JaHHbIX ?
a) Ouznueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBienus.
1) KaHasbHBIi.
e) IpukinaaHoii.
k) CeTeBOM.
4. Kaxkue ¢uaru ucnonb3yrorcs B npotokose TCP i ycTaHOBIEHUS COeAMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakwue npeumytiectsa ects y FTTB?
a) Bricokas ckopocTh paboTel IHTEpHET.
0) PaBHas ckopocThk mpueMa u nepeaadu HHGoOpMaIuu.
B) HesaBucMMOCTh CKOpOCTH JOCTyma OT YHClia aO0OHEHTOB, MOJKIIOYCHHBIX K
KOMMYTaTOpY.
r) OTCyTCTBHE HEOOXOIMMOCTH pa3MeEIleHUs] KOMMYTaTopa MpoBaiiepa B 31aHUH.
6. Kaxue Hemocratku ectby FTTB?
a) Huzkas ckopocTs paboTel UHTEpHET.
6) Pa3znas ckopocTh mpuema u nepegadu HHGOpMaLuu.
B) 3aBHCHMOCTh CKOPOCTH JIOCTyNia OT 4YKciIa aOOHEHTOB, TMOIKITIOUEHHBIX K
KOMMYTaTOpY.
r) HeoOxoauMocTh pa3MelieHus KOMMyTaTopa IpoBaijiepa B 31aHHH.
7. BpiOepute BepHbIE YTBEPKICHUS
a) TCP He rapanTupyeT 10CTaBKYy JaTarpaMm.
6) UDP ne rapanTupyer 10CTaBKY JgaTarpamm.
B) UDP rapantupyer 10CTaBKy JaTarpamm.
r) TCP rapantupyer JOCTaBKY AaTarpamMM.
8. Kaxoii agpec OTHOCHTCS K aipeCHOMY NMPOCTpaHCTBY IPv4?
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9.

10.

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kaxk paboraet xonuentparop (xad)?

a) IIpn nonydyeHuu nakera JaHHBIX Xa0 MEpechlIaeT TOT MAKeT Ha BCE OCTalbHbIE
CBOM IOPTHI.

6) Ilpm nonydeHuum mnakera JaHHbIX Xa0 MepecbulaeT 3TOT NAKeT Ha MOpPT B
coorBerctBUM ¢ Tabmuueit MAC-ampecoB. Ecium  cOOTBEeTCTBHS HET, TaKeT
0TOpachIBaeTCHl.

B) Ilpym mnonyueHuum makeTa OaHHBIX Xad IepechUIaeT 3TOT IaKkeT Ha IMOpPT B
coorBercTBUM ¢ Tabuuueit MAC-anpecos. Eciin cOOTBETCTBUS HET, B CETh OTIPABIIAETCS
ARP-3amnpoc.

Kak paboraet kommyTtaTop?

a) B ciyuae, ecnn s otnpasisiemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOP
pacchlIaeT nakeThl Ha BCe MOPThI, KpOME MOPTa-TIOITyqaTes.

0) Ilpu monmyyeHMM mnakera JAaHHBIX KOMMYTAaToOp IEpEChUIaeT 3TOT IAKeT Ha BCE
OCTaJIbHbIE CBOU HOPTBHI.

B) KommyTarop XxpaHuT B mnaMsaTH TaOJMIly KOMMYTAal[iM, B KOTOPOH YKa3aHO
conocraBienue MAC-aapeca nu Homepa nopTa KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJHILY JUIsi BceX akTUBHBIX MAC-a/ipecoB.

1) Tabmua MAC-aapecoB KOMMYTaTOpa CTaTUYHA U HACTPAUBACTCSl BPYUHYIO.

Tect no Teme 4.2 CeteBble YIpo3bl 1 METOAbI MPOTUBOAEIHCTBUS UM

Kakue ObIBalOT HCTOYHUKH BOSHUKHOBEHUS YA3BUMOCTEN?
a) OmubKu peanu3anuu.
6) Omunoxu 06CIyKMBAHUS.
B) OmIMOKH MPOCKTUPOBAHUSI.
r) Omm6ku HR-otxena.
Yro He BXOAUT B 6azoByo rpymry metpuk CVSS?
a) Crioco6 mosryyeHust JOCTyIa.
0) Bnusinue Ha KOH(PUIEHIUAIBHOCTD.
B) Binsinue Ha mosp3oBarerns.
r) [TokazaTesnp ayTeHTU(UKAIINH.
1) CII0)KHOCTh MOJTYYCHUSI IOCTYIIA.
Kakoit rpynmer metpuk CVSS we cymectByer?
a) KommekcHas.
0) Bpemennas.
B) ba3zoBasi.
r) KoHnTekcTHasl.
Kewm pazpaborana CVSS?
a) 1SO.
0) FIRST.
B) WWW.
r) UCLA.
UYro He sBisieTcst meTpukoit B CVSS?
a) CII0)KHOCTb aTakH.
0) BiustHue Ha 1OCTYITHOCTb.
B) /ITUTEIbHOCTD aTaKH.
r) Crtoco6 moaydeHus A0CTyIa.
n) [Toka3zatenb ayTeHTUDUKAIUH.

27



10.

Uro sBiIsieTCS TaCCUBHOM aTakoin?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CITyKHUBaHUU.

B) ®usnyeckoe HamaJeHUe Ha OOBEKT.

r) DKCIUTyaTanus ysi3BUMOCTH.

Uto Takoe 3BpUCTUYECKHUIN aHATU3?

a) Meton, mpenHazHaueHHBIA Ui OOHApY)KEHUS HOBBIX, €II€ HE BBISIBICHHBIX
BUPYCOB.

06) MexaHu3M, HEOOXOAUMBIH [UIS OTCIEKHBAHHUA HEU3MEHHOCTH (haiiios,
JIOKYMEHTOB, peecTpa, KOH(pUrypauuu o60pyaoBaHusl.

B) MeToa, OCHOBaHHBIM Ha TOCJIEAOBATEIILHOM MPOCMOTPE MaMSTH YCTPOKMCTBA,
3arpy304HbIX CEKTOPOB, (ailyIoB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Uro Takoe 63x10p?

a) YacTe BpEeIOHOCHOIO HPOTPAMMHOIO OOECHEYEHUs, PpeaJn30BaHHOIO JJIs
COKPBITHSI IPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJa U €T0 IEUCTBUM.

6) Ilpwioxxenue, wucnosb3yemMoe Uil JalbHEWIIeW 3arpy3ku U 3alycka
MIOJIHOLIEHHOT'O BPEIOHOCHOTO MPOrPaMMHOI0 00€CIIEUEHHUS.

B) BpemoHocHoe mnporpaMmMHOe oO0OecredYeHHe, KOTOpOe, IIOMHUMO IOJIYyYeHHUs
KOHTpPOJISI HaJl 3apak€HHBIM YCTPOMCTBOM, IBITAETCSl 3aXBaTUTh I10J CBOM KOHTPOJIb
JpyTUe y3ibl CETH.

r) [IpuoxkeHue, MO3BOJISIONICE YIPABIIATH KOMITIBIOTEPOM YaJICHHO.

Urto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEYEHUs, PpEaTM30BaHHOTO IS
COKPBITHUS IPUCYTCTBUS ITOI'0 BPEAOHOCHOTO KOJA ¥ €ro ACUCTBUIA.

6) Ilpunoxkenue, wucnonb3yemMoe JUIsl JalbHeMIIed 3arpy3kd U 3amycka
MOJHOLEHHOTO BPEAOHOCHOTO IPOTPAaMMHOT0 00eceueHHs.

B) BpemonocHoe mnporpamMMHOe oOecriedeHHe, KOTOpOe, IMOMHUMO TIONTyYSHHS
KOHTPOJISI HaJl 3apakK€HHBIM YCTPOMCTBOM, IBITAETCS 3aXBaTUTh IIOJ CBOM KOHTPOJIb
JIPYTHE y3JIbl CETH.

r) [IpunoxeHue, MO3BOJISIONIEE YIIPABISATH KOMIBIOTEPOM YIAICHHO.

Uro cnexyet aenarb, YTOOBI 3aTUTUTE CE0s1 OT BUPYCOB?

a) He 3amyckaTh NpuioKeHHsI U3 HETOBEPEHHBIX HCTOYHUKOB.

6) Cnemutp 3a UUGPOBBIMH MOANUCAMU YCTAaHABIMBAEMOI'O IPOrPaMMHOIO
o0ecreyeHusl.

B) OTKJIIOYHTH MEKCETEBOM IKpaH.

r) Bcerma OTKpbIBaTh BIIOKCHUSI OJJIEKTPOHHOH MOYTHI ¢ TeMol «BaxkHO» U
«CpouHo».

n) CBOeBpeMEHHO OOHOBIISITH  ONEPALMOHHYID CHCTEMY W HPOTPaMMHOE
obecrnievyeHue.

e¢) Mcronb30BaTh aHTUBUPYCHOE IPOTPaMMHOE 00ecTIeueHHeE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

UTto Takoe MexceTeBOM IKpaH?

a) [IporpaMmHOe WM TPOrpaMMHO-TEXHHUUECKOE CPEACTBO, peanusyoliee QyHKIUU
KOHTPOJIS ¥ (PUIIBTPALIMM B COOTBETCTBHH C 3aJJaHHBIMH MPABUIAMH IPOXOAAILINX Yepes3
HEero NHPOPMaIMOHHBIX TOTOKOB.

0) VYcTpoiicTBO, TpenHA3HAYCHHOE I COCOUHEHUS HECKOJIbKUX  Y3JIOB
KOMITBIOTEPHOU CETH B MPEAENIaX OJHOIO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISIET OPraHU30BaTh JIOKAJLHYIO CETh C BO3MOYKHOCTBIO
BBIXO/Ia B UHTEPHET JJIs1 APYTUX YCTPOMCTB.

MeskceTeBble SKpaHbl ISl BEO-TNPHIIOKEHUH pacIonararor:
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a) Ilepen 3ammiaemMbiM BeO-cepBepoM (TpaduK BHAYajie MEPEeNacTCs MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3amumiaemoro BeO-cepBepa (Tpaduk BHaJale mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY KpaHy).

B) MexceTeBOM 9KpaH M 3aliIlacMblii MM BeO-CepBep HAxXOJSTCS B Pa3HBIX
HOJCETAX, TPAQUK MEXTy HUMH 3allpeLeH.

r) BmecTo 3amuiiaemoro Be6-cepBepa.
IlepcoHanbHbIe MEXCETEBbIE SKPaHBI JJI HACTOJIbHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBarOT JOMOIHUTENbHBIM YPOBEHD 3aIUTHI OT CETEBBIX ATaK.

6) [TonHOCTBIO 3aMEHSIOT BCE OCTAJIbHbIE HHCTPYMEHTAJIbHbIE CPEJICTBA 00ECIICUEHUS
0€30MacCHOCTH.

B) [10JHOCTBIO 3aMEHSIOT MapIIPyTU3ATOPbI, SBJISSACH UTIO30M 110 YMOJIYaHHIO IS
3alUIIAEMOT0 KOMITBIOTEPA WM HOYTOYKA.

r) IlpenocraBinsitoT Bce HEOOXOMMMBIC CETEBbIC CEPBUCHI Ui 3alIMIIACMOIrO
KOMIIBIOTEPA WU HOYTOYKa.
IlepcoHanbHble MEXCETEBbIE SKpaHbl JJsl HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmnapaTHO-IIPOrPaMMHBIMU CPEICTBAMHU 3aLUTHI.

0) Bcerma BcTpoeHHpiMH B OC, KOTOpyHO OHM 3allMIIAIOT; HE MOTYT OBITh
peaI30BaHbl BHEIIHUMU NPOU3BOJUTEISIMH.

B) VCKIIIOYHMTEIILHO TIPOrPAMMHBIMHU.

r) VckiIrounTenbHO BHEIIHUMHE, He BCTpoeHHbIMH B OC, KOTOPYIO OHH 3allUILIA0T;
BCET/a PEATM30BaHbl BHEITHIUMHU TPOU3BOTUTEIISIMH.
IlepcoHanbHblE MEXCETEBblE SKpaHbl JJIS HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
yYCTaHABJINBAIOTCS:

a) Ha xocrax, KOTOpble OHM 3alUIIAOT.

0) Ha wmapmpyruzaTopax, KOTOpbIE yKa3aHbBl Ha XOCTE B KauecTBE ILIIO3a IO
YMOJTYaHHIO.

B) Ha oT/enbHBIX KOMITBIOTEPAX.

r) Ha xoneunbix Toukax VPN.
Bri6epuTe HecyIecTBYIOUI BUA TPAHCISLIUU CETEBBIX aJJPECOB.

a) [lunamuueckas.

0) CraTuueckas.

B) C HCHOJB30BaHHEM MTOPTOB.

r) C Bcnoabpb30BaHHEM MOCTOB.
1110361 ypOBHS NPUIIOKEHUHN TO3BOJISIOT:

a) Hcknrounth npsMoe B3aMMOJCHCTBHE JABYX Y3JIOB IyTeM peaau3alud poju
MOCPETHHKA.

0) BoImomHATh QYHKINY MITI03a CEAHCOBOTO YPOBHSI.

B) AHAJTM3UPOBATH BCE CYIIECTBYIOLINE B MUPE IPOTOKOJBI.

r) AHaTM3MpOBaTh TOJBKO MOJICPKUBAEMbIE 3TUM MEXKCETEBBIM JKPAHOM
POTOKOJIBI.
VYnpasisieMble KOMMYTaTOPBI MOTYT:

a) OcymiecTBiATh (huIbTpanuio Ha ocHoBe IP-aapecos.

6) OcymiecTBIATh (GUIBTPAITUIO 110 UCTIOJIB3YEMOMY ITPOTOKOIY.

B) OcymiecTBnsTh ¢puiibTpanmto Ha ocHoBe MAC-anpeca.

r) Ocymiectsisath puiabpTpanuto Ha ocHoBe VLAN ID.
Bri0epure BO3MOKHOCTH MEKCETEBOTO 3KpaHa.

a) Peructpanusi cOObITHIT M TeHEpaIUsl OTUYETOB.

0) @unbTpanus Tpaduka.

B) TpaHCIsINs CETEBBIX aJlPECOB.

r) AyTeHTH(HKAIUS [TOJIH30BATEICH.
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1) AIMUHUCTPUPOBAHHE.

10. Kakue yTBepxaeHUS O MPOTPAMMHOM MEKCETEBOM IKpaHe BEPHBI?

a) llomxomut B ciy4asix, KOTJla YCTPOMCTBO TOJIb30BaTelsl IIOMEIIAETCS B
HEJJOBEPEHHYIO CpENy.

0) Ilpu ero paboTe HCHIONB3YIOTCA PECYpPCHl YCTPOMCTBA, HA KOTOPOM OH
(GYHKIIMOHUPYET.

B) [TogxomuT /uist 3a1a4 CErMEHTHPOBAHHS CETEH.

r) [ToaxoauT it OTIACICHHUS TOBEPEHHON YacTH CETH OT BHELIHUX yIPO3.

1) Cunraercst 60j1ee OTKa30yCTOWYHMBBIM, YEM AlIapaTHBII MEXKCETEBOM IKPaH.

Tect o Teme 5.1 BBenenne B kpunrorpagpuueckne MeToAbl 3alIMTHI HHPOPMALMH

1. Kaxnpiii mm@poTeKCT MOXeT OBITh TONy4eH KakK pe3ylbTaT  CIEAYIOUIETro
npeoOpa3oBaHus:
a) Ex (Dw(p))-
6) Dk(p).
B) E(p)-
r. Dy (E(p))-

2. 3ammdpyiite ¢ momomipio mmdpa «Atdamn» cinoso «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L|M
Z|Y|X|W|VIU|IT|S|R|Q|P|O|N

a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite ciaoBo «Xjxoby, sammdpoBanHoe ¢ momoinsio mudppa Ias HOmwus
Ie3aps:
A/B|CIDIE|/F|G|H|I |J|K|ILIM|N|O|P |Q|R|S|T|U|V|X|Y|Z
XY Z|A/B|CIDIE|F|G|H|I |J |K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.
4. Bammdpyiite cnoBo «KuU3HB» C MOMONIBIO TEPECTAHOBKHU
112(3|4|5
2|/5/3 |14
a) Hxzbu.
0) bu3mx.
B) H3pxu.
r) Ub3xH.
5. Pacmmdpyiite cnoBo «1216312611» ¢ momorsio Tadauie [lomuous:
1112|3456
1/A|B|B|T"'|A|E
2| E|X[3|U|HU|K
3|JJIM|/H|O|IT|P
4/BIE|V|D|X|II
5|4 || b |bl| b
6 |D|IO|A|*|*|*
a) benxa.
6) EsBroa.




10.

11.

12.

13.

B) CTpenka.

r) benok.
BriepBbie MeTO/T YaCTOTHOT'O KPUIITOAHAIN3A BIIEPBHIC U3II0KHUIL:

a) Jleon barrtucra Ans0epTH.

0) ®panuecko CUMOHETTA.

B) AOy IOcyd Aky06 ans-Kunnu.

r) xuponamo Kapnano.
Jluck AnbOepTu MO3BOJISIET aBTOMATU3UPOBATH:!

a) [ludp npoctoii 3amens! (ogHOAT(GaBUTHBIA IIH)P).

6) MHuoroandaBuTHBIN mUdp.

B) llIudp nmepecranoBKH.

r) [Torounsrii mudp.
Vcnonp3oBanue maposst Jisi MHEMOHHYECKOTO 3allOMHUHAHUS TIEPECTaHOBKH CHMBOJIOB
asihaBUTA MPEITOKIIL:

a) Marteo ApaKeHTH.

0) biie3 ne Buxenep.

B) Jl)xoBanuu barrucra bennazo.

r) JbxambarTucta (J>xoBanuu) aemna Iopra.
[Tomemenue nns nepiaroctpaunu nepenucku B XVII — XX Bekax Ha3bpIBaIoCh:

a) benbrii kaOuHeT.

0) TaitHas koMHaTa.

B) SlHTapHas KOMHaTa.

r) UepHblif KaOUHET.

1) KpacHblit kaOuHET.
ugpel, B KOTOPBIX KaKIBIH CHMBOJ OTKPBITOTO TEKCTa MpeoOpa3yeTcsi B CHMBOI
mudpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIOJOXKEHUS B OTKPBITOM TEKCTE M KIHOYa
Ha3bIBAIOTCS:

a) MHoroandaBuTHBIMU MHUPpPaMU.

6) brounbiMu mudppamu.

B) [ToTounbIMH I (pamH.

r) PoTopupiMu mmmdpamu.

ammdpyiite cnoo «CJIOH» durpammusim mudpom Ineidepa.

Y ! O b B
K T €) H O
I I JI b IT
M A 11 3 P
C E A bl K
) i 111 4 X

a) BAbN.

6) LHADb.

B) OIIVEL

r) bILILL3.

ITycts nepectanoBka T npezacraBieHa cieayromnen Tabauie:
1/2]3]...|n=-5|n=-4[n-3|n-2|n-1|n
5(6|7|.../n=1] n 1 2 3 |4

Kakoit Bu1 nMeeT nepecraHoBka oopaTHas nepectanoBke T?

a.
1/2]3 n-5/n-4/n-3|n-2|n-1|n
1/2]3 n-5/n-4/n-3|n-2|n-1|n
0.
1/2/3|...[n=5|[n=4|n-3|n-2|n-1|n
41312]...] 10 9 8 7 6 |5

31



1/2]3 n-4/n-3|n-2|n-1|n
4156 n-1| n 1 2 |3
T.
1 2 3 |4|5].../n=3|n-2|n-1| n
n-3|/n-2|n-1|njl]|...|n-7|n-6|n-5|n-4
14. 3ammdpyiiTe ¢ momombio oTKpsITOTrO Kitova (8051, 5) kpunrocuctembl RSA coobmenne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHKY KPHUMITOrpaduyecKoro
IPOTOKOJIA IIEJIOCTHOCTH TIOJTYYEHHOTO COOOIICHHS W €ro CO3JaHue J0 MOMEHTa
MOJTyYeHUsl, HO HE TapaHTUPYET 3alIUTY OT MOBTOPHON OTIPABKH COOOIICHUS?

a) CBOKMCTBO «ayTEHTH(HUKALHS CTOPOHY.

0) CBOIicTBO «ayTeHTU(DUKAIHSI UCTOUHUKAY.
B) CBOMCTBO «MHBapUaHTHOCTb OTIIPABUTEIIS.
r) CBOMCTBO «ayTeHTH(PHUKAIUS COOOIICHUS.

16. Kakoe cBoO#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHKY KPHUITOrpaduIecKoro
MPOTOKOJIA, YTO YYACTHUKH, HAYaBIIME HCIOJHEHHE MPOTOKOIA, HE H3MEHWIHCH C
TE€YEHUEM BPEMEHU?

a) CBOICTBO «ayTeHTU(PUKAIUST CTOPOHY.

0) CBOIiCcTBO «ayTeHTU(DUKAIIST HCTOTHHKAY.
B) CBOICTBO «MHBapUAHTHOCTH OTIIPABUTEIS.
r) CBOMCTBO «ayTEeHTU(PUKAIUSA COOOIICHUS.

BepHblii 1 TONHBINA OTBET HAa BONPOC TeCTa OIleHMBaeTcs B 1 Oami, JUisl MPOXOXKIACHUS
TecTa HEOOXOAMMO BEPHO U MOJHO OTBETUTH Ha HE MeHee ueM 60 MpOIIeHTOB BOIIPOCOB TECTA.
TeMbl NpaKTHYECKUX 3aHATHI

Tema npakTHYecKkoro 3aHsiTusi mo Teme 3.1
BBenenue B MHPOPMAIMOHHYIO 0€30IIACHOCTH ONEPAIHOHHBIX CHCTEM

1. OcHoBHI paboTHI ¢ TIpOIIeCcCaMy, BBOJOM-BBIBOAOM U ¢aitnamu B OC Windows u Linux.

Tema npakTH4YeCKOro 3aHATHSI MO0 Teme 3.2
HNudopmanuonHas 6e30nacHOCTH ONePAIlMOHHBIX cucTeM ceMeiictBa Windows.

1. OcHoBsl 00ecnieuenus oe3omacuoct B OC Windows.

Tema npakTH4eCKOro 3aHATHSA 10 Teme 3.3
HNudopmanuonnas 6e30nacHOCTH ONEPANMOHHBIX CHCTeM ceMelicTBa Linux

1. OcuoBsl o0ecneuenus oe3zonacuoctd B OC Linux.

Tema npakTH4yeckoro 3aHsaTus no reme 4.1
BBeieHne B apXUTEKTYPY JOKAJIbHBIX BHIYHCIUTENbHBIX CeTel

1. CereBoii cauddpep Wireshark. 3HakoMcTBO ¢ hUIBTpaMU TTAKETOB.
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TeMbl NPAKTHYECKOT0 3aHATHS 1O Teme 4.2
CeteBble YIpo3bl M MeTO/bI POTHUBOAECHCTBUS UM

WuBeHTapu3anys U MOUCK YSI3BUMOCTEH ¢ ucmoibp3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. MHcnonb3oBaHue CeTEBOro CKaHepa JJisi  BbISBJICHUS
ySI3BUMOCTEH YPOBHS CETH.

Bupychbl, MX BBIBIIEHME M YCTPAHEHHE C HCIOJb30BAHUEM CIIELUAIU3UPOBAHHOIO
IPOrPaMMHOT0 OOeCTIeueHusI.

TeMbl NPAKTHYECKOT0 3aHATHSI 10 TeMe 4.3 MeskceTeBble IKPAHBI

Bbpannmaysp Windows. Pa3paboTka npaBuil MeKCETEBOI0 SKpaHUPOBAHUS.
Bupryansnas uadpacrpykrypa Eve-NG.
Me:xcereBol 3KpaH Ha rpaHuiie ceTu. HacTtpolika npaBui MEKCETEBOIO SKPaHUPOBAHUS.

TeMbl NPaKTHUYECKOT0 3aHATHS 1O Teme 5.1
BBenenne B kpunrorpaguueckue MeToAbl 3a1IUTHI HHGOpMALHT

Hctopuueckue mmdpsl mmdpoBanue u pacumdpoBaHue.
JlonoJIHUTeIbHbIE 32/IaHUS VIS CAMOCTOSITEJILHOTO PeleHus]

JononHurtenbHble 3a1aHus mo Teme 1.1 IlpaBoBbie 0CHOBBI 00ecnieueHnst
HH(OPMaALMOHHOH 0€30MaACHOCTH

Kakas wundopmanus mnpexacraBiser g Bac 1neHHocts? Kakue XapakTepUCTHKU
nH(pOopMallnOHHOHN Oe3omacHocTH Bbl Obl X0Tenu obecneunTs A Takoil nadopmannn?
BriOepere kakoii-nu6o Buj 1eHHOM ans Bac mHpopmanuu. B kakux dopmax moxer
OBITH MpEJCTaBIEH TOT BUl MHPOpMaruu?

[IpoananusupyiiTe: K KakMM BHJ1aM TaiiH Bbl MokeTe UMETh 1OoCTym?

[Ipoananu3upyiite: kKakue CBs3aHHbIE C BaMu JaHHBIE MOTYT SBJISITHCS TaltHAMU?

I_IOHOJIHI/ITC.TIBHLIC 3aJaHud 110 TEME 1.2 3aumTa NMEPCOHAJTBHBIX JAHHBIX

Omumure cxeMy HWH(POPMAIMOHHBIX TIOTOKOB Bammx mepcoHanbHBIX JaHHBIX B
YHuBepcurere.

OnumuTe cxemy WH()OPMAITMOHHBIX TOTOKOB Bammux nmepcoHanbHBIX JaHHBIX B baHke.
[Ipoananu3upyiiTe: Bcerna iau (korga 3To HeoOxoawmo) ¢ Bac B3umaroT cornacue Ha
00paboTKy NHepcOoHaNbHBIX NaHHBIX? Bcerma num 3To MPOMCXOAUT B COOTBETCTBHM C
3aKOHO/IATEIbCTBOM?

[Ipoananmm3upyiite: B Kakux cUTyarusx Bbl maBaim coriiacue Ha 00paOoTKy Bammmx
CHelHalbHbIX JaHHbIX? He ObU10 11 3TO M3MUITHIM?

[Ipoananmm3upyiite: B Kakux cUTyarusx Bbl maBaim coriiacue Ha 00paOoTKy Bammmx
OnoMeTrpuueckux JaHHbIX? He ObLI0 1 3TO U3IUIITHUM?

JlonosiHuTeAbHBbIE 3a/1aHus 0 TeMe 1.3 Opranu3anuoHHble 0CHOBBI 00ecneYeHHs
HHPOPMALMOHHOM 0€30MaCHOCTH

Pazpabotaiite Mmomens HapymuTens as Bameir momaniaeit nHGOpMaIMOHHONW CUCTEMBI.
PazpabotaiiTe MO/eNb HAPYIIUTENS 1151 KOMIBIOTEPHOTO Klacca Y HUBEPCHUTETA.
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Pazpaboraiite Mozens yrpo3 it Barielt jomanrHeit nH(GOpMAIIMOHHON CUCTEMBI.

PazpaOoraiiTe Mozenb HapyIIUTENS 1151 KOMIIBIOTEPHOTO Kilacca Y HUBEPCUTETA.

5. Ilpemnoxute cpencTsa 3ammThl nHGOpManuu aisi Bamielr jomanrHeli nHGOPMAITMOHHON
CHCTEMBI.

6. Ilpemnoxure cpeacTBa 3alIUThl  HMHPOPMAIMM Ui  KOMIIBIOTEPHOTO  Kiacca

YHuBepcurera.

How

JlonmosiHuTeIbHBIE 3aJaHUA 110 TeMe 2.1 ApXuTeKTypa KOMNbIOTEpa

1. U3yuute Bam mnepcoHanabHBIH KOMIBIOTED U COBPEMEHHBIE TaJKEThbl, KOTOPHIMU BbI
noJsib3yeTech. CpaBHUTE UX XapaKTEPUCTHKHU: OBICTPOACHCTBHE, 00BEM OINEPATHBHOU U
BCIIOMOTaTeNbHOM MaMATH, CKOPOCTh ocTyna B IHTepHeT.

JlonoHUTeIbHBIE 3a1aHuA 110 TeMe 3.1 BBenenue B HHGPOPMALMOHHYIO 6€301aCHOCTH
OIlePALMOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukaTop mpoiecca, OTKPHIThIC
CcoeMHEHUS U 0a30BBIil IPUOPHUTET.
2. Ortkpoiire Opayszep Chrome. Haiimure ero wuaeHTudukaTop mporecca, OTKPBITHIC
coeTMHEHUS U 0a30BbIil IPUOPHUTET.
3. 3amyctute npunoxenue «baokHoT». Haitnure Qaiinbl oTkpbIThie pouieccoM «bIoKHOT
¢ momMotsio yruiutel Process Explorer.

OC Linux
Haiigute nate cambix TpeOOBATENbHBIX K MAMSTH MIPOLIECCOB.
OTkpoiiTe Opay3ep U HAAUTE OTKPHITHIE COSAMHEHUSI.
BriBenuTe copepkumoe AUPEKTOpUn /etc.
BriBenute comepkumoe aupekropun /etc/schedule.

el AN

JonosHuTeIbHBIE 3a1aHus M0 TeMe 3.2 UHdopmanmoHHasi 6€30MaCHOCTD
OIepalMOHHBIX cucTeM cemerictBa Windows

1. Coznaiite mnonb3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE MOIb30BATETN .

2. CozpaiiTe ITUpeKTOpulo, coaepkailyro (ainbl. HasHaubTe Anmce mpaBa JOCTaTOYHBIE
JUIsl OTOOpa)keHHUs CIIUCKOB (DaiiyioB M MepexoJ0B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKkXke yTeHHus (aijoB B TUPEKTOpUH M ee mojgaupektopusx. IIpoeprTe, uto Anuca
MOJKET MpOoCMaTpuBaTh (aibl.

3. 3amperute rpynne «HemoBepeHHBIE MOJIb30BAaTENU» JIOOOH JOCTYN K CO3JaHHOM
JTUPEKTOPHH, €€ MOJJAUPEKTOpUsAM, a Takke K (aiimaM BHYTpU ITUPEKTOPHUH U €€
MOAIUPEKTOPUI.

4. Jlo6aeTe Anucy B rpynny «HenoBepenHble nonb3oBarenu». [IlpoBepbTe, uto Asnca He
CMOXeT IPOCMAaTpUBATh (ailsibl B AUPEKTOPHH.

JonoaHuTeIbHBIE 3a1aHus M0 TeMe 3.3 UHdopmanmoHHasi 6€30MacCHOCTD
OnepamuoHHbIX cucTeM ceMeiicTBa Linux

1. Cospaiite mnons3oBatens «Anuca». Hasnauste el mnapons. Cozpaiite rpynmy
«HenoBepeHHbIE OIB30BATEIN.
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2. CozpaiiTe ITUpeKTOpuIo, coaepkairyio (ainbl. Ha3zHaubTe Ajmce mpaBa JOCTaTOYHBIC
JUI OTOOpa)keHUs CIIUCKOB (ailyIoB U MEPEX0I0B B IUPEKTOPUH U €€ MOIIUPEKTOPHIX, a
TaKXke YTeHHs (PaiijIoB B TUPEKTOPUHU M ee mopaupekTopusx. IlpoBepsTe, uto Anmca
MOYET YUTaTh (ailibl.

3. C mnomouipio CcHUcKa KOHTPOJS JOCTymoB 3amperure rpymme «HemoBepeHnHsie
HI0JIb30BaTENN» JII0OOH 0CTYyN K BhIOpaHHOMY (ailiry BHyTpHu qupekropur. [Tomensiite
BJIAJIENIbLIA ATOTO (aiiyia Ha CyNeproap30BaTeis CUCTeMbI. Pa3pemmre B 6a30BBIX MpaBax
JIOCTYII K BeIOpaHHOMY (haitiry kogom 600.

4. Jlo6aBpTe Ammcy rpynny «HemoBepenHsle monb3oBarenny. [IpoBepbTe, uTo Anuca He
CMOJKET IMPOYHUTATh BEIOPAHHBIN (aii.

JlonoJiHUTEILHBIE 3a1aHKs 110 TeMe 4.1 BBe/ieHHe B apXUTEKTYPY JOKAJbHBIX
BbIYHMCJIHUTEIbHBIX CeTel

1. TIpoBeppTe HOCTYMHOCTH JIOOOTO HCHOIB3yeMOro Bamm mouToBOro cepmepa ¢
ucnons3oBanueM yruwiuthl Telnet. Crenyiite crathe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMmoCTOSATEIIBHO.

2. Hactpoiite moutry B mouyroBom kimeHte Thunderbird. Cremyiite  cratbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Pazpaboraiite punbTpsl a1t mpocMoTpa Toabko uexoasammx ICMP-3anpocos. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

I[OHOJIHI/ITCJII)HBIC 3aJlaHUA 110 TEME 4.2 CereBble YIrpo3bl U METOAbI HpOTHBOI[eﬁCTBHﬂ
UM

1. TIpoBeauTe MOMCK YS3BMMOCTEH Ha CBOEM JOMAIIIHEM IE€PCOHAILHOM KOMIIBIOTEpE,
03HAKOMBTECh C ONMCAHWEM BBISIBICHHBIX YSI3BUMOCTEH, ONpeneNnTe HACKOJIbKO OHU
KpuTHuHsbI 1o mkaine CVSS, n ycrpanure ux.

2. TlpoBepwre, yctpaneHa mnu ysa3BuMocte CVE-2017-0144 Ha Bamem jgomamiHeMm
KOMITbIOTEpE, U YCTAaHOBUTE OOHOBJIEHHME O€30MacHOCTH B Cilydae, €ClIU YA3BHUMOCTb
npucyrctByeT. Cnenyiite crarbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyuntre ysBumocth CVE-2014-0160, cmenys cratesim  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TlepBas craths mpeacTaBiuseT CcoOOW  HEOONBIION  KOMUKC,
MOKa3bIBAIOUINH, HACKOJBKO ONacHa M JIETKO HCHOJb3yeMa 3Ta YyA3BUMOCTb. Bropas
CTaThsl MpeAcTaBiIseT €000l MoApoOHOE OMHMCAHHWE YSI3BUMOCTH, IIOCIEICTBUS €€
UCTIOJIb30BAaHUS M PUCKH.

JlonoJHuTeIbHBbIE 3a1aHus 110 TeMe 4.3 Me:kceTeBble IKPAHbI
1. 3amenute y3nel Hacker u Victim Ha y31bl O yrpaBlI€HHUEM OINEPALMOHHON CHCTEMBI
Windows u oOpaTuTeCch K UX CETEBBIM pecypcaM 1o npotokoiny SMB. Crnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonoaHuTeIbHBIE 3a1aHuA 110 TeMe 5.1 BBeieHue B kpunrorpagpuyeckne MeToabl
3alUThI HH(POPMALMHU

1. Bammdpyiite u pacmudpyiite coodmenne «5 Teds n006II0!» BCeMH U3BECTHRIMU Bam
HUCTOPUYECKUMU TIHPPaAMH.
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KpuTtepun oneHKH NpaKTHYeCKOT0 3aHATHS.

3a TmpakTUYeCKOe 3aJaHWE€ BBINOJHIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOIIO0Y,
«y0BJIETBOPHUTEIbHOY, «HEYA0BJIETBOPUTEIBHO).

OneHka «OTJIHYHO» BBICTABIISACTCS, €CIM CTYACHT aKTUBHO pabOTaeT B TEUYEHUE BCETO
IPAaKTUYECKOIO 3aHATHSA, JAaeT BEpHblE W IIOJHBIE OTBETHI HAa BOIPOCHI IpenoiaBaress Hu
MOKa3bIBAaET IMpPH ATOM IIIyOOKOE OBJAJEHUE JEKIIMOHHBIM MaTEpUalOM, BCE YACTH 3aJaHUs
BBINOJIHEHBl BEPHO (JIOMYCKAarOTCsl HEOOJIbLIME HETOYHOCTH, HE SBIIAIOLIMECS CIIEACTBUEM
HE3HAHWS WIM HENMOHMMaHMS Y4eOHOro Mmarepuaia). PaboTa BBINOJHEHA CAMOCTOSITENBHO.
Pabota caana ¢ coOnronenuem Beex cpokoB. CoOuttoIeHb! Bce MpaBuiia 0pOpMIICHHS.

OneHka «XOpOLIO» BBICTABIIACTCS, €CIIU CTYIEHT aKTHBHO PabOTaeT B TEUCHHE BCETO
IPAaKTUYECKOIO 3aHsTUS, JaeT BEpHblEe, HO BO3MOXHO HEIOJHBIE OTBETHl Ha BOIPOCHI
IPEenoJIaBaTessl U MOKa3bIBaeT MPU 3TOM CBOOOIHOE BIIAJICHHE JICKIIMOHHBIM MaTEepHalioM, BCE
YacTH 3aJJaHHs BBIIOJHEHbI BEPHO (JIOMYCKAIOTCS HETOUHOCTH, HE SIBJISIOLIUECS CIIEACTBUEM
HE3HAHWS WIM HEMOHMMaHHWs Yy4yeOHoro warepuana). PaGora B 1el0oM  BBIIIOJIHEHA
CaMOCTOSITENIbHO, BO3MOKHO ¢ KOHCYJbTaluel npenogasarensd. Pabora caana ¢ coOunroaeHreM
BCEX CPOKOB. JlonycKaroTcs He3HAYUTENIbHbBIE HEJOUETh B O(POPMIICHUH.

OneHka «ya0BJIETBOPUTEILHO» BBICTABISETCA B TOM ClIydae, KOT/la CTYACHT B LIEJIOM
OBJIa/Ie]I CYTHIO BOMPOCOB IO JTAHHOW TeMe, OOHApY>KMBAET 3HAHUE JICKIIMOHHOTO MaTepuaa.
ITpu 3TOM Ha 3aHATHM BeJeT cedsl MACCUBHO, JaeT HEMOJHbIE OTBEThl HA BOINPOCHI, JOIMYCKAET
OIIMOKH MPH OCBEIIEHUH TEOPETHYECKOTO MaTephalia, He MOKET 00OOIIUTh M CIENIaTh YETKUE
Joruyeckue BbIBOAbL. PaboTa cpaHa c¢ omosnaHueM He Ooisiee OBYX 3aHATHH. JlomyckaroTcs
HE3HAYNTENIbHBIC HEOYETHI B O()OPMIICHUH.

OneHka «Hey/10BJ1eTBOPUTEIbHO» BBICTABISETCA B Cllydae, KOrJa CTYAEHT OOHapy XU
HECOCTOSITEIbHOCTh OCBETUTH BOTPOCHI MJIM BOIPOCHI OCBEUICHBI HETPaBMIIbHO, OECCHCTEMHO, C
rpyObIMH  OHmIMOKaMH, OTCYTCTBYIOT IOHMMAaHHUSI OCHOBHOW CYTH BOIPOCOB, BBIBOJIBL,
000011IeHNsI, OOHAPY)KEHO HEYMEHHE pemarth y4deOHble 3amadur. OOydaroniuiics HE MOXKET
BBINOJIHUTH paboTy 6e3 moMomy npenozgasarens. PaboTa caana ¢ HapyleHHEeM CpOKOB (IT03/1Hee
4yeM depes /1Ba 3aHATHs). B ohopMiieHnn mpuCyTCTBYIOT 3HAUUTEIbHBIE HEJJOYETHI.

1.2 Cniucok BonpocoB U (WJIM) 3aaHUI 1JIs1 IPOBeIeHUsI MPOMEKYTOUHOI aTTecTannu

Bonpocsl k 3auery

=

OcHoBHbIE TpaBa rpaxjaH B cgepe 00pabOoTKH U 3alUThI HH(OPMALIHH.

2. OCHOBHBIE TPHHIUIBI MPABOBOTO PETYIUPOBAaHUS B 00JacTH OOpaOOTKM W 3allUTHI
UHpOpMaLIUH.

3. Hudopmamnus. OCHOBHBIE CBOICTBa 0€301MacHOCTH WH(GOPMAIUU: KOH(UACHITHAEHOCTB,
LEJIOCTHOCTbD, TOCTYITHOCTb.

4. Bunel uHGOpMaMK 10 MOPSIKY AOCTYIIA U PacpOCTPAHEHHUS.

5. Orpanumuenue goctyna Kk mHGpopmanuu. 3ammra nHpopmanuu. OObEKThI 3aUThHL. Bubl
TalH.

6. MudopmarmoHHble TEXHOIOTUH U MH()OPMAIIMOHHBIE CUCTEMBI.

7. OGnamarens nHGOpPMAIUU U OoniepaTop HHHOPMAITMOHHONW CHCTEMBI.

8. OTBeTCTBEHHOCTH B chepe 00pabOTKHU U 3alUTHI HH(OPMAIIHH.

9. TlepcoHanbHBIC TaHHBIC W IPUHIUIIBI KX 00Pa0OTKH.

10. Bupl nepcoHanbHBIX JaHHBIX: CTIEUATbHbIC, OMOMETPUYECKHE U O0IEAOCTYITHBIE.
11. YcnoBus 00pabOTKH MEPCOHATBHBIX JaHHBIX.

12. Cornacue Ha 06pabOTKy NEpCOHANBHBIX JaHHBIX.

13. TpancrpannyHas nepeaada NepCOHATbHBIX TaHHBIX.

14. TIpaBa cyOBEKTOB IEPCOHANBHBIX JTaHHBIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
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38.
39.
40.

41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.

62

Omnepatop nepcoHaIbHBIX JAHHBIX M €r0 005 13aHHOCTH.
Mepsl o0ecrieueHust 6€30MaCHOCTH NEPCOHATBHBIX JAHHBIX.
KonTpons 1 Hai30p 3a BBINOJIHEHUEM Mep M0 00eCTIeYeHHIO O€301acHOCTH.

V1oJIHOMOYEHHBIHM Ooprad I10 3aluTEe IIpaB CY6’BCKTOB NEPCOHAJIPHBIX TaHHBIX.

[TocnenoBarenbHOCTD ASHCTBU 1O 3aIIUTE WH(POPMALIHH.
BersaBnenue n ananu3 nHGOPMAIIMOHHBIX aKTHBOB.
®opmupoBaHue TpeOOBAHUH 110 3aIIUTE WH(POPMALIHH.

[Toaxobl K MOJEIUPOBAHUIO HApYLIUTENEeH HHGOPMAITMOHHON 0€3011aCHOCTH.

Yrpo3sl uHGOPMATMOHHON OE30TTACHOCTH.

CpencTsa 3amuThl THGOPMAIIHH.

[Ipoueccopsl.

OcHoBHas (K311 ¥ OriepaTUBHAs ) TAMSTh.
BcmomorarennHas maMsITh.

VYcerpoiicTBa BBOAA-BhIBOIA (IITMHBI, MOHUTOPBI, IPUHTEPHI ).

YcrpoiicTBa BBOa-BhIBOJIA (KIIABUATYPBI U MBIIIH, BEO-KaMepbl, MUKPO(OHbI).

OO6mmit cmoco6 xpaHeHus 1 00pabOTKK MH(OPMAITUU B KOMITBIOTEPE.
[TonsiTust onepauroHHON U QailyioBoil cucTeM.

CY6"beKTbI, O6’L€KTBI, MCTOJbI U IIpaBa A0CTYyIIa, IPUBUJICTUU CY6"beKTa A0CTYyIIA.

JluckpennonHoe yrpaBjieHue JOCTYIIOM.

. MaHaaTHOe ynpaBlieHHE JI0CTYIIOM.
35.
36.
37.

Wnentudukamnys, ayreHTH()UKAINSA 1 aBTOPU3ALIHSL.

VipasieHue T0CTYIIOM B OIIEPAllMOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTUGHUKAIMS ¥ aBTOPU3ALUS B  ONEPAMOHHBIX
cemeiicrea Windows.

Peanuzanus ayaura B oneparioHHBIX cucTeMax cemeiricrsa Windows.
VipaBieHue TO0CTYIIOM B OIEPAIl[MOHHBIX CHCTEMax ceMeiicTa Linux.
WNnentudukanus, ayreHTUGHUKAIMS ¥ aBTOPU3ALUS B  OMNEPAIMOHHBIX
cemeiicTBa Linux.

Mopnens ISO/OSI.

ApPXUTEKTYpa 1 OCHOBHBIE IIPOTOKOJIbI JTOKAJIbHBIX BBIYMCIUTEIBHBIX CETEH.
Krnaccudukannu ceteBbix yrpo3, ya3BUMOCTEN U aTak.

CereBble aTaku Ha pa3nUYHbIX ypoBHsx Moaenu ISO/OSI.

Krnaccudukaiys BpeioHOCHOr0 IPOrpaMMHOT0 00ecTieueHusl.

ITpu3HaKKM NPUCYTCTBUS BPEAOHOCHOTO IPOIPAaMMHOT0 00ecreueHMsl.
MeTobl 00HapYKEHHUST BPEJOHOCHOTO MPOTPaMMHOT0 00eCTIeYeHusI.

MecTo 1 posib MEXCETEBBIX IKPAaHOB B 00ECIIEUEHUH CETEBON OE30MaCHOCTH.
Knaccugukanms MeKCeTeBbIX IKPAHOB.

OCHOBHBIE BO3MOXHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA M HEJJOCTATKH MEXCETEBBIX SKPAaHOB.

ITocTpoenue npaBui GUILTPaALHY.

Kpunrorpadus npesnero mupa.

Kpunrorpadus cpeIHIX BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus HoBoro BpemeHu.

CummeTpudHas ¥ aCHMMETPHYHAsT KpUITOTpagusl.

BbIuuCIuTENBEHO CI0KHBIE 33]Ja4l MATEMaTHKH.

Kpunrocucrema RSA.

[Tonatue kpunTorpapuuecKoro MpoToKoia.

CBoiicTBa MPOTOKOJIOB, XapaKTEPHUIYIOIIHE UX 0€30MaCHOCTb.

Cxembl 1u(pOBOIl MOATUCH.

HpaBnna BBICTABJICHHA OLICHKH HA 3a4eTe.
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B Imponecce 3aucra Tpe6yeTC$I OTBCTUTH Ha OJUH U3 INPHUBCACHHBIX BBIIIEC BOIIPOCOB. Ha
MOATOTOBKY K OTBCTY HAaCTCA HC MCHEC 1 aKaJI€MHUYCCKOro gyaca.
Ilo utoram 3adeTa BEICTABISCTCS OJJHa U3 OLICHOK: «3a4YTCHO)», «HC 3a4TCHO».

Onenka «3a4TeHO» BBHICTABISIETCS CTYAEHTY, KOTOPBIM JEMOHCTPUpPYET BIIaJCHUE
CoJIepyKaHUEM MaTepuasa U HNOHSITUHHBIM allapaToM TEOPUHU IICEBIOCIYyYalHbIX T€HEPATOPOB;
YMEET CBS3bIBATH TEOPUIO C MPAKTUKON. B oTBeTe MOryT nomyckarbes OTJeNbHbIE HETOUHOCTH
(HecyllecTBEHHbIE  OMIMOKM), KOTOpbIE  MCHPABISAIOTCA  CaMUM  CTYAEHTOM  IIOCJE
JIOTIOJIHUTEBHBIX U (WIM) YTOUHSIOUIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTh JONOJHUTENbHBIX
BOIIPOCOB CTYZI€HT MOJKET HE J1aTh OTBET WJIM JJaThb HEBEPHBIA OTBET.

Onenka «He 3a4yTeHO» BBICTABISETCA  CTYIEHTY, KOTOPBI JI€MOHCTpUpPYET
pa3po3HEHHbIE, OECCUCTEMHBIC 3HAHUS, OECHOPSIOYHO U HEYBEPEHHO H3J1araeT MaTepuai; He
yMEET BBIJCIIATh IJIaBHOE U BTOPOCTENIEHHOE, HE YMEET COCIMHATh TEOPETUUECKUE TTOJIOKEHUS C
NPaKTUKOM; JOMyCKaeT TpyOble OMMOKH P ONpeIeIIEHUH TOHSATH, BCIEICTBUE HETIOHMMAHUS
UX CYIIECTBEHHbBIX M HECYILECTBEHHBIX NPU3HAKOB U CBS3EH; 1aCT HEMOJIHbIE OTBETHI, JOI'MKa U
[IOCJIEI0BATENbHOCTh W3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHbIE U IMPUHLMIIHUAIbHBIC
HapyLIEHHs, B OTBETaX OTCYTCTBYIOT BBIBOJIbL. J[OMOJIHUTENbHBIE U YTOUHSIOLIME BOIPOCHI
9K3aMEHAaTOpa HE MPUBOAAT K KOPPEKLUUU OTBETOB CTyJeHTa. Ha OCHOBHyIO 4YacTb
JIOTIOJIHUTEIIBHBIX BOIIPOCOB CTYJEHT 3aTPYAHAETCS 1aTh OTBET WJIM AA€T HEBEPHbBIC OTBETHI.

Onenka «He 3auTeH0» BBICTABISAETCS TAKXKE CTYAECHTY, KOTOPbII B35J1 3K3aMEHAMOHHbII
OuieT, HO OTKAa3aJCs 1aTh Ha HETO OTBET.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B COBpeMeHHO MH(OPMAIIMOHHOI cpe/ie»

MeToanyeckue yKa3aHus JJIs1 00y4aIOMIMXCS 110 0CBOEHUIO U CIUTIIHHBI

OcHoBHOU (opMO# H3IOXKEHHST Y4eOHOro Marepuana o AUCHUIUIMHE «be3onacHocTh B
COBPEMEHHOW WH(MOPMAIIMOHHON cpene» SBISIOTCS JIEKLIUH, YTO CBS3aHO, IPEXKIE BCEro, C
HOBHU3HOI Matepuaina g ooydaromuxcs. [1o O0NbIIMHCTBY TEM IMpeayCMOTPEHbI IPAKTUYECKUE
3aHATHSL, LENbI0 KOTOPBIX SBIISETCS 3aKpEIUIEHHE JIEKIMOHHOIO MaTepuaa IyTeM pPEeLIeHUs
CHelHalbHBIM 00pa3oM MoJ00paHHbIX MPAKTUYECKUX 3a]1a4.

JUiga  ycremHoro OCBOEHHS JAMCLUMILIMHBI BaXHO CAMOCTOSATEIbHOE HU3YYEHHE
TEOPETUYECKOr0 MaTepuaia M pelIeHUE MPaKTUYeCKUX 3aJay, KaKk B ayJuTOpUH, TaK U
CaMOCTOSITENIHO B KAYECTBE CaMOCTOATENBbHOM paboThl. [IpuMeps! perenus 3aaad pa3ouparoTcs
Ha JICKIUSAX M MPAKTHUUYECKUX 3aHATHUSAX, MPU HEOOXOIUMOCTU MO Hambosee TPYIHBIM TeMaM
IPOBOJASTCS JOTOJIHUTENbHbIE KOHCYJIbTalluU. OCHOBHAS LIE€JIb PEIICHUs MPAKTUUYECKUX 3a7au —
MOMOYb YCBOUTH OCHOBHBIE MOHATUS WH(OPMALMOHHOW OE30MacHOCTH, MX OMNpPEICNICHHUA, a
TaK)K€ OCHOBHBIE METOJBI M CpEICTBa oOecredeHuss MH(GOPMAIMOHHON Oe3omacHocTH. Jlis
pelieHus 3a1ad HeoOXOAMMO HE TOJNBKO 3HAaTh, HO M TMOHUMAaTh JIEKIIMOHHBIM MaTepHall.
[Tosromy B mpouecce U3yuyeHUs IUCLUIUIMHBI PEKOMEHIYyeTcsi peryispHas paboTta cC
KOHCIIEKTaMU JIEKIIMI U PeKOMEHIOBAHHOM JINTEPATYpPOHl.

bonbiioe BHMMaHME MOJKHO OBITH YJIENIEHO CaMOCTOsATENbHOW pabore. B kauecTBe
3aJaHUM I CaMOCTOSITENIbHOM paboThl IoMa CTyIHTaM IpeasiaralTcs 3a/1ayi, aHaJIOTUYHbIe
pa300paHHBIM Ha JIEKIUAX U IPAKTUUECKUX 3aHATHAX UM CXO0KHE C HUMH.

Jlis mpoBepKM M KOHTPOJS YCBOCHHS TEOPETHYECKOro MaTepuaia, MPUOOPETeHHBIX
MPAKTUYECKUX HABBIKOB paOOThl ¢ OCHOBHBIMHM TOHSATHUSMU B TE€UEHHE OOYUYEHHS MPOBOJAATCS
MEPONPUATHS TEKYILEH aTTeCTalMd B BHUJE TECTUPOBaHUMU. Takke MPOBOIATCSA KOHCYJIbTALUU
(mpu HEOOXOIWMOCTH) TO JICKIIMOHHOMY MaTepuaay W pa300py HEKOTOPBIX 3aJaHuil s
CaMOCTOSITENIbHON PabOTHI.

B KoHIe u3ydyeHMs IUCHUIUIMHBI CTYIEHTHl CHAIOT 3a4yeT. 3adyeT IPOBOAMUTCA Ha
OCHOBAHMH BBINIOJHEHUSI TECTOBBIX 33JaHUN M coOeceOBaHUS Ha OCHOBAHUU CIMCKa BOMPOCOB
K 3a4€eTy, KOTOPBIA OXBATHIBAET IMOJIHOCTHIO BCIO MIPOrPaMMYy JTUCHUIUIHHBI.

YueOHO-MeTOAMUECKOE 00ecTeueHne
CaMOCTOSITEIbLHOM paﬁoTbl CTYACHTOB IO TUCHMIIJINHE

Jlist caMOCTOSTENTbHON pabOThl PEKOMEHTyETCsl UCIIOIb30BaTh CIIEIYIOLIYI0 YUeOHYIO
JTUTEPaTypy:

1. Tanenbaym D. Apxurextypa komnbioTepa. / O. Tanenbaywm; [mep. ¢ anri lO.
I'opoxoBckoro, JI. IlluaTskoBa] - 5-¢ wm3m. - CII6.: Ilurep, 2013. - 843 c.
(axageMHuUYeCKOe U3I0KECHHE MaTepraa 1Mo apXUTeKType KOMITbIOTEpa).

2. Tanenbaym 3. CoBpeMeHHBIE orepannoHHble cuctembl. / J. Tanenbaym, X. boc;
[mep. ¢ anrn. A. JleontseBoii, M. MansieBoid, H. Bunsunnckoro] - 4-e u3a. - CIIO.:
IMurep, 2019. - 1119 c.: un. (akagemMuyeckoe W3JIOKEHHWE MaTepuaia Io
OTIEPAITMOHHBIM CUCTEMaM).

3. Tanenbaym D. Kommbrotepusie cetu. / D. Tanenbaym, /. Yazepor; [mep. ¢ aHTIL. A.
I'pebennkoBal - 5-e uzn. - CII6.: [Turep, 2019. - 955 c. (akamemudeckoe U3NOKEHUE
MaTepHala 1o KOMIBIOTEPHBIM CETSIM).

4. Andepor A.Il. OcHoBsl kpunrorpaduu. YueOnoe nocodue. / A.Il. Andepos, A. 1O.
3y6oB, A.C. Ky3pmunH, A.B. Uepemymkun. M.: I'emuoc APB, 2005. 480 c.
(axkagmeMHuueCcKOe U3I0KEHIE MaTepuana 1mo Kpunrorpadun).
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