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1. Ileaun ocBoeHUsI AUCHUILJINHDBI

[lenpro ocBOeHUS TUCHUIUIMHBI «OCHOBBI MH(DOPMAIMOHHONW 0€30MaCHOCTHY SIBISICTCS
TEOpEeTHYECKass M IpaKTHYecKas MOJArOTOBKAa K JEATEIbHOCTH, CBSI3aHHOW C KOMIUIEKCHBIM
AQHAJIM30M BO3MOXHBIX YIpO3 M CO3JlaHHEM aJCKBAaTHOM MOJENIM HapyLIUTENs, MOCTAaHOBKOMN
KOHKPETHBIX 3a/lad 3a/laHHOM CTENeHH CIIOXKHOCTH B paMKax MoJeIu Juis oOecredyeHus
nH()OPMAIMOHHOKW  OE30MaCHOCTH  aBTOMATU3UPOBAHHBIX CHCTEM, a TaKXKe COJACHCTBHE
¢dbyHIaMeHTanu3au 00pa3oBaHus U Pa3BUTHIO CHCTEMHOTO MbBIIIICHUSI.

JlaHHBIA KypC, Ha OCHOBE HCIIOJIb30BAHUS MEXIYHAPOJIHBIX POCCUUCKUX CTAHAAPTOB U
HopMmatuBHbIX TpeboBanuit ®Ch Poccun, ®CTIOK Poccun 1 Pockomuanzopa B cepe obecnieueHus
nH()OpPMAIIMOHHONW 0€30MacHOCTH, BBIPAOATHIBACT Y CTYACHTOB 3HAHUS, HABBIKM M YMCHHS
OpPraHU30BBIBATH CUCTEMBI 3alUThl HH(POPMAIIH, aJIEKBATHbIE BOSHUKAIOIINIM YIpO3aM.

2. MecTO AMCUMIIUHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

«OcHOBBI MH(GOPMAIIMOHHON OE30MAaCHOCTH» OTHOCHTCA K 00s3aTeNbHON 4YacTH
00pa3zoBaTeNbHON IPOTrPaMMBI.

Jlns ycremHoro ycBO€HMsI JaHHOW JAMCLUILIIMHBI HEOOXOJUMO, YTOOBI CTYJIEHT OBJIAZEI
3HaHUSIMH, YMEHUSMH U HaBbIKaMU, C(HOPMUPOBAHHBIMH B IIPOLIECCE U3YUCHMS] JUCLUIUINH!

«upopmaTuka» — pabora ¢ MPOrpaMMHBIMH CPEICTBAMU OOIIETO HA3HAUCHHS,

«Teopust H”HPpOPMALIUU» — 3HAHUE OCHOB M COZIEP KaHUS COBPEMEHHBIX METO/IOB ITOJIy4EHUS,
00pabOTKH, XpaHEHUs, UCTIOIB30BAHUS M YHUUTOXKCHUS HHPOPMAITUH.

3HaHMS W HAaBBIKM, IIOJIYYECHHBIE B pE3yJNbTaTe€ HU3YYEHHUU IUCUMILIMHBI «OCHOBBI
MH(POPMAIIMOHHON 0€30MaCHOCTHY, MCIIOJIB3YIOTCS CTYACHTAaMH B JalbHEHIIEM NpH pa3paboTKe
KYpPCOBBIX U JAUIIJIOMHBIX pa0oT.

3. [lnanupyemble pe3yJbTaThl 00yYeHHs N0 AUCHUILINHE, COOTHECEHHbIE ¢ MVIAHUPYEMbIMHU
pe3yJibTaTaMH OCBOCHHMS 00pa30BaTeJIbHON MPOrpaMMBbI

[Tponiecc M3ydeHus: TUCHMIIMHBI HampaBieH Ha (OPMUPOBAHUE CIEAYIOUIMX 3JIEMEHTOB
koMmmereHIMit B cootBerctBUU ¢ OT'OC BO, OOIl BO u npuobpereHus clieayroomux 3HaHU,
YMEHUH, HaBBIKOB U (WJIM) OMBITA JIeATENTbHOCTH:

Dopmupyemas NHaukaTop 10CTHKEHUSA Ilepeyennb

KOMITeTeHLUSI KOMIIETeHIIHH TUVIAHNPYEeMBIX Pe3yJbTAaTOB 00y4eHus!
(xkoa u opmyIHpPOBKA) (kox M popMyJIHpPOBKA)
YHuBepcajbHble KOMIIETEHIMHU

YK-1 HU-YK-1.3 3HaTh:
Crnoco6eH ocymiectBisath | [Ipu oOpaboTke OCHOBHBIC HOPMATHBHBIE MIPABOBHIC aKThI B
KPUTHYECKUN aHaITN3 rH(OPMAITUHU OTIINYAeT o0nactu obecnieueHUss HH(POPMATMOHHOMN
MPOOJIEMHBIX CHTYyaIUN (hakThl OT MHEHUH, 0€301MacHOCTH ¥ HOPMATHBHBIC
Ha OCHOBE CHCTEMHOTO HWHTEPIIPETALNi, OLIEHOK, Meroandeckne nokymeHTsl @Ch Poccun u
MOJX0/1a, BEIpabaTeiBaTh | GOPMHUPYET COOCTBEHHBIE OCTOK Poccuu B 061acTH 3aLIUTHI
CTpATEeruio JeHCTBUM MHEHUS U CYKICHUS, nHpOPMALINH.

apryMEHTHUPYET CBOU YMmern:

BBIBOJIBI U TOUKY 3PEHUS MIPUMEHATh OCHOBHBIE HOPMATHBHEIE

IIPABOBBIE aKTHI B 00JIACTH 00ECIIeYeHNUS
“H(OPMAIMOHHOM 0E30MMacHOCTH U
HOPMATHBHBIC METOAMYCCKHE TOKYMEHTBI
®CB Poccuu u ®CTIOK Poccuu B odiactu
3aUTHl THPOPMAIIHH.

Oo6menpodeccuoHAIbLHbIE KOMIIETEHITUT




OIIK-1 Cnocoben
OIICHUBATh POJIb
UHQOPMAIIH,
HHPOPMAITHOHHBIX
TEXHOJIOTHI 1
HH()OPMAITHOHHOH
0e30IMacHOCTH B
COBPEMEHHOM OOIIIECTBE,
HX 3HAYEHHE IS

H-OIIK-1.3

3HaeT MOHATHUS
nHpOpPMALUH,
WHPOPMALTUOHHON
0€3011aCHOCTH, MECTO U
poJtb HHPOPMAITMOHHON
0e30IaCHOCTH B CHCTEME
HalMOHAJILHOU
Oe3omacHocTH Poccutickoit

3HaTh!

TpeOOBaHMsI POCCUHCKOTO
3aKOHO/IATENBCTBA B Cepe 3alTUThI
MEPCOHATBHBIX TAaHHBIX, OXPAHBI
PE3yJIbTaTOB HHTEIICKTYabHON
JeSITEITbHOCTH.

YmMmern:

(hopMyIIMpOBaTH OCHOBHBIE TPEOOBAHUS K
3ammuTe HHQOpPMAITIH B pa3padaThIBATh

Crnioco0OeH MpOBOANUTH
CpaBHUTEbHBIA aHATU3 U
OCYIIECTBIST
000CHOBaHHBIH BBIOOD
IPOrPaMMHBIX H
IpOrpaMMHO-aMIapaTHBIX
CPEJICTB 3aIlUThI
WHQOPMAIUH C YIeTOM
peann30BaHHBIX B HUX
MaTEMAaTUYCCKUX
METOJI0B

o0ecrieyeHust ®denepanyu, OCHOBBI MIPOCKTHI JIOKATbHBIX HOPMATUBHBIX U
00BEKTUBHBIX roCy/IapCTBCHHOMN OpTraHU3aIMOHHO-PACTIOPS AUTEITBHBIX
MOTPEeOHOCTEH TUIHOCTH, | WH(DOPMAITMOHHON JIOKYMEHTOB, PETIIAMEHTUPYIOMIHNX padoTy
o0IIecTBa U TOCYyJapCTBa | IMOJMUTHKH 1o o0ecredeHI0 HHHOPMAITMOHHOM
0€30IacHOCTH B OpraHU3alHH.
(hopMHpOBaTH OIUTUKY
nH)OPMAITMOHHONW OE30ITaCHOCTH
OIIK-2.3 H-OIK-2.3.3 Ymers:

Crioco0eH st KOHKPETHOM
CHCTEMBI OCYIIECTBIIATh
000CHOBaHHBIN BHIOOD
IIPOIPAMMHBIX U
MPOrpaMMHO-aIIapaTHBIX
CPEICTB, 00ECIIEYNBAFOIIINX
BBICOKYIO 3alllMIIICHHOCTDH
ot BpenoHocHoro [10.

IHOATOTOBUTH HCO6XOI[I/IMI)IC JOKYMCHTBI
JUTS TTOJPSAYHKA TI0 TPOBEICHUIO PadoT B
cdepe TUIEeH3UPOBAHNS B 001aCTH
o0ecrieyeHus 3alUThl HHPOPMAITUH,
aTTecTaluu 00bEKTOB MHPOPMATH3AINN

4. O0beM, CTPYKTYpa U COjiep KaHue TUCHUTIIHMHBI

OO01mast TpyA0eMKOCTh JUCIHILINHBI COCTABIISET 2 3aUeTHBIC SIMHUIIBI, /2 akaJl. Jaca.

Ne TembI (pa3nesibl) Buabl yueOHbIX 3aHATHH, DopMBbI TEKYLIETO
n/m AUCHUILIHHBI, BKJIIOYAS CAMOCTOSITEIbHYI0 | KOHTPOJIA YCIIeBAeMOCTH
UX coep:KaHue pa6oTy CTy1eHTOB,
U UX TPY10€MKOCTH
(B akageMH4eCKHUX 4acax) ®opma NpoOMeKYTOUHOM
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Mugopmarmonnas Ormpoc Ha TPaAKTHIECKUX
1 |6e3zomacHocTh Poccuiickoit 4 2 2 4 p P
3aHSITUAX
denepanuu
besonacuocts Ormpoc Ha TPaAKTHIECKUX
2 |(3amMIIEHHOCTH) 4 2 2 4 p p
3aHATUAX
KOMITBIOTCPHBIX CUCTEM.
3 Mopenu HapyLuTeNs U 4 5 2 2 4 Onpoc Ha MPaKTHYECKUX
TUTTUYHBIC aTaKH. 3aHSITUAX




4 Bpenonocnoe mporpaMMHoe 4 5 2 5 Onpoc Ha MPaKTHIECKUX
obecrnieueHme. 3aHITHAX
5 CpencTsa 3alTuThl U 4 5 2 2 4 Ormpoc Ha MPaKTHICCKUX
HanaJ cHHS. 3aHSITUAX
Ormpoc Ha MPaKTUIECKUX
6 |Yauuroxxenue uHpopmanyu.| 4 2 2 4 P P
3aHATHIX
3amuTa nHOOPMALIUN OT
bop Ormpoc Ha MTPaKTHICCKUAX
7 |yTeuKH 1O TEXHHUYECKUM 4 2 2 4
3aHATHIX
KaHaJIaM
8 KommbroTepHO-TEXHIUECKAsT 4 5 2 4 Onpoc Ha MPaKTUIECKUX
9KCHEpPTH3A. 3aHSITUIX
0,3 | 2,7 [3auer
Bcero 16 | 16 4 103|357

Conep:xaHue pa3iesioB JUCHUIIHHBI:

Tema 1. Undopmanuonnas 6e3onacHocth Poccniickoit @enepanun.

1.1. Yrpo3sl unpopmannonHoi 6e3omacHoctu Poceniickoit dexepannu.

1.2. JloxtpuHa nH(pOpMaImOHHOM 0€301MacHOCTH.

1.3. O0mme MPUHIIKITE 3aIIUTH HHPOPMAaIIHH.

1.4. Knaccudukanus yrpos.

1.5. O630p MatepuasioB enepabHOTO OaHKa JAaHHBIX YTPO3 OC30MACHOCTH, BEAYIIETOCS B pa3Jieie
«Texuunueckas 3ammra uHopmarnuu» (https://bdu.fstec.ru) ma odurmansaom caiite PCTOK
Poccun 1 cemeiicTBa HAlIMOHATBHBIX CTAHAPTOB 3aAIIUTHI OT YIPO3, PEATU3YEMbIX Yepe3 CKPBITHIC
KaHaJbl.

Tema 2. Be3onacHoOCTh (3aIIMIIEHHOCTH) KOMIILIOTEPHBIX CHCTEM.

2.1. OG30p cpencTB U METO0B HHPOPMAITMOHHOW/KOMIIBIOTEPHON 0€30MacHOCTH.

2.2. UnTerpupoBanHas porpaMMHo-anmapaTHas 3ammra napopmarmu Trusted Platform Module
(TPM).

2.3. Metonbl HapymeHUs] KOHQUICHINAIBHOCTH, IEJIOCTHOCTH U IOCTYITHOCTHA UH(POPMALIUH.

2.4. Mojenu ynpaBieHUs JOCTYIIOM.

2.5. KoHTpomns npaB gocryra.

2.6. OO030p ceMeicTBa HalMOHANBHBIX CTaHAapTOB Poccum B cdepe KpuTepueB OLEHKH
6e3onacHoct nHpopmarmoHHsx cucteM ('OCT P UCO/M3BK 15408-1-2012 «YacTts 1. Beegenue
B 00myto Mozenby, [OCT P UCO/M3K 15408-2-2013 «YHactb 2. @yHKIHMOHATbHbIE KOMIOHEHTHI
6ezonmacaoctn», ['OCT P HMCO/MDBK 15408-3-2013 «Yacte 3. KommoHeHTHI n0BepHs K
0€30MacCHOCTH).

Tema 3. Moaenn HAPYIIUTEI M TUNIMYHbIE ATAKH.

3.1. Mozens nefCTBHI BEPOSTHOIO HAPYLIUTENS U MOJIENb IOCTPOCHHUS 3aIIUTHI.

3.2. Knaccugukaius OCHOBHBIX BHJIOB aTak.

3.3. CerteBast pa3Beka.

3.4. CpencTBa ¥ METO/IBI HEUTPAIM3AINN aTaK.

Tema 4. BpenonocHoe nporpaMmMHoe odecredeHue.

4.1. Knaccuduxaius BpeJOHOCHBIX IPOTPaMM.

4.2. Ipuznaku npucyrcTBus BpegoHocHoro I10.

4.3. Metoapl o0HapyxeHus BpenonocHoro [10.

4.4. Cnoco6s!I BHeApeHus BpenoHocHoro [10.

4.5. IIpumepsl ceTeBbIX aTak.

4.6. TpostHCKHE MPOrpaMMBbl, JTFOKU, SKCIIIIONUTHI.

4.7. Meroasl 3amutbhl OT BpeaoHocHoro IIO. TexHomornm camozammTel. MecTo W poib
MEXCETEeBBIX IKPaHOB B obecrieueHun 6e3omnacHocTH pecypcoB AC. Bo3MOXKHOCTH U OrpaHUYEHUS
AHTUBHUPYCHBIX MTPOTPAMM.

4.8. Crienmain3upoBaHHbIE CPEJICTBA U METObI BBISIBJICHUS BPEIOHOCHBIX IPOTPAMM.
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https://bdu.fstec.ru/

4.9. O630p mnomoxennit ['OCT P HMCO/MDOK 18044-2007 «MeHEIKMEHT WHIIMICHTOB
nH(pOpMallMOHHONW Oe30macHOCTU» JJs peHIeHHs] 3aJady  MpPOTHUBOJEHCTBUS BPEIOHOCHOMY
IPOrPaMMHOMY 00€CIIEUEHUIO.

Tema 5. Cpencrsa 3a1uMThI M HANIAIEHUSI.

5.1. MudopmanmonHas BoitHa 1 MTHGHOPMAITMOHHOE OPYXKHE.

5.2. OcOOEHHOCTH TEXHHUYECKHX CPEACTB HH(OOPMAITMOHHOW BOWHEI.

5.3. Kitaccudukanus cpeicTB 3aiuThl U HaaICHUS.

5.4. Knaccuduxaius 31eKTPOHHBIX YCTPONCTB MepexBara HHPOpMaIK, BHEAPSEMBIX B CPEICTBA
BBIYHUCIIUTENIbHON TEXHUKU.

5.5. CpenctBa critoBoro aectpyktuBHoro Bosnericteus (CLB).

Tema 6. YHHUTOKeHHEe HH(OPMALINH.

6.1. HeoOXoauMOCTh YHHYTOXEHHUS JOKYMEHTOB. OCOOCHHOCTH ynajeHus HHGOpMAIH C
3JIEKTPOHHBIX HOCUTEIICH.

6.2. [lonuTUKa YHUYTOKEHUS TAHHBIX.

6.3. YHHuTOXEeHNE KOH(PUICHINATBHON nH(pOopMay (TFITAHOBOE U SKCTPEHHOE).

6.4. Cnenpl B ceTd. YHUKaNbHBIE HIEHTU(GUKATOPHI MHTEPHET-TIOJIB30BATENCH U DJIEKTPOHHBIE
"oTnevarku".

6.5. KonuneHmaibHOCTh B COIUAIBHBIX CETSX.

Tema 7. 3amura uHpOpPMALIUM OT YTEUKH N0 TEXHHYECKUM KaHAJIaM.

7.1. YTeuku: NOHATHE, BUBI.

7.2. TunoBble KaHaJbl yTE€YKU HH(OPMALIUH.

7.3. TexHnuecKUe KaHajbl YTEUKH.

7.4. Cpencrtsa 1 METO/1bl OOHAPYKEHUS TEXHUUECKUX KaHAJIOB YTEUKU MH(OpMaLUU.

7.5. Cuctemsbl 3alIUTH KOHPHUACHIIUATBHBIX JAHHBIX OT BHYTPEHHUX yIPO3.

7.6. TexHnonorust u(ppPOBBIX OTIEYATKOB.

Tema 8. KoMnbloTepHO-TeXHUYECKAS IKCIIEPTU3A.

8.1. KommproTepHO-TeXHUYECKast IKCIepTU3a. MeTOAbI 9KCIIePTU3HI.

8.2. [IpoBenenue paccienoBaHusl KOMIIbIOTEPHBIX HHIMICHTOB.

8.3. UccnenoBanne HOCUTENEH KOMIBIOTEPHOU HHPOPMALIUH.

8.4. AnmapaTHO-TIporpaMMHBIE CPEJICTBA PaCCIeI0BaHUS KOMIIBIOTEPHBIX HHIIUACHTOB.

8.5. 0O0630p monoxenur ['OCT P HMCO/MBK 18044-2007 «MeHEMKMEHT HHIIMIACHTOB
nHGOpPMAllMOHHON  Oe3omacHOCTW»  JUId  pelleHUs 33Jad  pacclieZlOBaHUS  MHIUICHTOB
0€30MacCHOCTH.

5. O6pa3oBaTejibHbIE TEXHOJOTHH, B TOM YHCJIe TEXHOJOTHH JIEKTPOHHOTO O0yYeHHs H
AUCTAHIMOHHBbIE 00pa3oBaTeIbHbIE TEXHOJIOTHH, MCIOJIb3yeMble NPH OCYIIECTBJIEHUH
00pa30BaTeIbHOIO MPOIecca 1Mo TUCIHUTLINHE

B nporecce 06yueHuns: UCTIONB3YIOTCS ceyromue 00pa3oBaTeIbHble TEXHOIOTUU:

AkaneMuyecKkasi JIEKIUSl € DJJIeMEHTAMHM JeKHHMH-Oecelbl — IOCIEI0BATEIbHOE
U3JI0KEHUE MarTepuasa, OCYLIECTBIsIEMOE NPEUMYLIECTBEHHO B BUAE MOHOJIOIA IIPEIOaBATEIIs.
DneMeHTHI JIeKIIMU-0eceibl 00ecTIeYnBaloT KOHTAKT MPENoaBaTeisl C ayIUTOPUEN, UTO MO3BOJISET
MpUBJIEKAaTh BHUMAHUE CTYJCHTOB K HanOoJjee Ba)KHbIM TeMaM JMCLUIUIMHBL, aKTUBHO BOBJIEKATh
UX B y4eOHBIH Ipoliecc, KOHTPOJIUPOBATH TEMIT M3JI0KEHHs yUeOHOr0 MaTepuaia B 3aBUCUMOCTHU
OT YPOBHS €I0 BOCIIPUSATHS.

IIpakTH4yeckoe 3aHsiTME — 3aHATHE, MOCBAIIEHHOE OCBOCHHUIO KOHKPETHBIX YMEHHHU H
HAaBBIKOB I10 3aKPEIUICHUIO TIOJIyYCHHBIX Ha JICKIUU 3HAHUM.

Koncynbrauum — Buja ydeOHBIX 3aHATUN, SBJISIOUIUICS OTHOW U3 (QOPM KOHTPOJIS
caMoCTOsITeNNbHOH — paboThl  CTyAeHTOB. Ha  KOHCynmbTanMsxX 1O MPOCkOE  CTYIEHTOB
paccMmarpuBaroTCs HauOojiee CIIOXKHBbIE MOMEHTBI IMPH OCBOEHUM MaTepuaia JUCHUUIUIMHBI,



npenoaaBareyib OTBCYACT Ha BOIPOCHI CTYACHTOB, KOTOPLIC BO3HUKAKOT Y HUX B HPOLECCCEC
CaMOCTOSTEIIbHON PabOTHI.

6. IlepeyeHb JMIEH3UOHHOIO0 M (MJIH) CBOOOJAHO PACHPOCTPAHAEMOr0 MPOrPAMMHOIO
o0ecrieyeHusi, MCIOJIb3yeMOI0 IIPH OCYIIeCTBJIEHHH 00pa30BaTeIbHOIO Ipoulecca 10
AUCHMILTUHE

B mporiecce ocymiecTBiIeHHS 00pa30BaTEIbHOTO MPOIECCa MO AUCIUIUINHE UCIIOIb3YIOTCS:

Uit OPMHPOBAHUS MATEPUAIOB JUISI TEKYIIETO KOHTPOJS YCIIEBAEMOCTH U IPOBEICHMS
MPOMEKYTOUHOM aTTeCTAINH, A7 (OPMUPOBAHUS METOIMIECKUX MATEPUAIIOB 110 AUCHUILTHHE:

- mporpammbl Microsoft Office;

- Adobe Acrobat Reader;

7. IlepeyeHb COBpPeMEHHBIX MNPO(PecCHOHAJBHBIX 0a3 JAaHHBIX W HHPOPMAIHMOHHBIX
CIPABOYHBIX CHCTEM, HCIOJb3yeMbIX MPH OCYILECTBJEHUN 00pa30BaTeILHOIO NMpoiecca mno
AMCHUIJIMHE (MIPU He00XO0IUMOCTH)

B niporiecce ocymiecTBiaeHus: 00pa3oBaTEIBHOTO MPOIECcca M0 AUCIUTUINHE UCTIOIb3YOTCS:
- ABTOoMaTu3upoBaHHas oubmoreyHo-uHpopmanuonnas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektponHas OubanoreuHas cucrema «Jlaupy https://e.lanbook.com

- DnektponHHas oubaroreunas cucrema «kOpaiir» https://urait.ru

- DnekTpoHHas 6ubnmoreyHas cucreMa «KOHCYJIbTaHT CTYAEHTa»
https://www.studentlibrary.ru

8. IlepeueHb OCHOBHOW ¥ [IONMOJHUTEJbHOW Yy4eOHOH JUTepaTyphl, pecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOH ceTH «HWHTepHer» (IpH HEO0XOAUMOCTH),
PeKOMeHIyeMbIX /ISl OCBOCHUS TUCHMILIUHBI

a) OCHOBHasI IMTEpPaTypa
1. 3enkoB A. B. HMudopmanmonnas Oe30macHOCTh W 3amuTa HHGOPMAIMH: y4eOHOE
rmocoodue I BY30B — Mocksa: WN3narenncTBo IOpaiir, 2022.
https://urait.ru/viewer/informacionnaya-bezopasnost-i-zaschita-informacii-497002
2. Hecrepos, C. A. OcHoBbI nHpOpMannonHoii 6ezomacnoctu / C. A. HectepoB. — 3-e u3f.,
crep. — Cankr-IlerepOypr : Jlans, 2024. — 324 c. — ISBN 978-5-507-49077-6. — Texcr
:  onexkTpoHHBIM // Jlamp : sJexkTpoHHO-OMONMoTreyHas cucrtema. — URL:
https://e.lanbook.com/book/370967
3. lanprun, B. ®@. 3amuTa nHDOpMaIiu B KOMITBIOTEPHBIX cucTeMax u ceTsx / [llanbrun
B. ®. - Mocksa : JIMK IIpecc, 2012. - 592 c. - ISBN 978-5-94074-637-9. - Tekcr :
anektponnsld  //  OBC  "Koncymprant  crtymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940746379.html
4. lllanbrun, B. @. Uudopmanmonnas 6e3omnacHocTs U 3amurta nHpopmanuu / Hlanerun
B. @. - Mocksa : JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0. - TexkcT :
snexktpoHuerii  //  OBC  "KoncympranT crymenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940747680.html
5. Tanarenko B. A. CranmapTsl HHQOpPMAIIMOHHON 0€30MacHOCTH: Kypc JeKIuil : yuel.
nocob6wue 1ist By30B. / B. A. T'anarenko; non pen. B. b. berenuna ; Uatepuet-Yu-T UHbOP.
TexHonOTHIA - 2-¢ W31. - M.: UaTeprer-YH-T UHDopM. Texnomornit, 2006. - 262 c.

0) 10MOJIHUTEIbHASA JIUTepaTypa
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1. Benos, E. B. OcHoBbI nH(pOpMAIIMOHHOH 0e30macHOCTH : yuyebHoe mocodue A By30B /
E. b. benos, B. II. Jloce, P. B. Memepsikos, A. A. lllenynanoB. - Mocksa : ['opsiuast nuHust
- Tenexom, 2011. - 544 c. - ISBN 5-93517-292-5. - Tekct : anekrpoHHbli // DBC
"KoHcymnbTanT cryneHnra" : [caiiT]. - URL
https://www.studentlibrary. ru/book/ISBN5935172925 html
2. lleBsinun, I1. H. Moaenn 6€301acHOCTH KOMIIBIOTEPHBIX CUCTEM. Y TIPABJICHHUE TOCTYIIOM
¥ nH(GOPMAIIMOHHBIMH IOTOKaMU : ydeOHoe nmocobue aiist By30B / JleBsuu I1. H. - 2-e u3z.
, Mctip. u aoi. - Mocksa : ['opsiuas nmunus - Tenekom, 2013. - 338 c. - ISBN 978-5-9912-
0328-9. - Tekcr : anekrponusii / OBC "KoucynpranT crymenra" : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203289.html
3. Kazapun, O. B. IIporpammHo-anmapaTHbie CpeICTBa 3alIUTHl HHPOPMAIMH. 3amluTa
MIPOrpaMMHOTO ObOecTieueHusl : yueOHUK U mpakTukyM Juist By30B / O. B. Kazapun, A. C.
3a6a0ypuH. — Mocksa : I3parensctBo FOpaiit, 2023. — 312 ¢. — (Bsiciee oOpa3oBanme).
— ISBN 978-5-9916-9043-0. — Tekcr : snekTpoHHBIN // OOpa3oBaTenbHas miaTdGopma
FOpaiir [caiit]. — URL: https://urait.ru/bcode/513300
4., lllenyxun, O. 1. OGHapykeHHUE BTOPKEHHUI B KOMITBIOTEPHBIC CETH (CETEBBIC aHOMAJIHH )
: yaebHoe mocoowue st By30B / [lon pen. mpodeccopa O. U. Hlenmyxuna. - Mocksa : ['opsiaas
nuHus - Tenexom, 2013. - 220 c. - ISBN 978-5-9912 0323-4. - Tekct : anektponnsiit // IbC
"KoncynbTant crynenra" [caiiT]. - URL
https://www.studentlibrary. ru/book/ISBN9785991203234 html
5. Ipockypun B. I'., «3ammra nporpamMm M AaHHbIX» - M., M3garenbckuil LEHTp
«Axanemus», 2012,
6. PykoBogsmue moxkymentsl ®CTOK Poccun «TpeboBanus Kk cuctemMaM OOHApYKEHUs
BTOpKeHUI», BBeneHHbIX mpukazoM DPCTIK Poccum ot 6 nmexabps 2011 r. Ne 638
(3apeructpupoBan Muntoctom Poccum 1 depans 2012 r., per. Ne23088) mnst 4, S u 6
xiaccop UC. https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-
materialy/informatsionnoe-pismo-fstek-rossii?ysclid=1j93ci3hfz197158689
7. ba3oBas Mozaens yrpo3 0e30MacHOCTH TMEPCOHAIBHBIX JAaHHBIX MPH X 00padoTKe B
WH(POPMALIMOHHBIX CHCTEMax NMepCOHANBHBIX AaHHBIX (Bbimucka). DCTIK Poccun, 2008.
https://fstec.ru/en/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/bazovaya-model-ot-15-fevralya-2008-g?ysclid=1j8zaq9vbh762206938
8. Metonuyeckuil TokyMeHT "MeToauKa olleHKH yrpo3 6e3onacHocty nHpopMaiuu" (yTB.
®enepalibHON CiIy’)k00i1 IO TEXHHYECKOMY M AKCIOPTHOMY KOHTpoiwo 5 ¢eB 2021r.)
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=1j8z58t2v2240278685
B) 3aKOHO/aTeJIbHbIE TOKYMEHThI
1. doxrpuna wuHpopmarmonHoir Oe3omacHoctu Poccuiickoit dexepanun (yTB. YKazom
[Tpesunenta PO ot 5 nexabps 2016 r. Ne 646).
http://publication.pravo.gov.ru/Document/View/0001201612060002?ysclid=1j8ys2mmuo8
29489602
2. TOCT P UCO/MDK TO 19791-2008r., «1apopmMannonHas TexHoOJOrus. MeTonbl u
cpenctBa obecrieyeHust Oe3omacHocTH. OlleHKa O0€30MacHOCTH aBTOMAaTHU3MPOBAHHBIX
cucteMy», @DenepaibHOE areHTCTBO IO TEXHHUYECKOMY PETYIHPOBAHUIO M METPOJIOTUHU
Poccun, M.: «Crangaptuadopm», 2009. - 126¢.
https://gostrf.com/normadata/1/4293822/4293822466.pdf?ysclid=1j92Imnfl9657701603
3. TOCT P UCO/MBK 18045-2013r., «MudopmarmionHass TexHomorusi. MeToasl
cpeactBa  obecrieueHuss  O6e30macHOCTH.  METOMOJIOTHST  OIEHKH  0€30mMacHOCTH
WH(MOPMALIMOHHBIX ~ TeXHoJorui», @denepalbHOE AareHTCTBO IO  TEXHUYECKOMY
perynupoBanuto U Merposiorun Poccun, M.: «Crannaptunadopm», 2014. - 250c.
https://docs.cntd.ru/document/1200105309?ysclid=1j92t4wzs4116415112
4. TOCT P UCO/M3BK «MudopmarimoHHast TEXHOIOTHS. METO b U Cpe/ICTBa O0eCIIeueHUs
uH(popMalnoHHON Oe3omacHocTu. KpuTepun omeHku 06e30macHOCTH WH(GOPMAIMOHHBIX
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https://fstec.ru/en/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/bazovaya-model-ot-15-fevralya-2008-g?ysclid=lj8zaq9vbh762206938
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=lj8z58t2v2240278685
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=lj8z58t2v2240278685
http://publication.pravo.gov.ru/Document/View/0001201612060002?ysclid=lj8ys2mmuo829489602
http://publication.pravo.gov.ru/Document/View/0001201612060002?ysclid=lj8ys2mmuo829489602
https://gostrf.com/normadata/1/4293822/4293822466.pdf?ysclid=lj92lmnfl9657701603
https://docs.cntd.ru/document/1200105309?ysclid=lj92t4wzs4116415112

TexHosoruity, denepanbHoe areHTCTBO MO TEXHUYECKOMY PETYIUPOBAHUIO U METPOJIOTHH
Poccuu, M.: «Ctangaptuadopmy», 2014
15408-1-2012r. «Yacts 1. BBenenue u o01mas Moaemb»
https://ohranatruda.ru/upload/iblock/857/4293781374.pdf?ysclid=1j92gnuo6m156525020
15408-2-2013r. «Yactp 2. @yHKIIMOHAIbHbIE KOMIIOHEHTHI 0€30ITaCHOCTH
https://docs.cntd.ru/document/12001057107ysclid=1j92rinibr90314821
15408-3-2013r. «Yacts. 3. KoMroHeHTs! 1oBepusi K 6€30MaCHOCTH
https://docs.cntd.ru/document/1200105711?ysclid=1j92se0uk0508150400
5. TOCT P HMCO/MBK 53113-1-2008 «ubOpMalIMOHHBIE TEXHOJOTHHU. 3aluTa
MH(OOPMALIMOHHBIX ~ TEXHOJOTMH W  aBTOMAaTU3UPOBAHHBIX  CUCTEM  OT  yIpo3
nH(OPMAIMOHHON 0€30MacHOCTH, PeaTM3yEeMBIX C TIOMOIIBIO CKPBHITHIX KaHainoB. Yacts 1.
O6mue nonoxxkeHus», denepanbHOE areHTCTBO MO TEXHUYECKOMY PETyJIUPOBAHUIO H
metposiorun Poccun, M.: «Crarnapraadopm», 2009. - 12¢.
https://ohranatruda.ru/upload/iblock/47a/4293825688.pdf?ysclid=1j920fd8dd451359224
6. TOCT P HMCO/MBK 53113-2-2009 «ubOpMalMOHHBIE TEXHOJOTHHU. 3aluTa
MH(OOPMALIMOHHBIX ~ TEXHOJOTMH W  aBTOMaTU3UPOBAHHBIX  CUCTEM  OT  yIpo3
WH(OPMAITMOHHON 0€30MaCHOCTH, PEATM3yEMBIX C TIOMOIIBIO CKPBHITHIX KaHaioB. YacTp 2.
PekoMenmanuu mno 3amure uHDOpManuu, HUHOOPMALMOHHBIX  TEXHOJOTHH |
ABTOMATU3UPOBAHHBIX CUCTEM OT YTpo3 WH(MOPMAITMOHHON 0€30TaCHOCTH, PEeaTH3yeMbIX C
MOMOIIIBIO CKPBITHIX KaHaloBy deepalbHOE areHTCTBO 110 TEXHUYECKOMY PETyJINPOBAHUIO
u metposioruu Poccun, M.: «Crannaptundopm», 2010. - 12c.
https://ohranatruda.ru/upload/iblock/f8a/4293824168.pdf?ysclid=1j92nmtbgm468719509
B) pecypcbl cetu « AHTEpHET»
1. bauk paHHeix  yrpo3  OesomacHoct  uHpopmammu ~ DCTIK  Poccum.
https://bdu.fstec.ru/threat

9. MaTtepuanbHo-TeXHU4YecKasi 6a3a, He0OX0AUMAs ISl OCylIeCTBJIEHUsI 00Pa30BaTeIbLHOIO
npoirecca mo JMCUMIINHE.

MarepuanbHo-TexHUYECKass 0a3a, HeoOXoaumas UIsl OCYIIECTBICHUSI 00pa30BaTEIHHOTO
npoliecca Mo AUCIHUILIMHE BKIIOYAET B CBOM COCTAB CHEIMAIbHBIE TOMEILICHHS:

- y4yeOHBIE ayIUTOPHH JUISl TPOBENEHUS NPAKTUYECKUX W JIEKIMOHHBIX 3aHSATHH
(ceMuHapoB);

- yueOHbIC ayTUTOPHUHU ISl TIPOBEICHHSI TPYIIIIOBBIX W UHINBUAYAIBHBIX KOHCYIbTALINH;

- yueOHble ayIUTOPUM JUIs TPOBEACHUS TEKYIIEro KOHTPOJsS U MPOMEXKYTOUHOMH
aTTeCTAllNu;

- IOMEUICHUS JJIs1 CAMOCTOSITENIbHON pabOThI;

- TIOMETIEHHS ITIs1 XpPaHEHUST U MPOPUITAKTHIECKOTO O0CITY)KUBAaHUS TEXHUUECKUX CPENICTB
o0Oy4eHusl.

[Tomemienuss st caMOCTOATENbHOW PabOThl OOYHYaIOIIMXCSl OCHAIIEHbl KOMIBIOTEPHOM
TEXHUKOH € BO3MOYKHOCTBIO MOAKIIOUEHMsI K ceTH «VIHTepHeT» M obecledeHneM JI0CTyna K
AJIEKTPOHHOU MH(OpMaAIIMOHHO-00pa3zoBaTeabHOM cpene SApl'Y.

ABTOp:

crapiuuii npenogasarens kadeapst Kb u MMOU A.B. Caxanpna
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IIpunaoxenne Ne 1 k paGoyeii nporpaMmme M CHMIIIMHBI
«OcHOBBI HHPOPMALITMOHHOW 0€30ITACHOCTH»

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
1O JUCHUIJINHE

1. TunoBbIe KOHTPOJILHBIE 32/IaHNUS WIH UHBIE MATEPHUATBI,
HCIoJIb3yeMble B Npouecce TeKyuieil arrecranuu

Ilepeyennb BONPOCOB /IS ONPOCOB HA NPAKTHYECKUX 3aAHATHAX:

1. B ueM cyTh OTJINYMIA POCCUHCKON KITaCCU(HUKAIIMK YTPO3 0€30IaCHOCTH OT MPUHATON B
3alaJHbIX CTaHJapTax?

2. B 4eM COCTOUT CyTh 3aIlUTHl OT HApyUICHHUS KOH(HICHIMAIBLHOCTH, IEIOCTHOCTH H
JOCTYIHOCTH UH(popMauu?

3. B uem cocTouT CyTh pa3nMyHBIX 00MEYNOTPEOUMBIX MOJIENEH yIIpaBIeHHs JOCTYIIOM K
KOMIIbIOTEpHOI MH(popMaruu?

4. Kak omnpenenuTb BEpOSTHBIE L€ KOMIIBIOTEPHOM aTaku IO IMpU3HAKaM (OpMBI €€
peanuzanuu?

5. KakoBbI COCTaBISIONINE POCCUIICKON CUCTEMBI 00ECTIeYeHUsI 0€30TTaCHOCTH KPUTHYECKIX
MH(GOPMALIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTak?

6. KakoBel (yHKIMM YYaCTHHKOB peaIM3allid CHCTEMBI oOecreueHust 0e30macHOCTH
KPUTHYECKMX MH(MOPMALIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTakK?

7. Kakue BbI 3HaeTe MOJIEIM B3aUMOICHCTBUS TPOrPAMMHOM 3aKJIaJKU C aTaKyeMOU KOM-
MbIOTEPHON CUCTEMOI?

8. HazoBuTe npeanochliku K BHEAPEHUIO U METO/Ibl BHEJIPEHMSI IPOTPAMMHBIX 3aKJIa10K.

9. B yeM 0cOOEHHOCTHM KOMIBIOTEPHBIX BHUPYCOB, BBIJEISAEMBIX B OTIENBHBIA Kiacc
BPEIOHOCHBIX ITPOrpamMm?

10. OxapakTepusyiiTe )KMU3HEHHBIH UK, 0COOEHHOCTH (PYHKLIMOHUPOBAHUS, 0COOEHHOCTH
MIPOTUBOAECHCTBUS KOMITBIOTEPHBIM BUpYCaM TOTO MJIM MHOTO KJlacca.

11. B 4eM cOCTOMT OTJIMYME yTE€UYKH MH(OPMAIMM MO TEXHUYECKUM KaHallaM OT JPYIHX
BUJIOB?

12. B yem COCTOMT CyThb YHUKAJIbHBIX HACHTH(QHUKATOPOB HHTEPHET-NOJb30BaTENEH U
ANEKTPOHHBIX "0TIeyaTKOB" pabOTHI B COLIMATIBHBIX CETAX?

13. B ueM COCTOMT 3aBUCHUMOCTb METOAMK IPOBEACHUS PACCIEAOBAHUS KOMIIBIOTEPHBIX
MHIUACHTOB OT ITOCTABJIEHHBIX 3aJa4, YCIOBUN UX MPOTEKAHUS U PE3yIbTaTOB?

14. B yem cocrout cyth 1 1enu «VMHpopmMaimoHHON BOHHBI»?

15. Kakue BbI 3HaeTe Bubl «MTHPOPMAITMOHHOTO OPYKHS»?

16. B uyem cocrosar ocobenHoctu TtpeboBanuii 'OCT P MCO/MBK 18044-2007
«MEeHeI>KMEHT HHIMACHTOB HWH(OpMalMOHHOW  Oe30macHOCTW»  JJIA  pelieHus  3aaad
paccie0BaHUs HHIIMICHTOB 0€30MacHOCTH?

17. Kakue BBl 3HaeTe MNpPOrpaMMHBIE CpEACTBa, IMPUMEHSEMble JIs paccieOBaHUS
KOMIIBIOTEPHBIX MHIIUJEHTOB?

18. Kakue BbI 3HaEeTE METOJUKH UCCIICOBAHHS HOCUTEIICH KOMITBIOTEPHOIN HH(pOpMarm?

19. Kakue BbI 3HaeTe LENM U 3aJ1a4M NIpoBeieHUs KOMIBIOTEPHO-TEXHUYECKUX IKCIIEPTU3?

20. Kak m Ha OCHOBE KaKMX HOPMATHBHBIX IPABOBBIX JIOKYMEHTOB O(OPMIISIOTCS
pE3yJIbTAThl IPOBEIEHUS KOMIIBIOTEPHO-TEXHUYECKUX IKCIIEPTU3?

21. B uyem cocrosat ocobennoctun monoxernnid ['OCT P MCO/MOK 18045-2012
«MeToa00rus OLeHKH 0€301MacHOCTH HH(OPMAIIMOHHBIX TEXHOJIOTUI» JJIsl aTTECTAllUN OOBEKTOB
C Y4eTOM TpeOOBaHMI K YPOBHIO 3alIUIIIEHHOCTH KOMITbIOTEPHBIX CHCTEM?

22. Kakue BbI 3Ha€T€ METOJIUKH NpOBeeHNsT KOMIBIOTEPHO-TEXHUUECKUX IKCIIEPTH3?



23. B uem cocToAT 0COOEHHOCTH PadoT IO aTTeCTalluu OOBEKTOB C y4ETOM TpeOOBaHU K
YPOBHIO 3alIMIIEHHOCTH KOMIBIOTEPHBIX cucteM, u3ioxkennoi B 'OCT P UCO/MDBK TO 19791-
2008 «Orenka 6e30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM»?

24. B uyem cocroar ocobennoctu mnonoxenuidr ['OCT P HNCO/MDBK 27007-2014
«PekomMeHaMu i1 ayAUTOPOB B OTHOIIEHHMH MEpP M CPEICTB KOHTPOJIS U YIPABICHUSA
MH(POPMAIIMOHHOM 0€3011aCHOCTBIOY JIJIS aTTECTAIIMHA OOEKTOB 110 3alIUIIEHHOCTH KOMITBIOTEPHBIX
cucrem?

2. CIHCOK BONPOCOB M (MJIM) 3aIaHUI JIJIA TPOBeeHUsI MPOMeKYTOUYHOI aTTeCTAalluU

Cnucok BONPOCOB K 3a4eTy

1. IlepeuncnuTe u oxapakTepu3yhTe yrpo3sl HHGOPMAIMOHHON Oe3onacHocTH Poccuiickoit
Odenepanun, ykazaHHble B «JlokTpuHbl MH(OpManMoOHHOW Oe3omacHOCTH» Poccuiickoit
denepauuu.

2. Ha3oBuTe 1 OnUIINTE LENH, 33]Ja4d U HalpaBIE€HHOCTh «J{OKTpUHBI MH()OPMALIMOHHON
6e3onacuoctu» Poccuiickoit denepanmn.

3. Chopmynupyiite U 000CHYITEe 00IIME MPUHLUIIBI IOCTPOCHUS 3alUThl HH(OPMALUU B
Poccun.

4. B ueMm cyTb poccuiickoil kiaccuuKkanus yrpo3 U ee OTIIMYMe OT IPUHATON B 3amaHbIX
CTaHJapTax.

5. Jlaiite 0030p CpencTB M METOJAOB HH(GOPMAIIMOHHOW/KOMIBIOTEPHON O€30MacHOCTH,
puHATHIX B Poccun.

6. [laiiTe onrcanne OCHOBHBIX METO0B HapyIIEHUS KOH(UAECHINATIBHOCTH, LIETOCTHOCTH U
JTOCTYITHOCTH HH()OPMAITHH.

7. HazoBuTe UM 0XapakTepU3yWTe€ OCHOBHBIE MOJEIM YIPABICHUS JOCTYIIOM K
KOMITHIOTEPHOW MH(POPMALIUH.

8. HazoBuTe 1 oxapakTepu3yiTe oOIIeno0JIb30BaTeIbCKUE CUCTEMBI KOHTPOJIS IPaB JOCTyIa
K KOMIIBIOTEPHON HH(OPMAITHIH.

9. Ha no60M Npou3BONBHOM IpHMepe OnumuTe Mojelb BepOsSTHOIO HapYIIUTENs,
Mogenps 1eiCTBHI BEpOATHOTO HAPYIIUTENSA, COOTHECUTE UX ¢ MOJEIbI0 TOCTPOCHUS 3aIUThI Ha
OCHOBE JIBYX NPEABIIYIIUX.

10. IlpuBenuTe U oxapakTepU3ylTe U3BECTHBIE U3 Y4eOHOM JIUTEpaTyphl Kiaccuukanuu
OCHOBHBIX BHJIOB KOMITBIOTEPHBIX aTaK.

11. Onumure M KpaTko OXapaKTepU3yWTe METOJIbl M TAKTHKY IPOBEIEHUS CETEBOM
pa3BEIKH.

12.  Onumwure 5SIeMEHThl CHCTeMbl oOecnedeHHus Oe30MacHOCTH  KPUTHYECKUX
MH(GOPMAIIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTaK.

13. Onumure M KpaTKO OXapaKTepU3yWTe CpeAcTBa M METOAbl HeUTpanu3aluu
KOMIIBIOTEPHBIX aTaK.

14. IlpuBenute H3BECTHbIE WX Y4E€OHOW JUTEpaTypbl Kiaccu(UKAIMK BPEIOHOCHBIX
IIPOrpaMM.

15. OnummTe 1 KpaTKo OXapakTepu3ylTe NpU3HaKu NpucyTcTBus BpegonocHoro [10.

16. Ha3oBuTe 1 oxapakTtepu3yiTe crocoobl BHeApeHus BpeaoHocHoro [10.

17. HazoBute u oxapaktepusyiite MeToabl 00HapyxeHus BpegoHocHoro I10.

18. IlpuBenuTe U 0XapakTepU3yHTE N3BECTHBIE IPUMEPHI CETEBBIX aTak.

19. [Jaiite onpeneneHue U OXapakTEPU3yHUTe TPOSHCKUE MPOTPAMMBI, JIFOKH, SKCILTONTHI.

20. Ha3zoBuTe u oxapakTepu3yilTe MeTOAbl 3alluThl 0T BpeaoHocHoro 10, TexHomoruu
CaMO3allUTHlI.

21. OnumuTe M KpaTKO OXapakTepU3yiTe MECTO U pOJIb MEXKCETEBBIX JKPaHOB B
obecrieueHnN 0€30MTaCHOCTH PECYPCOB aBTOMATH3UPOBAHHBIX CHCTEM.



22. OnummTe U KpaTko OXapaKTepU3yHTe BO3MOXKHOCTH M OTPAHUYCHUS aHTHUBUPYCHBIX
IIPOrpamM.

23. HazoBuTe u oxapakTepu3yilTe CHelHaIn3UPOBAHHBIC CPEICTBA U METO/bI BBISBICHUS
BPEJIOHOCHBIX IIPOTPAMM.

24. Jlaiite ompexneneHue W oxapakrepusyiTe TepMmuHbl «MH(bOpManMoHHAs BOWHA» U
«MH(pOpMaLIMOHHOE OPYKHUEN.

25. HazoBuTe u oOxapakTepu3yiWTe OCOOCHHOCTH TEXHHYECKHX CpEACTB BEIACHHUS
MH(POPMAIIMOHHOMN BOMHBI.

26. [IpuBenuTe U OXapakTepu3ylTe U3BECTHBIC U3 YUEOHOI TUTEepaTyphl KiIacCU(PUKAIIH
CPEeACTB 3allUThl HH(GOPMALIMU U HAallaIeHUs Ha 3JIEMEHTBI 3aLUThI.

27. llpuBenuTe U OXapakTepU3ylTe U3BECTHBIC U3 YUEOHOI TUTEepaTyphl KiIacCUPUKAIIIH
JIEKTPOHHBIX YCTPOMCTB mepexBara HMH(OpPMAIMK, BHEAPSAEMBIX B CPEACTBA BBIYHUCIUTEIBHOM
TEXHUKH.

28. Omnummre M KpaTKO OXapakTepU3yHTe CpeACTBa CUJIOBOTO JECTPYKTUBHOIO
Bozaeiictus (CIB).

29. Yem oOycnoBieHa HEOOXOIUMOCTh YHMUTOXKEHHUs JIOKyMEHTOB. Oxapakrepusyiite
0COOEHHOCTH yaJeHUsI THPOPMALIMU C COBPEMEHHBIX 3JICKTPOHHBIX HOCHTEJICH.

30. OnumuTe U KpaTko oxapakTepusyite [1oMUTUKY YHUUTOXKEHUS JaHHBIX.

31. OnumuTe ¥ KpaTKo OXapaKkTepPU3yHTe 0COOCHHOCTH YHUUTOXKEHHSI KOH(DHUICHIINATBHOMI
uHpopManuu (MIaHOBOTO U 3KCTPEHHOI'0) Ha Pa3InYHbIX HOCUTEIIAX.

32. Cnenpl B cetu. OnummTe ¥ KpaTKO OXapakTepU3yWTe yHUKaIbHbBIE HICHTU(DUKATOPHI
UHTEpHET-NI0JIb30BaTeIeH u 3JIEKTPOHHbBIE «OTIIEYATKUY, u OTHOCUTEIILHOCTh
«KOH(UACHIINATEHOCTH B COITUATIBHBIX CETSIX.

33. Ha3oBuTe 1 0xapakTepu3yiTe cpesicTBa U METO/Ibl OOHAPYKEHUSI TEXHUYECKHX KaHaJIOB
YTE€UKH HH(POpMAIUH.

34. Ha3oBuTe U KPAaTKO OXapaKTepU3yHTe CUCTEMBbI 3aIlUThl KOH(PUICHIIMATIbHBIX JTaHHBIX
OT BHYTPEHHUX yrpo3.

35. OnuummTe U KpaTko 0XapakTepu3yhTe CyTh M Ha3HAYCHUE TEXHOJIOTUH MCII0JIb30BaHMS
IU(PPOBBIX OTIIEYATKOB.

36. KomnbroTepHO-TeXHUYECKasl KCIepTH3a, Ha30BUTE U oxapakrepusyiite meronasl KT-
HKCIEPTH3.

37. MeToauKu poBEICHUS PACCIIEJOBAHUS KOMIIBIOTEPHBIX HHIIUACHTOB B 3aBUCUMOCTH OT
MOCTABJICHHBIX 33/1a4, YCJIOBUN MX MPOTEKAHUS U PE3yIbTATOB.

38. HazoBute 1 oxapakTtepu3yiTe BUABI U OCHOBHbIE METOIMKHU UCCIIEI0BaHUs HOCUTEIEeH
KOMITHIOTEPHOW MH(POPMAIIUH.

39. HaszoBure u oxapakTepu3yiTe H3BECTHblE M3 Yy4eOHOM JuTepaTypbl ammapaTHO-
MIPOTpaMMHBIE CPEJICTBA, IPUMEHIEMBIE ISl PACCIIEOBAHUS KOMITBIOTEPHBIX HHIIUICHTOB.

40. IIpuBenuTe NpUMEp U MOSICHUTE CYTh OTAEIbHBIX HIEMEHTOB METOIUKU pacCiIeI0BaHUs
KOMITBIOTEPHBIX WHITHICHTOB.

41. OcoGennoctu TtpedboBanuit I'OCT P HNCO/MOIK 18044-2007 «MeHemKMEHT
WHIMICHTOB HH()OPMAIIMOHHON 0€30MacHOCTHY IS PEHICHUs 3a/1a4 pacciieT0BaHMs MHIIUICHTOB
0€30MacHOCTH.

42. Ocobennoctu nonoxkennit [OCT P UCO/MDBK 18045-2012 «Meromonorusi OIeHKH
6e30macHOCTH MH()OPMAITMOHHBIX TEXHOJIOTHI» JJISl aTTecTallii OOBEKTOB C Y4eTOM TpeOOBaHUM
K YPOBHIO 3aIIUIIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM.

43. OcobeHHOCTH PA0OT MO aTTeCTallKi OOBEKTOB C Y4E€TOM TpeOOBaHH K YPOBHIO
3aIUIICHHOCTH KOMIBIOTEPHBIX cucteM, u3noxernHod B [OCT P MCO/MBK TO 19791-2008
«OrneHka 0€30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM).

44. Ocob6ennoctu nonoxeunit OCT P UCO/MDBK 27007-2014 «Pexomengauuu Iiist
ayJUTOPOB B OTHOUIEHHH Mep M CPEACTB KOHTPOJS M YIpaBieHUS HHPOPMALUOHHON
0€30MaCHOCTBIO» IS aTTECTAIUH OOBEKTOB IO 3aIHIIEHHOCTH KOMITBIOTEPHBIX CHCTEM.
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3. IlpaBuja npuema 3avera.

OreHKa 3HaHUHN TI0 UTOTY MTPOXOKICHUS Kypca MPOBOIUTCS B (OpME IPUHATHUS 3a4eTa.

Ha 3adere mpoBepsiercsi cpopMHPOBAHHOCTH BCEX YKa3aHHBIX B Y4eOHOU mporpamme
KOMIIETECHLIU .

B Ouier nns 3auera BKIIIOYAIOTCS JIBa TEOPETHYECKHUX Bompoca. Ha moAroroBky k oTBeTy
JlaeTcsl He MeHee | akaeMu4ecKoro Jaca.

Takxe ecTb BO3MOXXHOCTb OTBETUTh Ha KOHTPOJIBHBIE BOMIPOCHI B 3JIEKTPOHHOM Kypce
«OcHoBbI HHPOpMaTMOHHOM O6e30macHoCcTU» B LMS DnekTponnsiii yauepcuteT Moodle SApl'Y.

ITo uToram OTBETOB CTYJEHTY BBICTABIISIETCS OJIHA U3 OLICHOK: «3aUYTE€HO», «HE 3a4TCHO».

OneHka «3a4YTeHO0» BBLICTABIIICTCS CTYACHTY, €CJIM: OH 3HAC€T OCHOBHBLIC OIIPCACIICHUA,
IMOCJICA0BATCIICH B U3JI0KCHHUH MaTCpuaia, ACMOHCTPUPYET 0a30BbIE 3HAHUSA JUCLHMIIIINHBI, BJIAACCT
HGOGXOI[I/IMBIMI/I YMCHHAMHU U HABBIKAMU MPHU BBINIOJIHCHUHN MTPAKTUYCCKUX 3aJIaHUi.

Onenka «He 3a4YTeHO» BBICTABIAETCA CTYAEHTY, €CIM: OH HE 3HAeT OCHOBHBIX
OIIpENICJICHUH, HENOCHIeN0oBaTeIeH M COMBUMB B M3JIOKEHUM MaTepuana, He oOsajaer
OIpe/IeIEHHOW CUCTEMOH 3HAHMW MO TUCUUIUIMHE, HE B IOJHOW Mepe BIaJeeT HEOOXOIUMBIMU
YMEHUSMH U HaBBIKAMU MPU BBIOJHEHUU MPAKTUUECKUX 33 JaHUH.

OneHka «He 3a4TEHO0» BBICTABIACTCS TaKKE CTYACHTY, KOTOpLIﬁ B351J1 SKSaMeHaHI/IOHHHﬁ
6I/IJI€T, HO OTKasaJICA JaThb Ha HETO OTBCT.
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IIpunioxenne Ne2 k padoueiil mporpaMme ¥ CUHMIIJIMHbBI
«OcHOBBI HHPOPMALITMOHHOW 0€30ITACHOCTH»

MeTOIlI/I‘IeCKI/Ie YKa3saHUuA AJIdA CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINHBI

W3y4yeHne NIHUCLUIIMHBL IPEANOIAracT yBEPEHHOE BIIAJACHHE KOMIIBIOTEPOM, YMCHHE
OCYILECTBIISATH MOUCK M OI[EHKY JOCTOBEPHOCTH HE0OX0AUMOM nHpopmarmu B cetu HTepHET, HO
CTYICHTY JOCTaTOYHO CJIOXKHO CaMOCTOSITEIBHO OCBOUTH BONPOCHI JUCHUIUIMHBL «OCHOBBI
nHpopManMoHHOH Oe3zomacHocThY. [locemenne BceX MPeayCMOTPEHHBIX ayIUTOPHBIX 3aHATUH
ABJISICTCS COBEPUIEHHO HEOOXOIUMBIM B CHIIy OOy4YEHMsS Ha HUX YYalIMXCSl CPAaBHUTEIbHBIM
OLICHKaM 3HAaHUU W3 Pa3IMYHBIX WCTOYHUKOB, KPUTUYECKOW MX OlLleHKU. Tarke 0e3 ynopHbIX U
PETYJISAPHBIX CaMOCTOSITENIBHBIX 3aHATUN B TEUCHHE CEMECTPA, JKEIATEIBHO € «YIPEKIAIOIUM
3HAKOMCTBOM» C COJEPKAHUEM IMPEACTOALIErO 3aHATHSA, KpallHE CIOKHO YCBOUTH JIOTMKY U
apryMEHTAalMI0 YIOMSHYTBIX CPABHHUTEIBHBIX OLICHOK M KPUTHYECKOTO aHaJIW3a 3HAHUU U3
Pa3JIMYHBIX UCTOYHHUKOB, YTO HE MO3BOJIUT CTYACHTAM Pa3BUTh IIPOJBUHYTOIO U BEICOKOTO YPOBHS
KOMIIETEHIIUH.



