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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Lenbto nzydyeHust 1uCUUIUIMHBL «OCHOBBI IOCTPOEHUS 3aLUIIEHHBIX KOMIIBIOTEPHBIX CeE-
TEei» ABJISIETCS TEOPETUUECKas M MPAKTHUECKas OATOTOBKA CIIELUAINCTOB K A€ TeIbHOCTH, CBSI-
3aHHOW C TIOCTPOCHMEM 3AIIMIICHHBIX CETEBBIX aBTOMATH3MPOBAHHBIX CHCTEM, a TaKxe oOyue-
HUE NIPUHLUIIAM U METO/1aM 3aIlUThl UHPOPMALIUU B KOMIIBIOTEPHBIX CETAX.

3ajauu TUCHUTIIUHBIL:

— HW3y4Y€HHE TUIIOBBIX YIpo3 0€30IaCHOCTU B KOMIIBIOTEPHBIX CETSX;

— W3yYeHHUE KPHUNTOTPaPHUECKUX M MPOrpaMMHO-ANMNApaTHBIX METOAOB OOeCIeYeHUs
MH(POPMALMOHHOM 0€30M1aCHOCTH B KOMIIBIOTEPHBIX CETSIX;

— mpuoOpeTeHre HABBIKOB HACTPOWKM M IKCIUTyaTallUU CPEICTB oOecriedeHus Oe3omnac-
HOCTHU B KOMIIBIOTEPHBIX CETSX;

— OBJAJICHUE CPEACTBAMHU M METOJAMU IPOEKTUPOBAHMS U IOCTPOCHUS 3alllUIICHHBIX
CETEBbIX aBTOMAaTHU3UPOBAHHbBIX CUCTEM;

— OBJAJIEHUE CPEJICTBAMU U METO/AAMH BBIABIICHUS U HEUTPAIU3aLlUY MTOIBITOK Hapylle-
HUs 0€30M1aCHOCTH B KOMIIBIOTEPHBIX CETSX.

JlaHHBIN Kypc MO3BOJISET MYTEM U3Y4YEHHUS YIpo3 O0€30MaCHOCTH B KOMIIBIOTEPHBIX CETSIX,
METO/IOB CETEBbIX aTaK M BTOPKEHHH, a TakkKe YyA3BUMOCTEH HH(OPMALMOHHBIX CUCTEM,
BBIPA0O0TATh y CTYIEHTOB YOEKIEHHOCTh B HEOOXOIUMOCTH PUHSATHS aJIeKBATHBIX MEpP 3aIlUTHI
pOCCHMCKMX OO0BEKTOB MH(OpMaTH3alMK, NPEAOCTABISET JOCTATOYHBIE 3HAHUS M HaBBIKH,
TpeOyemble AJis ITOTrO.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOI POrpaMMbl

JucuumuimHa « OCHOBBI OCTPOCHMSI 3aLIUILEHHBIX KOMIIBIOTEPHBIX CETEH» OTHOCUTCS K
00s3aTenpHON YacTh 00pa30BaTeIbHON IPOrPAMMBI.

JUis yCHemHOro yCBOGHUSI JaHHOM JUCLUIUIMHBI HEOOXOJUMO, YTOOBI CTYJEHT BIaJel
3HAHUSIMH, YMEHUSMH U HaBBIKAMH, C(HOPMUPOBAHHBIMH B MPOLIECCE U3YUCHUS TUCIIUILIHH:

«MH(popmaTHKay - 3HAHUE OCHOBHBIX MOHATUN MH()OPMATHKY;

«OcHOBBI UHGOPMALIMOHHON 0€30IaCHOCTU» - 3HAHHWE OCHOBHBIX CPEJICTB M CHOCOOOB
oOecrieyeHHss HHPOPMALMOHHOM 0€30MacHOCTH, MPUHIUIIOB MOCTPOCHUS CHCTEM 3allluThl MH-
dbopmarnu, BiageHue MpodeccuoHaIbHON TEPMHUHOJIOTHEH B 00JacTH MH(MOpPMAIMOHHON O€e30-
NacHOCTH;

«KommnproTepHbIe ceTn» - 3HAHHE YTATIOHHOW MOJIEH B3aMMOJEHCTBHS OTKPBITHIX CHC-
TEM, TUIIOBBIX CTPYKTYp M HPUHIMIIOB OPraHU3allMM KOMIIBIOTEPHBIX ceTel, ocHOB MHTepHeT-
TEXHOJIOTUH, BJIaJIeHNEe HaBBIKAMH KOH(PHUTYPUPOBAHHS JOKAJIHHBIX KOMITBIOTEPHBIX CETEH U pea-
JU3alMU CETEBBIX MPOTOKOJIOB ¢ IOMOIIBIO IPOTPAMMHBIX CPEJICTB;

«Kpunrorpadpuueckne METObI 3alIUTH HHOOPMAIMI» - 3HAHUE OCHOBHBIX BUJIOB CHM-
METPUYHBIX 1 ACUMMETPHUHBIX KpUNTOrpadUUeCcKUX aIrOpuTMOB, CPEICTB U METOJIOB XPaHEHHS
ayTeHTU(UKAIIMOHHON NH(OpMaluH, BiaJleHue KpUnTorpadguyeckoi TepMUHOIOTHEH.

3HaHUS U HABBIKH, MOJIyYE€HHBIE B XOJI€ U3YyYEHHs AUCHUUIUINHBI «OCHOBBI MOCTPOCHUS
3alIUIIEHHBIX KOMIIBIOTEPHBIX CETEH», MOTYT HEMOCPEICTBEHHO HCIIOIB30BAThCS IPU PadoTe 110
CHELHUATbHOCTH.

3. [lnanupyemble  pe3yJbTaTbl  O0y4YeHHs] MO HCHUILUIMHE, COOTHECEHHbIE C
IVIAHNPYEMbIMH Pe3yJIbTATAMH 0CBOCHHUSI 00Pa30BaTeIbHOM MPOTrPaMMbl

IIporecc u3ydyeHus: AUCLUILIMHBI HAalpaBjieH Ha (JOPMHUPOBAHUE CIETYIOIUX HJIEMEHTOB
komneTeHmi B cootBercTBUU ¢ ®I'OC BO, OOII BO u npuoOpeTteHust cieayomux 3HaHuM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1A TELHOCTH:



®opmupyemast
KOMIIeTeHI M
(ko u popMyaMpoBKa)

HNaankaTop 10cTHKEHHUSA
KOMIIETEHIIMH
(ko u popMyanpoBKa)

Ilepedyenn
MJIAHUPYEMBIX Pe3y/IbTATOB 00y4eHHUsl

Oo6umenpodgeccuoHalbHbIE KOMIIETEHIIUN

OIIK-2

CnocoOeH MpUMEHSTh
MPOrpaMMHBIC CPEICTBA
CUCTEMHOTO U
MIPHUKJIATHOTO
Ha3HAYCHUM, B TOM YHCIIC
OTEUYECTBCHHOT'O
MIPOM3BOICTBA, JIS
perreHus 3aaa4d
poheCcCUOHANTBHOMN
JICSATEIIbHOCTH

H-OIIK-2.3

3HaeT OCHOBHBIE KOMIIOHEHTHI
CHUCTEMHOTO

MPOrPaMMHOTO 00ECIICUCHUS; THUITBI
ONEPALIMOHHBIX

CHCTEM; KOMaHIHBIA 1
MpoTrpaMMHBIN HHTEepQeiic
MOJIL30BATENS C ONIEPAITMOHHOMN
CHCTEMOM; THIIHI,
OpraHU3aINI0 CUCTEM
MpOrpaMMHUPOBAHUS U
MPOrpaMMHBIX MOAYJEH;
COBPEMEHHBIE METO/IbI
CHeIU(pUKAIIIK TPUKIATHOTO
POrpaMMHOr0

obecrnieveHus

3HaTh:

- OCHOBHBIE OTJIMYHS OTIEPAIHOHHBIX
CUCTEM;

- OCHOBBI aIMHHHCTPUPOBAHHUS
Windows/Linux — MeToabI 3a1UAThI
OIIEPALIHOHHBIX CUCTEM OT Pa3IMUHBIX
THUIIOB yIpoO3

OIIK-8

CriocobeH MprUMEHSITh
METOJIBI HAYYHBIX
UCCIEI0BaHUN MTPU
MIPOBEICHUH Pa3pabOTOK
B 00nacTu o0ecrieueHus
Oe3omacHOCTH
KOMIIBIOTCPHBIX CUCTEM U
cereit

H-OIIK-8.5

Crioco0eH oCyIIeCTBIATh TOA0O0D,
M3y4eHne 1 0000IIeHne HaydHO-
TEeXHUYIECKOW MH(POPMAIIHH,
MCTOAUYCCKUX MAaTCPUAJTIOB
OTEUECTBEHHOTO U 3apy0eKHOTO
OTIBITA TI0 TPOOIIeMaM
WHPOPMALIMOHHON 0€30MacHOCTH, a
TaKXXC HOPMATHUBHBIX IIPABOBLIX
aKToB B c(epe mpodeccnoHaIbHON
JeSITEIBHOCTH

HNmeTh HABBIKH:

pabOThI C HAYYHO-TEXHUYECKOM
JIUTEPATYPOHU MO U3YUYEHUIO
MEPCHIEKTUBHBIX CUCTEM U CETEH CBSI3U C
LEJIBIO TIOBBILICHUS ) ()EKTHBHOCTH
WCTIOJIb30BaHMS 3AIIUIIEHHBIX
TEJIEKOMMYHHUKALMOHHBIX CHCTEM.

OIIK-11

CriocobeH pa3padaTsiBaTh
HOJINTHKH 0€30MacHOCTH,
TIOJIUTUKHU YIIPABJICHUS
JOCTYTIOM H
UH()OPMATMOHHBIMU
MOTOKaMH B
KOMITBIOTEPHBIX CHCTEMaX
C YYETOM YIpo3
0e3omacHOCTH
UHQOPMAIUH U
TpeOOBaHMIA 1O 3aIINTe

H-0OIIK-11.4

Brianeer ciocobamu
MOJIETTHPOBaHUS O€30I1aCHOCTH
KOMIBIOTEPHBIX CUCTEM, B TOM
qrcyie MOJISTUPOBAHNUS YIIPABICHUS
JOCTYIIOM ¥ MH()OPMAMOHHBIMU
MOTOKaMH B KOMITBIOTEPHBIX
cHCTeMax; CpelICTBa U METOIbI
XpaHeHHs U Tepeaun
ayTeHTH()UKAIIMOHHON
WHPOPMAIINHN; OCHOBHEIE
TpeOOBaHMS K TIOICHCTEME ayTUTa

Bnapers HaBbIKaAMM:

- aHaJIM3a CeTeBOro Tpadrka 1 HaBBIKAMHU
pereHus npoOieM NpH UCIOJIb30BaHUN
¢dusnyeckoro odopymosanus u Cisco
Packet Tracer,

- BHeApeHus AAA Ha MaplipyTH3aTOpax;
- yCTpaHeHHs yrpo3 i
MapuIpyTH3aTOPOB U CETEH C IOMOIIBIO
CIMCKOB ynpasienus nocrynom (ACL);

- BHeapeHus: VPN Tuma «cetb-ceTby;

- BHepeHus VPN ¢ yaaeHHbIM
JOCTYIIOM;

nHpOpMAITUH Y TIOJIUTHKE ay/NTa; 3alIUTHBIC - POEKTUPOBaHMS, BHEJIPEHUS U
MEXaHU3MBbI 1 MOJIEP’KKU Mep 0e30MaCHOCTH JUISI
CpeacTBa o0ecIeYeHHS oOecrieueHus 3alUThl U [EIOCTHOCTH
0€3011acHOCTH OTIePAIIHOHHBIX CETEeBBIX YCTPOICTB
CHCTEM; HaBbIKaMH pa3paboTKu
MIPOrpaMMHBIX MOJYJIEH,
peanu3yonyx 3a/1a4u, CBI3aHHbIE
c
obOecrnieueHneM 0€30MaCHOCTH
OIIEPAIIMOHHBIX CUCTEM
pacnpoCTpaHEHHBIX CEMENCTB
OIIK-15 H-OIIK-15.3 Baaners HaBbIKaMM:
Crniocoben Brnageer HaBpIKamMu - CO37aHMA MOJICETEeN U HACTPOWKH 0OMeHa

AJIMUHUCTPUPOBATH

AIMUHUCTPUPOBAHUA

JaHHBIMU,




KOMIIBIOTCPHBIC CCTU U

KOMITBIOTCPHBIX CCTeﬁ; HaBBIKaMH

- YCTAHOBKHU U HaCTpOfIKPI CCTCBbIX

KOHTPOJINPOBATh paboTHI C CEeTEBBIM 000PYIOBAaHUEM | YCTPOMCTB: CETEBBIX ILIAT,

KOPPEKTHOCTh UX U CETEBBIM IIPOTPAaMMHBIM MapIIpyTU3aTOPOB, KOMMYTAaTOPOB U JP.;

(YHKITMOHUPOBAHUS obecrnieueHueM - ACTIOJIb30BAaHUS OCHOBHBIX KOMaH]I JJIst
OTCIIE)KUBAHUS CETEBBIX [TAKETOB,
napameTpoB [P- agpecanun

OIIK-16 H-OIIK-16.1 3HaTh:

CriocoOeH MpoBOANUTH 3HaET CPeaCTBA U METOIBI - IPUHIIUITBL 00eCIIeYeHUsT 0€30MTACHOCTH

MOHHUTOPHHT XpaHEHUS U Mepeavan ceTH;

paboTOCTIOCOOHOCTH 1
aHanu3 3 QeKTUBHOCTH
CpPEJICTB 3aIUThHI
nH()OpPMAITIHU B
KOMITBIOTEPHBIX CUCTEMaX
U CeTsX

ayTEeHTU(PUKAITHIOHHON
nHPOPMALINHT; MEXaHU3MBI
peanm3anuu atak B cetsax TCP/IP;
OCHOBHBIE TIPOTOKOJIBI
uneHTuukanuu u
ayTeHTU(UKAINN

aOOHEHTOB CETH; 3aIlUTHBIE
MEXaHU3MBbI M CPEACTBa
oOecrieyeHus ceTeBon
0€30IaCHOCTH; CPEJICTBA U METOBI
MPEOTBPAICHUS U 0O0HAPYKCHUS
BTOPKECHHM.

- THITBI CETEBBIX aTaK U METOIBI OOPHOEI ¢
HUMUY,

- TEXHOJIOTHH KOMMYTAITUH;

- IPUHIIMIIBI TTOJUICPKKH JTOCTYITHBIX U
HAJEKHBIX CETEN C MTOMOIIBIO
JMIMHAMHUYECKOH aipecaliui U MPOTOKOJIOB
pe3epBUPOBAHMS IIEPBOTO MEPEXoa

N-OIIK-16.2

YmMmeeT popmynupoBats u
HaCcTpauBaTh IOJIUTUKY
0e30MacHOCTH OCHOBHBIX
OTIePaIMOHHBIX CUCTEM, a

TaKKe JIOKATBHBIX KOMITBIOTEPHBIX
ceTel, NOCTPOECHHBIX

Ha UX OCHOBE; IPUMEHSTh
3aIIUIIEHHBIE IPOTOKOJEI,
MeKCETeBbIE SKPaHbI U CPEICTBA
oOHapyXeHus

BTOPIKSHUH IS 3aIIUTHI
WHPOPMAIIUH B CETSX;
OCYIIECTBJIATE MEPbI
MPOTUBOACHCTBUS HAPYIICHHUIM
CeTeBOil 0e30IacHOCTH ¢
WCTIONIb30BaHHEM Pa3IMYHBIX
MPOTrPaMMHBIX U alllIapaTHBIX
CPEJICTB 3aILUTHL

Ymersn:

- OIIUCBIBATh YTPO3bl OE30MIaCHOCTH, C
KOTOPBIMU CTAJIKMUBAIOTCA COBPEMCHHLIC
ceTeBble HHPPACTPYKTYPHI;

- BBISIBJISITH U YCTPAHSATh YIPO3bI
0€3011aCHOCTH JIOKATBHON KOMITBIOTEPHOM
ceTH;

- 3alIMIIaTh CETEBYIO HHPPACTPYKTYPY;
- HAXOJIUTh U YCTPAHAThH HEMOJAIKH,
BBISBIIATE U YCTPAHATH YTPO3bI
6ezonacHocti LAN

H-OIIK-16.3

Bnaneer HaBbIkaMu HACTPONKU
MEXCETEBBIX SKPAHOB;
BJIaJ€ET METOAMKAMH aHaJIN3a
ceTeBoro Tpaduka.

Bnapers HaBbIKaAMM:

- aHaJM3a ceTeBoro Tpadrka M HaBBIKAMHU
pereHus npoOieM NpH UCIOJIb30BaHUN
¢uznueckoro obopynosanus u Cisco
Packet Tracer,

- BHeapeHus AAA Ha MapuIpyTH3aTopax;
- YyCTpaHEHHS yIpo3 JUIs
MapuIpyTH3aTOPOB U CETEH C IIOMOIIBI0
crucKoB ympasieHus noctynom (ACL);

- BHeapeHus VPN Tuma «ceTb-ceTh»;

- BHeapeHus VPN ¢ ynaneHHbIM
JIOCTYTIOM;

- IPOEKTHPOBAHUs, BHEIPEHUS U
MOJ/IEP>KKU Mep 0e30MaCHOCTH IS
ofecrevyeHns 3aHThl U EIOCTHOCTH
CETEBBIX YCTPONCTB




4. O0beM, CTPYKTYpPA U coiepKaHue THCHUTITHHBI

OO6mmast TpyI0eMKOCTh TUCIMIUIMHBI COCTABIISIET 4 3a4eTHBIX enunuil, 144 akaJ. 4acoB.

Ne Tembl (pa3meJibl) Buabl yueOHBIX 3aHATHH, DopMbl TEKYLIET0
n/n AUCUUILUIMHBI, BKJIIOYASI CAMOCTOSITEIbHYI0 | KOHTPOJISI yCIIeBAeMOCTH
HX CcO/Iep:KaHue padoTy CTY/IeHTOB,
U MX TPYA0EMKOCTh DopMa NPOMeKYTOYHOM
(B akageMU4YeCKUX 4acax) aTTecTalMu
e
5 KoHTakTHasi padoTa (no cemecmpam)
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3agaHus ams
Obecrieuenne 6€30MaCHOCTH A 0
1 - 9 14| 4 4 | caMOCTOSITETbHOM PaboThI
CETeH.
3ananus ans
CaMOCTOSITETbHOM PadOTHI,
TecT ana caMonpoBepKU
MOHUTOPUHT U yIIPABJICHUE
2 CTDOHCTBAMIL 9 4 4 1 6 | mo pabote c onepaTopamMu
yerp ) B KM
CamocrosiTenbHast
pabora Nel
3aganus ams
3 |ACL u 6panamayspel. 9 14| 4 4 A I[V
CaMOCTOSITETFHOU PabOTHI
[IpenotBpameHue
4 | PoAOTEPAM 9| 4| 4 1 4
BTOPKEHHH.
3ananus A
5 YpoBeHsb 2 1 6€30MacHOCTh 9| 4| a 1 6 CaMOCTOSTENTLHON PaboTHI,
KOHEYHBIX yCTPOUCTB. CamocTosTenbHas pabora
No 2
3aganus ans
6 |Kpunrorpadus. 9 4 4 1 4 A -
CaMOCTOSITETLHOU PabOTHI
3anaHus ams
CaMOCTOSITETLHOU PabOTHI
7 |VPN. 9 | 4| 4 1 6 P
CamocrosiTensHas paboTta
Ne 3
8 |Cisco ACA 9| 4 | 4 1 4
2 | 05| 335 |9x3amen
Bcero 32 | 32 8 105|715

Conep:xanue pa3aesoB TUCUUILIUHbI:

Tema 1. O6ecneuyeHue 0€30MACHOCTH CETEIA.
1.1. 3ammuTa cere.
1.1.1. Benenue. 3asBieHue 00 ATHYECKOM B3jioMe. Tekymiee monoxeHue nen. Cetm — 310
nenu. [Ipuunaer ceTeBoi 6e3onacHOCTH. BekTopsl ceTeBbix aTak. [loTepu qaHHBIX.




1.1.2. O630p tomonoruu ceru. Ceru kammyca. Cetu mamoro oduca U AOMAIIHEro oguca.
['mo6anbubie cetn. Cetn 1EeHTPOB 00pabOTKM nMaHHBIX. OOauyHbIE CETH W BHUPTYyaJIH3allusl.
PasBuBaromuecs cereBble rpaHUIIbL.

1.2. CetreBble yrpo3bl.

1.2.1. Ko arakyer Hamry ceTb? Yrpo3a, yI3BUMOCTb U PHCK. XaKep MPOTUB 3JI0YMBIIICHHHUKA.
Oomonus cyobekToB yrpos. KubepnpectynHuku. 3agaun kubepOezonacHocTU. MHIUKATOPHI
kubepyrpo3. OOMeH yrpo3aMu ¥ MOBBIIIEHHUE OCBEIOMIICHHOCTH 0 KHOEepOe301macHOCTH.

1.2.2. UnctpymeHTBl CyOBeKTa yrpo3. BBeneHwe HMHCTPYMEHTOB aTakd. IBOJIOLHUS
MHCTPYMEHTOB Oe3onacHoctu. Kateropuu artax.

1.2.3. Bpenonocnoe I1O. Tumbl BpeoOHOCHBIX mporpamm. Bupycel. TposHCkue konu. YUepwu.
Komnonents! yepss. [Iporpammsi-BeiMorarenu. [pyroe BpenonocHoe I10. PacnpoctpanenHoe
HIOBEJICHUE BPEJOHOCHBIX IIPOTPAMM.

1.2.4. PactipocTpaHeHHBIE CETEBbIC aTaKH — Pa3BENIKa, JOCTYI U COLUAIbHAS HHXKEHEepHs. THUIbI
ceTeBbIX aTak. Pa3BejplBaTeNbHbIE aTaku. ATaku AOCTyHa. ATakd COLMAIbHON HMHKEHEPHH.
VYxpemienue camoro ciadoro 3BeHa.

1.2.5. CereBbie aTaku — OTKa3 B 00CIy)XMBaHUH, MepenoiaHeHue Oydepa u ykiaonenue. DoS- u
DDoS-araku. Kommonentst DDoS-arak. boraer Mirai. Ataka Ha mepenoiHeHHEe Oydepa.
MeTobl YKIOHEHHUS], UCTIOJIb3YEMbIE 3JI0YMBIIIUIEHHUKAMH.

1.3. CHmMxeHUE YTPO3.

1.3.1. 3amura cetn. CrierimanucThl M0 ceTeBoil Oe3omacHocTH. CoO0OIIeCTBa CETEBOrO aHaIM3a.
Ceprudukarsl ceteBoit 6e3onacHocTd. KoMmMmyHUKanoHHasi 0€301macHOCTb.

1.3.2. Ilonmutuku cereBoli Oe3omacHoCTH. JJoMEeHBI ceTeBOM Oe30macHOCTH. JleltoBas MOJIUTHKA.
[Tonutuka Ge3omacHocTH. [lommtkn BYOD. CooTBercTBHE HOPMAaTHBHBIM TpPEOOBAHHSIM U
CTaHJapTaM.

1.3.3. Unctpymentsl  Ge3omacHocTH, IuiaTdopmbl u  cepBUchl. "JIyk" ©Oe3omacHOCTH W
"Aptumok" 6e3omacHoctH. MHCTpymMeHThl TectupoBaHusi Oe3zomacHoctu. [Inmatdopmsr
6e3omacHocTH JaHHbIX. feMoHcTpamus Cisco SecureX. OXpaHHBIE yCIyTH.

1.3.4. IlpoTuBoAelCTBIE pPACIIPOCTPAHEHHBIM CETEBBIM arakaM. 3alluTa CeTH. 3aliura OT
BpENOHOCHBIX IporpamMm. bops0a ¢ yepBsimu. CMArdeHue pa3BebIBaTeNbHbIX aTaKk. CMsaryeHue
atak foctymna. Cmsruenne DoS-araxk.

1.3.5. Ilnatpopma 3amutel  Cisco Network Foundation. Crpykrypa. 3amurta ypoBHS
yIpaBieHUs. 3alluTa ypOBHS JAHHBIX.

1.4. Be3onacHblii J0CTYN K YCTPOiicTBaM.

1.4.1. 3ammTa NOrpaHUYHOrO MapuIpyTH3aTopa. 3almTa ceTeBoil HHPpacTpyKTypshl. [loaxos! k
oOecrieyeHnI0 0€30MaCHOCTH MOTPAaHUYHBIX MaplIpyTu3aTopoB. Tpu obiacté 6e30macHOCTH
Mapuipyrusaropa. be3omacHeli aAMUHUCTPATUBHBIM JOCTYI. be30macHbI JIOKadbHBIM U
YAAJIECHHBIN JOCTYII.

1.4.2. Hactpoiika  Ge3omacHOro aJMHMHUCTpaTHBHOro jgoctyna. Ilapomu. Hactpoiika.
[udposanue. JlononHuTenbHas 3aliMTa HapoyieM. AJITOPUTMBI CEKPETHOT'O TApOJIsL.

1.4.3. Hacrpoiika ycwieHHOW 0e30macHOCTH AJIsi BUPTYyalbHbIX BXoAoB. HacTpoiika (yHkImii
pacimupeHus Bxoa. YiaydmieHus Bxoaa. KypHaia HeyAauHbIX HOMBITOK BXO/A.

1.4.4. Bxmouenne SSH. IloBeimenue Oe3omacHoctn Bxoma mno SSH. SSH  mexnay
Mapupyruzaropamu. SSH xocT-mapiipyrusarop.

1.5. Ha3nayeHue aAMMHUCTPATHBHBIX POJIei.

1.5.1. Hactpoiika ypoBHel mnpuBmiernii. OrpaHudeHue JOCTYMHOCTH KomanAa. Hacrtpoiika u
Ha3Ha4y€HHe ypoBHEN npuBuUieruil. OrpaHu4eHns ypOBHEN IPUBUIIETU.

1.5.2. loctynn k nHTepdeiicy KOMaHAHON CTPOKM HAa OCHOBe poJsieil. [IpepcraBieHust Ha OCHOBE
pozeii. Hactpoiika npeacraBienuii Ha ocHoBe posieit. Hactpoiika cynepsuzopos CLI Ha ocHoBe
poneii. [Ipoepka npencrasnenuii CLI Ha ocHOBe postei.

Tema 2. MOHUTOPHMHI U YyIIPABJIeHHE YCTPOHCTBAMH.

2.1. MOHUTOPHHT H YNpaBJIeHHE YCTPOiiCTBAMMU.



2.1.1. bezonacusiii 0o6pa3z Cisco IOS u daiinsl koHpurypanuu. OyHKIHUS OTKA30yCTOHYUBOM
koH(purypamuu Cisco [0S. Bxitouenue ¢pynkiuu ycroanBoctu odpasa [0S. O6pa3 ocHOBHOTO
3arpy3ouHoro HabOopa. Hactpoiika Oe3zomacHoro komupoBaHus. BoccraHoBineHue mnaposis
MapuUIpyTU3aTopa.

2.1.2. bnokupoBka MapupyTuzaropa ¢ nomouisio AutoSecure. IIporokonsr oOnapyxenuss CDP
u LLDP. Hacrpoiiku npoTtokosioB u ciyx0. Apro3zammra Cisco. Cuntakcuc komauasl Cisco
AutoSecure. [Ipumep koupurypamuu Cisco AutoSecure.

2.1.3. Ayrentudukauus  OpoTrokosa  Mapumpyruzanuu.  IIpoTokonmel  AMHaMUYeECKOit
Mapuipytusanud. llogMeHa TpOTOKoia MapupyTu3auud. AyTeHTH(UKAIus MPOTOKOJIA
mapmpytuzanun OSPF MDS5. Ayrentudukanus nporokona mapuipytuzanuu OSPF SHA.

2.1.4. be3onacHoe ymnpaBJieHHE M OTYETHOCTh. THIIBI TOCTyIa K yrnpaBieHHI0. BHEMOMOCHbINH 1
BHYTPUIIOJIOCHBIH JOCTYII.

2.1.5. Beenenue B cuUCTEeMHBIHN XypHai. Onepanuy CUCTEMHOTO XypHaia. PopMar coolrieHui
cucreMHoro xypHana. CpeacTBa CHUCTEMHOro »kypHana. HacTpoiika BpeMEHHBIX METOK
CHCTEMHOTrO0 XypHana. CHUCTeMbI CUCTEMHOT0 XypHaia. KoHpurypamus cucTeMHOro )ypHaa.
2.1.6. Cityx0b1 Bpemenu u kanennaps. Oneparuu NTP. Hactpoiika u mpoBepka NTP.

2.1.7. Beenenne B SNMP. SNMP-onepamuu. baza ympasnendeckoit umapopmarnmu (MIB).
Bepcuu SNMP. SNMP-ya3sumoctn. SNMPv3. Kondurypauus O6e3onacHoctu SNMPv3.
ITpoBepka SNMPvV3.

2.2. AyrenTHu(UKAIUS, aBTOpPU3aALKS U yueT (AAA).

2.2.1. Ayrentuduxamus 6e3 AAA. Kommonentst AAA. Pexumsl ayreHTH(UKanWU.
ABTopuzanus. YUer.

2.2.2. Hactpoiika nokanpHOU ayreHTH(QHUKanmnu AAA. AyreHTuduKkanus aaMUHUCTPATHBHOTO
noctyna. Meroapl ayTeHTUGHUKAIMU. MeTobl 10 YMOJIYaHUIO U UMEHOBaHHbIE MEeTO/Ibl. TOHKas
HACTPOWKa KOH(PUTypaluu ayTeHTU(HUKAITUH.

2.2.3. CpaBHeHHE JIOKABHBIX M  cepBepHbIX peanmu3anuii  AAA. Mexanusm ciayxo6
uaeHtudukamuun  Cisco  (ISE). IIporokonst TACACS+ wu RADIUS. TACACS+
Aytrentuduxanus. RADIUS-ayrenTHQUKaLNS.

2.2.4. JletictBuss 1o HacTpoiike ayreHTHukanuun AAA Ha OCHOBe cepBepa. Hacrtpoiika
cepeepoB TACACS+. Hacrpoiika cepBepoB RADIUS. AyreHtuduxanus s KOMaH[
KoH(urypauuu cepsepa AAA.

2.2.5. Beenenne B cepBepHyto aBropuzaiuio AAA. Kondurypaums asropuszauuum AAA.
Beenenue B cepBepHblif yuer AAA. Kondurypanus yuera AAA.

Tema 3. ACL n 6panamayispsl.

3.1. Cniucku koutpoas nocryna (ACL).

3.1.1.Yto Ttakoe ACL? Ilakernas ¢unbrpauuss. HymepoBannele u umeHoBaHHble ACL.
Omneparst co CTUCKOM KOHTPOJIS TOCTYTIA.

3.1.2. O630p NMOJCTaHOBOYHOM (00paTHOI) Macku. THIBI OJCTAaHOBOYHBIX MAacOK. Brruncnenue
MOJICTAHOBOYHOM Macku. Macka MoJICTaHOBOYHBIX 3HAKOB: KirtoueBsble ciioBa.

3.1.3. Co3nanue cnucka konTpossa aocryna (ACL). HymepoBaHHBIH CTaHAAPTHBIN CHHTAaKCHUC
ACL IPv4. NmenoBannbiii cranaaptHbiii cuntakcuc ACL IPv4. CuHTakcuc HymMepOBaHHOTO
pacuMpeHHoOro crnmcka koutposiss goctyna IPv4. Ilpotokonsr u Homepa moprtoB. [Ipumeps
HACTPOMKHU NpOTOKOJI0B U HOMepoB nopToB. TCP - ycranoska pacmmpennoro ACL.

3.1.4. ]Ia metona usmenenuss ACL. Meroa TekcTOBOro pemakropa. MeToa MOPSIKOBOTO
HOMEDa.

3.1.5. Pexomennanuu no Hactpoiike ACL-criuckoB. [lpumenenune ACL. I'ne pasmeniate ACL.
Cranpapthbiil npumep pasmerenus ACL. [Ipumep pasmemnienus pacmmpenHoro ACL.

3.1.6. Cmsaruenue arak ¢ nomombio ACL. Cwmsrdyenue cmy(uHTOBBIX aTak. PasperneHue
HeoOxoaumoro Tpaduka yepe3 opanamaysp. Cmsruenne ICMP-atak. Cmsaraenne SNMP-atak.
3.1.7. O630p cnucka xoHtpons goctyna IPv6. Cunrakcuc ACL IPv6. Hacrtpoiika crnuckoB
KOHTpoJIA foctymna [Pvé6.

3.2. TexHOJIOTHH MEKCeTEBBIX IKPAHOB.



3.2.1. bpannmayspel. Tunsl OpannmayspoB. IIpeumymiecTBa M orpaHuyeHuss OpaHaAMayspa C
¢mibTpanueil nmakeroB. IlpenmymecTBa u orpaHudeHus OpaHaMmay’pa C OTCIEKHBAHUEM
COCTOSIHUSL.

3.2.2. OO0uue apXUTEeKTyphl 6€3011acHOCTH. MHOTrOypOBHEBasI 3alIUTa.

3.3. MeikceTeBble 3KPaHbI HA OCHOBE NMOJIUTHK 30H (ZPF).

3.3.1. I[IpeumymiectBa ZPF. [Ipoektupoanue ZPF.

3.3.2. HetictBuss ZPF. IlpaBuna TpaH3uTHOrO JBWXKEHUsA. [IpaBuia TpPOXOXKICHUS B
COOCTBEHHYIO 30HY.

3.3.3. Hacrpoiika ZPF. [IpoBepka kon¢purypamun ZPF. Pexomennanuu no kongpurypamuu ZPF.
Tema 4. [IpenorBpanienue BTOP:KEeHMI.

4.1. IPS-TexHoOJI0THH.

4.1.1. Araku wnynmeBoro nHsa. OTcineXuBaHWE aTak. YCTpPOWCTBAa MPEAOTBpALEHUS U
oOHapyxenus BropxkeHuid (IDS u IPS). [Ipeumyiectsa u Henocratku IDS u IPS.

4.1.2. Tumsl IPS. Ceresie IPS. CiocoObI pa3BepThHIBaHUS.

4.1.3. IPS na Cisco ISR. Komnonentsi IPS. IPS-cuctema Cisco 10S. Snort IPS. Oneparuu Snort
IPS. Oco6ennoctu Snort IPS. Cucremusie TpeboBanust Snort.

4.1.4. Metoner MmouuTopuHra cetu. CereBbie oTBeTBUTENM (Network Taps). 3epkanupoBanue
tpaduka u SPAN. Hacrpoiika SPAN Cisco.

4.2. Jkcmryaranus u BHeapeHue IPS.

4.2.1. Atpulytel curnaryp IPS. Tunel curnaryp. Curnatypssie tpeBoru IPS. J[leiicTBus
curHaryp IPS. Ouenka npeaynpexaeHuil.

4.2.2. Cisco Snort IPS. Bapuantsl ciyx0b1 IPS. NGIPS. Snort IPS. Komnonents! u npaBuia
Snort. Ilpunoxxenusi-konteitnepel ISR. ABapuiinbie curnansl npaBui Snort IPS. JlelictBus
npasuia Snort IPS. [Tapamerps! mpaBun 3arosioBka Snort [PS. JleiictBus Snort IPS.

4.2.3. Hactpotiika Snort IPS.

Tema 5. YpoBeHb 2 1 0€30I1aCHOCTh KOHEYHBIX YCTPOICTB.

5.1. O630p 0e30MaACHOCTH KOHEYHBIX YCTPOHCTB.

5.1.1. be3onacHOCTb 3JI€MEHTOB JIOKAJIbHOU ceTH. TpaAulMOHHAs 3alUTa KOHEUYHBIX YCTPOUCTB.
Certp 0Oe3 rpanui. be3omacHOCTh KOHEUHBIX YCTPOMCTB B ceTu Oe3 rpanui. CeTeBas 3alura OT
BPEIOHOCHBIX MpOrpaMM. AIMMapaTHOE M MpOrpaMMHOE HIM(pPOBAHUE JOKAIBHBIX JaHHBIX.
KonTpons nocryna k cetu. @ynkunu NAC.

5.1.2. be3omacHOCTh C HCIOJIB30BaHMEM ayTeHTHU(UKAaMU Ha ocHoBe mnopToB 802.1X.
VYupasnenue cocrostauem apropuzanuu 802.1X. Konpurypanus 802.1X.

5.2. Bonpocsl 6e301aCHOCTH YPOBHS 2.

5.2.1. Onmcanune ys3sumoctr ypoBHs 2 mojaenu OSI. [TepekiroueHne KaTeropuii arak.

5.2.2. Ataku mo Ttabmuie MAC-aapecoB. OcHOBBI paboThl KommyTaTopa. Kommyrarop:
oOyueHue u nepeaapecanus. PuiabTpanus Kagpos. 3anoaHeHue Tadauusl MAC-aapecos.

5.2.3. bezonacHocTh Heucnoiab3yeMblx moprtoB. IIpoTuBoaelicTBue arakam Ha Tabiauny MAC-
anapecoB. Bxmrouenue Oe3omacHoctu mopta. Orpanuuenue u  uszydenne MAC-aapecos.
VYcrapeBaHnue 0e30macHOCTH MOPTOB. Pexxumbl HapylieHus Oe3omacHOCTH NopToB. IlopTel B
OTKJIIOYEHHOM COCTOSIHMM M3-3a omuOku. [IpoBepka OGe3zomacHOCTH mopTa. YBEIOMIIEHHE O
MAC-anpece mo SNMP

5.2.4. Cmsaruenne atak VLAN. Ataku VLAN Hopping. Ataka ¢ HCHOJIB30BaHHEM JIBOMHOTO
terupoBanusi VLAN. CmsArdenue atrak ¢ MCIOJb30BaHUEM JBOMHOIO TErupoBaHus. YacTHble
BupTyanbHble JokaibHble ceth (PVLAN). Ilorpanuunsie ¢ynkuuun PVLAN. Hacrtpoiika
rpannuHoro PVLAN (PVLAN Edge).

5.25. DHCP-araku. 3ammra ot DHCP-arak. Illarm mo peamusamun DHCP  Snooping
(Orcnexuanne DHCP). ITpumep nactpoiiku otrcnexuBanus DHCP.

5.2.6. ARP-araku. Crniypuar ARP. [lunamuueckas npoBepka ARP (DAI). PykoBoactBo mo
BHepernto DAL Ipumep konduryparmmuu DAL

5.2.7. Anpecnpie cnyduHroBeie ataku. I[IpoTmBoxelicTBue atake ¢ moameHoit MAC-aapeca.
Hacrpoiika 3amurst [P (IP Source Guard).



5.2.8. IIporokon cessyrwmero aepeBa (STP). Ilepecuer STP. [uknel. Ponm mopra STP.
Kopnesoit moct STP. Croumocts mytu STP. BeiGop kopHeBoro Mocra.

5.2.9. STP-ataka. Cmsaruenne STP-atak. Hacrpoiika PortFast. Hacrpoiika 3ammurer BPDU.
Hacrpoiika kopHeBoii 3amuthl (Root Guard). Hactpoiika 3amuts! ot netens (STP Loop Guard).
Tema 6. Kpunrorpadus

6.1. Cayx0b1 kpunTorpagumu.

6.1.1. Ayrentudukanus. LlemoctHOCTh naHHbIX. KOHPUACHIINATHHOCTD JaHHBIX.

6.1.2. Kpunrorpadpus. Cozmanue 3amuppoBanHoro Tekcra. Iludpbr nepecTaHoBKH.
[ToncranoBounsle mu¢psl. bonee crnoxupid mudp 3amensl. [uppsr ¢ oxHOPa30BBHIM
OJIOKHOTOM.

6.1.3. Kpunroananus. Metosl B3ioma kona. [Ipumep B3inoma Koa.

6.1.4. Kpunronorus. Co3nanue u B3JOM CEKpEeTHBIX KOAOB. Kpunroanamutuku. CEeKpeTHOCTb
KIIFOYEH.

6.2. BazoBas HeJIOCTHOCTH M MOAJIUHHOCTD.

6.2.1. bezonacnas cBs3b. Kpunrorpaduueckue xem-¢ynkuuu. Kpunrorpaduueckas Xoii-
onepanus. MD5S u SHA. AyrenTudukaius npoucxoxacHHs.

6.2.2. XapakTepuCTHKH yIpaBiIcHHs KIr09aMu. [JIMHA KIF0Ya U TPOCTPAHCTBO KITFOYCH. THIIBI
KpunTorpaduueckux kirouei. Beibop kpunrorpaguueckux KiItodei.

6.2.3. KoudunenmmaibHOCTh JaHHBIX. CHMMETpHYHOES MIH(PpPOBaHUE. ACHMMETPHYHOEC
mdpoBanue. AcUMMETpU4HOEe IMH(poBaHHE — KOHOUACHIHUATIBLHOCTh, AyTEHTU(UKALINA,
nenoctHocTh. Juddu-Xemmman.

6.3. Kpunrorpadus ¢ OTKpPbITHIM KJIIOYOM.

6.3.1. O630p nudposoit moanucu. [{udpossie moamucy as noanucu koaa. Lludpposeie moamnucu
JUTSL ITU(POBBIX CEPTHUHHUKATOB.

6.3.2. VYmpaBineHue OTKpBITHIM KitodoM. MH]pacTpykrypa OTKpBITEIX Kimrouei. Cucrema
noHoMounii PKI. Cucrema nmosepus PKI. CoBmectumocTs pasznuuHbiX mocraBmukoB PKI.
Perucrpanus ceprudukara, ayTeHTU(UKAIUSA U OT3BIB.

6.3.3. PKI-mpunoxenus. 3ammdpoBanusie cereBbie TpaH3akiuu. [llndpoBanne 1 MOHUTOPUHT
0€30MacHOCTH.

Tema 7. VPN.

7.1. VPN.

7.1.1. BupryanbsHsble yactHble ceTH. [IpenmymiectBa VPN.

7.1.2. Tononorun VPN. VPN ¢ ynanennsim goctynom. SSL VPN. Cets-cets IPsec VPN (Site-
to-Site IPsec VPN).

7.13. OO630p IPsec. Texnonmoruu  IPsec.  Unkancynsuums  nporokoma  [Psec.
Kondunenmmansaocts. LlenoctHocTs. AyTeHTu¢ukanus. be3omacHslii 0OMeH Kio4aMu C
ucnoip3oBaHueM npotokona Hudpou-Xennmana (DH). TpaHcrOpTHBIN U TYHHENBbHBIN PEXUMbI
IPsec.

7.1.4. O630p mnporokona IPsec. 3aromoBok ayrentudukamuu. IIporokon Oe3omacHOCTH
unkancymsauuu (ESP). ESP mm¢poBanue n ayrentudukanus. TpaHCHOPTHBIM U TyHHEIbHBIN
PEKUMBIL.

7.1.5. O6men kimrouamu uepes Mutepner. [Iporokon IKE.

7.2. Buenapenue Site-to-Site IPsec VPN.

7.2.1. IPsec-cornacoBanue. Tononorus Site-to-Site IPsec VPN. 3agaun Hactpoiiku IPsec VPN.
Cymectytomue kondurypamuu ACL. O6paboTka MUPOKOBEMATEIHEHOTO U MHOTOJPECHOTO
Tpaduka.

7.2.2. Tlonmutukn ISAKMP mno ymomuanuio. CHHTAaKCHC IS HACTPOWKH HOBOW TIOJHTHKH
ISAKMP. Kondurypanus npeaBapuTeaIbHOro o0Iero Kikoyva.

7.2.3. Tomutukm IPsec. Ompenenenne wuHTEpecyromero tpaduka. Hacrpoiika Habopa
npeoOpa3oBanuii [Psec.

7.2.4. CuHTakcuc Juis HacTpodku Kpunrorpadmueckorr kaptel (Crypto Map). Kondurypamus
kpuntorpaduueckoit kaptel. [I[pumMeHeHre 1 TpoBepKa KPUNTOrpadhuIecKoi KapThl.



7.2.5. IPsec VPN. OtmpaBka unrepecyromiero tpaduka. [Iposepka tynneneit ISAKMP u [Psec.
Tema 8. Cisco ACA

8.1. BBenenne B ACA.

8.1.1. Mogemu OpanamayspoB ASA. MexcereBble dKpaHbl HOBOro mokosneHus Cisco ASA.
Pacmmipennsie ¢ynkuun Opanamayspa ASA. OO630p OpaHaMay’poB B CETEBOM Ju3aifHe.
Pexxumebl paboTer Opanamayspa ASA. JluneH3nonnbie TpeboBanus ASA.

8.1.2. O630p ASA 5506-X. YpoBuu 6e3onacaocti ASA. Cuenapun pazpepteiBanus ASA 5506-
X.

8.2. Kondurypauus 6panamayspa ASA.

8.2.1. OcuoBubie Hactpoiiku ASA. Koudurypanus ASA 1o ymomuanuro. Macrep
WHULUATIM3AIMI UHTEPAKTUBHON ycTaHOBKU ASA.

8.2.2. Hacrpoiika mnapamMeTpoB ympaBieHUsST H CiIyx0. Bxom B pexum riaobambHOI
koH(purypanuu. Hactpoiika OCHOBHBIX mapameTpoB. Hacrtpoiika uHTepdeiicoB. Hactpoiika
CTaTMYECKOro Mapiipyra no ymondanuto. Hactpoiika cioyx6 yganennoro noctymna. Hactpoiika
ciyx0 npoTtokosa cereBoro Bpemenu. Hacrpoiika ciny:x6 DHCP.

8.2.3. Breagenue B 00BEKTHI U TpyIIbI 00beKTOB. HacTpoiika ceTeBbiXx 00BbeKTOB. HacTpotika
CepBUCHBIX 00BeKTOB. ['pynmbl 00bekTOB. HacTpoiika oOumx rpymnn oObeKTOB.

8.24. ACL ASA. Tunst ¢uubtpamuu cnuckoB ASA ACL. Tunsl cnmuckoB ASA ACL.
Cunrakcuc ans Hactpoiiku ACL ASA. CuHTakcuc A NPUMEHEHUS CIHCKa YIpaBICHUS
noctynioM ASA. Ilpumepst ACL ASA. ACL u rpynnsl 06bekToB. ACL ¢ ucnonb3oBaHueM
IIPUMEPOB Py OOBEKTOB.

8.2.5. O630p ASA NAT. Hacrpoiika nunamudeckoro NAT. Hacrpoiika nunamuueckoro PAT.
Hacrpoiika ctatnueckoro NAT.

8.2.6. O630p AAA. JlokanbHas 6a3a naHHBIX U cepBepbl. Konpurypanus AAA.

8.2.7. O630p MPF. Hacrpoiika kapt kinaccoB. Onpe/eieHue U aKkTUBAIUS TIOJTUTHKH.

8.3. TectupoBaHme ceTeBoii 6€30MACHOCTH.

8.3.1. Onepannonnast 6e30MacHOCTb. TeCTHpOBAaHUE W OICHKA CETeBOW 0e30macHOCTH. THIb
CETEBBIX TECTOB. [I[puMeHeHue pe3yIbTaToOB CETEBOI0 TECTUPOBAHUS.

8.3.2. UucTpy™MeHTHI 1715 TecTHpoBaHus cetd. Nmap/Zenmap. SuperScan. SIEM.

5. Oﬁpa3OBaTe.]'[bHLIe TEXHOJOIiH, B TOM YHUC/I€ TCXHOJOIMM IJECKTPOHHOIO Oﬁy‘leHI/Iﬂ H
AUCTAHIUOHHbIC 06pa3OBaTe.111>H1)1e TEXHOJOTHHU, HCIOJbB3YEMbBIC IPH OCYIUICCTBJICHUMN
06p330B3T€J’IbHOF0 nmpounecca mo JTMCuuIIinHe

B nporiecce 00y4eHus UCTIONB3YIOTCS clelyrolue 00pa3oBaTeabHbIe TEXHOJIOTHU:

AKkajeMHYecKas JIeKIMs ¢ 3JIeMeHTaMH JeKInu-0ecebl — I0CIEA0BAaTEIbHOE H3II0-
JKEHUE MaTepuasa, OCYIIECTBISAEMOE IPEUMYIIECTBEHHO B BHJE MOHOJIOra IPENOJaBaTElIs.
OneMeHThl JIeKIMU-0ece bl O00eCHeurBalOT KOHTAaKT MpEenojaBaTesis € ayauToOpueHd, uTo
NO3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJEHTOB K HaubOosiee BaXKHBIM TeMaM JIMCLUIUIMHBL,
AaKTUBHO BOBJIEKaTh HUX B Y4YEOHBIN MpoLEcC, KOHTPOJIMPOBATh TEMI H3JI0KEHUS Yy4eOHOTO
MaTepuaia B 3aBUCUMOCTH OT YPOBHS €TI0 BOCIIPUSATHS.

IIpakTnyeckoe 3aHsATHE — 3aHATHE, TOCBSILIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HaBBIKOB I10 3aKPEIJICHUIO MTOYYEHHbIX Ha JIEKIIUY 3HAHUM.

Koncyabraumu — BHUI YYEOHBIX 3aHSATHU, SIBISIIONANACA OJHONW M3 (OpPM KOHTPOJS
CaMOCTOSITENIbHOW ~ paboThl  cTyJAeHTOB. Ha KoHCymbTamusx Mo Mpock0e CTYISHTOB
paccMaTpuBaroTCs HauOojiee CIIOXKHBbIE MOMEHTBHI IMPU OCBOGHHMM Marepuaia JUCLMILTUHBI,
IpernojaBaTesb OTBEYAaeT HA BOIPOCHI CTYIEHTOB, KOTOPBIE BO3HHUKAIOT y HUX B IIpoLEcce
CaMOCTOSITENIbHOM pabOTHI.



6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJIH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
o0ecrneyeHusi, MCIOJb3YeMOI0 IIPH OCYIIECTBJIEHMH O00pa30BaTeIbHOr0 Impoluecca Mo
AUCHUILINHE

B mpomecce ocymectBieHus —00pa3oBaTENBHOrO — Tpolecca MO  JAUCHUIUIMHE
UCIOJIB3YIOTCS:

s GOPMHUPOBAHUS MATEPHAJIOB JJISl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOBEACHUS
MIPOMEKYTOUHOM aTTecTaluu, Uit GOpMUPOBAHUSI METOAMUYECKUX MATEPUAIIOB MO JTUCIUILINHE!

- nporpammel Microsoft Office;

- u3garenbcekas cucrema LaTex;

- Adobe Acrobat Reader;

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (noctynen 6ecruaTtHo s ydacTHUKOB ITporpammer CeTeBoit

Axanemunu Cisco);

- Cisco SDM (moctynen OecruiaTHo Jyisi y9acTHHKOB [Iporpammel CereBoili AkaneMun

Cisco);

- Cisco Network Assistant (qoctynen 6ecmnaTHo ais ydyacTHUkoB [Iporpammer CereBoit

Axanemuu Cisco);

- Cisco Configuration Professional (noctynen OecruiaTHO /i yyacTHUKOB IIporpammel

CereBoii Akagemuu Cisco);

- Wireshark (GNU GPL 2+);

- Snort (GNU GPL);

- Oracle VirtualBox (GNU GPL 2);

- Google Chrome (freeware).

7. IlepeyeHb COBpPeMEHHBIX MNPO(PecCHOHAIBLHBIX 0a3 JaHHBIX H HH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YyeMbIX NPH OCYLeCTBJIeHUH 00pa30BaTeIbHOIO Mpolecca 1no
AUCHHILIMHE (IPH He00X0AMMOCTH)

B npomecce ocymectBiaeHus ~o0Opa3oBaTeNBHOIO — Mpolecca IO JUCLMILIMHE
UCIOJIb3YIOTCS:

- ABTOMaTu3upoBaHHas 6nOaoTeyHo-uHpopmannonsas cucrema «bYKNU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnexTpoHHas GubnmoTevHas cucrema «Jlanby https://e.lanbook.com

- DnektpoHHas OubroTevyHas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHas 6ubnuoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [IONOJHHUTEJbHOH Yy4eOHOWH JIMTEepaTypbl, pecypcoB
NHPOPMALMOHHO-TEJeKOMMYHUKAIIUOHHOH ceTn «WHTepHeT» (IpM He00XOAMMOCTH),
PEKOMEHIYEeMBIX AJISl OCBOCHUS IMCUHUIINHBI

a) OCHOBHasI JIUTEpPaTypa
1.Yuebno-meroauyeckoe nocobue B LMS NetAcad. Pexxum mgoctyma: cBOOOMHBIN ISt
yuacTHUKOB [Iporpammer CereBoii Akagemuu Cisco (https://www.netacad.com/)
2. Wenyxun O. W. OOHapyxXeHHE BTOPKEHUH B KOMIBIOTEPHBIC CETH (CETEBBIE

aHOMaJIMM): yuebHoe rmocobue ais By30B - Mocksa : ['opsiuas nunus - Tenexom, 2013.
https://www.studentlibrary.ru/book/ISBN9785991203234.html



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://www.studentlibrary.ru/book/ISBN9785991203234.html

3. PynenkoB H. A., Ilponerapckuiti A. B., CmupnoBa E. B., CypoBoB A. M.
TexHomoruu 3amuThl UHGOPMAITUU B KOMITBIOTEPHBIX CeTAX - MockBa: HammoHanmbHbII
OTKpBITHIH YHusepcurer "MHTYUT", 2016.
https://www.studentlibrary.ru/book/intuit_384.html

0) 1OMOJIHUTE/IbHAS JIUTEepaTypa
1. [Tnatonos B.B. [IporpamMmmHo-anmapaTHbie cpeacTBa odecrneueHuss HHHOPMAITMOHHON
0€30MaCHOCTH BBIYHMCIHMTENBHBIX CeTei: yuyeOHoe mocobue s By30B - M.: Akagemus,
2006. https://djvu.online/file/3HtxghHPox4Wz?ysclid=1k2jhd5zzn902224190

B) pecypcbl cetn «AHTEpHET»
1. http://netacad.com
2. http://cisco.com
3. http://learningnetwork.cisco.com/

9. MaTepuajbHO-TeXHHYecKas 0a3a, He0OX0AMMasl VISl OCYIIEeCTBJIEHUsI 00Pa30BaTeILHOI0
npoiecca no JMCUMUIINHE

MarepuanbHO-TeXHHUECKas 0a3a, HeOOXOAUMast JIJIsl OCYIIECTBICHUSI 00pa30BaTEIHLHOTO
mporecca 1o JUCIUTUIMHE BKIIFOYAET B CBOM COCTAB CIICUAIbHBIC TTIOMEIICHHUS:

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHSI 3aHATUH JICKIIMOHHOTO THIIA;

- y4eOHBIC ayTUTOPUH JJIs1 IPOBEIACHUS MPAKTUYCCKUX 3aHITHIA (CEMHHAPOB);

- yueOHbIC ayTMTOPHH ISl TIPOBEIICHHS TPYIIIIOBBIX M WHAWBUYAIbHBIX KOHCYJIbTAIIUN;

- KOMIIBIOTEpHBIN Kiacc, obopynoBanHblii [IDBM kiacca He Hmke Intel 15-7400 , 8gb
RAM, 1Tb HDD c ycranoBieHHbIM IporpammHbeiM obecrieuenrem: Windows 7/8/10, Linux,
Packet Tracer 8.0 (m HOBee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. 13 pacuera oqna II9BM Ha onHOrO 4yenoBeka.

- y9eOHBIC ayJAUTOPUH JUISI TIPOBEACHHUS TEKYIIET0 KOHTPOJS W MPOMEKYTOUHON
aTTECTaIlUu;

- IOMEIICHUS JUISI CAaMOCTOSITEIIbHON pabOTHI;

- IOMEMICHUs IS XpaHEHUsT M MPOPUIAKTUYECKOTO OOCITYKUBAHUS TEXHHUECKUX
CpenCTB OOyUEHHS.

[TomemeHust A7ie caMOCTOSITENBHON PAa0OTHI OOYYAIOIIMXCS OCHAIEHBI KOMITBIOTEPHOU
TEXHUKOW C BO3MOXKHOCTBIO TMOJKIIIOUEHUsI K ceTH «VHTepHeT» W o0ecleueHrueM JO0CTyma K
3NIEKTPOHHOM MH(pOopMaIoHHO-00pa3oBaTensHOU cpese SAplY.

ABTOp:

AccucteHT Kadepbl HeTMHEHHONW AMHAMUKU O.E. busun


https://www.studentlibrary.ru/book/intuit_384.html
https://djvu.online/file/3HtxghHPox4Wz?ysclid=lk2jhd5zzn902224190

IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI
«OCHOBBI NOCTPOECHMS 3AIMUIIIEHHBIX KOMIILIOTEPHBIX ceTeil»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunoBwbie KOHTPOJIbHBIC 3aIaHUA U HHbIC MaTepHaJIbI,
HCII0JIB3YEMBIEC B IIPOLECCE TEKYIIEIN0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3a1aHus AJ1s1 CAMOCTOATEIbHON MPAKTHYECKOI PadoThI
(Bapnanus pazmemairtca B YK «Komnbrorepusbie cetu» B LMS Moodle u
BBINOJIHAKOTCSA B mporpamme 3myJisiiuu cetu «Cisco Packet Tracer (1ocTtynen 0ecrjiaTtHo
i ydyacTHukoB [Iporpammebl CereBoii Akagemun Cisco)» )
Bo Bpemsi BbInoJIHEHUsI padOThI CTYIEHT MOKeT BUAETh CBOM MPOrpecc B MPOLEHTHOM
COOTHOIIEHUH. BOIbIIMHCTBO padoT CONPOBOKIATCA METOANYECKMMH MATepHAIaMu.

Tema: MOHUTOPHUHT U yIIpaBJIEHUE YCTPOUCTBAMU

Llenb: Hactpoiite ayrentudukanuo OSPF

Packet Tracer - Configure OSPF Authentication

Addressing Table

Default

Device Interface IP Address Subnet Mask Gateway

Switch Port

R1 GO/ 10111 255255 255252 NIA N/A
GOI0A 192.168.1.1 255255 2550 NIA 81 F0/5

R2 Go/0/0 10.1.1.2 255.255.255.252 NIA N/A
GDI0A 10222 255 255 255 252 NIA N/A

R3 Go/D/0 10224 255.255.255.252 NIA N/A

GDI0A 192.168.3.1 2552552550 NIA

S3 FO/5

PC-A NIC 192.168.15 255255.255.0 192.168.1.1

S1F0/6

PC-B NIC 192.168.1.6 255255 2550 19216811

S2F0/8

PC-C NIC 192.168.3.5 255255 2550 19216831

S3F0/13

Objectives
« Configure OSPF MD5 authentication

Background / Scenario

In this activity, you will configure OSPF MD5 authentication for secure routing updates.

192.168.1.5 19216816

Server-PT A!PT e
PC-A PC-B ™
286024 /SR;;Z* 192.188.35
s
gt = 2960-24TT e
] | P PC-PT
21

18R4321 PC-C
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l'[paBmIa HHTEPHPETALIMUA PE3YJILTATOB BLINIOJTHCHUSA CaMOCTOSITENbLHOI HpaKTI/I‘IeCKOﬁ

padoThI:

[IpakTuueckas paboTa CUUTAETCS BHIMOTHEHHOM (3aCUUTHIBAETCS ), €CIIH JIOCTUTHYTHI BCE

INOCTAaBJICHHBIC LICIIN.

IIpumep TecTa 11 cCaMONIPOBEPKHU
(tect nposoaurcs B YK «Komnbrorepusie cetn» B LMS NetAcad)

B TecTe mpeacrasiieHbl 3a1aHUA HA IPOBEPKY 3HaHUM N0 TeMe «ba3oBast KoHurypauus
KOMMYTAaTOPAa H OKOHEYHOI'0 yCTpoiicTBa». B TecTe mo kaxaoil TemMe B cpeaHeM 15
BOIIPOCOB.
Ko/1n4ecTBO NONBITOK BBHINOJHEHUS] HE OTPAHUYECHO.
BpeMmsi Ha IpOXOKIeHUE TeCTa He OTPAHUYEHO.
Hrorn npoxoxaeHus TecTa He OLIEeHUBAIOTCH.



Bompocs! TecTa:

1. ITpu npumenennn ACL k mHTEepdeiicy MapuipyTuzaTopa Kakoi Tpaduk o0o3HaYaeTCs KaK
UCXOJISIINN?

-Tpaduk, xoTopsrit uaer ¢ [IP-agpeca Ha3HAYCHHS HA MapIIPYTU3ATOP

-Tpaduk, KOTOPBIN MOKUIAET MAPIIPYTU3ATOP U HAMPABISACTCS K Y37y Ha3HAUCHUS

-Tpaduk, A58 KOTOPOro MapIIPyTU3ATOP HE MOKET HAMTH 3amuch B TaOJIUIE MapIIPyTU3AIUT
-Tpaduk, nocrymaromuii ¢ ucxoanoro IP-agpeca Ha mappyruzaTop

2. Kak 6bicTpee Bcero ynanuth oaHy 3anuch ACE u3 nmenoBannoro ACL?

-Ckormmpyiite ACL B TekcToBbIid penaktop, ynanure ACE, 3atem ckormpyiite ACL oOpaTHO B
MapLIpyTHU3aTop.

-HMcnonb3yiitTe Kr04yeBoe ¢a0Bo NO u nopsiikoBbiil HoMep ACE, KOTOpBbIi HY)KHO yJaJIUTh.
-Ucnonk3yiite komanmy NO access-list, utodsr ypanute Bech ACL, a 3arem Bocco3maiite ero
6e3 ACE.

-Co3paiite HOBoIi ACL ¢ apyrum HomepoMm u mnpumenure HoBoli ACL k uHTepdeiicy
MapIuIpyTU3aTopa.

3. Bxoaguue coobuienus ICMP kakoro tvna ciaeayer 0JOKHPOBaTh?
-HenmocTmxuMbIi

-I"amenyie CTOYHHKA

-OX0-0TBET

-0xo0

4. Kakoii clieHapuii IpuBeAeT K HenpaBmibHoi HacTpolike ACL u 3anpery Bcero tpaduka?
-IIpumenute nmenoBanubli ACL x munuu VTY.

-ITpumenuTte ctangaptHbiii ACL Bo BXoAs1IeM HapaBICHUH.

-IIpumenute cranmaptheiii ACL ¢ moMoIisi0 KoMaH 6! 1P acCcess-group out.

-[Ipumenute ACL, B KOTOpOM ecThb Bce 3anpeujaroujue oneparopsl ACE.

5. CereBoil aJIMHUHHUCTPATOP XOo4YeT co3marh craHmapTHbli ACL, 4T0o0BI IIPEAOTBPATUTH
nepemauy tpadbuka Cet 1 B ceTh WcciaeqoBaHWA M paspaborok. Ha xakoM wuHTEpdelice
MapLIpPYTU3aTOpa U B KAKOM HAalIpaBJICHUH CJIEIYET IPUMEHTh crangapTaeiii ACL?

S50/0/0

Metwork 1 Research and
Development

-R1 S0/0/0 nucxonsiuii
-R2 G0/0 Bxoxsammii
-R2 S0/0/0 Bxonamuii
-R1 G0/0 Bxoasammii
-R1 G0/0 ucxonammii
-R2 G0/0 ucxonsammii

6. Kakme nBa VTBEepKIOECHHUS OMNHCHIBAIOT COOTBETCTBVIOIIME OOIIME PEKOMEHIAIINN  II0
Hactporike u npuMeHeHno ACL? (Beibepure aBa.)




-Haubonee cnenuduunsie omeparopst ACL  crenyer BBOAWTH NEPBBIMH  M3-32
Mocjaea0BaTebHOro Xapakrepa cnuckoB ACL cBepXy BHU3.

-Ecn ACL He coepkut pazpeuienuit, Becb TpaQuK MO YMOTIAHUIO 3aIPEIIacTCs.

-K unTepdericy MokHO TprUMEHUTH HECKOIbKO ACL y1st Ka)K0Tr0 MPOTOKOJIa U HAITPaBJICHUS.
-Ecin omun ACL pomkeH HpuUMEHSTBhCS K HECKOJIBKHUM HHTepdeiicaM, OH JODKEH OBITH
HACTPOEH C YHUKAJIbHBIM HOMEPOM I KaKJ0ro UHTepdeiica.

-Crangaptasle crnucku ACL pacnonaraiorcs Onmke BCEro K MCTOYHHKY, TOraa Kak
pacmupennbie ACL pacnionaratoTcst O11ke BCero K MecTy Ha3HauYeHHsI.

7. Kakas oOpaTHas Macka OyJIEeT COOTBETCTBOBATEL ceTsaM ¢ 172.16.0.0 mo 172.19.0.0?
-0.0.3.255

-0.3.255.255

-0.252.255.255

-0.0.255.255

8. Kakoi omeparop wmcnojb3yercs B HacTporike ACL I  cONOCTaBICHHS ITAKSTOB
OIIPEJICIICHHOIO IPUJIOKCHUA?

_gt

-established

_eq

-1t

HpaBI/IJ'[beIe OTBCTbI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETa
1 2 5 6
2 2 6 1,2
3 4 7 2
4 4 8 3

CamocTtosiTesibHbIEe pa00ThI B BH/I€ TECTOBBIX 3aaHUI.
Tectol npoBoasitest B YK «Komnbrorepusie cetm» B LMS NetAcad
B ka:knom Tecte B cpeHem 30 BONPOCOB 1O NPOiiIeHHBIM TeMaM (2-4).
Konn4yecTBo mONbITOK BhINOJHEHU - S. Bpemst Ha nmpoxoxkaenune Tecra - 1,5 yaca.
IIpu 3aBepuIeHHH TeCTAa MOKA3BIBAIOTCA OMMOKHM (€C/IU €CTh) M KAKYI0 TeMY M pa3jeli
CMOTPeTh, YTOOBI Pa300paThCst U HCIPABUTHL OINOKY. UTOrH NpoXoKIeHns TecTa
OLIeHUBAKOTCH.
(nposepka cpopmuposannocmu OIIK-15, OITK-16)

IIpumeps! BOIpPocoB:

1. Kakue aBe yactu uHpopManuu TpeOyOTCS NPH CO3AAHUM CTAHAAPTHOIO CHHMCKA
KOHTpoOJA noctyna? (Beidepure nBa.)

-HOMEp crnucKa gocrymna ot 1 g0 99

-UCXOHBIN ajjpec U oOpaTHas Macka

-aJipec Ha3HaYeHUs U MO/ICTAaHOBOYHAs MacKa

-MacKa IOJICETH U NIOJICTAHOBOYHAsl MacKa

-HOMep crniucka gocrymna ot 100 mo 199

2. Kakue aBa mara o0ecne4yuBalOT caMblii OBICTPBI cnocod noJsHoro ynajgeHus ACL-
cnucka ¢ Mmapupyrusaropa? (Beidepure nBa.)
-Vnaneune ACE — equHCTBEHHBIN HEOOXOMUMBIH II1ar.



-M3menute Homep ACL, uro6s! oH He coBmagan ¢ ACL, cBsizaHHBIM ¢ uHTEpdeiicom.
-Crkommupyiite ACL B TeKCTOBBIM pemakTop, aob6aBbre no mepen kaxnabiMm ACE, 3atem
ckonupyiite ACL 00paTHO B MapIuipyTu3arop.

-V nanute Bxoasmyro/ucxoasmyto ccbuiky Ha ACL u3 unrepdeiica.

-Mcnonp3yiite komMaHay no access-list st ymanenus scero ACL.

-Mcnonp3yiiTe KIIOYEBOE CIOBO N0 U MOPSAAKOBBIM Homep Kaxaoro ACE B MMeHOBaHHOM
ACL, KOTOpBIi HYKHO YJQJIUTh.

3. Kakme aBa THHA aApecoB cJeayeT 3ampemiaTb BXOASIIMM Ha HHTepdeiic
MapUIpyTH3aTOPa, NoAKII04YeHHbIH K UHTepHeTy? (BbhiOepure aBa.)

-yactHeie [P-aapeca

-mo6oii [P-aapec, HaunHaromuiics ¢ nudper 127

-mo6oit [P-anpec, HaunHaromuiics ¢ mudpsr 1

-IP-anmpeca, nepeBenennbie ¢ momMoipio NAT

-o0menocrymubie [P-agpeca

4. KakoBbl 1Ba BO3MOXHBIX OrPpAHMYEHHMS HCIOJb30BaHUsI OpaHaMay3pa B ceTH?
(Bbi0epute aBa.)

-OH obecrnieunBaeT AOCTYN K MPUJIIOKEHHUSIM M KOH(UICHIMAIBHBIM pecypcaM JUIsi BHEITHUX
HEHAJC)KHBIX I10JIb30BaTeNeH.

-DTO YCIIOKHSIET ympaBieHHe 0e30MacHOCTHIO, TOCKOJIBKY TpeOyeT pasrpy3Ku YHpaBJICHUS
CETEBBIM JIOCTYIIOM K YCTPOUCTBY.

-HenpaBuibHO HacTpoeHHBIN OpaHAMAay?dp MOKET CO34ATh €UHYIO0 TOUKY OTKa3a.
-[Ipon3BOAUTENBHOCTD CETU MOYKET CHU3UTHCSL.

-OH He MOXeT 1e3UHPUIMPOBATH TOTOKU MPOTOKOJIOB.

5. bpanaMay?p Kakoro THIA HMCIOJb3YyeT IPOKCH-CEepPBep MJs MNOAK/IIOYEHUS K
YAAJeHHBIM cepBepaM 0T HMEHH KJIHEHTOB?

-MEKCETEBOU DKPAH C OTCIIEKUBAHUEM COCTOSHUS

-MEXCETeBOM FKpaH 6€3 COXpaHEHUs! COCTOSHUS

-MEKCETEeBOM IKpaH ¢ puiabTpanuei nakeToB

-OpaHaMay?p U032 PUIIOKEHUH

6. Kakme nBa yTBepiKIeHHSI ONHMCHIBAKOT JBe¢ MOJAEIH KOHPUIYPALMM MeKCeTeBbIX
skpanoB Cisco I0OS? (BbiGepure aBa.)

-ZPF nomxeH OBITh BKIIOYEH B KOH(MUIYpallUM MapuipyTh3aropa Iepea BKIIOUEHHEM
KJlaccuueckoro 6panamayspa 1OS.

-Knaccuueckuit 6panamayasp 10S u ZPF He MoryT ObITh 00bEAMHEHBI Ha OIHOM UHTEpdeiice.
-Knaccuueckue 6panamayspel 10S u mozenn ZPF MoryT ObITh BKITIOUEHBI HA MapUIpyTH3aTOPE
OJIHOBPEMEHHO.

-O6e mopenu [0S Classic Firewall u ZPF tpebytor ACL pana omnpeneneHus: NOJUTHK
bunbTpanuu Tpaduka.

-Ilepen BxmoueHuemM ZPF HeoOXonuMmo BKIIOYUTH Kiaccuueckue Opanamayspel [0S B
KOH(UTrypalnuyu MapHpyTu3aTopa.

7. Cnennanuct no 6e3onacHoctTu paspadarbiBaeT ACL, 4T00bI 3anpeTUTHh 10CTYN K BeO-
cepBepy BceM COTPYAHMKaM oTAena mpoaax. IlepconHany oraena mpoaak HazHauyaercsl
agpecanuss u3 mnoaceru IPv6 2001:db8:48:2c::/64. BeO-cepBepy Ha3HauaeTcsi ajapec
2001:db8:48:1¢::50/64. Kakue Tpu KoOMaHIbI NOTPedYIOTCH JISI HACTPOMKH CIHHCKA
KoHTpoas nocryna WebFilter na wunrepdeiice LAN pnsa Toproporo mnepconana?
(Bb10epure Tpu.)

-permit tcp any host 2001:db8:48:1c::50 eq 80



-deny tcp host 2001:db8:48:1c::50 any eq 80
-deny tcp any host 2001:db8:48:1c::50 eq 80
-permit ipv6 any any

-deny ipv6 any any

-ip access-group WebFilter in

-ipv6 traffic-filter WebFilter in

8. KakoBbl 1Ba pa3iuyus Mexay Me:KceTeBbIMU IKPAHAMM € COXPAHEHHEM COCTOSIHUS U
0e3 coxpanenus cocrossuus? (Boidepure nBa.)

-bpannmaysp 6e3 coxpaHeHHUsT COCTOSIHHSI MOXXET (UIbTPOBATh CEAHCHI, MCIIOJb3YIOIINE
JTUHAMHUYECKOE COTJIacOBaHWE IOPTOB, B TO BpeMs Kak OpaHIMay’p C OTCIIEKHWBAHHEM
COCTOSTHUSI HE MOXKET.

-Bpannmaysp 6e3 coxpaHEHUs COCTOSHUS OYIEeT MPOBEPATh KaXKIbI MAKEeT OTACIHHO, B TO
BpeMsl KaK MEKCETEBOH SKpaH C OTCIC)KMBAHMEM COCTOSHHUS HAONIOAAeT 3a COCTOSIHHEM
COEIUHEHMUS.

-bpannmaysp ©0e3 coxpaHeHUS COCTOSIHHSI TpefocTaBiseT Oousblie HHGOpMAUU s
KYpPHAJIOB, UeM OpaHaMaydp € OTCIC)KUBAHUEM COCTOSHUS.

-bpannmaysp ¢  OTCIEXHMBaHHMEM COCTOSIHMSI  MPEAOTBPATUT  CHY(UHT, OMpEIeuB,
IPUHAJIEKAT JIM MAKEThl CYLIECTBYIOIIEMY COEIUHEHMIO, B TO BpeMs Kak OpaHamaysp Oe3
COXpaHEHHUSI COCTOSIHUS CIIEyeT MPeIBAPUTEIILHO HACTPOSHHBIM Ha0opaM MpaBUIl.
-Bpannmaysp 06e3 coxpaHeHusi cocTosHHS oOecreunBaeT Ooyiee CTPOTHid KOHTPOJIb Haj
0€30MacHOCTbHIO, UeM OpaHAMAY3p C OTCICKUBAHUEM COCTOSHUSI.

IIpaBuiia BEICTABJICHUS OIICHKH 110 pe3YyJbTaTaM CaAMOCTOSITEIILHOM Da6OTBIZ

OrneHka mo pe3yiapTaTaM caMOCTOSATEIbHON PabOThI cCUMTaeTCs B Oajiax mo clieaymeMy
MIPHUHIIMAITY: PABUIHHO BBITIOJTHEHHOE
- 3aanue ¢ 1 BapuanTom oTBeTa — 1 Ga;
- 3a/IaHUE C MHO>KECTBEHHBIM BHIOOpOM — 2 Oayuia, 1 6ast - eciiv TOIbKO OJIUH OTBET BEpHBIH,
0aJJIOB — €CITU HeT MPaBUIIbHBIX OTBETOB MJIM BHIOPAHO OOJIbIIIE BAPUAHTOB, YeM HEOOXOIUMO;
- 3aJIaHKUE C COTIOCTaBJICHUEM — 2 OaJa.

[TonHOCTHIO HEMPABUIIBLHO BHIMOTHEHHOE 3aaHue — () 6ayoB.

HaOpanHoe koIM4ecTBO OaJUIOB WHTEPIPETHPYETCS B TPOICHTHOE COOTHOIICHUE U
onenuBaerca. Ot 70-100% - pabora 3acuntana, meHee 70% — paboTa He 3acuuTaHa (3HaHUS U
YMEHHSI Ha JJAHHOM 3Tare OCBOCHUS TUCITUTUIMHBI He CHOPMUPOBAHBI).

2. Ciucok BONPOCOB M (WJIM) 32/IaHMI /151 TPOBEACHUs TPOMEKYTOYHON aTTecTalluu

Ha MoMeHT mpoBeieHHs NPOMEXYTOYHOM aTTeCTallMM JOJDKHO OBbITh BBINOJIHEHO M
3acuutaHo He MeHee 70% JomalHux pador.

HpaBn.na BbICTABJICHHUA OLICHKHN HA 3K3aMCHE.

DK3aMeH COCTOUT U3 JBYX YacTeH.

1 yacTs:

BeimonHenue mpaktudeckoi padbotel B mporpamme Cisco Packet Tracer.
Lenu:

Hactpouts Opanamaysp ASA i pean3aliiy NOJUTUK O€30MacCHOCTH.
HactpouTs 6e30macHOCTh YpOBHS 2 Ha KOMMYTATOpE JOKaJIbHOM CETH.
Hacrtpouts mexcaiitoBsiii [Psec VPN.
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Kaxknmas menp BKiIro4aeT B ceOs  ONPEACIICHHOE KOJIMYECTBO HACTPOCK, KOTOPHIE
HEOOXOMMO BBITIONHUTH. 32 KKy BEPHO BBITOJHEHHYI) HACTPOWKY HAYUCIISIOTCS OaJUTHI.
MakcumanbHOe KoiandecTBO 0amioB — 95. HabpaHHble Oaiibl HHTEPIPETUPYIOTCS B MPOLECHTHI
OT MaKCUMAJIbHOI'0 KOJIMYECTBA OalIoB.

PaGota cuntaercs BBINOTHEHHOHN ecliu CTyAeHT BbinonHun 70% tpeboBaHusl.

BpemenHoe orpanrueHre Ha BRITIOJHEHUE MPAKTUICCKOU paboThl — 90 MUHYT.

[Ipu yciioBUU yCIEUIHOTO BBIMIOJHEHUS Pa0OTHI CTYACHT MEPEXOJUT KO BTOPOH YacTu
JK3aMeHa.

2 4acTh:

HTorosnIi Tect
B Tecte mpeacTaBieHsl 3aqaHusa Ha MPOBEPKY 3HAHUM 1O Kypcy «OCHOBBI MOCTPOCHUS
3allMILEHHBIX KOMIBIOTEPHBIX ceTel». B Tecte B cpennem 60 BOmpocos.
KonndecTBo MOMNBITOK BBITTOJIHEHHUS - 1.
Bpewmst Ha npoxoxaeHue tecta — 90 MUHYT.

IIpumeps! BONIpocos:

1. CereBoif aAMMHHCTPATOP HACTPANBaeT peaau3annio AAA Ha ycTpoiicTBe ASA.

Ha uro yka3sbiBaet onuus link3?

ciscoasat config terminal

ciscoasa(config)# aaa-server TACACS-GRF protocol tacacs+
ciscoasa(config-aaa-gerver—-group) # aaa-server TACACS-GRP (link3) host 192.168.1.10
ciscoasa(config-aaa-gerver—-group) # exit

*  CEeTEeBOE MMs, B KOTOPOM HaxoJuTcs cepep AAA

* KOHKpeTHoe uMs cepsepa AAA

*  [0OCIEA0BAaTEILHOCTh CEPBEPOB B Ipynne ceppepoB AAA
*  uMHdA HHTepeiica

2. Yto obecneynBaeT 0€30MACHYI0 CerMEHTALMIO H 3aLIUTY OT YIPO3 B PellleHUH
Secure Data Center?
» [Iporpammuoe ob6ecnieuenne Cisco Security Manager
=  AAA-cepsep
* AJanTHBHOE YCTPOMCTBO 0€30MaCHOCTH
» Cucrema nperoTBpaLIeHUs] BTOPKEHUN



3. Uro Oymer pe3yJbTaTOM HeyAauHbIX MNONBITOK BX0Aa B CHCTEMY, €CJH Ha

MapumpyTu3aTope 0yaeT BBe/leHa CJIeAyoIas KomaHaa?

login block-for 150 attempts 4 within 90

Bce monbiTku Bxona OyayT 3abmokupoBanbl Ha 150 cekyHn, ecinu B TeueHue 90 cekyHa
OyzneT 4 HeyJauHbIX MOMbBITKH.

Bce monbiTku Bxona OyayT 3abmokupoBanbl Ha 90 cexyna, eciu B TedeHue 150 cekyHa
OyzneT 4 HeyJauHbIX MOMbBITKH.

Bce nonbiTkn BXxoaa Oyayt 3abiokupoBaHbl Ha 1,5 yaca npu 4 HEyIayHbIX HOMBITKAX B
teuenue 150 cekyHa.

Bce mombiTku Bxonma OymyT 3a0ioKMpoBaHbl Ha 4 dYaca, eciau B TedeHwe 150 cekyHT
Oyner 90 HeymauHBIX MMOIBITOK.

4, Kakne AB€ MEPbI 0e30macHOCTH HCIOJIB3YIOTCHA 1JIA 3aIHUThI KOHCYHBIX TOYEK B

cetu 0e3 rpannn? (Boidepure 1Ba.)

denylisting
Snort IPS
DLP

DMZ
rootkit

5. Kakue Ttpu THna Ttpadukxa paspemenbl, Koraa OblL1a BBeJdeHa KOMaHJAa

authentication port-control auto, a kiiueHT enle He npoies ayreHTugukanuo? (Boioepure

TPH.)

CDP
802.1Q
IPsec
TACACS+
STP
EAPOL

6. PaCCMOTpl/IM KOMaH1y CHUCKa J0CTyna, INMPUMEHACMYI0 JIdd HMCXO0AAIIEro

Tpaduka Ha 10CJIeI0BATEJIbLHOM HHTEp(eiice MapIpyTH3aTopa.

access-list 100 deny icmp 192.168.10.0 0.0.0.255 any echo reply
Kaxkoii 3¢ ekt 0T npuMeHeHNs 3TOI KOMAaHABI CIMCKA JOCTyna?

EnuHCTBeHHBI  3ampemieHHbIi  TpaguK —  3TO  9XO0-OTBETHl U3  CETH
192.168.10.0/24. Bech octanbHO#M TpaduK pa3perieH.

EnuHcTBeHHBIM 3amperieHHbIM Tpadukom sBisercs Tpadguk Ha ocHoBe ICMP. Bech
OCTAJIbHOU TpauK pa3peleH.

Wcxonsamumii Tpaduk depes nmocieaoBaTeNbHbIH HHTEpQEc 3anperieH.

[Tomp3oBarensm B cetn 192.168.10.0/24 ne paspemaercsi nepenaBath Tpapuk B JIH000E
JIpYroe MeCTO Ha3HA4YEHHUS.

7. Kakue aBe ¢yHKkuuM BKJIW4YeHbl B mpotokoiabl TACACS+ m

RADIUS? (BbibepuTe nBa.)



= SIP-nonnepxka

* mudpoBaHUE MAPOJIS

» noaxepxkka 802.1X

*  OTJAEeJbHBIC MPOLECCH ayTeHTU(UKALUY U aBTOPU3ALUU
*  HCIOJI30BaHUE NMPOTOKOJIOB TPAHCIIOPTHOTO YPOBHS

8. Kakoii BBIBOJ MOXKHO caejaThb W3 BbIBOAa KomaHabl Show crypto map,
MOKAa3aHHOI0 HA MmapupyTu3atope R1?

Site 1 Site 2
10.0.1.0/24 172.30.2.1 172.30.2.2 192.168.1.0/24

so/o/o

o
192.168.1.3

10.0.13

R1# show cryptoc map
Interfaces using crypto map NiStTeStl:

Crypto Map IPv4 "R1-R2 MAP" 10 ipsec-isakmp
Peer = 172.30.2.2
Extended IP zccess list 101
access-list 101 permit ip 10.0.1.0 ©.0.0.255 152.1€8.1.0 0.0.0.255
Current peer: 172.30.2.2
Security association lifetime: 4€08000 kilobytes/S00 seconds
Responder-Only (Y/N): N
DPEFS (Y/N): Y
DH group: group24
Mixed-mode : Disabled
Transform sets={
R1-R2: { esp-zes esp-sha-hmac } ,
}
Interfaces using crypto map R1-RZ MAP:
R1g¢

= Kpunrokapra emnie He mpuMeHeHa K HHTepdercy.

»  Tekymuii [P-anpec ogHOpanroBoro y3na nokeH obith 172.30.2.1.

» CyuiecTByeT HECOOTBETCTBHE MEX 1y Ha0OpaMu IpeoOpa3oBaHus.

» Koudurypamus TyHHeNsI yCTaHOBJIEHAa M MOXET OBITh MPOTECTHPOBAHA C TOMOIIBIO
pacCUIMPEHHBIX HXO0-3aMPOCOB.

3K3aMeHaHHOHHaﬂ OILICHKA BBLICTABJIACTCA 110 UTOraM TECTa 10 MpaBuJiaM:

B cnyuae HeBBINIOJIHEHUS MpakTHYEeCKOW paboThl (YacTh 1 »dK3aMeHa) CTYAEHTY
BBICTABIISIETCS OLIEHKA «HEYJOBJIETBOPUTEIBHO.

Hroru MMPOXOKACHUA TECTA OUCHHUBAIOTCA CICAYIOIHUM 06pa30M:

- 3a1anue ¢ 1 BapuanTom otBeta — 1 Gam;

- 33/IaHle€ C MHOXKECTBEHHBIM BBIOOpOM — 2 Oaya, 1 Oamt - eciu TOJBKO OJIMH OTBET
BepHbIH, 0 OalIOB — eciaM HeT MPaBWJIBHBIX OTBETOB MU BBIOpaHO OOJbIINE BapUAHTOB, YEM
HEO0XO0INMO;

- 33JJaHKE C COMOCTaBJICHHEM — 2 Oajia.

[ToTHOCTBIO HETPAaBUIIHLHO BHITIOTHEHHOE 3a1aHue — () OaJioB.

B cpenneM, MmakcuManbHOE KOJIMYECTBO OAIJIOB 10 utoram punamsHoro Tecta — 100

HaOpanHoe KoMW4ecTBO OA/UIOB WHTEPIPETHUPYETCS B IMPOICHTHOE COOTHOIICHHWE W
oneruBaercsa. Ot 90-100% cooTBeTcTBYET O1IeHKE «OTIUIHOY, 80-90% — oreHke «xoporoy, 70-
80% — oreHKE «yIOBICTBOPUTEIILHO», MeHee 70% — OlleHKa «HEYIOBICTBOPUTEIIBHOY (3HAHUS
¥ YMEHUS Ha IaHHOM 3Tarie OCBOSHUS NUCHUIUIHHBI He C(DOPMHUPOBAHBI).



IIpunoxenne Ne 2 k padoueiil nporpaMme A1 CUHUIINHBI
«OCHOBBI NOCTPOECHMS 3AIMUIIIEHHBIX KOMIILIOTEPHBIX ceTeil»

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOW (opMOlt M3NOKEHHST Y4eOHOTO MaTepuana 1o aucuuiuimae «OCHOBBI
MOCTPOCHHUS 3aLTUIIEHHBIX KOMIIBIOTEPHBIX CETEH) SBJIAIOTCS JEKIUU U MPAKTUUYECKHE PaOOTHI,
IpUYEM B JIOCTATOYHO OOJNBIIIOM O0OBEMe. ITO CBA3aHO C TEM, YTO B OCHOBE Kypca «OCHOBBI
MOCTPOCHHUS 3AIUIICHHBIX KOMIIBIOTEPHBIX CETEil» JieKaT caMble COBPEMEHHbBIE TEOPETUUYECKUE
U TIPAKTUYECKHUE 3HAHKS U HaBBIKU. [10 BceM TeMaM MpeayCMOTPEHBI MPAKTUICCKUE 3aHATHS, Ha
KOTOPBIX MPOUCXOAMUT 3aKpeIsICHUE JIEKIIMOHHOTO MaTepuallia MyTeM IPUMEHEHHs] ero K
KOHKPETHBIM 337]a4aM U 0TpabOTKa HABBIKOB PAOOTHI C CETEBBIM 000PYIOBAHUEM.

Jljis ycrenHoro OCBOSHUS AUCHUIIMHBI OUYEHb BAXKHO PELIEHUE JTOCTATOYHO OOJIBIIOro
KOJIMYECTBA TEOPETUUCCKHUX M MPAKTUYECKUX PabOT, KaK B ayJTUTOPUH, TaK U CAMOCTOSATEIHHO B
KayecTBe JOMalIHUX 3afaHuil. [Ipumepsl pemieHus paboT pazOuparoTcss Ha JCKIUSAX U
MPAKTUYECKUX 3aHATUSX, NPH HEOOXOTUMOCTH 1O HamOoIee TPYAHBIM TeMaM IPOBOJISTCS
JOTIOTHUTENIbHBIE KOHCYNbTalui. OCHOBHAs 1ENb PELICHUS TEOPETUYECKUX U MPAKTUYECKHUX
paboT — MOMOYb YCBOUTH (PYHIAMEHTAIBHBIC TTOHITHS H OCHOBBI KOMITBIOTEPHBIX CETCH.

3amaHus A CaMOCTOSITENIBHOTO pelieHUs] POPMYTUPYIOTCS HA JIGKIHSIX U IPAKTHUECKUX
3aHATUSAX. B KadecTBe 3aaHUil U1 CAaMOCTOSATENLHOM pabOThI JOMa CTyIEHTaM MpeIararoTcs
3aJja4uM, aHAIIOTMYHBIE Pa300paHHBIM Ha JISKIHMIX U MPAKTHUECKUX 3aHATUSX UM HEMHOTO OoJee
CJIO’KHBIC, KOTOPBIE SIBJISIIOTCS PE3YIbTaTOM OOBEAMHEHHS HECKOIBKIX 0a30BbIX 3a1ad. [TomHbrit
CIIUCOK 3aJJaHUl JJI1 CaMOCTOSATENbHON pabOThI MO TeMaM (pa3jenaM) AUCHUILIIMHBI IPUBEICH B
OVYK B LMS Moodle «OcHOBBI MOCTpOCHUSI 3aIIMIICHHBIX KOMIBIOTEPHBIX ceTei» u DYK B
LMS NetAcad. Bompocsl, BO3HHKAIOIIME B MPOLECCE WM [0 UTOraM PELICHHs JTHUX 3a/1ad,
MOYKHO 3a71aTh Ha KOHCYJIbTalusAX win B popyme (dare) B DYK B LMS Moodle.

Jliia camoCTOSITENBEHOM PadoThI, B TOM YHCJIE W MOBTOPA, pa300paHHOrO Ha JEKUHUAX U
MPAKTUYECKHUX 3aHITHIX MaTepuaja IePBOro CeMeCTpa U3ydeHUs TUCITUILTUHBI, PEKOMEHIYCTCS
UCIIOJIb30BaTh yueOHO-MeToauueckoe mocobue B LMS NetAcad. Marepuan kaxaoro pasuena
BKJIIOUAEeT B ce0s M3JI0KEHHE TEOPETHYECKOro MaTepuaia Mo 3aJaHHOW TeMe, KOTOPBIM 3areM
WTIOCTPUPYETCS MOAPOOHBIM pelIeHHeM TUIWYHBIX 3a7ad. B 3akitoueHue Kaxaoro pasziena
MIPUBOJIATCS 33JaHUS JIJIST CAMOCTOSITEIIEHOTO PEIICHUS, OTBETHI K ATHM 33JIaHUSIM U YKa3aHUS T10
UX PEIICHUIO MMOKA3bIBAIOTCS MOCIE X BHITTOTHEHHUS.

B koHIIe n3ydeHus AUCIHUILTAHBI CTYICHTHI CAAOT dK3aMeH.

DK3aMeH MPUHUMAETCS B BHJIE TECTa M MPAKTHUECKON paboThl B mporpamme Cisco Packet
Tracer. IIpoBepsroTcsi 3HaHUS, MOJTYYEHHbIE B XO0J/l€ IMPOXOXACHUS Kypca, HaBbIKU M YMEHUS,
NpPUMEHSeMbIE Il TOCTPOCHHsS CeTH M O0ECleueHuss JOCTaTOYHO BBICOKOTO YpPOBHS
0e30MmacHOCTH €€ padoTHI.



