MHUHOBPHAYKHN POCCUH
SpocaaBckuii rocynapcrBeHHblii yausepceuter uM. ILT. lemugoBa

Kadenpa koMnproTepHOI 6€30MaCHOCTH U MaTEMaTHYECKHX METO/I0B 00paboTKH HH(OpMaIiu

YTBEPXIAIO

Jlekan MaTeMaTH4ecKoro (akymnbreTa

Hecrepos I1.H.
21 mas 2024 1.

Pabouas nporpaMMa qUCHMILINHBI

KOMl'IblOTeprle ceTHn

Hanpasnenue noaroToBku (crennaibHOCTH)
10.05.01 KommbproTepHas 6€301acHOCTb

Hamnpasnennocts (poduis)
«MareMaTHYECKUEe METO/IbI 3alIUThI HH(POPMAIIUN

dopma 00ydeHHsI OUHAs

[Iporpamma paccMoTpeHa [Iporpamma ono6perna HMK
Ha 3aceJaHuU Kadeapsl MaTeMaTH4ecKoro (akynbrera
ot 26 ampens 2024 r., nporokoa Ne 8 npotokos Ne 9 ot 3 mas 2024 1.

Spocnasnb



1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Jucuumnmna «KoMnbloTepHbIe CeTH» UMEET 1eNbi0 (POPMUPOBAHUE Y CTYIEHTOB 3HAHHUM
[0 OCHOBHBIM NpPHUHIMUIAM  IPOEKTUPOBAHUS  JIOKAJIbHBIX M  IJIOOAIBHBIX  CETEH,
AJIMUHUCTPUPOBAHUIO CETEBBIX CIYKO M KOMIIOHEHTOB, M TEXHOJOTUSAM JIOKAJIbHBIX U
[J100aNbHBIX CETEH.

JlucuuruiiHa — TMOCBSIIEHA TEXHOJIOTHUSM KOMMYTAllMd M NPUHOUIAM  PabOTHI
MapIIPyTU3aTOPOB Ul INOAJEP)KKH CEeTEeHd MalblX M CPEeJHUX OpraHm3auui. B Hell Taxke
paccmaTpuBatoTcsi  O6ecripoBonHbie  JokanbHble cethm (WLAN) u Bompockl oOecriedeHus
6e3omacHocTH. B paMkax BTOpOH yacTu TUCHMIUIMHBL, CTYJ€HThI Hay4aTcs MPOBOAUTH 0a30BYIO
HACTPOMKY CpEeAHMX CEeTel, HaXOIUTh U YCTPAaHATH HEIOJIAJKU, BBISIBIATh U YCTPAHATh yIPO3bI
6e3onmacHocTy LAN, a Taxke HacTpauBaTh M 3aIuInaTh 0a3oBbie cpeabl WLAN.

2. MecTO AMCUUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHON NPOrpaMMbl

Huctunnuaa  «KoMmMnploTepHBIE  CETH»  OTHOCUTCS K OOs3aTeIbHOW  4YacTH
00pa3oBaTeNbHON IPOTrPAMMBI.

Jucununnuza «KoMIbIOTEpHBIE CETH» SBIAECTCS NPEIIIECTBYIOIIEH I HW3YyYEHHUs
6a30B0il nucHUIIMHBI «OCHOBBI IOCTPOEHUS 3aIMIICHHBIX KOMIBIOTEPHBIX CeTel». 3HaHUS U
IIPAaKTUYECKUE HABBIKM, IOJYYCHHBIC B PE3YJIbTATE OCBOCHMS IUCLHHUILIMHBI «KOoMIbIOTEpHBIE
CETU» MOT'YT HEMOCPECTBEHHO UCIIOIb30BATHCS MPU paboTe MO CHELMATBHOCTH.

3. [lnanupyeMble  pe3yJbTaTbhl OO0y4YeHHS] 1O  JUCHUIJIHHE, COOTHECEHHbIE C
IUIAHHUPYEMBIMH Pe3yJIbTATAMM 0CBOEHHUSI 00pa30BaTeIbHOM MPOrpaMMbl

IIponiecc u3ydyeHus AUCUUILIMHBI HAapaBjieH Ha (OPMHUPOBAHUE CIETYIOIUX 3JIEMEHTOB
komneteHMit B coorBercTBUU ¢ ®PI'OC BO, OOII BO u npuoOpeTteHust cleayomux 3HaHuM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1A TEbHOCTH:

®opMmupyemasi NHaukaTop 10CTHKEHUSA Ilepeyennb
KOMMNeTeHIUs KOMIeTeHIIN U IUVIAHNPYEeMBIX pPe3yJIbTaTOB
(kox M popMyJIHpPOBKA) (kox 1 popMyJIHpPOBKA) o0yuyeHust
OowenpodgeccnoHaJbHbIC KOMIIETCHIHH
OIIK-8 H-OIIK-8.5 HNmeTh HABBIKH:
CriocobeH MpUMEeHSITh Crioco0OeH oCyIIeCTBISATh MOJI00P, | pabOTHl ¢ HAYYHO-TEXHUUECKOM
METO/bI HAyYHbIX n3yuyeHue 1 00001IeHHe HayqHO- JUTEPATYPOH 110 U3YUEHHIO
UCCIIeIOBaHUH MpH TEXHUYECKOW HH(pOopMaIuy, NEPCHEKTUBHBIX CUCTEM U CeTel
MIPOBEJICHUH Pa3pabOTOK | METOAMYECKUX MAaTEpHaIoB CBA3HM C IIEJIBIO TTOBBIIICHHS
B 00J1acTH 00ecTeyeHust OTEYECTBEHHOTO U 3apyO0e:KHOTO 3¢ $EeKTUBHOCTH UCHOIb30BAHUS
0e3omacHOCTH OITIBITA 110 MPOOJIeMaM 3alIMIIECHHBIX
KOMITBIOTEPHBIX CUCTEM M | HHPOPMAIMOHHOK O€30MacHOCTH, & | TEIEKOMMYHUKAIIIOHHBIX CHCTEM.
ceTeif TaK)K€ HOPMATHUBHBIX MPAaBOBBIX
aKToB B cepe mpodeccnoHaIbHON
JESTeTbHOCTH
OIIK-15 H-OIIK-15.1 3HaTh:
Criocoben 3HaeT apXUTEKTYPY OCHOBHBIX - IPUHLMIIBI CBSI3U U OOMEH JaHHBIMHU
aJMUHHUCTPHUPOBATH THUIIOB COBPEMEHHBIX B JIOKAJIbHOW TIPOBOJTHOM CETH;
KOMIIBIOTEPHBIE CETH U KOMITBIOTEPHBIX CHCTEM; - YPOBHH JIOCTYTIA U PACIIPEICIICHUS B
KOHTPOJINPOBATh MIPUHIINIIBL TOCTPOCHUS cetn Ethernet;
KOPPEKTHOCTh UX COBPEMEHHBIX ONEPAIIMOHHBIX - cxems! [P-agpecanuu;
(bYHKIIMOHUPOBAHUS CUCTEM 1 0COOEHHOCTH MX - 6a30BBIE IOHATHUSAX CETEBOM
MIPUMEHEHHS; OCHOBBI OPTaHM3allii | 0€30MaCHOCTH;




U TIOCTPOEHUSI KOMIIBIOTEPHBIX
CeTe; ATAIOHHYIO MOJIEJIb
B3aUMOJICHCTBUS OTKPBITHIX
cucreM; pyHKIUH, TPHUHLIUIIBL
JIEHCTBHS U aNTOPUTMBI paOOTHI
CETeBOr0 00OPYTOBAHWSL.

- CTPYKTYpY Y IPUHLUIIB OOMEHa
JTAHHBIMHU MEXKIY y3JIaMU B CETH
WNurepHerT;

- BUJIbl, XapaKTEPUCTUKHU U
MapKHPOBKHU CETEBBIX Kabenei u
KOHTAaKTOB

H-OIIK-15.2

YMeeT peain30BbIBATh
TIPIITO’KEHUS JITIS1 CETEBBIX
nHTEpEHCcOB Ha HECKOJBKIX
COBPEMEHHBIX NMPOrPaMMHO-
amnmapaTHBIX mIaThopMax;
OCYIIECTBIIATH MPOESKTUPOBAHUE H
ONTUMU3AIUIO (DYHKITHOHUPOBAHUS
KOMITBIOTEPHBIX CETEH.

YMerTh:

- MPOCKTUPOBATh U YCTAHABIUBATh
JIOMAIITHIOI0 CETh WJIM CETh MaJIoro
MIPEANPUATHS, TTOAKITIOYATh €€ K CeTH
WNurepHerT;

- BBITIOJHATH HACTPOHKY OCHOBHBIX
MapaMeTpoB MapIIPyTH3ATOPOB U
KOMMYTAaTOPOB;

- BBITIOJTHATH MPOBEPKY H YCTPAHATh
HEMOJIAAKHU CETH U IOAKIIOUEHHS K
ri00ansEHOM ceTh

H-OIIK-15.3

Bunaneer HaBbIKaMu
aJIMAHUCTPUPOBAHUS
KOMITBIOTECPHBIX CCTCI;'I; HaBbIKaMH
PaboThI C CETEBBIM
000pyIOBaHHEM U CETEBBIM
MIPOrpaMMHBIM 00eCIIeUeHUEM

Bnapers HaBbIKaAMM:

- CO3JIaHUS U HACTPOUKU
OJHOPAHTOBOM CETH, KOMIIBIOTEPHOU
CEeTH C MOMOIIIBIO MapIIpyTU3aTOpa,
OeCIPOBOHOM CETH;

- CO3JIaHUs MOACETEH U HACTPOUKU
oOMeHa TaHHBIMH,

- YCTAaHOBKHU U HaCTpOfIKH CETCBbIX
YCTPOMCTB: CETEBbIX ILIAT,
MapuIpyTH3aTOPOB, KOMMYTaTOPOB U
np.;

- ACIIOJIb30BaHMsI OCHOBHBIX KOMaH]
JUTS TIPOBEPKU OIKITFOUEHUS K
WHTepHETY, OTCIEKUBAHUS CETEBBIX
MaKeToB, napaMeTpoB IP- agpecaunu;

OIIK-16

Crioco0eH npoBOIUTH
MOHHUTOPUHT
paboToCIoCOOHOCTH U
aHanm3 3 (HEeKTUBHOCTH
CPEJICTB 3aIlUThI
UHPOpMAIUH B
KOMITBIOTEPHBIX CHCTEMax
U CeTsX

H-OIIK-16.1

3HaeT cpeacTBa U METOIbI
XpaHEHUs U NepeIaun
ayTEeHTU(PUKAITUOHHOM
rH(OpPMAINU; MEXaHU3MBI
peanuzanuu atak B cetsix TCP/IP;
OCHOBHBIE TIPOTOKOJIBI
nneHTupuKanuy u
ayTeHTU(UKAIIUH a0OHEHTOB CETH;
3alIUTHBIC MEXaHU3MBI U CPEICTBA
obecrniedeHus ceTeBoit
0€301MacHOCTH; CPEJICTBA U METOIBI
MIPEIOTBPAIICHUS U O0HAPYKESHUS
BTOP’KECHHM.

3HaTh:

- IPUHLMIIBI CBSI3U 1 OOMEH JaHHBIMHU
B JIOKQJIbHOM MPOBOJIHOM CETH;

- TUIIBI CETEBBIX aTaK U METO/IbI
00pbOBI C HUMY,

- TEXHOJIOTMH KOMMYTAaIlUH;

- IPUHIIMIIBL PA0OTHI
MapLIPyTU3aTOPOB IS MOJJIEPKKU
ceTell MaJbIX U CPEAHUX
OpraHu3allnii;

- IPUHLMIIBI TOJIEP’KKH TOCTYIIHBIX U
Ha/IeKHBIX CETeH ¢ IOMOIIBIO
JTUHAMHYECKOM ajpecaiuu u
MIPOTOKOJIOB PE3EPBUPOBAHNUS IEPBOTO
nepexonaa

HN-OIIK-16.2

YmeeT popmynHupoBats u
HACTPAMBATh MOJIUTHKY
0e30IMacHOCTH OCHOBHBIX
OHepaHI/IOHHLIX CHCTEM, a

TAKXEC JIOKAJIbHBIX KOMHBIOTepHBIX
ceTel, MOCTPOCHHBIX HA UX OCHOBE;
HpI/IMeHSITB 3alIUIIICHHBIC
IIPOTOKOJIBL,

MEKCETEBbBIC SKPAHBI U CPEJICTBA

YMeThb:

- BBISIBIIATD U YCTPAHATh YIPO3bI
0€30IMaCHOCTH JIOKAJTLHOM
KOMITBIOTEPHOMU CETH;

- IPOBOAMTDH 0A30BYIO0 HACTPOMKY
ceTew;

- HAXOJIUTh U YCTPAHSATh HEMOJAIKH,
BBIABIISITh U YCTPAHATH YIPO3bI
6e3onacHoctu LAN;

- HACTPAaMBAaTh M 3aIUINATH 0a30BbIC




0OHAPYKCHUS BTOPKCHHUN JIIIS
3alIUTHl KHPOPMALIMU B CETSX;
OCYIIECTBIISATh MEPHI
MIPOTUBOICHCTBUS HAPYIICHHUSIM
ceTeBOi 0€30IMaCHOCTH C
HCIIOJIb30BaHUEM Pa3IMUHBIX
MPOrPaMMHBIX | allapaTHBIX
CPEJICTB 3aIlUTHL

cpeast WLAN

H-OI1K-16.3

Brnaneer HaBbIKaMu HACTPONKU
MEKCETEBBIX SKPAHOB;
BIIa/IE€T METOAMKAMH aHAIH3a
CeTeBOTro Tpaduka.

Baaners HaBbIKAMM:

- paboTHI C MapUIPyTHU3ATOPAMH,
KOMMYTaTOpaMH B OECIIPOBOAHBIMHU
YCTPOMCTBaMH B paMKaX HACTPOMKH U
ycTpaneHust Hemonagok VLAN,
OECIPOBOIHBIX JOKATBHBIX CETEH U
MapIIpyTU3AIUN MKy CETIMU
VLAN,;

- HACTPOMKHU M YCTPaHEHUSI HEMOJIAI0K
pe3epBUPOBAHUA B KOMMYTUPYEMOU
cetu ¢ nomouibo STP u
EtherChannel;

- aHaJM3a CeTeBoro Tpaduka u
HaBBIKAMU PEIICHUS IPOoOIeM pu
WCTIONB30BaHUH (PH3HUECKOTO
obopynosanus u Cisco Packet Tracer;

4. O0beM, CTPYKTYpa U coJep:KaHHe TUCHUTLINHBI

OO01ast TpyA0€MKOCTh JUCHUIUIMHBI COCTABISIET / 3a4ETHBIX eIUHUIL, 252 aKaj. 4acoB.

Ne Tembl (pa3nenbl) Buabl yueOHbIX 3aHSITHIA, DopMbI TEKYLLIETO
n/n AUCIHUTLINHBI, BKJIIOYAS CAMOCTOAITEIbHYI0 | KOHTPOJISI yCIeBaeMOCTH
HX cofiep:KaHHue paGoTy CTyAeHTOB,
H UX TPYI0eMKOCTh @opMa NPOMeKYTOUHOM
(B akaieMUYEeCKHX Yacax) aTTecTalMu
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3amaHus 11
1 OCHOBEI CETEBOTO 7 4 2 6 CaMOCTOSITETLHOU U
MOAKIIOYEHUS U CBSI3U COBMECTHOM
MPAKTHYECKOI paboTHI
3amaHus s
CaMOCTOSITENIbHON U
2 |OcHogsl Ethernet 7 6 2 1 8 N
COBMECTHOM
MPAKTHYECKOI paboTHhI
3amaHus s
3 OOMEH JaHHBIMH MEXTY 7 6 2 1 8 CaMOCTOSITEIbHON U
CETSIMHA COBMECTHOM
MPAKTHYECKOH paboTHI




3amanus 1d
CaMOCTOSATCIBLHON U

4 |IP-appecanus 7 8 4 1 12 N
COBMECTHOM
MPAKTUYECKOM paboThI
3aga”us it
5 CBs35b ¢ CETEBBIMHU 7 4 1 1 6 CaMOCTOﬂTeHBHUOﬁ 51
MIPIIOKECHUSMU COBMECTHOM

MPAKTUYECKOM paboThI
3aga”us Wit
CaMOCTOSATECIHLHON 1
COBMECTHOM
MIPaKTUYECKOH pabOTHI

0,3 | 4,7 [3auer

Bcero 3a 7 cemecTp 22 | 16 5 103|547
108 akan. yacoB

IMoctpoenue u obecrneueHue
6 |0e30macHOCTH HEOOJIBIION 7 4 5 1 10
cern

3aganus it

TIpHHLHIIEL KOMMY TaLIHH, CaMOCTOSITENIbHON U

7 |VLAN u mapmpyTu3amnus 8 | 8| 2 1 13 N
COBMECTHOM
mexay VLAN o
MPaKTUIECKOH PadOTHI
3amanus i
o CaMOCTOSATEILHON 1
8 |M30BITOYHOCTE ceTelt 8 4 4 1 8 .
COBMECTHOM
MPAKTUYECKON paboThI
3amanus i
OCTYIIHBIE ¥ HAJEKHBIE CaMOCTOATEILHON U
g |Hocty A 8| 6| 4 1 10 .
ceTH COBMECTHOM
MPAKTHYECKOI paboThI
3amanus i
BezomnacHocTh Ha ypoBHE 2 U CaMOCTOATENLHON U
10 8 8 2 1 10 .
6e3onacHocts WLAN COBMECTHOM
MPAKTHYECKOI paboThI
3aganus s
Konmenius A . o
CaMOCTOATENLHON U
11 |mapmpyTtuzanuu u 8 6 4 1 14 .
COBMECTHOM
KOHQUTrypaus

PAaKTUYECKOH padOTHI

2 | 0,5 33,5 px3amen
Bcero 3a 8 cemecTp 32 | 16 7 |05 | 885
144 akan, yaca

HUTOIro 64 | 32 12 | 0,8 |143,2

Conep:xanue pa3iesioB IUCHUNIHHBI

Tema 1. OcHOBBI ceTeBOro NOJAK/IIOYECHHUS H CBS3H.

1.1. CoBpemeHHBIE ceTeBbIe TEXHOJIOTHH.

1.1.1. Benenue. Bnusaue cereit Ha ku3Hb Jrojieil. Cetu 63 rpaHull.

1.1.2. Komnonentsl cetu. OmHopanroBbie cetn. OkoHeuHBbIE ycTpoiicTBa. [IpomexyTodHbIe
ycrpoiictBa. CpeacTBa ceTeBOro MOAKIIOUEHUS

1.1.3. IlpeacraBieHus ¥ TOTIOJIOTHU ceTel. TOIMOIOTHYECKHE CXEMBI.

1.1.4. OcunoBuble Tumnel ceteil. Cetn paznmuuHoro pasmepa. Cetu LAN u WAN. HurepHer.
BHyTpeHHue ceTy U BHEIIHHUE CeTH.

1.1.5. lMoaxmrouenue k Murepuery. Texnonoruu nocrymna B MaTepHeT. UHTepHET-MOIKITIOUEHNE
JUIst JoMa 1 Hebosbinoro odpuca. MuTepHer-noakimoueHue 1 npeanpusatuil. KonseprentHas
CETb.

1.1.6. Hanexnsie ceru. CeteBas apxutekTypa. OTKa30yCTOWYMBOCTh. MacmraObupyemMocTb.
KauectBo 00cinyxuBanus. bezomnacHocTs ceTu.



1.1.7. Tenpgennuu pazsutus cerei. [locnennue tennenunn. Konuenmus BYOD. CoBmecTHas
pabota uepes MuTepHet. BuneocBs3s. O6naunbie BeIUUCIEHUA. TEXHOJIOTHYECKHUE TCHICHIINH B
JoMalHUX ceTsax. CeTy 1o JUHUAM 3JIEKTPOIIUTaHus. becnpoBoiHas MIMPOKOIOIOCHAS CETh.
1.1.8. ObGecneveHue ceTeBoil Oe30macHOCTH. YTpo3bl Oe3omacHOCTH. Pemienus obGecrnedeHust
0€30MacHOCTH.

1.2. Ba3oBasi koH(uUTrypauuss KOMMYTaTOPa H OKOHEYHOI'0 YCTPOiicTBA.

1.2.1. Jocryn k Cisco 10S. Onepanmonnsie cuctemsl. ['paduyeckuii uHTEpdEiic MOTB30BATEINS.
Haznauenne OC. Crioco0s! qoctyna. [IporpaMmel SMyssiiuy TepMUHaIA.

1.2.2. Hapurammuss mo IOS. OcHoOBHblE KOMaHIHBIE PEKHUMBI. PeXuM KOHPUTYpalUH W
BIIO)KCHHBIC PEeXUMbl KoH(purypanuu. Ilepexmouenue mexnay pexumamu [0S. KommoHeHTHI
cupasku [0S.

1.2.3. Crpykrypa komana. bazosas crpykrypa komanz IOS. IIpoBepka cunTakcuca komans [0S.
["opsiune KIaBUIIM U KJIABUIIHM OBICTPOrO BHI30BA.

1.2.4. bazoBas HacTpoiika yctpoiicTB. iMena ycrpoiict. [IpaBumita BeiOopa maposneit. Hactpoiika
naposeit. [lludposanue naponeit. banuepHbie cOOOIIEHNUS.

1.2.5. Coxpanenne  koHpurypamuii. @Daiinel  koHpurypamuu. M3meHenue  Tekymiei
KOH(HUTypanuu. 3anuch KOHPHUTypauy B TEKCTOBBIN (aii.

1.2.6. ITopte! u anpeca. IP-anpeca. TaTepdeiicel u MopThl.

1.2.7. Hacrpoiika IP-agpecaunu. Hactpoiika [P-aapecoB OKOHEYHBIX YCTPONCTB BPYYHYIO.
ABTomaTHueckas HacTpoiika [P-ampecoB oKkoOHeuHBIX ycTpoicTB. HacTpoiika BHUPTYyalbHOTO
unrepderica kommyraropa (SVI).

1.2.8. IlpoBepka moaxmoueHusi. IIpoBepka HasHaueHus uHTepdeiica. [IpoBepka CKBO3HOTO
MOJIKJIFOUEHUS.

1.3. IIpoToxoJabI M MOIEJIH.

1.3.1. IlpaBuna. OcHOBBI KOMMYHUKauui. IIpoTOKONBI CBs3M. YCTaHOBIICHHE IPAaBHIL.
TpeboBanusi k cereBoMy mpoTokony. KonupoBanue cooOuienus. DopmatupoBaHue U
WHKancymsiuus cooOmenuid. Pasmep cooOmienuii. CunxpoHusamnus cooOmenuit. BapuaHTb
JIOCTaBKH COOOIICHHUIA.

1.3.2. Ilporokoier. O630p ceTeBBIX MPOTOKOIOB. DYHKIIMK CETEBOTO MPOTOKOJIA.
B3anmoneicTBre NpOTOKOJIOB.

1.3.3. HaGoper mpoTokoioB. CTEKH CETEBBIX IMPOTOKOJIOB. DBOJOIUS MPOTOKOJOB. [Ipmmep
npotokona TCP/IP. Ha6op mporokonoB TCP/IP. O6men nanusimu TCP/IP.

1.3.4. Opranm3anuu 1o crangaptu3aimu. OTKpeIThIe cTaHAapTbl. CTaHmapThl WHTEpHETA.
Opranuzanuy no cTaHAapTU3ALUN JIEKTPOHUKH U KOMMYHHKAITHH.

1.3.5. Dramonnbie  mogenu. [IpenMymecTBa WCHONB30BaHUST MHOTOYPOBHEBOW — MOJEIIH.
Oranonnas moaens OSI. Mogens nporokonos TCP/IP. Cpasuenue moneneit OSI u TCP/IP.
1.3.6. Makancymsiust  gaHHbix. CermeHTanmsi coobmeHuii. [locnemoBaTenbHOCTh. EnuHuIA
na"HbIX npotokosa (PDU). I[TpuMepbl HHKANCYISUH U IEUHKATICYIIALINH.

1.3.7. doctyn x nanHbiM. Axapeca. IP-aapec (inorumueckuii aapec 3-ro ypoBHs). YcCTpoicTBa B
oz1HOH ceTH. Poinp agpecoB kaHanpHOTO ypoBH:: OnHa IP-ceTs. Poisib ampecoB ceTeBoro ypoBHs.
Ponb anpecoB kananbHOro ypoBHs: Pa3zubie IP-ceTu. Anpeca kaHaIbHOTO YPOBHS.

Tema 2. Ocnossl Ethernet.

2.1. ®u3uveckuii ypoBeHb.

2.1.1. Ha3znauenue ¢usznyeckoro ypoBHsa. @uznueckoe nogxiaroueHue. @U3snuecKkuil ypoBeHb.
2.1.2. Xapakrepuctuku (pusmaeckoro ypoBHs. CTaHIApTHl PU3NIECKOTO YpoBHs. Du3mueckue
komnoHeHThl. Koauposanue. CrnocoObl mepenaun curHaioB. [IpomyckHas crnocoOHOCTS.
TepMuHOIOTHSI TPOITYCKHOM CITIOCOOHOCTH.

2.1.3. Menuplii  kabenb. XapakTepUCTHKH MeIHBIX KaOenedl. Tumbl MenHbIX —KaOelnei.
HeskpanupoBannas Butas mapa (UTP). DxpanupoBannas Butas napa (STP). Koakcuanbubiit
Ka0enb.

2.1.4. Kabemn tuma UTP. CsoiictBa kabemeit UTP. Crammaptel mpoxianku kabemedr UTP.
[Tpsameie u nepexpectHbie kadenu UTP.



2.1.5. TIlpoknanka ONTOBOJNIOKOHHBIX KaOenell. CBOWCTBA ONTOBOJIOKOHHBIX KaOenel. Turbl
ONTOBOJIOKOHHBIX KaOenel. ONTOBONOKOHHBIE pa3zbeMbl. COoeAMHUTETbHBIE ONTOBOJIOKOHHBIC
kabenu. ONTOBOJIOKOHHBIE Ka0eu U MeIHbIE KaOelln: CpaBHEHHE.

2.1.6. CpenctBa  OGecripoBomHOTO  moakitoueHus. CBOHCTBA  CpeACTB  OECIPOBOIHOTO
NOJKITI0UeHUs. TUIBI cpeicTB OecpOBOIHOTO MOAKIIOUeHHs. becnpoBoiHast TOKanbHas CETh.
2.2. CucremMbl CHUCIEHUS.

2.2.1. JIeonunsie anpeca u agpeca [Pv4. JIBondHasi mo3UIMOHHAS CHCTEMa CUHMCICHUS. AJllpeca
IPv4.

2.2.2. lllecrnamuatepuynas cucrema cuucienus. lllectHamnarepuynsie agpeca u aapeca IPvo6.
[IpeoOpazoBanue  JecATHYHBIX  4YMcen B IecTHaAuarepuunole.  [IpeoOpa3oBanue
HIECTHAIATEPUYHOIO YHCIIa B IECATUYHOE.

2.3. KaHaJbHBbIH YPOBEHb.

2.3.1. Ha3znauenue kaHaibHOTO ypoBHs. KananpHbIN ypoBeHb. [logypoBHHM KaHanma mepenadyu
nanubix IEEE 802 LAN/MAN. IlpenocraBieHue 10CTyna K cCpelae Iepeladd JTaHHbBIX.
CranapThl KaHAJIBHOTO YPOBHSL.

2.3.2. Tononoruu. ®usnyeckas U Joruyeckas Tomonorus. Tormosoruu riao0anbHBIX CeTel
(WAN). Tonomorust «rouka-touka» (point-to-point) cetu WAN. Tomonoruu jgokanbHBIX ceTei
(LAN). IonynyniekcHast ¥ MOJHOAYIIJICKCHAS CBSI3b. YTIPABIEHUS JOCTYIIOM K CpeJie Mepeaayn
nannbix. KonkypentHsiit noctyn — CSMA/CD. Konkypenthsbiit noctyn — CSMA/CA.

2.3.3. Kagp xanana nmepenauu nansbix. Kamp. [lons kampa. Anpec ypoBHst 2. Kampsr LAN u
WAN.

2.4. Kommyranus B cetsix Ethernet.

2.4.1. Kanpwr Ethernet. Makancymsimust Ethernet. [TogypoBHE kaHansHOTO ypoBHS. [logypOoBeHB
MAC. Tlons kanpa Ethernet.

2.4.2. MAC-anpec Ethernet. MAC-anpec n mectHaauarepuynas cucrema cuucieHus. MAC-
aapec Ethernet. O0pabotka kanpoB. MunuBunyansHelii (ognoaapecHsiit) MAC-agpec. MAC-
aZipec mupokoBemareabHon pacceuiku. MAC-aapec MHOT0AIpECHOM paCcChUIKH.

2.4.3. Tabmuua MAC-aapecoB. OcHoBHas uHpopmanus o kKoMmmyTaropax. Kommyratop B
pexxume oOyuenus. Ounprpanus xaapo. Tabmumsr MAC-aapecoB Ha MOIKIIOYEHHBIX APYT K
Ipyry kommyTtatopax. OTmpaBKka Kaapa Ha IIITI03 [0 YMOTYaHHUIO.

2.4.4. CKOpoCTh | CITIOCOOBI MEPECHUTKH Ha KoMMyTaTtopax. CrocoObl miepeajpecauu Kajapa Ha
kommyTaropax Cisco. CkBosHas kommytamus (Cut-Through). Bydepuszauus namaru Ha
KoMMmyTaTopax. HacTpoiika myrmiekcHoro pexxuma u ckopoctu. @ynkius Auto-MDIX.

Tema 3. O0MeH JaHHBIMH MEKAY CETAIMU

3.1. CereBoii ypoBeHb.

3.1.1. Xapakrepuctuku cereBoro ypoBHs. IIpoTokonsl cereBoro ypoBHsA. Mukancymsmus IP.
Xapakrepuctuku nporokosna [P. be3 ycraHoBnenus coenuHeHus. HerapantupoBaHHas
noctaBka. HezaBUCHMOCTB OT cpejibl.

3.1.2. IMaker IPv4. [ons 3aromoBka nakera [Pv4.

3.1.3. [Taket IPv6. Orpanuuenus IPv4. O630p IPv6. Ilons 3aronoska nakera IPv4 B 3arosnoske
nakera [Pv6. 3aronoBok nakera IPv6.

3.1.4. Metoasl MapuipyTu3aluu y3ioB. Pemenue o mnepeHanpaBineHun y3na. [lmo3 mo
YMOJTYaHHI0. XOCT-MapIIPyThI K IUTI03Y MO yMOIYaHUt0. TabauIel MapiipyTU3aluy y3ia.

3.1.5. Beenenne B MapuipyTusanuioo. PemieHue o MNepechbUlke MaKeTOB MapLIpyTH3aTopa.
Tabmuma mapmpytuzarnuu [P-mapmpyruzaropa. Ctatudeckas MappyTtusamnus. JIuaaMudeckas
MapIIpyTU3aIHs.

3.2. Pa3peueHue agpecos.

3.2.1. MAC u IP. YcrpoHCTBO Ha3Ha4deHHs B TOH ke cCeTH. YCTpOICTBO Ha3zHaueHHUs B
YAAJIEHHOMW CETH.

3.2.2. lIpotokon ARP. O630p ARP. ®ynkuun ARP. Ilpunuun paGotsr mpotokona ARP —
ARP-3anpoc u ARP-otBet. Poib ARP B 0OMeHe NaHHBIMH C yJAJIEHHBIMHU CETSIMH. Y JaleHHe



3anuceil u3 Ttabmuiel ARP. Tabnauubt ARP Ha cereBbix yctpoiictBax. IlpoGiembr ARP
mupokoBerarenbHas pacceuika ARP u ARP-criydunr.

3.2.3. O6napyxenue cocenuux IPv6 ycrpoiictB. Coobmenus 06 obHapyxenuu cocezeii [Pvo.
O6Hapyxenue coceneit IPv6 - paspemienue aapecos.

3.3. ba3oBas koHuUrypauusi MapipyTu3aTopa.

3.3.1. [lepBonauanpHasi HacTpodika Mapmpyrtuszatopa. Illarm  6a3oBoit  KOHGUTyparuu
Mapiipyrusaropa. bazoBas kKoHpuUryparms.

3.3.2. Hactpoiika wunHTepdeiicoB mapuipyruzatopa. I[lpumep HacTpoiliku uHTepdercoB
mapiipytusaropa. [IpoBepka konpurypamnuu narepdeiica. Komanas mpoBepkr KOHGHUTypaIyy.
3.3.3. Hactpoiika mumo3a mo ymomvanuto. [Inro3 mo ymomuanuto juisi xocta. Ilmo3 mo
YMOJIYAHHUIO JUIsl KOMMYTaTopa.

Tema 4. |IP-anpecanus

4.1. IPv4-agpecanmus.

4.1.1. Ctpykrypa IPv4-anpeca. CereBas u y3moBas 4dacTh aapeca. Macka moxaceru. JlnmmHa
npepukca. Ompenenenune ceru: Jormueckoe M. CereBoit azapec, aapec Xxocta U
HIMPOKOBEIIATEIbHBIN aJIpec.

4.1.2. OnHoanpecHas, NIMPOKOBEIIATeIbHAS U MHOTOaIpecHast paccbuika [Pv4. OmHoanpecHas
paccobuika. lllupokoBemarenpHas pacchiika. MHOroaapecHast pacchlika.

4.1.3. Tunsl agpecoB IPv4. OOmenoctynHeie u 4dacTHble azapeca I[Pv4. Mapmpyrtuzanus B
Wntepuer. [Pv4-ampeca crenuanbHOro Ha3HA4YeHHWs. YcCTapeBIlas KiaccoBas —ajpecarus.
Ha3znauenue [P-agpecos.

4.1.4. Cermenranusa ceru. llupokoBemarenbHblii goMeH U cermeHTanus. I[IpoGiemsr ¢
KPYITHBIMH ITUPOKOBEIIATEILHBIMU JOMEHAaMU. [I[pHUMHBI CETMEHTAIH CETEH.

4.1.5. Paznenenue cetu IPv4 Ha monceru. Pa3nenenue Ha MOJCeTHM Ha TpPaHUIE OKTETOB.
Iloacers B mpenenax OKTeTa.

4.1.6. IToacets: /16 u /8. Cozmanme mojucereir ¢ npedurcom /16. Co3znanue 100 moxacereit c
nomonipio npedurca /16. Cozganue 1000 moxacereii ¢ momoimrsio mpedukca /8. OpraHnu3anus
MOJICETEH M0 HECKOJIBKUM OKTeTaM. PacueT Macku moaceTH.

4.1.7. PazneneHre Ha TIOJCETH JUIS COOTBETCTBHUS TpeOoBaHWsAM. YacTHas TOACETh U
o0mie1ocTymHoe afapecHoe npoctpancTBo [Pv4. Munumuzaius HEMCHOIb3yeMbIX aapecoB [Pv4
y37I0B U MaKcuMH3anus nojaceteit. dddextuBHOe pasaeneHue Ha nojacetu [Pv4.

4.1.8. VLSM (Macka noacetu nepemenHoi mumHbI). OcHoBel VLSM. CoxpaHeHHe aapecoB
[Pv4. VLSM. Ha3znauenwue anpeca Tonojoruu VLSM.

4.1.9. CtpykTypupoBaHHOe NpoekTupoBaHue. I[lmaHupoBanue anpecanuu cetu. HasHauenue
aJIpeECOB YCTPOMCTBAM.

4.2. IPv6-agpecamus.

4.2.1. Ilpobnemsl ¢ mpotokonom I[Pv4. Tlorpebnocts B IPv6. CoBMECTHOE HCHOIB30BaHUE
npoTokoiios IPv4 u IPv6.

4.2.2. llpencrasnenue [Pv6-agpecoB. @opmatsl anpecos [Pv6. IIponmyck HadanbHBIX HYJIEBBIX
pa3psaoB. JIBOMHOM ABOETOYME.

4.2.3. IPv6-anpeca: Tunbl. OQHOAAPECHBIH, MHOTOAAPECHBIH, MPON3BONBHBINA. JmiHa mpedukca
IPv6-anpeca. [Ipyrue tunsl [Pv6-agpecoB oqHOaApECHON pacChUIKU. YHUKAIbHBIN JIOKAIbHBINA
aapec. ['moGansHble nHAUBUAYanbHBIE [Pv6-anpeca (GUA). Crpykrypa GUA IPv6. JlokanbHbIi
IPv6-anpec xanana.

4.2.4. Cratuveckasl HACTpOMKa IIOOATBHBIX JTUHAMHYECKHX aJpecoB JUIS OJHOAIPECHOMN
pacchUIKM M JAWHAMHYECKM HacTpauBaeMble JIOKalbHBIE ajapeca KkaHanma. Craruueckas
koHpurypauuss GUA Ha wmapupyTtusatope. Cratuueckas KoHpuUrypamusi Ti00aibHOTO
yHuKanbHoro IPv6-anpeca Ha y3ne Windows. CraTuueckasi KOH(QUTYpalus JIOKaJIbHOTO ajipeca
OHOAQJAPECHOMN PACCHUIKHU.

4.2.5. JlunamMudeckasi agpecarnus Uil TIo0aTbHBIX JUHAMHUYECKUX afpecoB IJI OJHOATPECHOM
pacceuiku IPv6. CooGmenuss RS 1 RA ICMPv6. SLAAC. SLAAC u DHCPv6-cepBep 06e3



coxpaHeHust coctosiHusi aapecoB. DHCPv6 ¢ moapnepxxkoii coctosHus. Ilpomnecc EUI-64.
Cry4aifHO creHepHpOBaHHbBIC UACHTH(UKATOPHI HHTEp(deiica.

4.2.6. lunamMuyeckasi agpecalysi JIOKAIbHBIX aapecoB kaHama IPv6. Jlunammueckme LLA.
Hunamuueckne LLA B Windows. /Ilunamuueckue LLA Ha mapmpyrtuzaropax Cisco. [IpoBepka
KoHpurypauuu [Pv6-agpeca.

4.2.7. I'pynmioBeie [Pv6-anpeca. IlpucBoennsie rpynmoBeie IPv6-ampeca. M3BecTtHple aapeca
MHoroazpecHoi pacceuiku IPv6. I'pynnoseie [Pv6-aapeca 3anpaiuBaeMbIX y3/10B.

4.2.8. Paznenenne ceru IPv6 Ha moxaceTw ¢ HCHOJIb30BaHMEM MICHTHU(UKATOpPA IOJICETH.
[Ipumep co3nanusi nojacereit IPv6. Pacnpenenenue IPv6-aapecoB moacetu. MapuipyTtuzarop,
CKOH(UTYpHpPOBaHHBIN ¢ oaceTssMu [Pv6.

4.3. ICMP.

4.3.1. Coobmenuss ICMPv4 u ICMPv6. JlocTHKUMOCTh y371a. Y3el Ha3HAuYeHHS W CEPBHUC
HenoctymneH. [Ipessien natepBan oxxuaanus. Coobmenus [CMPv6.

4.3.2. TectupoBanue mpu moMomniy ping u traceroute. Ping - Tect cBsizanHOCTH. ping 10
untepdeiica loopback. IIpoBepka cBS3M CO HUIIO30M IO YMOJYaHHUIO. YCTaHOBKA CBSI3U C
yJQJIEHHBIM Y3JI0M C ITOMOLIbIO KOMaH[bl ping. Traceroute — TectupoBanue nmytu. IlpoBepka
anpecauuu [Pv4 u IPv6.

Tema 5. CBs13b ¢ ceTeBbIMHM NPUJIOKEHUSIMH

5.1. TpaHcnoOpTHBIN YPOBEHb.

5.1.1. [lepenaua nanHbiX. Posnb TpaHcnopTHOro ypoBHs. DYHKIMH TpPaHCIOPTHOTO YPOBHS.
[Tporoxonbl TpaHcnopTHOro ypoBHS. lIpotokon ympasnenus nepenayeit (TCP). ITporoxon
nosab3oBarenbekux aeirarpamm (UDP). CooTBeTcTBYrOIIMI MTPOTOKOI TPAHCIIOPTHOIO YPOBHS
JUISL COOTBETCTBYIOLIETO MPUIIOKEHHUS.

5.1.2. O630p nportokona TCP. @yukuuu npotokona TCP. 3aronoBok u momns 3aronoska TCP.
[Ipunoxenus, ucnons3ytoiue nporokona TCP.

5.1.3. O630p npotokona UDP. ®@yukiuu nporokona UDP. 3aronoBok u mosns 3aronoBka UDP.
IIpunosxenus, ncrons3yromue nporokona UDP.

5.1.4. Homepa mnoproB. HeckosbKO OTIENBHBIX CEaHCOB Iepenadyd JaHHbIX. llapel cokeTos.
I'pynnel HOMepoB nopToB. KoMaHa netstat.

5.1.5. 0O6men panueiMu 1o mpotokony TCP. Ilponecce TCP-cepsepa. YcraHoBieHue u
npekpaienue TCP-coequnenns. Ananus TpexcropoHHero ksurtuposanus TCP.

5.1.6. HagexxHocTh W ympaBiieHHE TIOTOKOM Iepenaud JaHHbIX. Hanexsnocts TCP -
rapaHTUpOBaHHAs W YIOpsAJIOYEHHas jaocTaBka. lloTeps naHHBIX W TMOBTOpHAas Nepeaya.
VYupasnenne notokoM TCP. Pazmep okHa u nmoarsep:kaeHus. MakcuMasbHbI pa3Mep CETMEHTa
(MSS). IlpenoTparieHune neperpys3ox.

5.1.7. O6men panHbiMH 1o mpoTokosny UDP. Huskue HakiagHble pacxobl WM HaJleKHOCTb.
Coopka aeiirarpamm UDP. ITpoueccst u 3anpocsl UDP-cepsepa. [Ipoueccer u 3ampocst UDP-
cepsepa.

5.2. YpoBeHb NPUJIOKEHHH.

5.2.1. YpoBeHb NPUIIOKEHUH, YpOBEHb MpEJICTAaBICHHs, CEAHCOBBIH ypoBeHb. I[IpOTOKOIBI
ypoBHst mpusioxkerunit TCP/IP.

5.2.2. Monenp «xnueHT-cepBep». OqHopanroseie cetd. OiHOpaHroBble npuiioxxkeHus. Hanbomee
pacnpocTpaHEHHbIE OJIHOPAHTOBbIE MPUIIOKEHUS.

5.2.3. IIpoTokonbl BeO-Tpaduka M 3SIEKTPOHHOW MOUTHL. [IpoTOKON mepenaud TrunepTEKcTa
(HTTP) u s3pix runeprexcroBoit pazmerku (HTML). Ilpotokonst HTTP u HTTPS. [Ipotokoiisl
anektporHoi moutsl (SMTP, POP, u IMAP).

5.2.4. CepBuchl [P-agpecarmmu. Cryx6a momenHbsix uMeH (DNS). ®opmat coobmennii DNS.
Hepapxuss DNS. Komanna nslookup. IlpoTokon nnHamuueckoil HacTpOHMKH CETEBOro Y3ia
(Dynamic Host Configuration Protocol, DHCP). Ilpunuun padorst DHCP.

5.2.5. CepBuchl coBMmecTHOro joctyna Kk (ainam. IIporokon mnepenaum aiinos (FTP).
[Tporoxon SMB.

Tema 6. IToctpoenne u odecneyeHue 6€30MACHOCTH HeGOIbIIONH ceTH



6.1. OcHoOBBI ceTeBOIi 6€30NMACHOCTH.

6.1.1. Tumne! yrpo3. Tumnsl ys3Bumocteld. Duszndeckas 3aura.

6.1.2. CereBbie ataku. Tunsl BpenonocHoro I10. Pa3BensiBarenbHble aTaku. ATakd JOCTYIIA.
ATaku THTIA «OTKa3 B obcimyxxkuBanum» (DoS-arakn).

6.1.3. YroyOnennsiii mogxon k 3ammre. CoxpaHeHHWE pe3epBHBIX Komuid. PesepBHOe
KOIUPOBaHUE, OOHOBJICHHE U YCTAHOBKA UCIIPAaBICHUN. AyTeHTH(HUKAIUS, aBTOPU3ALUSI U YUeT
(AAA). Mexcereble 9kpaHbl. Tunbl OpaniMay poB. be3omacHOCTh OKOHEYHBIX YCTPOMCTB.
6.1.4. OGecnieuenue Oe3omacHocTu ycTpoicTB. Cisco AutoSecure. I[laponum. Pacmmupennas
3amuTa napoiia. Aktupauus nojakitoueHus no SSH. OTkiIr04eHre HENCIoab3YEMBIX CITYKO.

6.2. Opranusamnusi He00JIbIIOH CeTH.

6.2.1. YcrpoiictBa B pamkax HeOonbpmioi ceru. Tomomoruu HeOONBIUX ceTeld. BriOop
YCTPOMCTB it ceTu HeOosbwmioro pasmepa. IP-agpecanuss B pamkax HEOONBIION CETH.
PesepBupoBanue B HeOOBIION ceTH. YTIpaBiIeHUE TPAPHKOM.

6.2.2. PacipocTpaHeHHble TpUIIOKEHUST B HeOousblIoi cetu. PacnpocTpaHeHHBbIE MPOTOKOJBI.
[TpunoxxeHus i epeiadu rojioca u BUIEO.

6.2.3. Paciiupenne  HeOomdbIoOi  ceTd. AHanMM3  NOPOTOKONOB.  Mcmonb3oBaHuWe — CETH
COTPYJIHUKAMHU.

6.2.4. [IpoBepka moakioueHuss ¢ nomomipio Ping. Pacmmpennas xomanpma ping. IlpoBepka
MOAKJIIOYEHUS C MOMOIIBI KoMaHAel Traceroute. Pacmmpennas komanna traceroute. ba3zoBbliit
YpOBEHbB CETH.

6.2.5. Komanner xocta u 10S. Hacrpoiika [P-kordurypanuu xocra noj ynpasieauem Windows.
Hactpoiika [P-xondurypauuu xocra non ymnpasieHuem Linux. Hactpoiika IP-xondurypanuu
xocta moxa ynpasiennemM macOS. Komanga arp. IloBTopHOe paccmoTpeHue Haumbosiee
pacnpoctpaneHHbIx koMaHa show. Komanga show cdp neighbors. Komanna show ip interface
brief. Komanna show version.

6.2.6. OcHOBHBIE TOAXOJbI K IMOUCKY U YCTPaHEHHIO Hemojaaok. YTo ciemyer caenaTh C
npoosiemoii. Komanna debug. Komanga terminal monitor.

6.2.7. Boripochl paboThl 1 HECOOTBETCTBUS HACTPOEK AyIuiekca Ha unTepdeiice. [Ipodbnemsr ¢ IP-
anpecamu Ha yctpoictBax [OS. IlpoGnemsr ¢ [P-agpecamu Ha OKOHEYHBIX YCTPOWCTBAX.
Henonanxu, cBsi3aHHBIE CO NUIIO30M IO yMoJg4aHMIO. [IOMCK M yCTpaHeHHE HENONAJOK,
cBs3aHHbIX ¢ DNS.

Tema 7. lIpunnunsl kommyTanuu, VLAN u mapmpyrusanusa mexay VLAN.

7.1. ba3zoBasi HACTPOIiKa YCTPOICTB

7.1.1. BBenenue. IlepBoHauanbHas HacTpoiika KomMmyTtaropa. IlocienoBarenbHOCTh 3arpys3kKu
kommyTtaropa. Komanga "boot system". CBeronnoaHble HHIMKATOPbl KOMMYTaTOpa.
Boccranosnenue mocie cucremMHoro c6os. [loctyn k ympaBieHHto KomMMmyTatopoM. IIpumep
KoH(urypauuu kommyraropa SVI.

7.1.2. Hactpoiika noptoB kommyTaropa. JlymiekcHas cBsi3b. HacTpoiika mopToB KomMMmyTaTropa
Ha (usndyeckoMm ypoBHe. DyHkuus Auto-MDIX. Komanasl mpoBepku kommyTtaTopa. [IpoBepka
KOH(Urypanuu nopra kommyraropa. Hemonaaku Ha ypoBHe ceTeBoro jpoctyna. Ommuoku BBoJa
U BeIBOJa UHTepdeiica. [louck u ycTpaHeHre Hemoaa 0K Ha YPOBHE CETEBOTO JIOCTYIIA.

7.1.3. Ynanenusiii 3amuiieHsslid goctyn. Ipunnun pabotsr Telnet. Ilpunmun paGorsr SSH.
Koudurypamus SSH. [Tposepka padotst SSH.

7.1.4. bazoBas koH(purypauus Mmapipytuzatopa. HacTpoilika OCHOBHBIX IapaMeTpoB
MapuipyTu3aropa. Tormojorus ¢ UCIONb30BaHWEM JIBOWHOTO cTeka. Hactpoiika mHTepdercoB
mapuipytuzaropa. aTepgeiicsl oopatHoit netiau [Pv4.

7.1.5. TlpoBepka cBSI3W MeXAYy MOJIKIIOYEHHBIMU HampsMyro ceTsiMu. KomaHabel mpoBepku
untepdeiica. IIpoBepka cocrostHus uHTepdeiica. [IpoBepka JOKalIbHBIX aJpecoB KaHalia M
MHOTOaapecHbIX anpecoB IPv6. IlpoBepka kondurypanun uatepdeiica. [IpoBepka mMapiipyToB
Mapuipytusaropa. OunsTpanus BHIXOJHBIX TaHHBIX KOMaHIbl show. OyHKIMS UCTOPUN KOMAaH].
7.2. IpuHOHMNBI KOMMYTAMH.



7.2.1. Tlepecwiika xaapoB. Kommyraumss B ceru. Tabmuma MAC-agpecoB KomMMmyTaTopa.
[Tony4yenne nnpopmanuu u nepecblika KommyratopoM. CriocoObl epecbUIKM Ha KOMMYTAaTOpE.
KommyTanus ¢ nmpomMexyTouHbiM xpaneHueM (store-and-forward). CkBo3nas kommytarust (Cut-
Through).

7.2.2. KommyranmuoHHble Ja0MeHBL. JloMeHbl Koum3wid. JlOMEHBI MIMPOKOBEHIATEIHLHOM
paccbulku. CHI)KEHHE NIEPErpy30K CETH.

7.3. Cern VLAN.

7.3.1. O630p BUPTYyaJdbHBIX JOKAIBHBIX ceTei. OmpenencHus BUPTYaJbHON JIOKAJIbHON CETH.
[IpeumymectBa BUpTyanbHbIX JIOKaNbHbIX ceTelt (VLAN). Tumbl BUPTYanbHBIX JTOKAJIbHBIX
CEeTEH.

7.3.2. BupTyanbHble JOKaJIbHbBIE CETU B CPEE C HECKOJIbKMMU KOMMyTaropamu. Orpenerenue
MaructpanbHbix kaHaioB VLAN. Cerp 6e3 VLAN. Cerp ¢ VLAN. Upentudukanus cetu
VLAN c nomomipio meTok. VLAN ¢ HeTernpoBaHHBIM TPa(QpHUKOM U TETUPOBAHUE IO MPOTOKOITY
802.1Q. Teruposanue ronocooid VLAN. UccnenoBanue Meto0B peanusanuu cetu VLAN.
7.3.3. Hactpoiika VLAN. Jlnanazonst VLAN Ha xommytaropax Catalyst. Komanasl co3manus
VLAN. Komannpl HazHauenusi noptoB VLAN. VLAN mig nepenauu JaHHBIX M Tojoca.
[TpoBepka mrpopmanuu o cersix VLAN. M3menenwe npuHamiexHoctH noprta ceth VLAN.
Vnanenne VLAN.

7.3.4. Tpanku BUpTyalbHBIX ceTeid. KoMaHapl KOHQUTYpalluu MarucTpajabHOTO KaHala (TPaHKa).
[Tpumep KoH(pUrypauuum MarucTpajabHOro kasana. [IpoBepka KOHGUIypaluu TpPaHKOBOI'O
kaHaja. COpoc TpaHKa B COCTOSIHUE IO YMOJTYAHHUIO.

7.3.5. Junamuueckuit nporokon Ttpankunra (DTP). 3nakomctBo ¢ DTP. CornacoBannbie
pexumbl uHTepQeiica. PesynpraTsl HacTpoiiku DTP. IIposepka pexxuma nporokosia DTP.

Tema 8. U30bITOYHOCTH CETEH.

8.1. MapmpyTusauus me:xay cetasmu VLAN

8.1.1. IlpuHIMNIbl MapUIpyTU3aLUUd MEXAY BHUPTyaJlbHBIMU JIOKAJbHBIMU ceTsMH. UTO Takoe
Mapupyruzanus mexxay VLAN? Vcerapepime MeToibl MapipyTiu3anuu Mexay cetsmu VLAN.
Mapmpytusaius Mexay cetsmua VLAN ¢ ucmonmbp3oBanumeM Meroga Router-on-a-Stick.
Mapuipyruzanus Mexay VLAN Ha kommyTarope ypoBHS 3.

8.1.2. Mapupyruzanus Mexay cersmu VLAN ¢ ucnosnp3oBanueMm metona Router-on-a-Stick.
Koundurypamuss ROS (Router-on-a-stick). Cetu VLAN u koHUTypaluu MaructpaibHBIX
kaHanoB. Kondurypauus noguarepdeiica. [Iposepka mapmpyruzamun Mexay cetssMu VLAN c
UCIIONIb30BaHueM MeToa Router-on-a-Stick.

8.1.3. Mapupytu3anuus MeXJIy BUPTYaIbHbIMU JIOKAJbHBIMH CETSMHU C MOMOIIBIO YCTPOWCTB
KOMMYyTaluu ypoBHs 3. Mapupytuzamus Mexnay cersmu VLAN 3-ro ypoBus. Cuenapuit
nepexiroueHuss ypoBHs 3. Hacrtpoiika kommyratopa ypoBHs 3. IIpoBepka mapmipyTusanuu
mexny VLAN kommyraropoM ypoBHS 3. MapumpyTusanus Ha KOMMYTaTope YpOBHS 3.
Cuenapuii mMapuipyTuszaluu Ha KommyTtarope ypoBHA 3. Kondurypauus mapumpyTrusanuu Ha
KOMMYTaTope ypoBHS 3.

8.1.4. Ilouck u ycTpaHeHue Hemojiagok Mapuipytuszauuu mMexay VLAN. O6uie npoGneMsl ¢
mapmpytuzanueit mexxay VLAN. OtcyrcrByromume cetu VLAN. [IpobGieMbr MaructpaibHOTO
nopta kommytaropa. Hemonaaku B pabore mopra kommyraTopa. Hemomagku B HacTpoikax
MapLIpyTU3aTopa.

8.2. llpunuunst STP

8.2.1. Ha3znauenme mpotokona STP. PesepBupoBaHne B KOMMYTHPYEMBIX CETSX YPOBHS 2.
[Tpotokon STP. Ilepectpoiika STP. IlpoGiaembl ¢ HM30BITOUHBIMH KaHaJaMM KOMMYTATOpa.
[TeTyn 2-ro ypoBHs. [1IupokoBenareabHbIA MTOPM. AJITOPHTM CBS3YIOIIETO JepeBa.

8.2.2. INpunuunst padotel STP. Illaru k Oe3 metensHON TOmoNOrMKM. BbIOOp KOpHEBOrO MOCTA.
Bnusuaue BID no ymomuanuio. OmnpeneneHre CTOMMOCTH KOPHEBOro MyTH. BbIOOp KOpHEBBIX
nopToB. BrIOOp Ha3Ha4eHHBIX MOPTOB. BBIOOP anbTepHATUBHBIX (3a0JIOKMPOBAHHBIX) MOPTOB.
Br160p kopHEBOTo mopTa U3 HECKOJIBKUX MyTel paBHOM croumoctu. Taitmepst STP u cocrostHus



NOPTOB. OJKCIUIyaTallMOHHBIE JlaHHbIE KaXJIoro coctosHus mnopta. IIporoxon PerVLAN
Spanning Tree Protocol.

8.2.3. Dpomrorust STP. Paznuunsie Bepcun STP. Ilpunuuner STP. RSTP coctosiHust 1 ponu
noptoB. PortFast u BPDU Guard. Ansrepnatussr STP.

8.3. EtherChannel

8.3.1. Ilpunmmmer pabotrel  EtherChannel. ArperupoBanme kanamoB. EtherChannel.
[Tpeumymecta EtherChannel. Orpannuenns ucnonb3oBanusi. [IpoTOKOIBI aBTOCOTIACOBAHMSL.
Oynkiuu PAgP. Tlpumep Hactpoek pexuma PAgP. ®@ynkuumu LACP. Ilpumep HacTpoek
pexuma LACP.

8.3.2. Hacrpoiika EtherChannel. Muctpykiuu o Hactpoiike. [Ipumep konpurypanun LACP.
8.3.3. Ilouck u ycrpanenue npobiem B padore EtherChannel. ITposepka EtherChannel. O6mtue
npobaembl ¢ koHburyparnusamu EtherChannel. [Ipumep moucka u ycTpaHeHHs HEUCTTPABHOCTEH B
pabote EtherChannel.

Tema 9. JlocTynHbIe U HAJIe:KHbIE CETH

9.1. DHCPV4.

9.1.1. Ceprepnl u ximentsl DHCPv4. Tlpunmuner padoret DHCPv4. laru nis momydeHus
apenpl. Lllaru, 40061 BO30OHOBHUTH apeHY.

9.1.2. Hactpoiika cepsepa DHCPv4 B Cisco IOS. JleiictBus no Hactpoiike cepepa DHCPv4
Cisco 10S. IIpumep xkondurypammuu. Komanaer nmpoepkn DHCPv4 cepsepa. Kak mposepurs,
yro DHCPv4 pa6otaer? Otkmouenue cepepa DHCPv4 Cisco 10S. DHCPv4-perpancnsnus.
Perpancnsanusa Ipyrux cepBHCOB.

9.1.3. Mapmpytuzatop Cisco kak kiueHT DHCPv4. Ilpumep koudurypauuu. JlomaniHwuii
Mapupyruzarop kak kiueHT DHCPv4.

9.2. SLAAC u DHCPv6.

9.2.1. Kondurypanus y3na IPv6. IPv6 JlokanbHblii anpec xananma xocra. Haznauenme GUA
IPV6. Tpu ¢nara coobmienuii RA.

9.2.2. O630p SLAAC. Bxmouenne SLAAC. Tonpko metoq SLAAC. Coobmenust RS ICMPv6.
Xoct mporecc Ans cozgaHus uaeHtuukatopa untepgeiica. ObHapyxeHne nyOaupyrommxcs
anpecos (DAD).

9.2.3. lllaru pa6otst DHCPv6. DHCPv6 Ge3 coxpaHeHusi cocTosiHMs. BkiroueHue mpoTokosia
DHCPv6 6e3 coxpanenusi coctosHusi Ha uHtepdeiice. Pabora DHCPv6 ¢ orcnexuBanuem
cocrosHus. Bximrouenne DHCPv6 ¢ moanepxkoii coctosiHus Ha uHTepdeiice.

9.2.4. Poomm mapmpyruszaropa DHCPv6. Hacrpoiika maprmpyruzatopa B kadectBe DHCPv6-
cepBepa 0e3 oTcnexxuBaHus coctosiHMs. Hacrtpoiika mapmpyrtusaropa B kadectBe DHCPv6-
KJIIMEHTa 0€3 OTCIIeKMBaHMS cOCTOsHUA. HacTpolika mapmipyTuh3aTopa B KauecTBE cepBepa
DHCPv6 ¢ orcnexuBanueM coctosHusi. Kondurypauus kmmenra DHCPv6 ¢ coxpanenuem
cocrosiHus. Komannel nposepku DHCPv6 cepBepa. Hactpoiika mapuipyrusaTopa B KauecTBe
arenra perpanciasinun DHCPv6. IIposepka arenra perpancisiunn DHCPv6.

9.3. llpunuunsl padorsl FHRP.

9.3.1. IIpotokon pe3epBupoBanus mnepsoro mnepexona (FHRP). Orpannuenus mumoza mo
ymosyaHuio. PesepBupoBanue MapmpyTu3aTopoB. JleMCTBUS IpHU INEPEKIIOYEHHH B Clydae
oTKa3a mapupyruszaropa. Bapuanter FHRP.

9.3.2. O6mme cBenenus o nporokoie HSRP. [Ipuoputer u nmpuopurerHoe BeiTecHenue HSRP.
Cocrosanus u taiimepsl HSRP.

Tema 10. Be3onacHocTh Ha ypoBHe 2 u 0e3onmacHocTh WLAN

10.1. IpuHumMnbI o6ecnieyeHus: 6€30MACHOCTH CeTH.

10.1.1. Be3omacHOCTh OKOHEYHBIX YCTpOHCTB. CeTeBbIe aTaKW CETrOMHs. Y CTPOWCTBA CETEBOM
0€30MacHOCTH. 3alluTa OKOHEYHBIX YCTPOMCTB. YcTpoiicTBo Cisco JUIsl 3allMThI 3JIEKTPOHHOM
mouThl. Y CTpoicTBO [uis 3anmThl BeO-Tpaduka Cisco Web Security Appliance.

10.1.2. Kontponb noctyna. AyTeHTU(UKALUSA C JIOKaJIbHBIM maposieM. KommoHeHTel AAA.
Aytentuduxanus. Apropuzanus. Yuert. 802.1X.



10.1.3. Yrpo3sl Ge3omacHOCTH Ha ypoBHE 2. Ysa3BUMOCTH Ha ypoBHe 2. Kareropum atak Ha
KOMMYTaTOphl. TeXHOIOrMM HEUTpanu3auy aTak Ha KOMMYTALHIO.

10.1.4. Araka Ha tabmuiry MAC-aapecoB. O630p paboThl KOMMyTaTOpa. ATaka MepernoITHEeHHEM
Ha Tabymmiy MAC-anpecos. [IpotuBoseiictBue arakam Ha Tabmuibl CAM.

10.1.5. Araku Ha nokanpHyto cetb. VLAN u DHCP-ataku. Ataka VLAN Hopping. Artaka c
nBoiiHbIM TerupoBanueM (Double-Tagging) VLAN. Coob6mennss DHCP. Ataku, cBsi3aHHBIE C
DHCP. ARP-araku, STP-araku u CDP-3onaupoBanue. ARP araku. Ataka ¢ moaMeHO# ajpeca.
Artaka STP. PassenpiBaTennpuas ataka CDP.

10.2. HacTpoiika napaMeTpoB 0e30NaCHOCTH KOMMYTAaTOpa.

10.2.1. Obecnieuenne 0€30MaCHOCTH IMOPTOB. 3alUTa HEUCIIOJIB3yEeMbIX TOPTOB. HelTpanu3anus
atak Tabmmubl MAC-aapecoB. Brimodenue 3ammtsl noptoB. Orpanndenue u uzydeane MAC-
azipecoB. YcrapeBaHue 0€30MacHOCTH nopTa. Pesxumbl HapyeHus 6e3onacHocTu nopra. [lopt B
cocrossHuu  erfor-disabled. IlpoBepka ¢yHkmum ©Oe3omacHOCTH MOPTOB. Peanm3arus
0€30I1aCHOCTH IOpTAa.

10.2.2. OtpaxeHue arak Ha BUpPTyaldbHBIC JOKalbHbIe ceTu. O030p atak VLAN. Illaru, yToOsr
HerTpanu3oBath aTaku VLAN Hopping.

10.2.3. Otpaxenue atak uyepe3 DHCP. O630p ataxk DHCP. OrcnexxuBanue DHCP-cooOmiennid.
[Haru no peanuzauu DHCP Snooping. [Tpumep nactpoitku DHCP Snooping.

10.2.4. Orpaxenne atak uepe3 ARP. Jlunamuyecknii ananmu3z ARP. PykoBoacTBo mo BHEnpeHMIO
DAL IIpumep koudurypamuu DAL

10.2.5. Otpaxenue artak uepe3 STP. PortFast u BPDU Guard. Hactpoiika PortFast. Hactpoiika
BPDU Guard.

10.3. OcHoBHbIe monsitust WLAN.

10.3.1. BBenenue B TeXHOJOTUM OecnpoBOAHON cBsi3u. [IpeumyiecTBa O6eClIpOBOAHON CBS3H.
Tunsl OecripoBoanbIx ceTeil. becnpoBoanbie TexHonoruu. Crangaptel 802.11. PagnodacToTst.
Opranu3anuu o CTaHgapTU3aluU OECIIPOBOIHBIX CETEH.

10.3.2. Cocrapnstommue WLAN. BecripoBoiHbie ceTeBbie agantepsl. JloMamHuii 6ecripoBOaHOM
Mmapuipytusatop. becipoBogusie Touku nocrymna. Kareropuun AP. AHTeHHBI 17151 G€CIIPOBOIHBIX
YCTPOMCTB.

10.3.3. IIpuHuuns! paboTel 6€CIPOBOAHOM JTOKAIBbHON ceTH. PeXXUMBI TOMONOruu OeCpoOBOJHOM
cetu 802.11. BSS u ESS. Crpykrypa xampa 802.11. CSMA/CA. Accomnuarus 6ecipoBOIHBIX
KJIMEHTOB U TOYEK JlocTymna. [[acCuBHBIN M aKTUBHBINA PeXUM OOHAPY>KEHUS.

10.3.4. Beenenme B CAPWAP. Paznenennas MAC-apxutektypa. IludpoBanme DTLS.
FlexConnect AP.

10.3.5. VYmnpaBinenune kaHamamu. Haceimenne dacToTHOro KaHanma. Bpibop kanama.
[TnanupoBaHue pa3BepThIBaHUSA OECIIPOBOJHOM CETH.

10.3.6. Yrpo3sl s OecrpOBOIHBIX JIOKAIBHBIX ceTeil. O030p OezomacHOCTH OECTpOBOAHOM
ceTH. ATaky THIa «0TKa3 B o0ciyxuBanum» (D0oS-ataku). BpenoHOCHbBIE TOUKH TOCTyMa. ATaka
C TIepeXBaTOM.

10.3.7. be3onacHocTh 6ecripoBOAHBIX JoKaIbHBIX ceTeil. CokpriTue SSID u ¢punprpanus MAC-
aapecoB. 802.11 OpuruHanbHble METOABl ayTeHTU(UKAMK. MeToapl ayTeHTHUPUKAUU
COIJIACOBAHHOTO KJtoYa. AyTeHTH(HKAIMS JOMAIIHEro Mojb3oBareis. MeToasl muppoBaHUsL.
AyTteHTuduKaus Ha KoprnopaTuBHOM ypoBHe. WPA3.

10.4. HacTpoiika GeclipoBOIHBIX CeTel.

10.4.1. becnpoBognoii Mapmpytuzarop. Bxon Ha OecripoBomHOW MapmpyTtuzaTop. ba3oBas
HacTpoiika ceTd. bazoBas HacTpolika OecripoBoHO# ceTn. HacTpoiika GecipoBOHON siuencTon
cetu. NAT mnsa IPv4. MapantupoBanHoe kauecTBO oOcmykuBaHus. [lepeHanpasiieHne mopTos.
10.4.2. Kondurypauus bazoBoro WLAN c koHTposuiepoM OecnpoBogHON ceTH. Tomomorus
WLC. [IpocmoTp Beelt nHpopMaIiu o Toukax AocTtymna. Pacmmpennsie HacTpoiiku. Hactpoiika
WLAN.

10.4.3. Koudurypauus WPA2 Enterprise WLAN ¢ konTpoiepom OecripoBoHO# ceTtr. SNMP
u RADIUS. Hacrpoiika unpopmanuu o cepsepe SNMP. Hactpoiika nnpopmanuu o cepepe



RADIUS. Hactpoiika VLAN st HoBoit WLAN. Tononorus ¢ anpecarnueit VLAN. Hacrpoiika
HoBoro untepderica. Hactpoiika o6imactu DHCP. Konduryparmus WPA2 Enterprise WLAN.
10.4.4. CriocoObl TIOWICKA U YCTPAHCHHs HEIOJIAJIOK ¢ OSCIPOBOIHBIME CeTsIMU. HEeBO3MOXKHO
MOJIKJIIOUUTH OecrpoBogHONM KiIHMEHT. [lowck u ycTpaHeHHe HEMONAJoK B clydyae MeEIJIEHHOM
pabotel cetr. OOHOBIEHNE MUKPOIIPOIPAMMHOI0 00€CICUeHUSI.

Tema 11. Konuenuusi MAapmIpyTu3anuu U KOHGUrypamus

11.1. IlpyHIMNBI MAPIIPYTH3ALMH.

11.1.1. Onpenenenune mnyrtu. JIBe ¢ynknun wMapmpyrtusaropa. [lpumep  dyHKIMIA
Mapiipytusaropa. Jlydmuii myte - marounmii camoe AnUMHHOE coBmaaeHue. [Ipumep nambonee
JUTMHHOTO COOTBETCTBUsA aapeca [Pv4. [Ipumep Hanbosee JIMHHOTO COOTBETCTBHS anapeca [Pvo.
[TocTpoenne TabaMIIBI MAPIIPYTU3ALIHH.

11.1.2. TIpouecc npuHATHS pelIeHUs 0 nepeaapecanuu nakeroB. CKBO3Has EpechlUIKa MaKeTOB.
MexaHu3MBbl IEPECHUIKHU TAKETOB.

11.1.3. Tab6muma IP-mapmpyruzamuu. HWcrounuk  wmapmpyta. [lpuHmmmser  Tabmuibt
MapupyTu3auuu. 3anucu  TaOiaumbsl Mapmpyrusauuu. Hamnpsmyro NOAKIOYEHHBIE CETH.
Cratuyeckue wmapuipytsl. CraTudeckue Mapumipytel B Tabnuue [P-mapupyruzanuu.
JluHamuueckue NPOTOKOJIBI MapuipyTu3auuu. JluHamuueckue wmapupyTsl B Tabnuue [P-
Mapuipytuzanui. Mapuipyt no ymonvaHuto. CTpykrypa Tabmuinsl Mapupyrtusauuu [Pv4.
CrpykTypa Tabmuisl MapmpyTtusanui [Pve. ATMHUHHCTPaTUBHOE pacCTOSTHHE.

11.1.4. Craruyeckast ¥ IMHAMHYECKasi MapLIpyTU3aLUs. DBOJIOLUSA IPOTOKOJIOB JUHAMUYECKOM
Mapupytuzauuu. [IpuHIUOB AMHAMUYECKHMX MPOTOKOJIOB MapuipyTuauuu. ONTUManbHbII
nyTb. Pacnipenenenue Harpy3Ku.

11.2. Craruyeckas IP-mapmpyTu3zamus.

11.2.1. Tunel cratudyeckux mapupytoB. I[lapamerpsl cneayromiero mnepexona. Komanpaa
cratuueckoro mapupyra IPv4. Komanna crarnueckoro mapuipyra [Pv6. Tononorus nsoitHoro
creka. [Pv4 Havanbuble Tabmunel wmapmpytuzanuu. [Pv6  HauanpHble  TaOuuibl
MapLIpyTHU3aLUU.

11.2.2. Craruueckuit mapupyT IPv4 ¢ ucnonb3oBanuem cieayromero nepexonaa. CraTudeckuii
mapuipyt [Pv6 ¢ ucnonb3oBanueM crienytomiero nepexona. Cratuueckuil mapupyrt IPv4 c
npsiMbIM noAkIroYeHneM. Ctatnueckuid Mmapuipyt IPv6 ¢ npsMeiv noakimtouenuem. ITomHocTsro
onpezaeneHHelii [Pv4 cratmueckuit mapuipyt. IlomHocTeio ompeznenenHslii [Pv6 cratmueckuit
MapupyT. [IpoBepka craTuyeckoro Mapupyra.

11.2.3. Cratuueckuii MapmpyT mo ymojiuaHuio. HacTpoiika craTHueckoro mapmpyra o
ymomn4anuio. [IpoBepka cTaTiueckoro Mapupyra o yMOJIYaHUIO.

11.2.4. ITnaBaromnue craTUIecKre MapiIpyTel. HacTpoiika mraBaroux CTaTHYECKUX MapIIpyTOB
IPv4 u IPv6. ITpoBepka miaBaromero cTaTH4eCcKoro MapupyTa.

11.2.5. Hacrpoiika CTaTHYECKMX MAapHIPyTOB XOCTOB. ABTOMAaTHYECKH YCTaHABIHBACMbIC
JIOKaJIbHbIE MapHIpyThl XOCTOB. (CraTtmueckuil y3iaoBod MmapwmpyT. HacTpolika craTmdeckux
MapumpyToB XxocToB. lIpoBepka craTMdyeckmx MapuipyToB XOcCTOB. HacTpolika cTaTH4eckoro
IPv6-MapuipyTa y3ma ¢ momMouibio JJokaabHOro ajapeca kaHana (LLA) cienyromiero nepexoaa.
11.3. Tlouck M ycTpaHeHHE HEMOJA[AOK, CBA3AHHBIX CO CTATHYECKHMMH MApIIPyTaMU H
MapHIPYTAMU 110 YMOJTYAHHUIO.

11.3.1. O6paboTKa MAKETOB C MCIIOIH30BAaHUEM CTATHICCKHX MapIIPYTOB.

11.3.2. Tlouck u ycrtpaHeHue mpoOieM c KOHHUrypamue crarndeckux mapupyroB IPv4 u
MapuipytoB [Pv4 no ymomuanuto. M3meHeHnus B cetu. YacTo HCHosb3yeMble KOMaHIbI IS
MOWCKA M YCTPAHEHUS HETIOJIAJ0K. Y CTpaHeHUe PoOIeM COeTUHEHNUS.

5. O0pa3oBaTe/ibHbIe TEXHOJOTHH, B TOM YHCJI€ TEXHOJOTHMU IJIEKTPOHHOr0 O0y4YeHHs u
AUCTAHUMOHHBIC 00pa3oBaTe/ibHble TEXHOJOIHM, HCIIOJIb3yeMble MNPH OCYIIeCTBJIEHHH
00pa30BaTeIbHOI0 MPOIEcca Mo TUCHUTIINHE



B niporiecce 00yueHust UCMIOMB3YIOTCS CIIEAYOMNe 00pa3oBaTebHbIC TEXHOIOTHH:

AxkageMuueckasi JEKIHUA € 3JIEMEHTAMH JeKIUn-0eceabl — I0CaeI0BaTEIbHOE
U3JI0KEHUE MaTepuaia, OCylUIECTBIsIEMOE MPEUMYIIIECTBEHHO B BUJIE€ MOHOJIOTA IIPETO/1aBaTEIIsI.
DJIEMEHTHI JICKIUHU-0ecelbl 00ECIEeYMBAIOT KOHTAKT IMperojaBaTeNsi C ayaAuTOPHEH, dTO
MO3BOJIICT TIPUBIIEKATh BHUMAHUE CTYIEHTOB K HaWOoJiee BAXKHBIM TeMaM JIUCHUILINHBI,
aKTHBHO BOBJIEKaTh HMX B YYE€OHBIH MPOIECC, KOHTPOJIUPOBATH TEMIT HM3JIOKECHHS Y4eOHOTO
MaTrepuaia B 3aBUCUMOCTU OT YPOBHS €r0 BOCIIPHUSTHUSA.

IIpakTHYecKkoe 3aHSITHE — 3aHATHE, MOCBAIICHHOE OCBOCHHUIO KOHKPETHBIX YMEHUU M
HABBIKOB I10 3aKPETUICHUIO TIOJYYCHHBIX Ha JICKIIUU 3HAHUM.

KoncyabTauuum — BUJ y4eOHBIX 3aHSATHH, SBISIONIMICA OAHOM W3 (GOPM KOHTPOJIA
CaMOCTOSITENILHOM  paboThl  CTyACHTOB. Ha KOHCynmpTamusx MO MPOCKOE CTYIEHTOB
paccMaTpUBalOTCs HauOoOJIEe CIIOKHBIE MOMEHTHI TPH OCBOCHUM Marepuajga JUCIUTLIUHBI,
MpernoiaBarelib OTBEYAaEeT Ha BOMPOCHI CTYJEHTOB, KOTOPbIE€ BO3HUKAIOT Y HUX B IIpoliecce
CaMOCTOSITEIIBHOU PaOOTHI.

JlaGopaTopnas pabdora — opranuzanus yueOHOM pabOThI C peaTbHBIMU MaTePHAIHLHBIMU
1 WHPOPMAIMOHHBIMA OOBEKTaMH, IKCIIEpUMEHTaJIbHass paboTa ¢ aHAJOTOBBIMH MOJCIISIMHU
pEATBbHBIX 0OBEKTOB.

6. [lepeyeHb JHIIEH3HOHHOT0 W (WJIH) CBOOOIHO PACNPOCTPAHEMOr0 IMPOrPAMMHOIO
ol0ecrieyeHusi, MCNOJb3yeMOr0 IMPH OCYLIECTBJIEHUM O00pPa30BATEJBLHOIO Ipolecca 0
AUCHUILINHE

B mpomecce ocymecTBieHus  00pa3oBaTENFHOrO — Mpolecca IO  AMCHUILIHHE
UCTIONB3YIOTCS:

st GOpMHUPOBAHUS MAaTEPUANIOB Ul TEKYILETO KOHTPOJISL YCIIEBAEMOCTH U ITPOBEICHHS
POMEKYTOYHOU aTTeCTalNH, 17151 POPMUPOBAHUS METOJUIECKUX MAaTEPUAIIOB 110 TUCIUILTIHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (noctymnen 6ecruiatHo st yuacTHukoB [Iporpammbr CereBoit

Axanemun Cisco);

- Cisco SDM (noctynen 6ecruiatHo Juist yuacTHHKOB IIporpammel CereBoil AkagemMuu

Cisco);

- Cisco Network Assistant (joctynen 6ecratHo /i ydacTHHKOB IIporpammelr CeteBoit

Axanemuu Cisco);

- Cisco Configuration Professional (noctynen 6ecriatHo Juist ydacTHUKOB [Iporpammsl

CereBoit Akagemuu Cisco);

- Google Chrome (freeware).

7. IlepeyeHb COBpPeMEHHBIX MNPO(ecCHOHAIBHBIX 0a3 JAaHHBIX W HMH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX IPH OCYHIECTBJIEHHH 00Pa30BaTEJIbHOIO MpoLecca mno
AUCHHIINHE (MPU HEO0OX0IMMOCTH)

B mpomecce ocymecTtBieHus 00pa30BaTENFHOTO — Tporecca IO JUCIUTUTHHE
UCTIOJIBb3YIOTCS:

- ABTOMaTH3upoBaHHas 6ubanoTedHo-uHpopMarmonnas cucrema «bYKM-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DneKTpoHHO-0nbaHoTeuHas cuctema «fOpaitt» https://urait.ru

- DnekTpoHHO-0ubaoTeuHas cuctema «Koncynbrant CTyaeHTa

https://www.studentlibrary.ru/

- DnekTpoHHO-0MOMMoTeuHas cucrema «Jlanby http://e.lanbook.com/



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://urait.ru/
https://www.studentlibrary.ru/
http://e.lanbook.com/

8. IlepeyeHb OCHOBHOI ¥  [ONOJHHUTEJbHOH Yy4yeOHOW JMTepaTypbl, pecypcoB
HHPOPMALMOHHO-TEJIEKOMMYHUKAUNOHHOH ceTn «UHTepHeT» (IIPU HEOOXOAMMOCTH),
PeKOMEeHIyeMbIX /1JIs1 0CBOEHHS 1M CHUIIITHHbI

a) OCHOBHAsI JIUTEpPaTypa
1. Omudep B. I'. KomnbproTepHble ceTH: MPUHIUIBI, TEXHOJOTHUHU, MPOTOKOJBL.: y4eO.
nocobue ams By3oB. / B. I'. Omudep, H. A. Onudep; M-Bo obpazoBanus u Hayku PD - 3-
e uzg. - CII6.: ITutep, 2009. - 957 c.
2. Yuebno-metoauueckoe mocobue B LMS NetAcad. Pexxum gocryma: cBOOOAHBIN ISt
yuacTHuKOB [Iporpammer CereBoit Akagemun Cisco (https://www.netacad.com/)

0) 1OMOJIHUTE/IbHAS JIUTepaTypa
1. Omudep B. I'., Omudep H. A. OcHoBHI cereil mepenaun AaHHBIX. - MockBa: HOY
"UHTYUT", 2016. https://www.studentlibrary.ru/ru/doc/intuit_225-SCN0000/000.html
2. TlpockypsikoB, A. B. Komnbtorepubie cetu. OCHOBBI MOCTPOCHHS KOMITBIOTEPHBIX
ceTell M TeJIeKOMMYHHKaIMii : yueObHnoe mocobue / IIpockypskos A. B. - PoctoB u//] :
H3n-Bo IODY, 2018. - 201 c. - ISBN 978-5-9275-2792-2. - Tekcrt : anekTpoHubi // IbC
"KoncymnpTant crynenra" : [caiT]. - URL
https://www.studentlibrary.ru/book/ ISBN9785927527922 html
3. 3amsaruna, O. M.  BblUHCIUTENBHBIE CHCTEMBI, CETH M TEJICKOMMYHUKAIIUU.
MonenupoBanue cereii : yueOnoe nocodue st By3os / O. M. 3amsatuna. — Mockasa :
NznarensctBo HOpaiit, 2023. — 167 ¢. — (Beicmee obpa3osanue). — ISBN 978-5-534-
16305-6. — Tekcr : snexTponHsblii // OOpa3oBarenbHas minatdopma FOpaiT [caliT]. —
URL.: https://urait.ru/bcode/530772

B) pecypcbl cetu «AHTEepHET»
1. http://netacad.com
2. http://cisco.com
3. http://learningnetwork.cisco.com/

9. MatepunajibHO-TeXHHYecKasi 6a3a, HeoOXoAUMAs 1JIsl OCylLIeCTBJIeHUsI 00pa30BaTeIbHOI0
npouecca no AMCUUILINHE

MarepuanbHo-TeXHUYECKas 0aza, HeoOXoauMast JJIs OCYIIECTBICHUS] 00pa30BaTEIHLHOTO
npoiiecca 1o AUCIUILIMHE BKII0YAeT B CBOM COCTAB CHEIMAIbHbIE TOMEIEHUS:

- yueOHbIe ayTUTOPHH ISl TIPOBENICHSI 3aHATHH JIEKITMOHHOTO THIIA;

- yueOHble ayTUTOPHUHU ISl IPOBeIeHHs TabOpaTOPHBIX padoT;

- yueOHbIE ayIUTOPUH AJIs1 IPOBEJCHUS MPAKTUYECKUX 3aHITUN (CEMHUHAPOB);

- yueOHble ayTUTOPUHU ISl IPOBEICHHSI IPYNIIOBBIX U MHAWBUIYAIbHBIX KOHCYJIbTAIUH;

-KOMIIBIOTEPHBIN Kilace, obopymoBanHbiii [I9BM kiacca He Hike Intel i5-7400 , 8gb

RAM, 1Th HDD c ycraHOBJIE€HHBIM HporpaMMHbIM obecriedeHreM: Windows 7/8/10,

Linux, Packet Tracer 8.0 (u noBee), Cisco SDM, Cisco Network Assistant, Cisco

Configuration Professional. 13 pacuera ogna [I9BM Ha ofHOTO yenoBeka.

- yueOHbIe ayIUTOPHH JUIA TPOBEACHUS TEKYIIEro KOHTPOJS H IPOMEKYTOUHOM

aTTecTalllu;

- OMEUICHHUS JJIsl CAMOCTOSITEITEHON paOOTHI;

- IOMEUICHUsT IS XpaHeHHs U TNPO(UIAKTUYECKOTO OOCITYKUBaHUS TEXHUYECKUX

CPEICTB O0yUYeHUsl.

[TomernieHust A CaMOCTOSITENTLHOM pabOThl O0YYAIOIIUXCS OCHAIIEHBI KOMIBIOTEPHOM
TEXHUKOH C BO3MOXXHOCTBIO TIOAKIIIOYCHHS K ceTh «VIHTepHeT» M oOecleueHHueM JOCTyma K
AIIEKTPOHHOM HMH(pOopMaIoHHO-00pa3oBaTensHOU cpese SAplY.

ABTOp:


https://www.netacad.com/
https://www.studentlibrary.ru/ru/doc/intuit_225-SCN0000/000.html
https://www.studentlibrary.ru/book/ISBN9785927527922.html
https://urait.ru/bcode/530772

AccucrteHt kadeapsl HeTUHEHHON TUHAMUKA O.E. buzun



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI

((KOMIII)IOTeprIe ceTnm»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH

Hu I[pOMe)KyTO‘lHOﬁ aTreCTaluu CTYI€HTOB

o AUCHUILINHE

1. TunosBble KOHTPOJIbHBIC 3aI1aHUA U HHbIC MaTepHUaJibl,

HCII0JIB3YEMBIEC B IIPOLECCE TEKYIIEIN0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3axannii 11 CAMOCTOSITEIbHON NPAKTHYECKOH padoThI
(3aoanus pasmewaromes 6 DVK «Komnvromepnole cemuy ¢ LMS Moodle u evinoansiomes 6
npoepamme smyaayuu cemu « Cisco Packet Tracer (Oocmynen 6ecniamuo 05l y4aCmHUKO8

Ipocpammor Cemesoii Axaoemuu Cisco)» )

Bo epems svinonnenus pabomer cmyoenm modrcem udemn C80u Npocpecc 8 NPOYEeHMHOM
coomnowenuu. bonvwuncmseo pabom conpogosicoaromes memooudeckumMu Mamepuaiami.

Lenu:

Tema: PazpaboTka u peanuzanus cxembl aapecanuu VLSM

(nposepxa cpopmuposannocmu OIIK-15, unouxamop HJ/[-OI1K-15.2,

unouxamop MJ[-OIIK-15.3 6 yacmu npakmuuecko2o npumeHeHus yMeHus npoeKmuposams u
VCMAaHABIUBAMb OOMAUHION CEMb UTU CeMb MAN020 NPEONnPUsMuUs, 61A0eHUsL HABbIKAMU
co30anusl noocemeti U HACMPOUKU 0OMeHA OAHHbIMUL)

- Pazpabotka cxemsbl [P-agpecaniuu VLSM ¢ yuetom TpeOoBaHUi.
- HacTpoiika agpecanyy Ha ceTeBbIX YCTPONUCTBAX U y3Jax.
- IIpoBepka IP-nnogkiroueHus.

- Ilouck n YCTPAHCHUC HCTIOJIAJOK IMOAKITFOUCHU A

Tabnuua agpecauuu

YerposicTeo

Wutepdeic

IP-appec

Macka nogcetn

nto3 no
YMOHaH U

GO

Gon

S0/0/0

G0/0

G0

S0/0/0

VLAN 1

VLAN 1

VLAN 1

VLAN 1

NIC

NIC

NIC

MNIC

Lenu

B aTos nabopaTopun Ewl paspaboraeTe cxemy agpecaumu VLSM c yueTom ceTesoro agpeca v TpeGosanmii «

yany. Bul ByaeTe HacTpausaTe agpecauny Ha MaplIpyTU3aTopax, KOMMYTaTopax W yanax ceTu.

« PazpaboTka cxemel IP-agpecauun VLSM ¢ yuetom TpebosaHnii.

e HacTpoiika agpecauiy Ha CETeBkIX YCTRONCTRAX M yanax

+Mpoeepka IP-nogkniousHA

+  TMowck n ycTpaHeHne HeMonaaoK NoAKIKYEHHA

19 Hosts
14 Hosts

g— 2 : 192.168.203.0124 r 5 o
[y - P13 P5-115-12
PD-2-23 =
Schools
Police i _g
O -
FD-1

| Ps-101 PS-101-8:

PD-1-11

21 Hosts. 32 Hosts

Tema: Konpurypauus 6e30macHOCTH KOMMYTaTopa
(nposepka cpopmuposannocmu OIIK-116, unouxamop U/J-OI1K-16.2,



unouxamop HJ]-OIIK-16.3 6 yacmu npakmuueckoeo npumeHeHus 8blasisams U YCMpaHsims
Yepo3vl 6e30NACHOCMU IOKAIbHOU KOMNLIOMEPHOU Cemu, 81A0eHUsl HABLIKAMU 8 PAMKAX
Hacmpouxu u ycmpauenust Henoiaook VLAN)

Menn:

Co31aTh 3alIMIICHHOE MAaTUCTPATBHOE COCTUHCHUE

Cosaate Vlan’sl cornacHo npepoctasiaeHHoi Tadauie VIan’os.
HactpouTh 6€30MacHOCTh HEUCIIOIB3YEMbIX TIOPTOB KOMMYTaTOpa
ObecneunTh 0€30MaCHOCTH TIOPTOB

Bxarounts otcnesxxuanue DHCP

Hactpouts Rapid PVST, PortFast u BPDU Guard.

Ta6nuua VLAN

KommyTtatop F‘I’DL':T Wma VLAN UneHcTRO B MOPTY Ceti.
SWw-1 10 ApguvHucTpaTop F0/1, Foi2 192.166.10.0/24 trunk /ﬁ p—
run
20 Mpoaau FO/10 152.168.20.0/24 Gon
- sw—1 GO/1
95 ¥Ynpaenesue F0/24 152 165.95.0/24 SW-2
Fa0/24 trunk Fa0/24
100 CoBCTREHHLIR G0/1, GOR2 Het g_ = Wi
Bee Gof2 GO/2
999 BlackHole HEMCTONb3yeMble Het
SW-2 10 AguvHucTpatop F0/1, FOi22 192.165.10.0/24 /m” " Fa0/2 Fa0/10 / e \ o Fa0i10
20 Mpoaaku FOA0 192 168.20.0/24

r 4
99 VnpagneHue F0/24 192.168.99.0/24 g g
= - — J —“ ‘ » "

100 CobcTBeHHLIA Het Het

Bce
999 BlackHole HEMCTONL3yeMbIe None

[IpaBuja MHTEpNpPETAIIMU Pe3YIbTATOB BHINOJTHEHHS CAMOCTOSITEILHON MPAKTHYECKOMH
paboThI:

IIpakTuyeckass paboTra CUYUTAETCS BHINOJHEHHON (3aCUUTHIBAETCS), €CIIU JOCTUTHYTHI BCE
MOCTaBJICHHBIE EITH.

IIpumep TecTa 1J1s1 cCaMONIPOBEPKHU
(Tect mpoBoautcsi B DYK «Komnblorepunie cetu» B LMS NetAcad)

B Tecte npencrasiensl 3a1aHus Ha IPOBEPKY 3HaHUU 1o TeMe «ba3oBas koHpuUrypamus
KOMMYTaTOpa ¥ OKOHEYHOI'0 yCTpOHCTBa». B TecTe o kaxxaoil TeMe B cpeHEM 15 BOIIpOCoB.

KonnyecTBO MONBITOK BBIOJHEHHSI HE OTPAaHUYEHO.

BpeMms Ha IpoxXoXKaeHUE TECTa HE OIPAHUYEHO.

Hroru npoxoxaeHus TecTa He OLIEHUBAIOTCA.

Bomnpocel Tecra:

Bompoc 1. Kakoe yTBepkieHHe BEPHO JIJIsl UCTIONHAEMOTO (haiisia KOHPUTYpaIlK Ha YCTPONCTBE
Cisco 10S?

1) Ero crieqyeT yaaauTh ¢ OMOIIbI0 KOMaHIbI erase running-config;

2) OH aBTOMaTUYECKU COXPAHSIETCS MIPH Mepe3arpy3ke MapupyTuaropa.;

3) Orto BauseT Ha paboOTy YCTPOMCTBA Cpa3y MOCIE N3MEHECHHUS;

4) On xpanutcs B NVRAM.

Bompoc 2. Kakue aBa yTBEpKICHHA 0 Houb30BaTebckoM pexkuMe EXEC Bepunl? (Brioepure
JIBa BapHUaHTa.)

1) Hoctyn k pexumy rio0aibHOW KOHPUTYpallMd MOXHO IMOJYYUTH C MOMOIIBI0 KOMAaHJbI
enable;

2) B 9TOM peKMMeE MOKHO HACTpauBaTh HUHTEPQEICH M MPOTOKOIBI MaPUIPYTH3ATOPA;




3) TOIBKO HEKOTOpBIE ACHEKTHl KOH(UTYpAIlMH MapIIPYTH3aTOpa JOCTYIHBI JJIsi IPOCMOTpPA B
9TOM PEXHUME;

4) nocTynHbI Bce KOMaH/1bl MapLIpyTH3aTOPa;

5) KOMaH/IHas CTPOKa yCTPOUCTBA B 3TOM PEXHMME 3aKaHUMBAETCSI CUMBOJIOM «>.

Bompoc 3 Kakoii THI AocTyma 3aldIlleH Ha Maplipyruszarope wmiad koMmyTaTtope Cisco ¢
nomoInbeio enable secret komanpr?

1) BupTyasbHble TEPMUHAIIBL;

2) ITopt AUX;

3) [IpuBunerupoBannsiii pesxkum EXEC;

4) KoHcoJibHas TUHHUSL.

Bompoc 4  Kakoii unrepdeiic spisgercsa nurepdericom SVI mo yMOIUaHHIO Ha KOMMYTATOPE
Cisco?

1) VLANLI,;

2) VLANO99;

3) VLAN100;

4) VLAN999;

Bonpoc 5 Kakux Tpex mpaBuil cieyeT OpUIepKUBATHCSA NPU HACTPOMKE MMEHH y3Ja yepes
KOMAaHJIHYIO CTPOKY Ha ycrpoiictBax Cisco? (Beibepure Tpu BapuaHTa.)

1) UM y351a JOJIKHO COCTOATH TOJIBKO U3 CTPOYHBIX CUMBOJIOB;

2) uMs y3I1a JOJHKHO 3aBEPILAThCS CHEHATIbHBIM CHMBOJIOM;

3) uMs y3I1a He JJOJDKHO COZlepKaTh IPOOesioB;

4) M4 y371a JOJKHO HAUMHATHCS C OYKBBI;

5) uMs y3J1a 10JKHO COCTOSATh MEHbIIIE, YeM U3 64 CHMBOJIOB.

Bormpoc 6 B yem HazHaueHHe 000JI0YKH ONEPAIIMOHHON CHCTEMBI?

1) obecnieunBaet paboTy CHEMATIN3UPOBAHHBIX CEPBUCOB MEKCETEBOI0 dKPaHa;
2) B3aMOJICHCTBYET C anmapaTHbIMU CPEJCTBAMHU YCTPOWUCTBA;

3) o0ecrnieunBaeT B3aUMOJEHCTBHE MEX Y MOJIb30BATENISIMU U SIPOM;

4) obecrieuyrBaeT pabOTy CEPBHUCOB 3AIIUTHI OT BTOPKEHHS.

Bonpoc 7 Ha wmapmpyru3atope ¢ paboyel ONepallMOHHOM CHCTEMON uMeeTcs (hai
koHburyparmu, coxpaneHuslii B NVRAM. B datine koHQUrypanMu ecTh CEKPETHBIN Mapoib
NPUBHIIETHPOBAHHOTO PEKMUMA, HO HET mapois KoHcoju. Korjma mMaplipyTu3aTop 3arpy3uTcs,
KaKo#i Ha HeM OyIeT pekuM?

1) pexxum rinobasibHON KOHPUTypalnu;

2) npusmiierupoBanHblii pexxuM EXEC;

3) nonb3oBarensckuit pexxum EXEC;

4) peXxUM HaCTPOMKH.

Bompoc 8 AamunucTpaTtop ToabKo 4to u3Menun [P-anpec unrepdeiica Ha ycrpoiictse I0S. Uto
elle HY»KHO CJIeJIaTh, YTOObI MPUMEHHUTH 3TH U3MEHEHUS K YCTPOUCTBY?

1) Cxonupyiite nHpopMmaluio B ¢aiiie KoH(pUrypamuu 3amycka B padouyro KOH(QUTYpaluio;

2) Ilepesarpy3uTe yCTPOHCTBO M BBEAMTE YE€S INpHU IMOSBJIEHUH 3alpoca Ha COXpaHEHHE
KOH(UTypaluy;

3) Huuero He Hajo nenath. Mi3MeHeHus: B KOHGUrypanuu Ha ycrpoiictse I0S BeTymaior B cuiy,
KaK TOJIbKO KOMaH/]a HaOpaHa MpaBWJIbHO M HaXkaTa kiaBuiia Enter;

4) CxonupyiiTe TeKyI1yo KOHPUrypanuio B Gails 3arpy304Hoil KOH(PUTYypaIIH.

IIpaBu/bHBIC OTBEThI



Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETA
1 3 5 3,4,5
2 3,5 6 3
3 3 7 3
4 1 8 3

CamocrosiTe/ibHbIe PA00THI B BH/I€ TECTOBBIX 3aIaHUIA.
Tectsl mpoBoasaTcs B YK «Kommnbrorepusie cetn» B LMS NetAcad
B kaxom tecte B cpereM 60 BOITPOCOB IO MPOMACHHBIM TeMaM (2-4).
KonnuecTBo monbITOK BEITIOHEHUS - 5. Bpems Ha nipoxoskienue tecta - 1,5 yaca.
[Ipu 3aBepiIeHNHN TECTa MOKA3bIBAIOTCS OMIUOKH (€CIU €CTh) U KaKylo TEMY U pa3jel
CMOTPETb, YTOOBI pa300paThCsi U UCIIPABUTH OMIMOKY. MITOru MpoxXoskaeHus TecTa
OIICHUBAIOTCSI.

(nposepka cpopmuposannocmu OIIK-15, unouxamop HJ/[-OIIK-15.1 u OIIK-16, unoukamop
HJI-OIIK-16.1 6 yacmu 3Hanus 6u008, XapaKkmepucmux u MapKupos8oKk cemesvlx Kabenet u

KOHMAKMO8, MUnoe cemesuvlx amax u memooos 60pvowl ¢ HUMU)

IIpumepbI BONIPOCOB:

1. Bo BpeMs IU1aHOBOI NPOBEPKH TEXHUK 00HAPYKUJI, YTO IPOrPAMMHOe o0ecrneyeHue,

YCTAaHOBJIEHHOE HA KOMIIbIOTEpe, TAlfHO cOOMPAJI0 JaHHbIE 0 BeD-caiiTax, KOTOpbIe
Nnocela Iy noJjib30BaTe/im KomnboTepa. Kakomy Tumny yrpossi noasepresi 3ToT
KOMIbIOTEP?

- DoS-araka

- Kpaxka JIMIHBIX JTAHHBIX

- mmoHckoe 10

- aTaka HyJe€BOTO JHS

2. Kakoii TepMHH OTHOCHTCS K CeTH, KOTOpasi odecrieunBaeT 0e30NMacHbIH 10CTYN K
KOPIOPATHUBHBIM O(CcaM JJisl IOCTABIIMKOB, KJIHEHTOB  COTPYAHUKOB?

- NutepHer

- NHTPaHET

- OKCTpaHEeT

- pacIIMpEeHHasl CETh

3. Kpynnasi kopnopauust MOAH(HIMPOBAJIA CBOIO C€Th, YTOObI MMOJIH30BATEJIN MOTJIN
MOJIYy4YaTh JOCTYI K CeTEBBIM pecypcaM €O CBOMX JHYHBIX HOYTOYKOB U cMapT(OHOB.
Kakasi ceTeBasi TeHIeHIMS ONUCHIBAECT 3TO?

- 00J1auHbIE BEIYUCIICHUS

- OHJIATH-COTPYIHUYECTBO

- mpuHecH cBoe ycTpoiictBo (BYOD)

- BUJICOKOH(EPEHITUU

4. Yto Takoe HHTEPHET-NIPOBaiiep?
- DTO OpraH 1Mo CTaHAapTU3AINH, KOTOPBIM pa3padaThIBaCT CTAHAAPTHI KAOEIEeH U MPOBOJAKU
I CeTeH.

- OTO MPOTOKOJI, KOTOPBIM YCTAHABJIMBAET, KaK B3AUMOAECHCTBYIOT KOMITBIOTEPHI B JIOKATIBHON

CCTH.



- 910 opranusanusi, KOTopas mo3BOJIACT OTACIIbHBIM JIULAM U MMPCATTPUATUAM MOAKIOYATHCA K
HNurtepnery.

- DTO ceTeBOe yCTPOUCTBO, KOTOPOE codeTaeT B cebe (QyHKIIMOHATLHOCTh HECKOJIBKUX
Pa3JINYHBIX CETEBBIX YCTPOHCTB B OJTHOM.

5. Kakue 1Ba KpuTepusi IOMOralT BbIOPATH CeTEBOIl HOCUTEIb U3 PA3JIHYHBIX CETEBBIX
cpen? (BoiOepure nBa.)

- TUIIBI JAHHBIX, KOTOPbIE TOJIKHBI OBITH TPUOPUTETHBIMU

- CTOUMOCTBH KOHCYHBIX yCTpOfICTB, HCIIOJIb3YCMbIX B CCTU

- paccTosiHue, Ha KOTOPOE BhIOpaHHas Cpelia MOXKET YCIEIIHO epeaaBaTh CUTHAI

- KOJIMYCCTBO NPOMCIKYTOYHBIX yCTpOﬁCTB, YCTAHOBJICHHBIX B CCTU

- cpena, B KOTOpOi OyJeT yCTaHOBJIEH BRIOPAHHBIN HOCHUTEIb

6. ConocraBbTe Ka:KIYI0 XapaKTEPUCTUKY € COOTBETCTBYIOLIUM THIIOM MOJAKJIIOYEHHA K
HNurtepnery. (He Bce BApHAHTHI HCIIOJIb3YIOTCS.)

HE MOAXOAMT ANA NECUCTHIX 30H DSL

[NA NEpefja4y aHHbIX MCTIONb3YET KoakcuarbHbii kadenb

KaK NpaBune, UMEET HU3RYH) NPONYCKHYID COCOGHOCTL

noaknYeHne no TE‘J"\E‘CPOH HOIA NUHMIA
BbICOKOCKOPOCTHOE COEAVHEHNE NO TENEOHHOR NNHIN

0BbIYHO HCMONB3YET CXemy T1/ET unu T3/E3

CNyTHUKOBAA nepeaaya

KabenbHoe NoaKmoYeH1e

HDaBI/IJIa BBICTABJICHHUS OLICHKH 110 PE3yJbTaTaM CaMOCTOSTCILHOMI Da6OTI)II

OreHka 1o pe3yinbTaTaM caMOCTOATEIBHON paboThl CUMTAETCS B OailjIax 1O CIEAYIOUIeMY
MPUHIIMITY: PABUIILHO BHITIOTHEHHOE

- 3a7aHue ¢ 1 BapuanTom orBeTa — 1 6asm;

- 33/laHH€ C MHOXXECTBEHHBIM BBIOOpOM — 2 Oama, 1 6ami - eclnu TOJNBKO OJMH OTBET
BepHbIi, 0 OalyoB — eciM HeT MpaBWJIbHBIX OTBETOB WJIM BBHIOpAHO OOJbIlIE BapUaHTOB, YEM
HEOOXOINMO;

- 33/1aHUE C CONOCTaBJIeHueM — 2 Oaa.

[TonHOCTBIO HEMPABUIIBLHO BHIMIOTHEHHOE 3aaHue — () 6ayoB.

B cpeaneM, MakcuManbHOE KOJIMYECTBO OAJUIOB 1O UTOTAM CaMOCTOSITEIIbHON paboThI —
100

HaGpanHoe konmuecTBO OasIOB HWHTEPIPETHUPYETCS B TPOIEHTHOE COOTHONICHHE U
onenuBaerca. Ot 70-100% - pabora 3acuntana, meHee 70% — paboTa He 3acuuTaHa (3HAHUS U
YMEHUS Ha JJAHHOM STare OCBOCHHS JUCIUIUIMHBI He CHOPMUPOBAHBI).

2. Cniucok BONPOCOB M (WJIM) 3a/IaHMI /151 TPOBEAEHUS TPOMEKYTOYHOM aTTecTalluu

Ha MoMeHT mpoBeneHHs TPOMEXKYTOYHOM aTTeCTallMd JOJDKHO OBITh BBIMOJTHEHO H
3acunTano He MeHee 70% momarrHuX padoT.

IIpumepHBbIe BONPOCHI HTOIOBOI0 TECTA IS MOJIy4YeHus 3a4uéra:

1) Kakoii Tl cepBepa UCNOJIb3YyeT TaKUe THIIBI 3anucel, kak A, NS, AAAA u MX, s
NpeaoCTABJICHUS YCIyr?



CepBep TOMEHHBIX UMEH
[TouToBBIN cepBep
DaiiIoBbIN CEpBEP
Beb6-ceprep

2) YUto Takoe nponpueTapHbie NPOTOKOJIbI?

[IpoTokobl, pa3paboTaHHbIE YACTHBIMU OPTaHU3ALMAMH I pa0OTHI HA 000PYIOBaHUU
JT000TO IMOCTABIIHUKA.

[IpoTOKOIIBI, KOTOPBIE MOTYT CBOOOIHO MCIIOIB30BATHCS JIFOOOW OpTraHU3aIMel Win
MIOCTABIIUKOM.

[IpoTokobl, pazpaboTaHHBIE OPTaHU3ALUSAMHI, KOTOPBIE KOHTPOJIUPYIOT UX ONpeesiCHHE U
pabory.

Habop npoTokoyI0B, U3BECTHBIN Kak cTeK MpoTokoiaoB TCP/IP.

3) Kakyio komanay moxHo ucnoab3oBaTh Ha [IK ¢ Windows, uro6s1 yBugers IP-
KOH(QUTypauuio 3Toro KoMmnsorepa?

show ip interface brief

ping

show interfaces

ipconfig

4) llocmoTpuTte Ha kapTUHKY. IP-agpec naTepdeiica Kakoro ycrpoiicraa cieayer
HCIO0JIB30BATH B KaUecTBe HACTPOMKH LIII03a 110 YMOJI4YaHuIo 1Jis1 xocta H1?

ISP )

S0/0/1

$0/0/0
S0/0/0

R1: S0/0/0
R2: S0/0/1
R1: G0/0

R2: S0/0/0

5) CereBoii anMuHHCTPATOP 100aBJIsIeT HOBYIO JIOKAJIBLHYIO ceTh B ¢puiuas. HoBas
JIOKAJIbHAS CeTh J0JI/KHA NMOAACPKUBATD 25 MOAKJIIOYECHHBIX ycTpoiicTB. KakoBa
HauMeHbIIAs ceTeBasi MacKa, KOTOPYIO ceTeBOil A IMMHHUCTPATOP MOKeT HCIO0JIb30BATH
IJIS1 HOBOH ceTH?

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240



6) AAMMHHCTPATOP NBITAETCS HACTPOUTH KOMMYTATOP, HO MOJIy4YaeT coo01eHune 00

ommmoOKe, MOKa3aHHOe HA KapTuHKe. B yem npoodsema?
Switchl> config t

% Invalid input detected at """ marker.

Heob6xoaumo ucnons3oBath BCro kKomanay configure terminal.

AJZIMUHHCTPATOP YK€ HAXOJUTCS B PEKUME III00aTbHON KOH(PUTYpaLu.

[Mpex/e 4yeM BBOAUTH KOMaH]y, aIMUHUCTPATOP JOKSH BOWTHU B IPUBUIICTUPOBAHHBIN
pexxum EXEC.

AZMUHHCTPATOP AOJDKEH MOAKIIOUUTHCS Yepe3 IOPT KOHCOIH, YTOOBI MOTYYUTh JOCTYI K
PEeKUMY TI00aIbHON KOH(PHUTypaIHH.

7) Kakue 1Ba yTBep:KJIeHHS ONUCHIBAIOT, KAK OLIEHUBATH CXeMbI MOTOKOB TPaguKa u
THIIBI CeTEeBOr0 TPpaduKa ¢ NOMOIIbLI0 AHAJIU3ATOPA NPOTOK0JI0B? (BbiOepuTe nBa.)
BrimonuuTe 3axBar Tpaguka B BEIXOJAHBIE THU, KOTJa OOJIBITUHCTBO COTPYIHUKOB HE
paboTaroT.

BeimonmauTe 3axBat Tpaguka B 4achl MMKOBOW 3arpy3KH, YTOOBI MTOJIYYUTh XOPOIIee
MPEJICTaBICHHUE O PA3JIUYHbBIX TUIIAX TpadHKa.

BrimonmHuTe 3aXxBat TpaguKa TOJIBKO B TEX 001aCTAX CETH, KOTOPBIC MOMYyYat0T OOJBIIYIO YacTh
TpaduKa, TAKUX KakK IIEHTp 00pabOTKH JaHHBIX.

BrimonmHuTE 3aXBaT B pa3HbIX CETMEHTAaX CETH.

BrmonnuTte 3axBar Tonbko Tpadhuka WAN, notomy uto Tpaduk B UHTEepHETE OTBEUaeT 3a
HanOoIbIIMK 00BeM TpaduKa B CETH.

8) Kakoii Tun yrpo3nl 6€3011aCHOCTH BO3HMKAET, €CJIM HA/ICTPOoiika JIsi padoThI ¢
3JIEKTPOHHBIMHU TA0JMIAMH OTKJ/IIYAET JIOKAJIbHBIN NPOrpaMMHBbINA OpanamMaysp?
Gpyrdope

TPOSIHCKHI KOHB

DoS

nepernonHenue oydepa

3ayer Mo uroraMm / cemMecTpa MU3yueHHs AMCLUIUIMHBI BBICTABIISETCS MPU BBITOJHEHUU
CIEAYIOIIUX YCIOBUM:

1. JlomxHbI OBITH CIaHBI BCE JOMAIIIHUE 33/1aHUS.

2. TlpoiineH UTOTOBBIA TeCT — C pe3yiabTaroM He MeHee 70% HaOpaHHBIX OaioB OT
MaKCHUMaJIbHO BO3MOXHBIX O TECTY.

B tecte B cpearem 60 BOIpocoB Mo Kypcy (HECKOIbKO BapUaHTOB (PMHAIBHOTO TECTa).
KonuuecTBo monbIToK BeIMOJIHEHUS - 1. Bpemst Ha mpoxoskienue tecra - 1,5 daca.

Onenka mo pe3yiabTaraM (PUHAIBHOTO TECTa CUYHTAETCS B Oayuiax MO CIEAYIOIIeMy
MPUHIIMITY: PABUIIHLHO BHITIOTHEHHOE

- 3a7aHue ¢ 1 BapuanTom orBeTa — 1 6asm;

- 3aJJaHUE€ C MHOXECTBEHHBIM BBIOOpOM — 2 Oana, 1 6ami - ecinu TOTBKO OAMH OTBET
BepHbIi, 0 0a/UIOB — €ClM HeT MPaBUJIBLHBIX OTBETOB WJIM BBHIOPAHO OOJIBbIIIE BAapUAHTOB, YeEM
HEOOXOIMMO;

- 3a/1aHUE C CONOCTaBJIeHUEM — 2 Oaia.

[TonHOCTHIO HEMPABUIBLHO BHITIOTHEHHOE 3a1aHue — () GayoB.

B cpennem, makcuMmalibHOE KOJTMYECTBO OAJNIOB MO MTOTAM CaMOCTOATEILHON pabOThI —
100

HaGpannoe kommuecTBO OaysioB MHTEPIPETHUPYETCS B TMPOIEHTHOE COOTHOIICHUE M
onenuBaerca. Ot 70-100% - ouenka 3aureHo, meHee 70% — OlleHKa «HEYIOBIETBOPUTEIHLHOY
(3HaHUS ¥ YMEHUS Ha JJAHHOM 3Tare OCBOSHUS TUCIUTIIINHBI HE CPOPMUPOBAHBI).



3. IIpaBuja BbIcTaBJIeHHS OLIEHKH HA JK3aMeHe.

DK3aMEH COCTOUT U3 ABYX YacTeH.

1 yactsb:

BbinoiHeHHE PAKTHYECKOH padoThl Ha ceTeBoM obopyaoBanuu Cisco.

Bce cereBpie ycTpoiicTBa OBUIM TPEIBAPUTEIHLHO HACTPOCHBI C BKIIOYCHHEM
IpeHAMEPEHHBIX OIIUOOK, MPENSATCTBYIOIIUX MapIIPYTHU3AllMM B CETU M HE OTBEYAIOIIUX
TpeOOBaHUSIM OE30MACHOCTH. 3ajada CTYACHTa COCTOMT B TOM, YTOOBI OIICHUTH CETh,
OTpEeAENIUTh U UCTIPABUTh OLIMOKN KOH(PUTypaIlluu JIsi BOCCTAHOBJICHUS [TOJIHOM CBSI3U.

CryaeHTy npeaocTaBIIsieTCs:

1) TIpenBapuTeabHO HACTPOCHHOE CETEBOE 0OOPYIOBAHUE CIICAYIOICH TOMOJIOTUH -

,rne R1 u R2 — mapuipytuzaropsl, S1 u S2 — KOMMyTaTophI.
2) HonomuuresnbHbie ceTeBbie kKademu (UTP) u KOHCOIbHBIIN Kabeb.
3) Tabmwuma agpecanuu.
4) Ornucanue TpeOOBaHUH IS OIICHKH.
HcnpaButh Bce MpeiHaMepeHHbIE OUTHOKH U B TOM YHUCIIE:
a) O0ecneunTh JOCTYIMHOCTh YCTPONCTB COTJIACHO TAOJIHIIE apecaiuu
6) Hactpouts 6e3omacHoe ynajieHHOE MOAKIIOYEHHE K CETEeBBIM ycTpoiicTBam (K 1
KOMMyTaropy ©u | MapmpyTu3aTopy Ha BBIOOp CTYIEHTa) C HCIOJIb30BAHUEM
aCUMETPUYHBbIX Kimtouel mudposanus nauHHON 1024 6ut. JlocTyn momkeH ObITh CO
Bcex [IK.
B) Obecneunts Oe3onacHoCTh 2-ro ypoBHs Mojenu OS|
r) Co3/1aTh pe3epBHBIC MAPIIPYTHI JIJIs TIOBBIIICHHS HAJIS)KHOCTH CETH.

PaGota cuntaercs BBIMOIHEHHOMN €CIIU CTYAECHT BBIIIOJHUI BCe TpeOOBaHMUSI.

BpemeHHoe orpaHndeHne Ha BBIIOJHEHHE TPAKTHYeCKoi paboTsl — 60 MUHYT.

Bo Bpewmst BhINONHEHUS pa3pelaeTcsl HCIoib30BaTh Y4eOHO-METOAUYECKOe ocoOue B
LMS NetAcad, a Tak)e COOCTBEHHBIC KOHCIICKTEHI.

[Ipu ycrnoBuM ycrenrHoro BBIIOJHEHUS pabOThI CTYAEHT NEPEXOJUT KO BTOPOH 4acTH
JK3aMEHa.

2 4acTh:

HTorosbiii Tect

B Tecte npeacrasiensl 3aaHus Ha IPOBEPKY 3HAHUU 1O Kypcy «KOMIBIOTEpHBIE CETH.

B tecte B cpeanem 60 BOIpocos.

KonnuecTBo noneITOK BbIMOIHEHUS - 1.

Bpewms Ha npoxoxaenue tecra — 90 MUHYT.

IIpumeps! BOIPoCoB:

1) Yro caesnaer mapmpytusarop R1 ¢ makerom, umeromum IPv6-agpec naznayenus
2001:db8:cafe:5::1?



R1# show ipv6 route
<output omitted>

8 ::/0 [1/0]

via Serial0/0/0, directly connected

C 2001:DB8:CAFE:1::/64 [0/0]

via GigabitEthernet0/1, directly connected
L 2001:DB8:CAFE:1::1/128 [0/0]

via GigabitEthernet0/1, receive

C 2001:DBB:CAFE:2::/64 [0/0]

via GigabitEthernet0/0, directly connected
L 2001:DB8:CAFE:2::1/128 [0/0]

via GigabitEthernet0/0, receive

C 2001:DBB:CAFE:3::/64 [0/0]

via Serial0/0/0, directly connected

L 2001:DBB:CAFE:3::1/128 [0/0]

via Serial0/0/0, receive

8 2001:DB8:CAFE:4::1/128 [1/0]

via Serial0/0/0, directly connected

L FF00::/8 [0/0]

via Null0, receive

nepecnath nmaket u3 GigabitEthernet0/0
OTOPOCHTH MaKET

nepecnath maket u3 GigabitEthernet0/1
nepecnath maket u3 Serial0/0/0

2) B nacrosimee Bpems mapmpytusarop R1 ucnoasdyer mapmpyr EIGRP, noay4ennbii
ot Branch2, nas nocryna k ceru 10.10.0.0/16. Kakoii niaBaommii cTaTH4eCKUi MapmpyT
co3gact pesepBHblii MapuipyT K cetu 10.10.0.0/16 na ciay4aid, ecau cBs3b Mexay R1 m

Branch?2 Boliiner u3 crposi?
209.165.200.224129

$0/0/1
.226

10.11.0.0/16
209.165.201.0/29

10.10.0.0/16

IP-mapmpyt 10.10.0.0 255.255.0.0 Serial 0/0/0 100
IP-mapmpyt 10.10.0.0 255.255.0.0 209.165.200.226 100
IP-mapmpyt 10.10.0.0 255.255.0.0 209.165.200.225 100
IP-mapmpyT 10.10.0.0 255.255.0.0 209.165.200.225 50

3) Uro Heo0X0AMMO HACTPOMTH /Il 0€30MACHOI0 YIAJEHHOI0 I0CTYNa K CETEeBOMY
ycTpoiicTBy?

Hactpouts ACL u npumenuts ero k aunHusim VTY.
Hactpouts 802.1x.

Hactpouts SSH.

Hacrpowuts Telnet.

4) Kakoii meTo 0ecnipoBoaHOro mu@poBaHusi camblii 0e30MacHbIN?
WPAZ2 with AES

WPAZ2 with TKIP

WEP

WPA



5) Kakoii mpoToKoJ WM TeXHOJOTHSl OTK/YAaeT M30bITOYHbIEC NMYTH AJS YCTPaHEHUs
nerejb ypoBHs 2?

VTP

STP

EtherChannel

DTP

6) Kakue ceTeBble aTaAKH MOKHO NPEAOTBPATUTD, BKJIKOYMB 3amuTy BPDU?
MorieHHUYeCKHe KOMMYTaTOPhI B CETH

Artaku nepenogHenus tadimnsl CAM

[Togmena MAC-anpeca

Momennnueckue DHCP-cepBepsl B ceTn

7) Uro Mo:keT ObITH OCHOBHOM NMPUYMHOM, 10 KOTOPOH 3JI0yMBIIIJIEHHUK MOKET HA4YaTh
ataxky ¢ nepenoiHenuem MAC-agpeca?

YTOOBI KOMMYTATOP MepecTal nepechliath Tpahuk

4yTOOBI 3aKOHHBIE XOCTHI HE MO noiyunTh MAC-aapec

4TOOBI 3JI0YMBIIIICHHUK MOT BUJICTh KaJPhI, IPEHA3HAYCHHBIC JIJIS IPYTUX XOCTOB

YTOOBI 3JI0YMBIIUIEHHUK MOT BBITIOJIHUTH MPOU3BOJIBHBIA KO/ HA KOMMYTaTOpe

8) Kakoii MmeTo cMsIrYeHus! NOCJIeACTBHI He MO3BOJIUT MOILIEHHUYECKHM cepBepaM
NMPeIOCTABJIATH KJIMEHTAM JIOKHbIe NapaMeTpbl KoHpurypauun I1P?

oOecrnieueHne Oe30MacCHOCTH OPTOB

BKItoYeHue orcnexuBanuss DHCP

otkitoueHne CDP Ha rpaHnuHbIX opTax

peanu3anys 3alKThl IOPTOB HA MOTPAHUYHBIX TOPTaX

JK3aMeHALMOHHAS OLIEHKA BBICTABJISIETCS 110 UTOI'aM TECTAa 10 MPaBUJIaM:

B cnyuae HEBBINIOJIHEHUS MpakTHUYECKOM paboThl (YacTh 1 »dK3aMeHa) CTYAEHTY
BBICTaBIISIETCS OLIEHKA «HEYAOBIETBOPUTEIBLHOY.

Wtorn nmpoxoxaeHus TecTa OLEHUBAIOTCS CIEAYIOMNUM 00pa3oMm:

- 3aaHue ¢ 1 BapuaHToM oTBeTa — 1 Oan;

- 3a/IaHle C MHOKECTBEHHBIM BBIOOpOM — 2 Oaya, 1 Oamt - eciu TOJBKO OJIMH OTBET
BepHbI, 0 OaIJIOB — €ciM HEeT MpaBWIBHBIX OTBETOB HJIM BBIOpAaHO OOJjbllle BapUaHTOB, YeM
HEO0XO0INMO;

- 3aJJaHKE C COTNOCTaBJIeHUEeM — 2 OaiJa.

[TonHOCTBIO HEMPaBUIILHO BHINOJIHEHHOE 3aaHue — 0 6aysoB.

B cpeanem, MmakcuManbHOE KOJIMUYECTBO OaiioB 1Mo utoram punansHoro tecra — 100

HabpanHoe konudecTBO OauIOB WMHTEPNPETHUPYETCS B IMPOLIEHTHOE COOTHOUIEHHE U
ouenuBaercsa. Ot 90-100% cooTBeTCTBYET OLleHKE «OTIMYHOY, 80-90% — oreHke «xoporoy, 70-
80% — oleHKe «yIOBJIETBOPUTEILHO», MeHee 70% — OlleHKa «HEYHIOBIETBOPUTEIHHOY (3HAHUS
¥ YMEHHMS Ha JJAaHHOM 3Tale OCBOEHUS TUCIMITIIMHBI He CPOPMUPOBAHBI).



IIpunosxenne Ne 2 k padoueii nporpaMme AUCHHILINHBI
«KomnbloTepHbie ceTH»

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOU (OpMOH H3JI0KEHUS Y4eOHOro Marepuana no AucuuiuimHe «KoMmmbploTepHbie
CEeTH SIBIIAIOTCS JICKIIUU U TIPAKTHYECKHE pabOThI, MPHYEM B IOCTATOYHO OOJIBIIOM 00BbeMe. DTO
CBSI3aHO C T€M, 4TO B OCHOBE KOMITbIOTEPHBIX CeTel JiexaT caMble COBPEMEHHBIE TEOPETHIECKUE
Y TIPaKTUYECKUE 3HAHUS M HaBBIKK. [10 BceM TeMaM mpenycMOTpeHbl IPAaKTHUECKHE 3aHATHS, Ha
KOTOPBIX MPOMCXOMUT 3aKpeIUIeHHE JIEKIIMOHHOTO MarepHuaja IyTeM MPUMEHEHHS ero K
KOHKPETHBIM 33/1a4aM U 0TPaOdOTKa HaBBIKOB PA0OTHI C CETEBBIM 000PYIOBAHUEM.

JUist yCHemHoro OCBOSHUS TUCIUIUIMHBI OY€Hb BaKHO PEIICHHE JOCTATOYHO OOJIBIIOTro
KOJIMYECTBA TEOPETHYECKHUX M NMPAKTUYECKUX paldoT, KaK B ayJUTOPUH, TaK U CAMOCTOSATEIIFHO B
KadyecTBe JOMAIIHUX 3aaaHuil. llpumepsl pemeHuss paboT pa3duparoTcs Ha JCKIHIX U
NPAaKTHYECKUX 3aHATHUAX, NMPH HEOOXOAMMOCTH MO Haubojee TPYAHBIM TeMaM IPOBOJSTCS
JIOTIOJTHUTEIIbHBIE KOHCYNbTali. OCHOBHAsI LIEJNb PEHICHUS TEOPETUYECKHX W IMPAKTHYECKUX
paboT — MOMOYb YCBOUTH (DyHAAMEHTAIbHBIC IIOHATUS © OCHOBBI KOMITBIOTEPHBIX CETEH.

3amaHust U1 CAMOCTOSATENBHOTO perIeHus (GOpMyIUPYIOTCS Ha JIGKIUAX U MPAKTUYECKUX
3aHATUAX. B KauecTBe 3aJaHuil U1 CaMOCTOSATENFHOM paboThI I0Ma CTYyASHTaM IpeJIaraloTcs
3aJ1a4u, aHAJOTMYHbIE pa300pPaHHBIM Ha JIGKIUAX U MPAKTUYECKUX 3aHATUAX MM HEMHOTO Oojiee
CIIOJKHBIE, KOTOPBIE SBJISAIOTCS PE3yJIbTaTOM OObEIMHEHHS HECKOIBKHX 0a30BbIX 3amad. [1omHbIH
CIIMCOK 3aJJaHUM JJI1 CaMOCTOSATENbHON pabOThI 10 TeMaM (pa3zenaMm) IMCHUIUIMHBI IPUBE/IEH B
OVK B LMS Moodle «Kommnprorepusie cetr» u DYK B LMS NetAcad. Bonpockl, Bo3HUKarOIIHE
B IIPOIECCEe WM MO MTOTaM PELICHHS STHX 3a]a4, MOXKHO 3a/aTh Ha KOHCYJbTALUSAX WU B
dopyme (uare) B IYK B LMS Moodle.

Jlia camoCTOSITENbHOM pabOThI, B TOM YHKCJE U MOBTOpPA, pa300paHHOrO Ha JEKUUSAX U
NPAaKTHYECKHUX 3aHATUSAX MaTeprasia IepBOro CeMecTpa U3y4eHUs! U CLUIUIMHBI, PEKOMEH/TyeTCsI
UCIIOJIb30BaTh yueOHO-MeToandeckoe mocoone B LMS NetAcad. Matepuan Kaxaoro pasjiena
BKJIIOYAET B ce0s M3JI0KEHHE TEOPETHMUECKOro MaTepuana 1o 3aJlaHHOH Teme, KOTOpBIH 3aTeM
WITIOCTPUPYETCST TOAPOOHBIM pEUICHHEM THIWYHBIX 3a7ad. B 3aximroueHue KaXaoro pasiena
IPUBOJAATCS 3aJjaHUs U1l CAMOCTOSITENIEHOTO PEIICHHsI, OTBETHI K 3TUM 33/IaHUSIM M YKa3aHUs 110
UX PEIICHHIO MTOKA3BIBAIOTCS TTOCIIE X BBITOIHEHHUS.

B KoHIle mepBoro cemectpa M3ydeHHs TUCIHMILIMHBI CTYAEHTHI CHIAIOT 3a4eT, B KOHIE
BCEr0 Kypca — OJK3aMeH. 3adeT IO HWTOraM IIePBOTO CEMECTpa BBICTABISIETCS IO HTOTaM
(uHaAMBHOTO TecTa M MpakTHueckoi pabotsl B mporpamme Cisco Packet Tracer. Ha 3auere
NIPOBEPSIOTCSl 3HAHMSI, YMEHUS M HAaBBIKM CTYIEHTOB B pabOTe€ C OCHOBHBIMH KOMIIOHEHTaMH
KOMITbIOTEPHBIX CETEH, SIBJISIOLIMMHCS OCHOBHOM JUISl TOCTPOEHUS CETEBONH MHPPACTPYKTYPHI.

B KoHIIe BTOpOTO ceMecTpa W3y4eHHUs JUCIUTUITMHBI CTYIEHTHI CAAI0T SK3aMeH. DK3aMeH
NPUHUMAETCs B BUJIE TeCTa U MPAKTUYECKON paboThl Ha ceTeBoM oOopynoBanuu. [IpoBepstorcs
3HAHUS, TIONYYEHHBIE B XOJ€ TPOXOXKACHUS Kypca, HABBIKM W yMEHHs, NPUMEHSIEMbIC IS
IOCTPOCHMS ceTu, obecrieueHus ee OecriepeOoiHON paboThl U obecreyeHus: 0a30BOr0 YpOBHS
0e30MacHOCTH €€ padoTHhI.



