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1. Cnoco6 u ¢popMbI NPaKTHYECKOH MOATOTOBKH NPH NPOBEACHUH NPAKTHKH

Opranuzanus, cnocod u ¢opma MPOBEIACHUE MPAKTUKU OIpenensercs monoxenuem "O
MPOBEJCHNH MPAKTUKU KaK KOMIIOHEHTa 00pa30BaTeIbHON MPOrpaMMBbI, pealn3yeMoro B ¢opme
NPAaKTUYECKOM MOJITOTOBKH, JUIs CTY/IEHTOB, OCBAaUBAIOIINX 00Pa30BaTeIbHbIC IPOrPAMMBI BBICILIETO
obpazoBanus", yrBepxkaeHHOro mpukazoM pekropa ®I'bOY BO Spl'Y um. ILI. Jlemumoa ot
25.02.2021 r. Ne 149. JlanHOe MOJIOKEHHE PACIPOCTpAHIETCS Ha 0Opa30BaTENbHBIE MPOTPAMMEI
(manee - OII) Briciiero oOpa3zoBaHus — MPOrpaMMbl OakaiaBpuaTa, ClieluaInuTeTa, MarucTpaTyphbl 1
IpOTrpaMMbl TIOJTOTOBKHM KaJpPOB BBICIHICH KBaTM(UKAIMH, — pealu3yeMble B COOTBETCTBUU C
benepanbHBIMU TOCYJAPCTBEHHBIMHI 00pa30BaTeIbHBIMU CTAaHIAPTAMHU BhICIIET0 00pa3oBaHus, U Ha
Bce ()OPMBI ITOTYYSHHS BBICILIET0 00pa30BaHus, BKIIOYask OUHYI0, 0YHO-3204HYIO ¥ 3a0uHYyI0. JlanHas
TEXHOJIOTHYeCcKas mpakTuka crpoutcs Ha ocHoBaHuun PI'OC BO Ne 1427 ot 17.11.2020 r. Ha
HanpaBienue moaroroBku  10.03.01  «Muadopmanmonnas 0e30macHOCTb», MO  HPOPHIIIO
«be30macHOCTh KOMIBIOTEPHBIX CUCTEM.

Buo npakmuxu - 1pou3BOJICTBEHHAs IPAKTHKA.

Tun npakmuku — NpeITUIUIOMHAs TPaKTHUKA.

Cnocoo npoeedenus npakmuku - CTalliOHApHAs.

Mecmo npoeedenus npakmuku. TPaKTUKa MIPOBOAUTCS B CTPYKTYPHBIX MOAPA3ICICHUIX
Apl'Y mu6o B mpoQHIEHBIX OpraHU3aLHUAX, PACTIOIOKEHHBIX Ha TEPPUTOPUH Topoia Spociasis.

2. MecTO NPaKTHKH B CTPYKTYpe 00pa30BaTe/IbHOIi NPOrpaMMbl

[IpenaumioMHas mpakTHKa OTHOCUTCS K 0053aTelIbHON YacTH 00pa30BaTEIbHON IPOTrPaAMMBI.
B Teuenue npenauniaoMHON MPAKTUKHA CTYICHTHI MPUMEHSIOT 3HAHUS U YMEHUS, TIOJIyYCHHBIC TIPH
u3zydeHuu npodeccuonanbubix aucuuiuind OOIL B xone npeaaunioMHol NpakTUKK 3aKPeTIIeTcs
U 3aBepmiaetcss (POPMHUPOBAHHE Y OOYYAIOIIMXCS YHHBEPCAIBHBIX, 00MICTPO(ECCHOHATBHBIX W
npodecCHOHANBHBIX KOMIETEHIMH. B mepuon mpenaumioMHONW NpakTUKU CTYACHT HaOupaer
TEOPETHUECKUI U MPAKTUUCCKUN MaTepHall, KOTOPHIM MOXKET OBITh MCIIOIB30BaH MPH BHITIOJHEHUN
BKP, B T.4. cBeleHUS O MPOM3BOACTBEHHOHN AEATEIHLHOCTH OpraHU3allUH, SBJSIOIIeNcs 0a3oi
MPaKTUKHU, MPOBOAMUT SKCIEPUMEHT IO u30paHHOU Teme. [IpakThka NODKHA MOATBEPAHUTH, UYTO
CTYJIEHT YMEEeT OpraHu30BaTh CBOUM TPYM, BIaJeeT HEOOXOAUMBIMH METOJaMU cOOpa, XpaHEHUs,
00paboTKy MHpOpMAIUK, TPUMEHSIEMbIX B cepe ero npopeccCuoHaNbHON EATEIbHOCTH; a TaKKe
SBIISIETCS TPAMOTHBIM CIIELUATNCTOM B OO0JACTH 3aIIUThl MHPOPMAIMM U CHOCOOCH YCIEIIHO
paboTaTh MO BEIOpAaHHOMY HaIlPaBJICHUIO.

3. Ilnannpyemble pe3ybTaTbl O0y4YeHHs] NMPH NPOXO0KIECHHH NPAKTHKH, COOTHECEHHBbIE €
IVIAHMPYEMbIMH Pe3yJIbTaTaMM 0CBOEHHUsI 00pa30BaTe/bHONH MPOrpaMMbl

[Ipouecc npoxox1eHNs TPAKTUKU HaMpaBjeH Ha (JOPMUPOBAHUE CIIEIYIOIIMX KOMIETEHIIUN
B coorBercTBUM ¢ PI'OC BO, OOII BO 1 nproOpereHus cieayromux 3HaHUH, YMEHUH, HABBIKOB U
(unu) onbITa AESITENTLHOCTHU:

®opmupyemast NupnkaTop qocTukeHHus Ilepedyenn

KOMIeTEeHI s KOMIETEeHLHHI IUIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHs
(xoa u popmyaupoBka) | (kox u GopMyJITHPOBKA)
Oo6menpodgeccuoHaIbHbIE KOMIIETEHITUT

OIIK-8 H-OIIK-8.3 3HaeT:

CrniocoOeH ocyIecTBIsATh | 3HAET OCHOBHBIE HOPMAaTUBHBIC TIPABOBbIC AKThI, HOPMATHBHBIE U
moaodop, U3ydeHUE u HOPMATHBHO-TIPABOBBIC METOAMYECKHIE TOKYMEHTHI B 00J1aCTH
000011IeHIEe HAYYHO- aKTbl, PETYJIUPYIOIINE “H(OPMAITMOHHOM 0€30IaCHOCTH U 3aIIHUTHI
TEXHUYECKON JIeSTEIILHOCTD B cdepe rH(OpMAaINH, IPAaBOBEIE OCHOBHEI OpPraHU3aIlluu




JIUTEPATYPHI,
HOPMAaTUBHBIX U
METOAMYECKHX
JOKYMEHTOB B IIEJISIX
pemeHus 3aaay

MHPOPMAITIOHHON
0e30macHOCTH Ha
Tepputopun Poccuiickoi
®denepaunu.

3amuThl I'ocyjapcTBEHHON TaliHBI U
KOH(UAeHINATBHON HH(POPMAIHH.

Ymeer:
AHAJIM3UPOBATH U pa3pabaThIBATh MPOEKTHI
JIOKAITFHBIX TPABOBBIX aKTOB, HHCTPYKIINH,

npodeccnonanbHOM periaMeHToB U
JesITeIbHOCTH. OpTaHU3alMOHHO-PACHIOPSTUTEIBHBIX
JOKYMEHTOB, PerilaMeHTHPYIOLINX paboTy
1o o0ecredeHI0 HHPOPMAITMOHHOM
0E€30ITaCHOCTH B OpPTraHU3aIHH.
N-OIIK-8.2 Ymeer:
Ywmeet 00001maTs, OCYIIECTBIIATH ITOA00P, H3yUeHHE U 0000IIeHNe
AQHAIHM3HUPOBATH U HAYYHO-TEXHHYECKOH JINTEPATYPHI,
CHCTEMaTH3UPOBATh HOPMAaTUBHO-TIPABOBBIX aKTOB U METOJANYECKUX
HAYYHYIO HH(POPMALIMIO B | TOKYMEHTOB B LEJISIX PELICHUS 3a/1a4
obmactu PO ECCHOHATTEHOMN TESITEITLHOCTH.
WH(POPMAITIOHHON Buaaneer HaBbIKAMM:
0e30macHOCTH MIOWCKa B 0000IIEHHS HAYYHO-TEXHUUECKON
JUTEPaTyphl, TEXHUIECKON TOKYMEHTAIHH,
METOJIMYECKHUX JOKYMEHTOB M PEKOMEHIalNii B
[eJsX PeuIeHus 3a1a4 npodeccuoHanbsHOR
JeSITETIbHOCTH.
OIIK-10 HM-OIIK-10.6 3Haer:
Crioco0eH B KauecTBe Crioco0eH y4acTBOBaTh B | OCHOBHBIE MTPOOIIEMBI 00eCTIeUeHUs
TEXHUYECKOTO paboTax 1o peanusanuu UHQOPMAIIMOHHOH 0€30MIaCHOCTH Ha THITOBBIX
CTICIHAINCTA IPHHUMATD | HOJUTHKA 00BEKTax 3aIIUTHI, IPUHIUITEI 00ECIICYCHUS
yJacTue B WH(POPMAITIOHHON rH(OPMAITMOHHON 0e301macHOCTH 00BEKTa
(dhopMHUpOBaHUH Oe3omacHoCTH, 3alUTHI B PAMKaX KOMILIEKCHOTO MOIX0/1a.
IOJIUTUKHU IIPUMEHATh KOMIUIEKCHBIM | YMeeT:
nH(pOpMaMOHHOM HOAXOM K 00€CTICYCHUIO - BBISIBIIATH NIPOOJIEMHBIE MECTa, OTPaHHYCHUS
0e3omacHoOCTH, UHPOPMAITMOHHON KOHKPETHBIX pelleHuid B cepe
OPTaHU30BbHIBATh U 0e30macHOCTH 00BEKTa UHQOPMAITHOHHOHN 0€301IaCHOCTH;
TOJ/IeP)KUBATh 3aIIUTHI. - TPaMOTHO YKa3aTh Ha CYIECTBYIOIINE

BBIMOJIHEHHE KOMIUIECKCa
Mep 0 00ECIICYCHHIO
MH(GOPMAITMOHHOM
0€301acCHOCTH,
YIPaBJIATh MIPOLECCOM UX
peanuzaiuy Ha 00beKTe
3aIHTHI.

poOJIEMbI U OTpaHUYCHUS,

- IPEJUIOKUTH IPABUIIbHBIC PEIICHUS
CYIIECTBYIOMINX NPOOJIEM M OTPpaHHYCHHH.
- CII0CO0EH MPOBOIUTH aHAIN3 HCXOTHBIX
JAHHBIX JUTS IPOCKTUPOBAHHUS 3AIIUIICHHON
CETH.

Bnaneer HaBbIKaMu:

aHaJIM3a UCXOIHBIX JaHHBIX JUIS
POCKTHPOBAHMSI KOPIIOPATUBHOMN CETH,
MIOJICUCTEM U CPEZICTB 00eCTIeueHHs
“H()OPMAITMOHHOM 0€30IMaCHOCTH.

M-OIIK-10.7

CrniocoOeH pa3pabaThiBaTh
MOJUTHKU 0€30MaCHOCTH,
MOJIUTHKY YIIPABICHUS
JOCTYTIOM
HHPOPMAITHOHHBIMH
NOTOKaMH B
KOMITBIOTEPHBIX CHCTEMaX
C Y4eTOM Yrpo3
Oe3onmacHoCTH
WHPOPMAITUH U
TpeOOBaHMIA 110 3aITUTE
UHPOpPMALIUH.

3naer:

MepHI TI0 00ecTieYeHUI0 HH(POPMAIIMOHHON
0€301MacHOCTH ¥ METO bl YIIPABJICHHS
MIPOIIECCOM UX pealTn3allii Ha 00BEKTE 3alIUTHI.
YmMmeer:

(hopMUpOBaTH MOJIUTUKY HHPOPMAITMOHHON
0€301MacHOCTH, OPTaHU30BBIBATH U
noAACPKUBATH BBITIOJIHCHHUE KOMIIJIIEKCAa MEP I10
obecreueHnto HHOOPMAITMOHHON 0€30TTaCHOCTH.
Baaneer HaBbIKAMM:

BJIAACCT HaBbIKaMU YIIPaBJIICHUA ITPOLICCCOM
peanu3aiyy TOJIUTHKH HHPOPMAITUOHHON
0€301MacCHOCTH, OPTaHU3AIUH U TIOJICPKKU




BBITIOJTHEHHS KOMIUIEKCA Mep M0 00ECIICYCHUIO
“H(OPMAIIMOHHOM 0€30MacCHOCTH Ha O0BEKTE
3aIIHTHL.

OIIK-12

Croco6eH MpoBOIUTH
MTOATOTOBKY MCXOTHBIX
JAHHBIX IS
MMPOSKTUPOBAHUS
MTOJICHCTEM, CPEJICTB
obecIieueHus 3alTuThI
nHGOPMAITUU | IS
TEXHHUKO-
9KOHOMHUYECKOTO
000CHOBaHUS
COOTBETCTBYIOIIHMX
MPOEKTHBIX PEIICHUH.

H-OIIK-12.4
Cnoco6eH MpoBOIUTH
MOJITOTOBKY MCXOJTHBIX
JAHHBIX IS
MPOEKTUPOBAHUS
MOJICKICTEM U CPEIICTB
obecrevyeHus 3auThl
WHPOPMALUH.

3naer:

- OCHOBHBIC METOJIBI YIIPABICHUS
nHPOPMAITHOHHONW OE30TIaCHOCTHIO B
coBpeMeHHbIX OC;

- 0COOCHHOCTH aIMUHUCTPUPOBAHMS OCHOBHBIX
C31.

Ymeer:

- MPOBOMTH aHAIM3 UCXOHBIX JAHHBIX IS
MPOCKTUPOBAHUS 3aIIUIICHHON CETH.

- CocOOCH HACTPaMBaTh CTAHIAPTHBIE CPEJICTBA
oOecrnieveHus1 THPOPMAIIMOHHOH 0€30MacHOCTH.
Buaaneer HaBbIKaMM:

aHaJN3a UCXOIHBIX JAHHBIX JUIS
MIPOSKTUPOBAHUS KOPIIOPATUBHON CETH,
MIOJICHICTEM U CPEJIICTB 00ecTIeyeHNs
nH()OPMAITMOHHOHN 0€30MaCHOCTH.

M-OIIK-12.3

YMeeT oueHuBaTh
WHQOPMAaIMOHHBIE PHCKU
B aBTOMaTHU3UPOBAaHHBIX
CUCTEMax; yMeeT
pa3pabaThiBaTh OCHOBHBIC
MOKA3aTeJIH TEXHUKO-
KOHOMHYECKOTO
000CHOBaHUS
COOTBETCTBYIOIIINX
MPOEKTHBIX PEILICHUN;

3naer:

METO/IBI U CPEICTBA KOHTPOIS 3P PEKTUBHOCTH
TEXHUYECKOW 3aIIUTHl HHHOpMAIIHH.

Ymeer:

- OLICHUBATh UH(POPMAIIIOHHBIE PHCKU B
MHQOPMAIIOHHBIX CHCTEMaX.

— MPOBOUTH TEXHUKO-?KOHOMHUYECKOE
000CHOBaHHUE CTAHJAPTHBIX IPOEKTHBIX
pelIeHH, CBSI3aHHBIX ¢ 00ecreueHHEM U
ynpasienuem Ub.

Bnapeer HaBbIKaMu:

- yuacTusi B pa3pabOTKe IPOEKTHON U
TEXHUYECKOW JJOKYMEHTALINH T10
nHGOPMALMOHHON 0€30MaCHOCTH U MIPOBEACHUH
TEXHUKO-3KOHOMHUYECKOTO 000CHOBAHUS
COOTBETCTBYIOIINX MPOEKTHBIX PEIICHHN B
obnactu obecnieuenus u ynpasiaeaus Ub.

4. O0beM NMPAKTUKH COCTABJISACT 6 3aYeTHBIX CAMHMHII, 4 HeOaeJ/IH.

5. Coep:xaHue NPAKTHYECKOI MOATOTOBKHU NPH NPOBEAeHUH NMPAKTHKH

Ne Tun(bl) TPAKTUKH, ITANBI DopMBbI 0TYETHOCTH
n/n NMPOXO0KICHUA NPAKTUKHU
1 | YcranoBouHas KoH(epeHIus OT4eT pyKOBOIUTENS TPAKTHKH
2 |IloAroToBHUTENBHBIN Tl OTMETKH B THEBHUKAX MMPAKTHKH CTY/IEHTOB
3 |HayuHo-uccienoBatenbCcKui dTam OTMETKH B THEBHUKAX ITPAKTHKH CTYJICHTOB
4 Otan BHINOJIHEHHS UCCIEI0BATENBCKUX paboT Mo OTMETKH B THEBHUKAX MTPAKTUKH CTYIEHTOB
VHAVBUIYAJIFHOMY IUIAHY
5 |Dran opopmienus oT4ETA IO UTOTaM MPAKTHKH OTMETKH B THEBHUKAX MMPAKTHKH CTY/IEHTOB
3amuTa OTYETOB 110 pe3ysIbTaTaM MPEeATUIIOMHON OTMETKH B THEBHUKAX MTPAKTUKH CTYIECHTOB
6 |mpakTHKM KOMHCcCHH Ha 3aceqanuu kadenpsl Kb n
MMOU
7 |WroroBas koH(hepeHIHS MO MPEIIUINIOMHON npakTuke |OTMETKH B THEBHUKAX MMPAKTHKH CTY/IEHTOB




CopepxaHue 3TanoB NPaKTUKU:

1. YcranoBouHasi KoH(pepeHIHA

2. MloAroTOoBUTEJBHBIH JTaN: WHCTPYKTAX MO OOIIMM BOIpPOCaM; HHCTPYKTaX MO TEXHHUKE
6e3onacHocTH. CocTaBieHHE IEPBOHAYAIBHOTO IJIaHA padoT.

3. Hay4Ho-uccjienoBaTeIbCKHid ITAMN:

Breibop Temsbl uccienoanusa. Omnpexnenenue mpoOneMbl, 00BEKTa M HpPEAMETa HCCIEeIOBAHMUA.
dopmynupoBaHue 1eNd U 3a7a4 uccieqopanus. CocTaBleHre MaTeMaTHUYECKON MOJIEIH.

AHanu3 auTeparypsl U HccaenoBaHuid o npodieme. Ilogbop crennanbHBIX UCTOYHUKOB 1O TEME
(HopMmaTuBHO-TIpaBOBbIC akThl, pekoMeHnanuu PCTIOK u @Ch Poccun, 6a3bl JaHHBIX YA3BUMOCTEH,
TEXHUYECKas JIOKyMEHTAllMs, MaTEeHTHbIE MaTepuaibl, Hay4yHble OT4eThl, W J1p.). CocraBieHue
oubmorpaduu. Koppekruposka miana pador.

YriybneHHOe H3y4YeHHE BOMPOCOB HH(OpPMAIMOHHONW 0€30MacHOCTH B COOTBETCTBHH  C
MOCTaBJICHHOW MPAKTUYECKOH 3a7aueii, B TOM YMCJIe BO3MOKHO U3y4e€HHE BCTPOSHHBIX MEXaHU3MOB
6e3omacHoctn onepanuoHHbix cucteM (OC) Windows u Linux; mnpuoOpereHue HaBBIKOB
angmunuctpupoBanus OC Windows u Linux; yriayonennoe uzydenue Active Directory (AD), a Taxoke
JIPYruX MPOTPaMMHBIX M MPOTPAMMHO-AIMApaTHBIX CPEJCTB 3alIUTHl WH(GOpPMAIMKA C Y4E€TOM
pealM30BaHHBIX B HUX MaTeMaTH4eCcKuX MeTo10B. [IpnoOpeTeHre HaBbIKOB HACTPOUKH Oe30macHon
paboter qomena Windows.

4. Jrtan BbINOJHEHUS HCCIeJ0BATE]bCKUX Pad0T 0 MHANBUAYAIBHOMY IJIAHY

[TpoBenenue 0630pa CyIIECTBYIONMX MAaTEMATHIECKUX MOJIENIEH M METOJIOB 3aIIUTHI WH()OpMAIHH,
UCMOJIb3YeMBbIX JJIsi pelleHHs] NOocTaBiIeHHON 3agaun. CpaBHHUTEIbHBIN aHAIU3 MaTEeMaTUYECKUX
MOJeNeli W METOAOB 3alluThl WHPOpPMalnuu, BBIOOP Hambojee TMOAXOMANICH MOJEIH, €€
KOPPEKTUPOBKa WM pa3paboTKa alropuTMa, pealu3ylollero COBPEMEHHBIE MaTeMaTU4YecKue
METOABI 3alIUThl WH(GOPMAIMK, aHATU3 pPE3yJIbTaToB. BBIOOp HpOrpaMMHBIX U MPOTPAMMHO-
anmapaTHbIX CPEJCTB 3alIUTH HHPOPMAIIMH, B TOM YHUCIIE OTEYECTBEHHOTO MPOU3BOACTBA, C YIETOM
peaTM30BaHHbBIX B HUX MaTEMAaTUYECKUX METOJIOB JUISI PEIICHHS [TOCTABICHHON 3a]a4u.

OpnHoil u3 3a1a4 3a1a4el MPOEKTHO-TEXHOJIOTUYECKOM MPAKTUKHU SBISETCSA PUOOPETEHHE ONbITa B
IPaBWIBHOM C TOUYKM 3peHUs 0e30MacHOCTH HacTpoiike coBpeMeHHbIX OC M HX CeTeBOro
B3auMoJieiicTBua. B pamkax 3Toi 3ajaud MOTYT BBINIOJHEHBI Takue PabOThI: CO3JaHHE JOMEHa
Windows u3 HeckoJbKMX paOO4MX CTaHIMA W KOHTpOJJIEpa JOMEHA, MOJIEIMPYIOIIETO CETh
HEKOTOPOM OpraHu3alyu; CO3/JaHUE YYETHBIX 3amuceil 1 paboThl Ha pabOYMX CTAHIMSX, IS
aJIMAHUCTPUPOBAHMUA pabOYMX CTaHIMHA, /I KOHTPOJUIEpa JOMEHA; BBIIOJHEHHE aHalu3a
3aLIUIEHHOCTH JIOMEHA: BO3MOXHOCTb MOJIY4€HHS IpaB JOKAJIbHOIO aMUHUCTPATOPa Ha pabounx
CTaHIIUAX, BO3MOYKHOCTD ITOBBIIICHUS TIPUBWIICTHI Ha pa00YNX CTAHIUAX U T. JI.; IPOAHAIN3UPOBAThH
YSI3BUMOCTh K COBPEMEHHBIM 3KCIJIOUTAM.

5. Dran odopmiaeHus: 0TYETA MO UTOraM MPAKTUKH

Benenue nHeBHMKa npakTuku. Onucanue npojenaHHoi paboTsl. CocTaBIeHHE OTUYETA 110 TPAKTUKE.
dopmynmpoBaHUe BHIBOIOB U MPEIOKEHUI 110 OpTaHU3alliy MpakTHKH. [IpeacraBienne oryera u
JTHEBHMKA MTPAKTUKH.

6. 3amuTa 0TYETOB MO Pe3yabTAaTaM MPOEKTHO-TEXHOJOTMYECKOH MPAKTHKM KOMHCCHHM Ha
3acenannu kadpeapst Kb u MMOU

3amura oTyera.

7. UtoroBasi koH(epeHHs 10 MPOEKTHO-TEXHOJIOTHYeCKOl MPaKTHKe

BricTyruienre Ha KOH(GEPEHITHH.

6. ®oHI OLICHOYHBIX CPEICTB

6.1 ®opMmMbl OLICHKH IO NPEIIUIIIOMHOM IPAKTHKE.



[To pesynbTaraM NPOXOXKACHUS MPAKTUKHU MPOBOIUTCS MTOTOBas KOH(EPEHIUs, CTYIEHTHI
TOTOBST B MPOU3BOJIBHOM (OpME KpaTKUE MHIUBUAYAIbHbIC TUCBMEHHBIE OTUYETHI O BHINIOJIHEHUH B
XOJIe MPAKTUKH BHIOPAHHBIX MU 33JaHUH, TOJIYYEHHBIX TP ATOM 3HAHUAX, YMEHUSIX U HABBIKaX.

6.2 Kputepuu oueHUBaHUS Pe3yJIbTATOB MPAKTHKH

OTueTsl O BBIMOJHEHUH WHAWBUIYAIBHBIX 33/1aHUH 3alUINAIOTCS CTYyJCHTAMHU Ha KOMHCCHUU
kapeaper Kb u MMOW ¢ mnpocTaHOBKOH WM, TPHU TOJOKUTEIBHOM PEIICHHH KOMHCCHH,
QG GepeHIIMPOBAHHOTO 3a4eTa o y4eOHOM MPAKTUKE.

[Ipu BeIBeIeHUU OIICHKH JOJKHBI YUUTHIBATHCS HE TOJIBKO KAYECTBO BBIITOJIHEHHOTO 33 JaHMs,
OTBETHI CTYAICHTA HA TEOPETUUECKUE BONPOCHI, HO U BCS I€ATEIBHOCTD B IEPUOJL
MPOXOXKACHUS TPOCKTHO-TEXHOJIIOTUYECKOMN MPAKTHUKH.

OTueT Mo NpaKkTUKE JOIHKEH OBITh U3J10KEH TEXHUYECKU IPAMOTHBIM S3BIKOM C IPUMEHEHUEM
PEKOMEHIOBaHHBIX TepMUHOB U abOpeBuaryp. Ilpu 3amuTe oTdyeTa MO MpPAaKTHKE OLIEHUBAETCS
COOTBETCTBUE MH(OPMAIIUH, MPEICTABICHHON B OTYETE, JaHHBIM W3 MH(MOPMAIIMOHHBIX PECYPCOB
obuiero nocryna cetu HTEepHET, MaTepuanoB JEKIUil, yueOHONU U TEXHUYECKOU JTUTepaTyphl.

Crnmcok BONPOCOB M (MJIH) 3aJaHUM /151 IPOBEJIeHUs MPOMEKYTOYHOM aTTecTaluu

Ha 3amuTe npaktuku oOyyaroimeMycs MOryT ObITh 3aJIaHbl B TOM YHUCJIE CIEAYIOIIUE BOIPOCHL:
1. Kpatko pacckaxuTe O HCIOJIb30BaHHONW Bamu mertonuke 3pPeKkTUBHON OpraHM3amuu padOTHI.
OO6ocHyliTe 0TBET, IPUBEANUTE CCHUIKU Ha IEPBOMCTOUYHUKU.
2. Kparko pacckakute 00 OCHOBax TaiiM-MeHePKMeHTa. [IpuBeauTe CChUIKHM Ha TIEPBOUCTOYHHUKH.
3. IlpuBeaure HOMEpa U Ha3BaHUS HECKOJBKUX OCHOBHBIX IIPABOBBIX HOPMATUBHBIX JOKYMEHTOB B
chepe MHPOPMALTMOHHON OE30MACHOCTH, PETIIAMEHTHPYIOUINX Pa3pa0dOTKy MOJUTHKHU YIPABICHHUS
JIOCTYIIOM.
4. KpaTko pacCKaxuTe O MeTojgax pa3pabOTKH TMOJMTHK YIPAaBICHHUS JOCTYIIOM H
MH(POPMALIMOHHBIMU TOTOKAMH, MPETyCMOTPEHHBIX ACHCTBYIOUIMMH IMPAaBOBBIMH HOPMAaTHBHBIMHU
JOKyYMEHTaMU B c(hepe nH(POpMAIIMOHHON 0€30MacHOCTH.
5. Kpatko pacckaxute 0 METOAbI pa3padOTKU MOJIUTUK YIPaBICHUs HHPOPMAIITMOHHBIMU TIOTOKAMHU
B KOMIIBIOTEPHBIX CHCTEMaX, MPEIyCMOTPEHHBIX JEHCTBYIOIIMMHU MPAaBOBBIMM HOPMAaTHBHBIMHU
JIOKYMEHTaMH B c(hepe nH(popMaMOHHON 0€30MacHOCTH.
6. IlepeunciuTe OCHOBHBIE ITPOOIIEMBI 0OecTiedyeHHst HH()OPMAIIMOHHON 0€30MacCHOCTH Ha THIIOBBIX
00BEKTax 3allUTHI.
7. HazoBuTe KpUTEpUM ISl CPAaBHUTEIBHOIO aHAJIW3a U OCYIIECTBIEHUS BbIOOpa MPOrpaMMHBIX U
IpOTrpaMMHO-aNNapaTHBIX CPEJACTB 3allUThl MH(POPMALKMH, B TOM YHUCIE OTEYECTBEHHOI'O
MIPOU3BOJICTBA, JUIsl pELICHUS 3a/1a4 MPOPECCUOHANIBHOMN 1€ATEIbHOCTH.
8. IlpuBeanTe HOMEpa U HAa3BAHUS HECKOJIbKUX OCHOBHBIX MPABOBBIX HOPMATUBHBIX JOKYMEHTOB B
chepe wuHPOpMAIMOHHON  OE30MaCHOCTH, PErVIAMEHTUPYIOUIUX  TPOBEIEHHE padoT Mo
a/IMUHUCTPUPOBAHUIO CPEJICTB 3aALIUTHI UH()OPMAIIMK B KOMIIBIOTEPHBIX CUCTEMaX U CETAX.
9. Ilepeunciute METOABI W CpeACTBA KOHTPONS dS(PPEKTHBHOCTH TEXHUYECKOW 3allUThHI
UHpOpMaLIUH.
10. Ha3oBuTe OCHOBHBIC METOJIbI YIIPABICHHSI HHPOPMALMOHHOW 0€30MaCHOCTHIO B COBPEMEHHBIX
OC.
11. Onummre 0cOOEHHOCTH aIMUHUCTPUPOBAHUS OCHOBHBIX C3U.
12. Kpatko pacckakuTe 0 MOpsiIKe IpoBeieHUs padoT MO aMUHUCTPUPOBAHUIO CPEJICTB 3ALIUTHI
nH(pOpMaIlMU B KOMIIBIOTEPHBIX CUCTEMAX U CETSAX, IPETyCMOTPEHHOM JIEHCTBYIOIIUMHU MTPABOBBIMU
HOPMAaTHUBHBIMU JOKYMEHTaMH B cepe HHPOPMALMOHHOM Oe30MacHOCTH.
13. IlpuBeaute HOMepa W HAa3BaHUSI HECKOJBKHX OCHOBHBIX MPABOBBIX HOPMATHUBHBIX JOKYMEHTOB
B cepe HHPOPMALIMOHHOM 0€301MacCHOCTH, PErIaMEeHTHPYIONNX aAMUHUCTPUPOBAHUIO CHCTEMHOTO
IPOrPaMMHOT0 OOecTieueHus! B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX.



14. Kpatko pacckaxxute o Coaepx aHuu padoT 1o aAIMUHUCTPHUPOBAHUIO CUCTEMHOT'O TPOTPAaMMHOTO
o0ecrieueHNs B KOMITBIOTEPHBIX CHCTEMAaX U CETSIX, PEAYCMOTPEHHBIX ACHCTBYIOIIMMH IIPAaBOBBIMHU
HOPMAaTHUBHBIMU JOKYMEHTaMH B cepe HHPOPMALMOHHOM Oe30MacHOCTH.

15. KpaTko pacckakute 0 METOIMKE OICHUBAHMS YPOBHS 0€30MMaCHOCTH KOMIIBIOTEPHBIX CUCTEM H
ceTel, MpeayCMOTPEHHON ACHCTBYIOIIMMU NPAaBOBBIMH HOPMAaTHBHBIMH JIOKyMEHTaMU B cdepe
uH(opManronHoi 6ezonacHoctu. [IpuBeanTe HOMEpa U Ha3BaHUS 3TUX JTOKYMEHTOB.

16. Kparko pacckaxXute O METOAMKE IMPOBEACHUS HSKCIHEPUMEHTAJIBHBIX HCCIICAOBAHHMA
KOMITBIOTEPHBIX CHCTEM C IIEJIbI0 BBISBICHHS YS3BUMOCTEH, HMPEAYCMOTPEHHON AEHCTBYIOIIMMHU
NPaBOBBIMH HOPMAaTHBHBIMH JOKYMEHTaMH B chepe HHPpOopMannoHHoi O6e3onacHocTh. [lpuBeanre
HOMepa 1 Ha3BaHUS 3THX JOKYMEHTOB.

Kpurtepuu BbicTaB/1eHUS] OLEHKHU

1. Ouenka, pekoMeHayeMasi pyKOBOAMTe/eM NPAKTHKH OT OPraHU3aIUH.

OneHka pyKOBOJAWTEINSI, YYUTHIBAIOIIAs KAayeCTBO BBINOJIHEHHOI'O 3aJaHMsl, SIBJISETCSI OCHOBHBIM
KkputepueM. Tem He MeHee OHa MOXKET ObITh U3MEHEHA B OOJIBIIYIO WJIM MEHBIIYIO CTOPOHY.

2. I'paMoTHOE H3J102KeHHE 0TUYETa 0 MPO/IeJIaHHOMH padoTe B MMCHMEHHOI 1 YCTHOI (hopme.
OT4er Mo MpakTUKE JOKEH ObITh M3II0KEH TEXHUYECKH T'PaMOTHBIM S3BIKOM C MPUMEHEHHEM
PEKOMEHJOBaHHBIX TEPMHHOB U a0OpeBHATyp, ITOKYMEHTHI JOJDKHBI OBITh O(QOPMIICHBI B
COOTBETCTBUM C  TNpaBuiamu, wuaeHTUYHbIMU  «[IpaBumam  odopmiieHuss  BBITYCKHOMN
kBanuukannoHHoi padotsl B PI'BOY BO «SIpocnaBckuii rocynapctBenHbid yauepeureT um. [LT.
JleMugoBay.

3. OTBeTHI CTYyI€HTAa HA BONPOCHI.

4. Hainyue nmpaBMJbHO 0(OPMIIEHHBIX JOKYMEHTOB B coorBercTBUM ¢ «SApl'Y-CK-II-217-
2021 IMoJi0keHMe 0 MPAKTHKE 00YYAIOIINXCSD).

OtcyrcTBUE WK TpyOble HapyLIEHUS B 0(OPMIICHHH JOKYMEHTOB (OTCYTCTBHUE MeUaTei, MoAnucen
WIA COJAEPXATeIbHONH YacTh) MOryT OBITh OCHOBAaHMEM Uil  BBICTABJICHHUS  OLEHKHU
«HEYJIOBJIETBOPUTEIILHO.

7. IlepeyeHb OCHOBHOI M JONOJTHUTEIbHON y4eOHOM JTUTepaTyphl, pecypcoB HH(pOPMAIIHOHHO-
TeJ1eKOMMYHUKANNOHHOM ceTH « IHTepHeT» I NPOX0KICHUS NPAKTHKHA

a) OCHOBHAasl JIUTEpPaTypa
1. lanerun, B. @®. 3amura komnbroTepHOH HHPOpManuu. DPGEKTUBHBIE METOIBl U
cpeactea / llansrun B. @. - Mocksa : IMK Ilpecc, 2010. - 544 c. - ISBN 978-5-94074-
518-1. - Tekcr : snekrtponnblii // DBC "Koncymbrant crtynenrta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940745181.html
2. Kazapun, O. B. HagexxHocTh M 0€30IMaCHOCTh MPOTPAMMHOTO OOECTICUeHHUs : yueOHOe
nocobue st By3oB / O. B. Kazapun, U. b. llly6unckuit. — Mocksa : U3natensctBo HOpaiiT,
2023. — 342 c. — (Beicmee oOpaszoBanme). — ISBN 978-5-534-05142-1. — TekcrT
anekTpoHHsld  //  OOpazoBarenbHas  muarpopma  FOpaiit  [caiit]. —  URL:
https://urait.ru/bcode/515435
3. Yka3 mpesunenta Poccum ot 05.12.2016 Ne 646 «OO0 yrBepxaeHUH JIOKTPUHBI
nH(pOopMallMOHHON O6e3o0macHocTH poccuiickoit denepannmy.
http://www.kremlin.ru/acts/bank/41460
4, ®enepanpHblii  3akoH  «O  0€30MAaCHOCTH  KPUTHYECKOW  MH(POPMAITMOHHOU
uHdpacTpyktypbl Poccuiickoit ®@eneparun» ot 26 wmrons 2017 1. Ne 187-D3.
http://www.kremlin.ru/acts/bank/42128

0) AOMOJIHUTEIbHAS JIUTepaTypa
1. AdanacbeB, A. A Ayrentudukanus. Teopuss U mpakTuka obecriedeHus: 6e30MacHOro
JocTyna K ”HGOPMAIMOHHEBIM pecypcaM : yaeOHoe mocodue ais By3oB / A. A. Acdanackes,



https://www.studentlibrary.ru/book/ISBN9785940745181.html
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JI. T. Benenbes, A. A. Boponuos u ap. ; [Tox pen. A. A. lllenynanosa, C. JI. I'py3nesa, HO.
C. Haxaesa. - 2-¢ u3z. , crepeoturl. - Mocksa : ['opsiuas nuaus - Tenekowm, 2012. - 550 c. -
ISBN 978-5-9912-0257-2. - Tekct : anekrponusiii // OBC "KoncynpTanT crynenta : [cait].
- URL : https://www.studentlibrary.ru/book/ISBN9785991202572.html

2. Kocomnarnos, 0. B. IIpoTokoJibl 3alIMIIEHHBIX BBIUYMCICHUN HAa OCHOBE JIMHEHHBIX CXEM
pasnenenus cekpera : yaeOHoe mocodue / FO. B. Kocomamnos. - Pocros #//] : KODY, 2020. -
112 c. - ISBN 978-5-9275-3317-6. - Tekcr : anexrponnsiii / ObC "KoncynsTanT crynenra"
: [caiit]. - URL : https://www.studentlibrary.ru/book/ISBN9785927533176.html

3.TOCT P UCO/MDK 56045-2014r., «MTudopmanimoHHas TEXHOJIOTHsA. METOIbI ¥ CpeICTBA
obecrnieueHns: 0€30MacHOCTH. PexoMeHmanuu s ayIuTOPOB B OTHOIIICHUH MEP M CPEACTB
KOHTPOJISI U yrpaBieHus: HHGOPMaMOHHON Oe3omacHocThion. dDenepanbHOe areHTCTBO 10
TEXHUYECKOMY perynupoBaHuio u merponoruun Poccun, M.: «Crangaptundopm»,2015.
https://docs.cntd.ru/document/1200112882?ysclid=loh4m4ero7681685791

4. TOCT P UCO/MDBK TO 19791-2008r., «udopMaiimonHas TeXHONOTHs. MeToasl U
cpenctBa obecrieyeHus: OezomacHocTd. OneHka 0€30MacHOCTH  aBTOMAaTU3MPOBAHHBIX
cucrem», denepalibHOE areHTCTBO MO TEXHUYECKOMY PETYJIMPOBAHUIO U METPOJIOTUU
Poccun, M.: «Cranmgapruadopm», 2009. https://docs.cntd.ru/document/1200076806

5. T'OCT P UCO/MDBK 27007-2014r., « THpOopManmoHHas TeXHOIOTHs. METOIBI U CPEeNCTBA
obOecrieueHnus  0Oe30MacHOCTH. PykoBOACTBA MO  ayAMTy CHUCTEM  MEHEIKMEHTa
uH(popManMoHHOH  Oe3omacHocTh», denepaibHOE  areHTCTBO 1O TEXHUYECKOMY
perynupoBanuro U Mmerponorun  Poccun, M.:  «Crampaptundopm»,  2015.
https://docs.cntd.ru/document/1200112881

6. TOCT P UICO/MDK 18044-2007r., «MHbOpMarimoHHas TEXHOJIOTHSA. MeToAbl M CPEACTBA
oOecrieueHus 6e30macHOCTH. MeHEeHKMEHT HHIUICHTOB HH(POPMAIIMOHHON 0€3011acHOCTHY,
@DenepalibHOE areHTCTBO MO TEXHUYECKOMY PETYIHpOBaHUIO W MeTponoruu Poccuu, M.:
«Crannmapruadopmy», 2009. https://docs.cntd.ru/document/1200068822

7. TOCT P UICO/MDK 18045-2013r., «MHbOpMarimoHHas TEXHOJIOTHSA. MeTOIbl M CPEICTBA
obecrieueHnss 0€30MacHOCTH. METOMOJIOTHS OIICHKH Oe30MacHOCTH WH(OPMAIMOHHBIX
TeXHOJOoTHily», PeepanbHOe areHTCTBO MO0 TEXHUYECKOMY PETYIMPOBAHUIO U METPOJIOTUU
Poccun, M.: «Crannaptundopm», 2014. https://docs.cntd.ru/document/1200105309

8. T'OCT P UCO/MDBK 53131-2008 «3amuta uHpOpMaIi. PexoMeHaanum mo ycimyram
BOCCTAHOBJICHUSI MH(OpPMAIIMU TIOCTIE YPE3BBIUAWHBIX CUTYallMd (PYHKIIUH U MEXaHHU3MOB
0e30macHOCTH WH(OPMALMOHHBIX U TEIEKOMMYHHMKAIIMOHHBIX TexHomorui. Oomme
noJIoXkeHus», denepaibHOEe areHTCTBO MO TEXHUYECKOMY PETyJIUPOBAHUIO U METPOJIOTUU
Poccun, M.: «Crannaptundopm», 2011. https://docs.cntd.ru/document/1200085087

9. TOCT P HCO/MDK 15408-1-2012r., 15408-2-2013r., 15408-3-2013r.,
«MHdopmanrionHass TeXHOIOTHA. MeToAbl M CpelAcTBa obecreueHus: HHPOPMAIMOHHOM
Oe3onacHocTi. Kputepun onieHku 6€30macHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTHIY, «HacTh
1. Beenenue u obmas monenby, «Hacts 2. OyHKIIMOHATBHBIE KOMITIOHEHTHI 0€30MacCHOCTHY,
«Yacte. 3. Kommnonentsl noBepusi Kk Oe3omacHocTu», DenepaibHOE areHTCTBO TI0
TEXHUUYECKOMY PEeTryIupoBaHUI0 u MeTposoruu Poccuu, M.: «CtannaptTuadopm»,

Yacts 1.-2014. https://docs.cntd.ru/document/1200101777

Yactp 2.-2014. https://docs.cntd.ru/document/1200105710

Yacrs 3.-2014. https://docs.cntd.ru/document/1200105711

10. Undopmannonnoit nokymeHt ®CTIK Poccun Ne 240/24/3095 ot 20.03.2012r. «o6
yTBepxkaAeHun TpeOoBaHuil K cpeacTBam aHTUBHpPYCcHOM 3auuThy. PCTIOK Poccun, 2012.
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-
materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-30-iyulya-2012-g-n-240-24-
3095?ysclid=loh4gmhajr258991464

11. PykoBoasmuit gokymeHT ®CTIOK Poccum (OB, ['ocTexkomuccusi) «3ammura OT
HECaHKIMOHUPOBAHHOTO AocTyna K uHpopmamuu Yacte 1. Ilporpammuoe obecredenue
cpenctB 3amuThl uHGopManuu. Knaccudpukarus 1mo ypoBHIO KOHTPOJS OTCYTCTBHSI HE
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JEKJIapUPOBAHHBIX BO3MOYKHOCTEW». (yTB. pemeHueM [ocynapCTBEHHOM TEXHUYECKOU
komuccun nipu [Ipesunente PO ot 4 utonst 1999 1., Ne 114)

B) pecypchl cetu «HTEepHeT» (MPH HEOOXO0AUMOCTH)
1. Caiit ®enepanbHON CIY)KObI TEXHHYECKOTO M DKCIOPTHOIO KOHTPOJs Poccuiickoii
@eneparun (https:/fstec.ru) s 3HaKoMcTBa ¢ HOpMaTHBHBIMH jJokymeHTamun DPCTIK
Poccun.
2. SecurityLab.ru - uadopMaIioHHbBIH OpPTAJI, ONICPATUBHO U €KEITHEBHO PACCKA3bIBAIOIIHIA
0 COOBITHSX B 00JIACTH 3aIUTHI HH()OPMALIUY, HTHTEPHET MPaBa U HOBBIX TEXHOIOTHSIX.
https://www.securitylab.ru/
3. baza nanHbIX 00IIEM3BECTHBIX YA3BUMOCTEH NHPOPMAIIMOHHOMN 0€30MacHOCTH
https://cve.mitre.org/

8. O0pa3oBaTesibHbIE TEXHOJOTHH, B TOM YHCJE IJIEKTPOHHOE 00y4yeHHe U JUCTAHUMOHHbIE
o0pa3oBaTe/ibHbIe TEXHOJOIMH, HCHOJb3yeMble NPH OCYILIECTBJICHUH O00Pa30BaTEJIbHOIO
npouecca

B mpouecce O6y‘leHI/IH HCITOJIB3YIOTCA CIICAYIOIINC 06pa3OBaTeHBHLIC TCXHOJIOI'H:

HNHcTpyKTHBHAA JIEeKHUS — TPOBOAUTCSA C LEJIbI0 OpraHu3aluu  IOCIEeAYIOLEN
CaMOCTOSITENIbHONU PabOThI CTYJCHTOB.
KoncynbTanuum — BuJ Y4eOHBIX 3aHATUN, SBISIIOIIMKICS OAHOM M3 (OpPM KOHTPOJIS

CaMOCTOSITENIbHOW paboThl cTyneHTOB. Ha koHcCynpTanusx mpernojaBaTellb OTBEYACT Ha BOIPOCHI
CTYJEHTOB, KOTOpPbIE BOZHUKAIOT Y HUX B IIPOLIECCE CAMOCTOATEIbHON PadOTHI.

OOyuaromuecss mnepeln MPOXOXKJIECHUEM MNPEAJUINIOMHOM TMPAaKTUKH 00ecreynBaroTCs
IPOrpaMMOM IPOXOXACHUS MPAKTUKU M UHAMBUIYaAJIbHBIM 3aJaHUEM DPYKOBOJAUTENS HPAKTHK.
CamocrosTenbHas padoTa 00y4aroLMXcs MoApasyMeBaeT paboTy MO PyKOBOJCTBOM CIELMaINCTa
OT opraHu3auuu — Oaspl npakTuku. IIpoBoas coOecenoBaHue, PYKOBOIUTEIN OOCYXKIAKOT C
o0yyaromuMucs 1miad Oyayiield NpakTuky, GOpMHUPYIOT BOIIPOCHI, KOTOPbIE HEOOXOIMMO PACKPHITH
IIPY COCTABJICHUHU OTYETA O MPAKTHUKE, OOBSACHSIOT MOPSAIOK 3aIOJTHEHUS THEBHUKA TPOXOKICHUS
NPaKTUKU U MOANUCHIBAIOT €T0, Jal0T PEKOMEHJAIUHU 110 U3YYEHHI0 HEOOXOIMMOIr0 HOPMaTUBHOTO
MaTepuanga M COOTBETCTBYIOLIEH JMUTEPATYpbl. B JTHEBHUKE MNPOXOXKACHHUS IPOU3BOJACTBEHHOU
NPAaKTUKU OTPaXKaeTcst KpaTKOe coiep kaHue padoT, BHIIOIHIEMbIX 00Y4atoIUMCs. 3alTUCH JOKHBI
BHOCHUTCSI OOYyYarOIIMMKCS €KEJHEBHO, OTpa)kash JaHHbIE O MpOJETaHHOW paboTe, W 3aBEpSThCS
MNOJAINUCHI0 PYKOBOJIUTENSI IO MECTY INPOXOXKIEHUS INPAKTUKU. B Xxone NMpoxXoKaeHWs NMpaKTHKU
oOydaromuiicss TOJMy4yaeT HEOoOXOAUMbIE MaTepHalbl OT PpPYKOBOAUTENS MPaKkTUKU U U3
npodeccuoHaIbHBIX 0a3 JaHHBIX W WH(GOPMALMOHHBIX CIPAaBOYHBIX CHCTEM. B COOTBETCTBUU C
ONMCAHHBIMM 3aJladyaMM OOydaroluiicss cooupaeT U oOpabaTbiBaeT MHPOPMAILIMIO JUIsl HAlTMCAHUS
oryera. [Io OKOHYaHUU MPAKTUKH OOYYAIOUIUIICS B YCTaHOBJIEHHBIE CPOKU CIAET PYKOBOAMUTEIIO
MPAKTUKHU OT (paKkynbTeTa JHEBHUK U OTYET O MPAKTUKE.

9. IlepeyeHb JIMIEH3HMOHHOI0 M (MJIM) CBOOOJHO PaCHPOCTPAHAEMOr0 NPOrPaAMMHOIO
olecrneyeHusl, UCMOJIb3yeMOI'0 IIPH OCYIIECTBJIEHNH 00pPa30BaTeJbLHOI0 Npolecca

B nporuiecce ocymiecTBiaeHUs: 00pa30BaTEIbLHOTO MpoLiecca Mo AUCHUIIIINHE UCTIONIb3YIOTCS:

i pOPMHUPOBAHUS MATEPHANIOB JJIS TEKYLIEr0 KOHTPOJS YCHEBAEMOCTH U IMPOBEACHUS
MIPOMEXKYTOUHOM aTTecTaruu, Uit GOopMHUPOBAHUSI METOAMUECKUX MAaTEPHAIIOB MO JUCIUILINHE!

- mporpammbl Microsoft Office;

- 3J1IeKTpOHHBIN yHUBepcuTeT Moodle SApl'Y;

- Adobe Acrobat Reader;


https://www.securitylab.ru/
https://cve.mitre.org/

- Nmap — cBoOogHasi yTuinTa, nmpeAHa3HAuYCHHAs AJIs pasHOOOpa3HOTO HACTPAWBAEMOTO
ckanupoBanusi IP-cereit ¢ JFOOBIM KOJWYECTBOM OOBEKTOB, OIMPEACICHUS COCTOSHUS
00BEKTOB CKaHupyemoii cetu. https://nmap.org/

- Wireshark — mnporpamma-ananusatop Tpaduka mis KOMIbOTepHbIX ceredl Ethernet u
HEKOTOPBIX Apyrux. https://www.wireshark.org/
- Metasploit Project — mpoekT, MTOCBAMEHHBIH HHOOPMAIMOHHON 0E30MacHOCTH.

https://www.metasploit.com/

10. IlepeyeHb coBpeMeHHbLIX NPOQeCCHOHAJBbHBIX 0a3 JaHHBIX U HWHPOPMALMOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX NIPH OCYIIECTBICHHH 00pa30BaTeIbLHOI0 npouecca (npu
He00X0IUMOCTH)

B npouiecce ocymiecTBiaeHUs: 00pa30BaTeIbLHOTO MPoLiecca MO AUCHUILIMHE UCTIONIb3YIOTCS:
- ABTOMaTu3upoBaHHas 6nbanoTeuHo-uHpopmannonnas cucrema «bYKN-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubroTeyHas cucreMa «Jlaup» https://e.lanbook.com

- DrnektpoHHas OubaroTeyHas cucrema «fOpaiir» https://urait.ru

- DnexTpoHHas 6ubnmnoTeynas cucreMa «KOHCYIbTaHT CTyIeHTa»
https://www.studentlibrary.ru

- TAPAHT. UndopmannoHHO-TIpaBOBOI MoOpTa

11. MaTepuajibHO-TeXHHYecKasi 6a3a, HeoOXoUMAsi 1JIsl MPOBeIeHUN MPAKTHKH

IIpy nNpOXOXKAEHUM NPOEKTHO-TEXHOJIOIMYECKOM MPAKTUKU O0ydaroliuecs IMOIb3YITCS
JIOCTYITHOW MaTepraibHO-TEXHUYECKOM 0a30i opranu3anuu — 0a3bl IPaKTUKH.
MarepuanbHo-TeXHHUECKass 0a3a  yHUBEpCUTETa, KOTOpass MOXET IOHaJ00UThCs
00y4aromuMcs IpU MPOXOKICHUH IPOEKTHO-TEXHOJIOTMYECKOM MPAaKTUKK BKJIIOYAET B CBOM cOCTaB
CIIELUAJIbHBIE TIOMEILECHHUS
— y4yeOHbIe ayJUTOPHH JUIsl IPOBEIECHUS IPYNIOBBIX U UHAUBUAYAIbHBIX KOHCYIbTAIINIA;
— y4yeOHbIE ayJJUTOPHUH JIUIs POBEACHUS TEKYIIET0 KOHTPOJIS U IPOMEXYTOUHOM aTTeCcTaluy;
— nabopaTtopud  MH(MOPMAIMOHHBIX  TEXHOJOTMH, MPOrpaMMHO-AINIApaTHBIX  CPEICTB
oOecnieyeHns HHPOPMALIMOHHOM 0€30MacCHOCTH, TEXHUYECKOH 3aluThl HH()OpMAIIIH;
— TIOMEILIEHUS AJi1 XPaHEHUS U NMPOPHIAKTUYECKOTO OOCITYKMBaHHUS TEXHUYECKUX CPEICTB
0o0yJeHus;
— BCE [JOCTYIIHBIE PECYpPChl INPENIUPHUATUS HUCHOJB3YIOTCA CTYAEHTaMH BO  BpeMsd
MPEAJUILUIOMHOM IPAKTUKH.

12. Nuble cBeeHust (MaTepHAJIbI)
MeToauyeckue yKa3aHus JJIsl CTYIEHTOB 110 OCBOEHUIO JUCIHUIJIMHBI

Jl1s ycnemHoro npoxoXx/aeHus MpakTUKU BaXXKHO yMeTh 3((EKTHBHO OpraHU30BaTh padoTy,
cpady IpPUCTyNaTb K PEIICHUIO IIOCTABJICHHBIX 3a1a4, IIOCTOSHHO 3HAKOMUTCA C HOBBIMHU
MCTOYHUKaMU MH(POPMAIUH 110 TEME.

Bonbmioe BHUMaHWE clieAyeT YAEIMTh MpaBUIaM TEXHUKHM O€30MacHOCTH, MpaBUIIaM
BHYTPEHHETO PACTIOPSAAKA OPTaHU3aLUU U BEJCHUIO THEBHUKA.

CrnenyeT NOCTOSIHHO KOHTPOJIMPOBATh CPOKH BBIIIOJHEHUS IIOCTABICHHBIX 3a/1a4.

B HekoTOphIX ciydasx BO3MOXHA KOPPEKTHPOBKAa WM H3MEHEHHE IUlaHa paldoT 1o
COTJIAaCOBAHUIO C PYKOBOAMUTEIIEM IIPAKTUKU OT OPTaHU3aLUU.


https://nmap.org/
https://www.wireshark.org/
https://www.metasploit.com/
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://www.studentlibrary.ru/

[Ipu odopmieHnn oTYeTa W JHEBHHKA HE cJexyeT 3a0biBaThb O NPUIIOKEHHAX, Kyna
IPUKJIAABIBAIOTCS UCXOIHBIE KOJBI pa3pabOTaHHbBIX, OOJBIINE OTYETHI, MOJYYEHHBIE C ITOMOIIBIO
IPOTPAMMHBIX M ITPOrPaMMHO-AIIAPATHBIX CPEJICTB 3aUTHl HH()OpMAIUH.

YroObl yCHENHO CIPAaBUTHCSA ¢ 00BEMHOM paboTON 10 0(POPMIIEHHIO OTYETa O MPOXOKIAECHUH
NPaKTUKH, CIeAyeT OQOPMIISATh OTYET MO YacTsM, B Ipolecce paboThl A00aBisisi B HETO HOBBIE
pa3elibl U MMyHKTBI ¢ HEKOTOPBIMU JIOTHYECKH 3aBEPILICHHBIMH YaCTsIMHU MCCIIEI0BaHU.

ABTOp(BI):

Houent xkadenpet Kb 1 MMOMU, k.¢.-M.H. denorosa H. I1.
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