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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Juctumumna «TexHonorun obecnieyeHns WHGOPMAIMOHHON 0€30MacHOCTHY» UMEET LENbIO
03HAKOMUTh O0Y4YaIOILIErocs ¢ yrpo3aMu 0e301acHOCTH MHGOpMAalUU, MOAEISIMH HapyIIUTeNed U
COBPEMEHHBIMH TEXHOJIOTHSMU o0ecTieueHus: MHPOPMAITMOHHON 0€3011acHOCTH.

JucuuiuinHa obecrieunBaeT NpUOOpPETEeHHE OCHOBHBIX 3HAHHWM, YMEHUH U HABBIKOB B
obmactu obecriedeHus: UH(GOPMAIIMOHHON OE30MaCHOCTBIO, CIIOCOOCTBYET OCBOCHHUIO IMPHUHIIUIIOB
KOPPEKTHOI'O IPUMEHEHUS] COBPEMEHHBIX CPEJCTB U METO/I0B 3aIUThl HHPOPMALIUH.

B pesynbrare u3ydeHus: AUCHUIUINHBI CTYACHT JIOJIKEH:

3HATh!

— TEpMHUHOJIOTHIO B O00JacTW 3aIiuThl HMH(OpMAIMM OT HECAHKIMOHUPOBAHHOTO
JIOCTYIa, HECAaHKI[MOHUPOBAHHOT'O U HENPAaBOMEPHOT'O BO3JCHCTBUH;

— yrpo3bl 6e30MacHOCTH UH(OpPMAIMH B aBTOMAaTH3UPOBAHHBIX CUCTEMAX;

— MOJIEIIU HapyLIUTENEH;

— COBpEMEHHBIEC TEXHOJIOTHH 3alUTH HH(OpMAaIHH;

— TpeOoBaHusi HOpMaTuBHbIX  JOKyMeHTOB ®CTOK Poccunm mno  3amure
ABTOMATH3UPOBAHHBIX CHCTEM OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIa K HHPOPMAIIUH;
YMETh!

— OCYILECTBIISAITh BBIOOP (YHKIHMOHATBHOW CTPYKTYPBl CHCTEMBI OOECTIeUeHHS
6e3omacHoCTH HHpOpMaKK, 00padaTeiBa€MOii B aBTOMAaTH3UPOBAHHBIX CHCTEMAX;

— 000CHOBBIBATh BHIOOP TEXHOJOTHI 1Jsi obecreueHus: O6e3omnacHocTd WHGOpMAIUH,
o0pabaTbIBaeMOil B aBTOMAaTU3UPOBAHHBIX CUCTEMAX;

— YyCTaHaBJIMBaTh, HACTpauWBaTh, TECTUPOBaTb M OTJIAXKHUBATH IPOrpPAaMMHBIE U
porpaMMHO-anapaTHbIE CPEICTBA 3alUThl HH(pOpMaIy;

BJIAJICTh:

— aHaJu3a TEXHOJIOTUH U CPEeACTB 3allUThl UH(OPMAIMHM OT HECAHKIIMOHMPOBAHHOTO
JI0CTyIHa.

2. MecTO AMCUUIIUHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JlaHHast TUCIUIUIMHA OTHOCUTCS K 00513aTeIbHOM YacTH 00pa30BaTeIbHON IPOrPaMMBI.

JucuuruimHa «TexHonmoruu obecnedeHus HH(POPMAIMOHHONW O€30MacHOCTHY  SIBIISETCS
0a3oBoi Ui W3y4deHMs] OOJIBIIMHCTBA MOCIEAYIOIIMX AMCHUUIUIMH JIaHHOW 00pa3oBaTesIbHOMN
IIPOrPaMMBI.

[Tonyuennsie B kypce «Texuonoruu obecrneueHuss WHOOPMAIMOHHONW O€30macHOCTHY
3HaHUS ~ HEOOXOMUMBI AN M3yYeHHMs]  JUCHMIUIMH  «YTpaBieHue  HMH(POpPMalMOHHON
0€30MacHOCThIO», «IKOHOMHUYECKHE BOIPOCHI oOecrieueHrs WHOOPMAIMOHHOW O€30MacHOCTHY,
«Aynut uHOPOPMALMOHHOM Oe30macHOCTHY», «3alMTa MporpaMM M JIaHHBIX», «3allUIleHHbIE
MH(OPMALIMOHHBIE CHCTEMBI», «AyAUT HH(OpMaLMOHHOW Oe3omacHOCTHY, «CII0KHOCTHAs
kpunrorpadus», «OCHOBBI TEXHOJIOTMU OJIOKYEHHY.

3. [llianupyemble pe3yabTaTbl 00y4eHHs MO AUCHHUIJIAHE, COOTHECEHHbIE ¢ MUIAHHUPYEMBIMH
pe3yJbTaTaMHu OCBOCHHMS 00pPa30BaTeIbHOI MPOrpaMMBbl

IIporecc u3ydeHus MUCIMILIMHBI HAIPaBJiIeH Ha (JOPMHUPOBAHUE CIEAYIOUIMX KOMIETSHIUH
B cootBercTBHM ¢ PI'OC BO, OOII BO u npuobpereHus ciaenyrommx 3HaHUM, yMEHUHN, HaBBIKOB
U (WIK) ONbITa AEATEILHOCTH:



dopmMupyemasn
KOMIIETCHLIHS
(ko 1 GpopMyJIMPOBKA)

NaankaTop 10CTHKEHHUSA
KOMIIETCHIIMH
(ko u popMyaMpoBKa)

Ilepedyenn
MJIAHUPYEMBIX Pe3y/IbTATOB 00y4eHHUsI

Oo6umenpodgeccuoHalbHbIe KOMIETEHIIUN

OIIK-1

CrnocoOeH 000CHOBBIBATh
TpeOOBAHMS K CHCTEME
obecrieueHus
MHPOPMAaITMOHHOH
0e30macHOCTH U
pa3pabaTeIBaTh MPOCKT
TEXHHYECKOTO 3aJIaHuUs
Ha ee COo3/[aHne

H-OIIK-1.2

YMeeT kiaccupuIMpoBarh
3aILHAIIAEMYIO
nH(OPMAITUIO TI0 BUAAM
TaliH U CTEICHIM
KOH(PHUICHIINATEHOCTH

3naer:

- TEPMHUHOJIOTHIO B 00JIaCTH 3alTUTHI
rH(OpPMAITNU OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTIa, HECAHKIIHOHUPOBAHHOTO U
HENPaBOMEPHOI'0 BO3/IEMCTBUN;

- yrpo3sl 6e30macHoCTH HH(pOopManuu B
ABTOMAaTHU3WPOBAHHBIX CHCTEMAX;

- MOJICTTH HAapYIIUTENICH;

- TpeOOBaHMS HOPMAaTUBHBIX IOKyMEHTOB
OCTIK Poccun mo 3amute
ABTOMATHU3UPOBAHHBIX CUCTEM OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA K
nHpOpMaITHH.

H-OIIK-1.3

YmeeT popMynupoBatb
OCHOBHBIE TPeOOBaHHUS TI0
3aImuTe
KOH(UICHIINATHHON
WHPOPMALIUH, B TOM YHUCIIE

Bnagers HaBbIKAMM:

- 000CHOBBIBATh BHIOOP TEXHOJIOTHH IS
oOecrieyeHus 0€30MacHOCTH HH(opMaIHy,
o0pabaTeiBaeMOil B aBTOMAaTU3UPOBAHHBIX
cHCTeMax.

OIIK-2

Criocoben
pa3pabaTsiBaTh
TEXHUUYECKUW MPOEKT
CUCTEMBI (ITOICUCTEMBI
60 KOMITOHEHTA
CHCTEMBI) 00ecTIeueHUS
UHPOPMAITMOHHOH
0e30macHOCTH

H-0OIIK-2.3

3HaeT OCHOBHBIE CPE/ICTBA
U cr1ocoObl obecrieyeHus
WHPOPMALTUOHHON
0€30MacHOCTH, TPUHIHIIBI
MIOCTPOCHHUS CHCTEM
3amuTHl HHPOPMAIHH

3naer:
- COBpEMEHHbBIE TEXHOJIOTHH 3alIUTHI
nH(pOpMAaIUH.

H-OIIK-2.4

YMeer HacTpauBaTh
OCHOBHBIE CpeICTBa
3alIUTHl HHPOPMALIH

Ymeer:

- OCYIIECTBIISITh BEIOOP PYHKIIMOHATBHOM
CTPYKTYPBI CHCTEMBI 00€CTIeYeHUSI
Oe3omacHOCTH UHPOPMAIIHH,
00pabaThiBaeMOli B aBTOMaTH3UPOBAHHBIX
cucTeMax;

- YCTaHaBIIMBATh, HACTPAUBATh, TECTHPOBATh
OTJIXKUBATh MPOrPAMMHBIE M IPOrPaMMHO-
anmapaTHble CPEJICTBA 3alIUTHl HHPOPMAIHH.

4. O0beM, CTPYKTYpPA U cofiep:KaHHe U CHUIIHHbI

OO01as TpyA0eMKOCTh TUCHHUIUIHHBI COCTaBIsIeT 5 3a4eTHhIX equHuil, 180 akaz. gacos.

Ne Tembl (pa3aenbl) o Buabl yueOHbIX 3aHSITHIA, DopMbI TEKYLIETO
n/n JMCIUTJINHBI, 5 BKJIIOYasi CAMOCTOSITEIbHYIO KOHTPOJIsI
HX COJep:KaHue = padoTy CTyAeHTOB, ycneBaeMoCTu
o U UX TPYA0EeMKOCTh
(B akageMUYeCKHX 4Yacax) dopma
KonTakTHas padora | MPOMEKYTOYHOM




o = aTTecTaluu
G-) —
£ 2| E|E « = (o cemecTpam)
>
=| 8| &| E|8E B¢
S| 2| & €25 g¢
= =N = | g & = @
~ = < = s 3 o 9
= X o) Q ) o
< b} Z |0 2| &
e < o E S
= = 218 5
Samanus i
Knaccudukanms .
1 u 2 2 2 CaMOCTOATEIBLHON
aBTOMAaTHU3UPOBAHHBIX CUCTEM
paboTHI
Knaccudukarus yrpo3
Oe3omacHoCTH HH(DOpPMAITHH 3agaHus s
2 |mpu 0OpaboTKe B 4 4 2 CaMOCTOSITETbHON
aBTOMATHU3UPOBAHHBIX paboThI
cucremax (AC)
Monenu 03 0€30IMaCHOCTH
a yrp Samanus i
UHQOPMAIIH, N
3 N 4 4 4 CaMOCTOSATEILHON
oOpabatsiBaemoii B AC.
. paboThI
Knaccuduxkarms Hapymmrenei
Knaccuduxanmst crmoco6os
3amadus g
obecrieuenns 0€30IaCHOCTH .
4 4 4 4 CaMOCTOSATEILHON
nH(pOpMAIIH, AGOThL
obpabateiBaemoii B AC. P
CoBpeMeHHBIE TEXHOJIOTHHI Samganus I
5 |upentudukanuu u 2 2 4 4 CaMOCTOATEIBHON
ayTeHTH(DUKAITIU paboTHI
CoBpeMeHHbIE TEXHOJIOTUN
TIPaBIIEHUS JOCTYIIOM K 3ananus 1
6 [P y 2 2 4 4 CaMOCTOSATEILHON
UHQOpMAIH, AGOThL
obpabateiBaemoit AC P
CoOBpEMEHHBIE TEXHOIOTUHU SamgaHus It
7 |oOecnedyeHus 1IEI0CTHOCTH 2 2 4 4 CaMOCTOSATEILHOU
nH(pOpMAITUN paboTHI
CoBpeMeHHbIE TEXHOJIOTUN
3alUThl THPOPMALIUU U 3ananms ans
8 P 2 2 4 4 CaMOCTOSATEILHON
MIPOrPaMMHOI0 00eCIICUCHUS
padoThI
OT BPEJIOHOCHBIX MPOTrpamMM
SagaHus i
CoBpeMeHHbIE TEXHOJIOTUN .
9 CHCTALIH 1 yieTa 2 2 4 4 CaMOCTOSITEILHOMN
P P vt paboThI
CoBpeMeHHbIE TEXHOJIOTHN 3ananns i
10 P 2 2 4 4 CaMOCTOSATEILHON
MEXCETEBOTO KPAaHUPOBAHUS
paboThI
Samganus I
Merons! U CpeacTBa o e
11 . 2 2 8 8 CaMOCTOSATEILHON
MoHuTOpHUHTa coObITUN Ub
paboThI
NHImMaeHTs! Samanus s
12 |(undopmanroHHOR 4 4 4 CaMOCTOSITETbHON
0e3omacHOCTH paboTHI
2 | 05| 335 |9x3amen
UTOI'o 32 | 32 | 32 2 |05 815

Conep:xaHue pa3iesioB IUCHUILIHHBI:

Tema 1. Knaccugukanusi aBTOMATH3MPOBAHHBIX CHCTEM.




Knaccudukanus wHbOpManuu 1o BUAaM AOCTyna. JJOKYMEHTBI, PErIAMEHTHUPYIOIIUE BOIMPOCHI
00pabotkn koHpuacHIHANIbHOW HHPopManuu. 3anmrta oT HCJ| xk undopmaruu. Knaccudukanus
AC wu TtpeboBanuss mno 3U. TpeboBaHus © pEeKOMEHIAUMU 10 3alIUTe HHOOPMAIIHH,
obpabateiBacmoit CBT.

Tema 2. Kuaaccupukaums yrpo3 Oe3omacHoctd uHpopmanuu npu  o0padoTrke B
aBTOMATU3UPOBaHHBIX cucremax (AC).

Knaccudukanus yrpo3 OeszomacHoctn wuHpopMmanmu. Mcrounwmku yszpumocteii AC U ux
xapaktepucTtuka. Vcrounuku yrpo3 Oe3onacHoctu uHpopmaruu. OOmas xapakTepucTHKa: yrpo3
HEINOCPEACTBEHHOI0 J0cTyna B onepaunoHHyro cpeay AC; yrpo3 0e30macHOCTH, Pealu3yeMbIX C
UCIIOJIb30BAaHUEM  IMPOTOKOJIOB  MEXKCETEBOI'O  B3aWMOJEWCTBUSA;,  yIrpo3  MPOTrPaMMHO-
MaTeMaTHYECKUX BO3JCHCTBHIA; HETPAIUIIMOHHBIX HH()OPMAIIMOHHBIX KaHAJIOB U T.A. MeETOabI
peam3anuu yrpo3 0€300acHOCTH HHPOPMAIIIH.

Tema 3. Moagean yrpo3 Oe3omacHocTH uHPopManuu, ooOpadaTreiBaemoii B AC.
Knaccupukanus HapymmTesei.

MeToauku ompeneneHust aKTyaJlbHBIX yrpo3 Oe3omacHocTH HH(popManuu u ys3Bumocteid AC.
TumnoBele Mozenn yrpo3 6e3onacHocTn nHpopManuu, oopadateiBaeMbix B AC. Knaccudukanus u
MoJIeNn HapymuTeneid. Mozaenu 6e301macHOCTH HH(OPMAIIHH.

Tema 4. Kuaaccupukamuss cnoco6oB  oOecrneuyeHusi 0e30MacHOCTH  MH(OpMaIUH,
oopadaTsiBaeMoii B AC.

[TpuHIMIIBI TIOCTPOCHHUSI CUCTEMBI obOecrieueHus uHpopmanmonHoi oOe3omacHoct (COUB).
TpeboBanusi k moctpoennto COUB. Knaccudukaius crnoco0oB odecrnieueHrss WHOOPMAITMOHHON
0e30macHOCTH (yIpaBiIeHUE TOCTYIIOM; PETHCTpAIUs U YUeT; 0OecrieyeHre 1eT0OCTHOCTH; KOHTPOIb
OTCYTCTBHSI HEJIEKJIapUpPOBAaHHBIX BO3MOKHOCTEW; aHTUBHUPYCHAs 3allUTa; Kpunrorpagpuyeckas
3ammTa  HMHQOpPMAIMK;, MEXKCETeBOE€ HKpPaHUPOBAaHUE M CETMEHTHPOBAHUE CETel; aHaIu3
3alMIIEHHOCTH U 0OHApYXEHUE BTOPKEHUI; IPEIOTBPALLICHUE YTEUEK U T. 1.).

Tema 5. CoBpeMeHHbIE TEXHOJIOTMH HICHTHPUKALMY U ayTeHTH(PruKanum.

AyTeHTH()UKAINA, aBTOpU3ANUs U HACHTU(DUKALUS (oTpeaeneHus). TeXHOIOTHH ayTeHTH(UKAIAH:
OJIHOPA30BbIE TMApOJM, MHOTOpPA3OBble MapoiH, Oa3bl YYETHBIX 3amucedl, MHOrodakTopHas
ayreHTH(uKanusa. TexHomoruu WACHTUGHUKAIMH W ayTeHTH(HUKAIMKA TIO0Jb30BaTeNIed 110
CHeIHMalbHBIM ycTpoiicTBaM. TexHonornu uaeHTuGUKau U ayTeHTH(PUKAIMN TT0Ih30BaTeNeH 1Mo
OMOMETPUUECKUM XapaKTepUCTUKAM 4ejoBeKa. TeXHOIOrnu HAeHTU(UKALUKA U ayTeHTU(PUKALUN
HCIIOJIb3YEMBIX KOMIIOHEHTOB 00paboTku nH(popManuu (anmapaTHBIX U MPOTPAMMHBIX CPEJICTB).
Tema 6. CoBpemMeHHbIe TeXHOJIOTHMM YNpaBJeHHsl JOCTynoM K uHdopmauuu,
oOpadarsiBaemoii AC.

Texnonoruu ympasinenust goctynoM Kk APM u cepepam. TexHOJOrMU yHpaBlIeHUS YYETHBIMU
3anucsiMU. TeXHOJIOruM ympaBieHus aoctynoM kK Web-pecypcam. TexHOIOTMH OJHOKpAaTHOU
ayTeHTU(UKaUKU T[oJyib30Bareie. TeXHONOruM ympaBieHUs JOCTYIIOM K JaHHBIM M K
nepudepuitHpIM yCTPOMCTBAM.

Tema 7. CoBpeMeHHbIE TEXHOJIOTHMHU O0ecreyeHusl HeJJOCTHOCTH MH(popmanum.

OcHoBHBIE TpeOOBaHMSA K MOACHUCTEME oOOecredeHus LeaocTHOocTH uHpopmauuu. [loncucrema
Pe3epBHOrO KOMHMPOBAHMS: OCHOBHbIE TPEOOBAaHUS K MOJICUCTEME PE3EPBHOTO KOMHUPOBAHMSI;, TUIIBI
PE3EPBHOIO KOMMPOBAHUS; TUIIBI PE3EPBHBIX HOCHUTENEW; XpPAaHEHUE U HCIIOJIb30BAHNUE PE3EPBHBIX
KONUI; apXWUTEKTypa TMOJCHUCTEMbI pe3epBHOro komupoBaHus. Iloncucrema pacnpeneneHus
OOHOBJICHHM: OCHOBHBIE TpPeOOBaHUS K TMOJCHCTEME paclpeaeseHus OOHOBJICHUH; BO3MOXKHBIE
BapHaHThl TIOCTPOEHHUS CHUCTEMbI; apXUTEKTypa TOJCUCTEMBI paclpeaeaeHus OOHOBIIEHUH.
BoccranoBnenne mnporpamMmHOro obecriedeHuss uHpopMmanuud 1mocie cO0eB M OTKa30B
000py/10BaHUs U IPOrPaMMHO-MaTEMaTHUYECKOT'O BO3ICHCTBUSI.

Tema 8. CoBpeMeHHBbIE TEXHOJTOTHH 3AIUTHI HHGPOPMALMH H IPOrPaAMMHOI0 00ecre4eHus1 0T
BPe/IOHOCHBIX IPOrPaMM.

OcCHOBHBIE K MOJCUCTEME AaHTUBHUPYCHOM 3alUThl. MeTOABI 3alUThl OT BPEJOHOCHBIX MPOIPaMM.
OOmass apxuTeKTypa MOJCHUCTEMBbl AHTHUBHUPYCHOW 3amMThl. BBIOOp CpeacTB aHTUBHUPYCHOM



3amuUThl. TeXHOJIOTUN KOHTPOJIS IPOTPAMMHOTO 00EeCIIeUeHHUsI Ha OTCYTCTBUE HEACKIAPUPOBAHHBIX
BO3MOKHOCTEM.

Tema 9. CoBpeMeHHbIE TEXHOJIOTHH PerHCTPALMH U y4eTa.

TexHonorun npenoOTBpallleHUs] yTeUkH KoHpuaeHIHanbHOM uHpopMauuu. TexHomorum
perucTpanuu cyObeKTOB JOCTYIA IIPH BXOJ1E/BBIXO/IE B CUCTEMY, 3aITyCKe/3aBEPILICHUH ITPOrpamMM U
MIPOLIECCOB, JOCTYNE MPOTrPaMMHBIX cpeacTB K (aiimam. TeXHOJOrMH perucTpalyy BblIauu
nevaTHbIX (Tpaduyeckx) JOKYMEHTOB Ha «TBEPAYIO» KOMHIO. TeXHOJIOTHH PEerucTpaliuy A0CTyna
POrpaMMHBIX CPEICTB K allapaTHbIM CpeicTBaM. 3amura HHpopManuu oT yreuku - DLP-
peleHusl.

Tema 10. CoBpeMeHHbIE TEXHOJIOTHH MEKCETEBOr0 IKPAHUPOBAHMS.

TexHonoruun MEXCETeBOI0 HJKPaHUPOBAHUS M  CEIMEHTHpPOBaHMUS ceTU. Pa3HOBUAHOCTH
MEXCEeTeBbIX JKpaHoB. Co3laHue JEeMUWIMTAPU30BAHHBIX 30H. TEXHOJOrMM 3alIUIIEHHOTO
yaajieHHoro jgoctyna kK pecypcam JIBC. TexHomoruu KOHTpOJISI JIOCTYyINa IOJb30BaTeied K
pecypcam cetu MuTepHeT. TexHOIOruu KOHTEHTHOW (PHIIbTPALUH.

Tema 11. MeToanl u cpeacTrBa MOHMTOPHHTa coObITHI UB.

Kontposns u Monutopunr coopituii Mb. OOHapyxeHHe/nmpenoTBpalleHue aTak W HapylmIeHUH
nonutuk Oe3omacHoctr (IDS/IPS): cucrema mpemorBpanieHusi BTOp>KeHUH; Kiaccudukarus IPS:
«CETEeBBbIE» U «XOCTOBBIE»; cocTaB IPS. AynuT u aHanu3 3anUIEeHHOCTH.

Tema 12. UHunaenTsl HHGOPMALMOHHOI 0€30IACHOCTH.

HopmatuBHbIE OOKyMEHTHl 1O yrpaBieHuto uHuujaeHramu Wb. Omnpenenenne u nepeudeHb
uHIMAeHTOB 1B, YpoBens kputnunoctu uHImaeHToB Mb. Pasnenenne dhynknuii ynpasnenus Ub.
OcHoBHbIE TPUHLIHUIIBI 00paboTku uHIMACHTOB Ub.

5. 06p330BaTeJ'[bele TEXHOJOI'MH, B TOM YHMCJI€ TEXHOJOIMM 3JIECKTPOHHOI'O 06yqe}mﬂ Hu
AUCTAHIHUOHHbIC 06p330BaTeJII>HI>Ie TEXHOJOI'MH, HCHOJb3yEeMbI€ IIPH OCYIICCTBJICHUH
06p330BaTeJ'[bHOFO nmpouecca mo TMCHUIIJINHE

B nporniecce 00ydeHust UCTIONB3YIOTCS CIEAYIOMNE 00pa3oBaTeIbHbIE TEXHOIOTHUH:

AKajieMHYecKas JIeKUHs ¢ JJIeMEeHTaAaMH JIeKUHHU-0eceabl — MOCIeI0BAaTeIbHOE  U3II0-
KEHHE MaTepualia, OCYIIECTBISIEMOE MPEUMYIIECTBEHHO B BHAE MOHOJIOTA IIPETOIaBaTelsl.
DneMeHTHI JIeKIMHU-0ecelbl 00eCTIeYNBAIOT KOHTAKT MPENoAaBaTels ¢ ayAuTOPHUE, YTO MO3BOJISIET
MIPHUBJICKATh BHUMAHHUE CTYICHTOB K HanOoJiee BaXHBIM TeMaM JUCIMIUINHBI, aKTHBHO BOBJICKATh
UX B YU€OHBI MPOLIecC, KOHTPOIUPOBATH TEMIT H3JI0KEHHS y4eOHOTO MaTepHala B 3aBUCUMOCTH OT
YPOBHS €r0 BOCIIPUSATHS.

IIpakTnyeckoe 3aHATHE — 3aHATHE, IOCBSIICHHOE OCBOCHHIO KOHKPETHBIX YMEHUU H
HABBIKOB T10 3aKPEIUICHHUIO IMOTYICHHBIX Ha JICKITUH 3HAHHM.

Koncynbranum — BuJ y4eOHBIX 3aHSATUH, SBISIOMIMNACA OJHOM U3 (OPM KOHTPOJIS
CaMOCTOSITENILHOM ~ paboThl  CcTyseHTOB. Ha  KOHCymbTamusx 1O Mpockde  CTYACHTOB
paccMaTpuBaIOTCs HauOoJiee CIIOKHBIE MOMEHTHI TpPH OCBOCHHHM MaTepHalia JUCIHUILIUHBL,
MperojaBaTellb OTBEYAeT Ha BOMPOCHI CTYACHTOB, KOTOpPHIE BO3HUKAIT y HHUX B IpoIlecce
CaMOCTOSITENILHOM pabOTHI.

Jlaboparopnasi pa6oTa — opranuzaiusi yueOHoi pabOThl ¢ peaTbHBIMU MaTepUATbHBIMU U
WH(POPMAIIMOHHBIMU  OOBEKTaMH, OJKCIEPHUMEHTaldbHas paboTa C aHAJIOTOBBIMH  MOJAEISMU
peaTbHBIX 0OBEKTOB.

6. IlepeyeHb JIMIEH3MOHHOT0 MW (WJIHM) CBOOOJHO PAaCHPOCTPAHSAEMOI0 TPOrPaAMMHOIO
o0ecrneyeHusl, MCIOJIB3YeMOI0 MNPH OCYHIECTBJIEHHHM 00pa30BaTEIbHOIO Ipouecca Mo
AUCHUIINHE

B mponecce OCYICCTBIICHUA 06pa30BaTeJ'ILHOFO nmpomnecca nmo JUCHUIIIMHE UCTIOJIb3YIOTCH:



st pOpPMHUPOBAHUS MATEPHATIOB JJISI TEKYIIET0 KOHTPOJS YCIEBAEMOCTH U IMPOBEACHUS
MIPOMEKYTOUYHOM aTTECTAIlUH, I (OPMUPOBAHUS METOIMUECKIX MAaTEPHUAJIOB 1O JUCITUTIIIMHE:

- nporpammel Microsoft Office;

- n3narenbckas cucrema LaTex;

- Adobe Acrobat Reader;

- I1O "Dallas Lock 8.0-K";

- 1O "VIiPNet Client 4.x (KC3)";

- ViPNet Administrator 4.5;

- CucremMa 3alIUThl TPWIOKEHHH OT HECAHKIIMOHMPOBAHHOro JocTyma Positive

Technologies Application Firewal, konduryparus Education;

- MaxPatrol koudurypauus Education;

- MaxPatrol Security Information and Event Management, xoudurypamus Education;

- XSpider, xoudurypanus Education;

- [TAK "Co6omnp" Bepcuu 4;

- C3U ot HC/] "Dallas Lock" (anmapatHslii);

- ViPNet Coordinator 4.5.

7. IlepeyeHb cOBpeMeHHBIX TNPOecCHOHAJBbHBIX ©0a3 [JaHHBIX H HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJb3yeMbIX IPH OCYLIECTBJEHUH 00Pa30BaTeIbLHOI0 Mpouecca mo
AUCHHILINHE (PU HE00X0IMMOCTH)

B npouiecce ocymiecTBiaeHus: 00pa3oBaTeIbLHOrO MpoLecca Mo JUCHUILIMHE UCTIONb3YIOTCS:
- ABTOoMaTH3upoBaHHas onbnuoreyHo-uHpopmannonHas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DrnekTpoHHas OubaroTeyHas cucteMa «Jlaup» https://e.lanbook.com

- DnekrpoHHas OubnroTeunas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHast OubnmoreyHas cucreMa «KOHCynbTaHT CTyIeHTa»
https://www.studentlibrary.ru

8. [lepeyeHb  OCHOBHOII W  JOMOJHHUTEJNbHOW  Yy4yeOHOIl  JHUTepaTypbl, pecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOI ceTHn «UHTepHer» (mIpM He00XOAUMOCTH),
PEKOMEHYEeMBIX AJIfl OCBOCHUS IMCUHIINHBI

a) OCHOBHAasl JIUTEPaTypa
1. Mlansrun B. ®. 3amumra nHbopManuu B KOMIIBIOTEPHBIX cucTeMax u cersax. - M.: JIMK
IMpecc, 2012. https://www.studentlibrary.ru/ru/book/ISBN9785940746379.html
2. BuykoB A.A. 3ammra wuHbopmammu: ydeOHOe mocobme Juii By30B — MocCKBa:
W3narensctBo IOpaiit, 2022. https://urait.ru/viewer/zaschita-informacii-490277

0) 10MOJIHUTEIbHAS JIUTepaTypa
1. B. Il. Menbuukos, C. A. Knetimenos, A. M. IlerpakoB UHdopmanmonHas 6€30MacHOCTh
n 3ammTa uHQopMmamuu: yueO. mocobue s By3oB. — M:  Axagemus, 2009.
https://djvu.online/file/hvClkvorGh6YU?ysclid=11291f2ti30923581
2. Metoauka OIEHKH yrpo3 Oe3omacHOCTH wWHOpManmuu. MeETOTUYSCKH JIOKYMEHT.
Vreepxkaen ®CTIK Poccum or 5 despans 2021 r. https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-
2021-g?ysclid=1128zxnwhm423640428
3. Mepsl 3amuThl HHQOpPMAIMK B TOCYIAapCTBEHHBIX HWH(GOPMAIMOHHBIX CHCTEMaX,
Mertoanueckuii nokymeHt. YTBepxkaeH PCTOK Poccum or 11 ¢espans 2014 r.
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/metodicheskij-dokument-ot-11-fevralya-2014-g?ysclid=1128zdv1xb877568761



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
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%22
https://www.studentlibrary.ru/ru/book/ISBN9785940746379.html
https://urait.ru/viewer/zaschita-informacii-490277
https://djvu.online/file/hvClkvorGh6YU?ysclid=ll291ff2ti30923581
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/2170-metodicheskij-dokument-utverzhden-fstek-rossii-5-fevralya-2021-g
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/2170-metodicheskij-dokument-utverzhden-fstek-rossii-5-fevralya-2021-g
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=ll28zxnwbm423640428
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=ll28zxnwbm423640428
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=ll28zxnwbm423640428
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-11-fevralya-2014-g?ysclid=ll28zdv1xb877568761
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-11-fevralya-2014-g?ysclid=ll28zdv1xb877568761

4. PernaMeHT BKJIIOYCHHS HH(POpPMALUU 00 YA3BHUMOCTAX IMPOrPaMMHOIO obOecreueHus
UIIPOTPAMMHO-ANMNapaTHBIX CPEICTB OaHK JaHHBIX yrpo3 0Oe30MacHOCTH HWHOOpMAIUU
®CTOK  Poccum.  https:/fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/metodicheskij-dokument-ot-26-iyunya-2018-g?ysclid=1128youkgx632696248
5. be3omacHOCTh HMH(POPMAITMOHHBIX TexXHOJOrHi. Kputepun oleHKH O0e30MacHOCTH
MH(OPMALIMOHHBIX ~ TeXHONOruil. PykoBomsmuii nokymenrt. Ilpuka3 mpencenarens
I'ocrexxkomuccun Poccun ot 19 wmrons 2002 r. Ne 187. https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-19-iyunya-
2002-g-n-187?ysclid=1128xmrjhk274315522
6. Cepus crannaptoB MCO 27000 «MHpOpMaIMOHHBIE TEXHOJIOTHH. MeTo bl 00ecTieueHUs
O0e3omacHocTH.  MeHEMKMEHT  WHGOPMAIMOHHOH  OE30IMacCHOCTH. https://pgm-
online.com/assets/files/pubs/translations/std/iso-mek-27000-2016.pdf
7. llernos, A. FO. 3ammuTa uHGOpPMAIIUU: OCHOBBI TeopHH : yueOHHK aiis By30B / A. 1O.
[ernos, K. A. IllernoB. — Mocksa : U3narensctBo FOpaiit, 2024. — 309 c¢. — (Bsicmee
obpazoBanue). — ISBN 978-5-534-04732-5. — TexcT : anexTponHbIi // OOpa3oBaTenbHas
mwiargopma FOpaiit [caiir]. — URL.: https://urait.ru/bcode/537000

B) pecypchbl ceTtu «IHTEepHET»
1. https://github.com/ — BeG-cepBuc s pasmemenuss |T-IPOEKTOB W KX COBMECTHOM
pa3paboTKu.

9. MaTepuanbHO-TexHHYecKasi 0a3a, HeoOXoAUMAas JJs OCylIIeCTBJIEHUSI 00Pa30BaTEILHOIO
npoiuecca no AMCUMIINHE

MarepuanbHO-TeXHHUECKass 0a3a, HEOOXOouMas Ui OCYHIECTBICHHS OOpa30BaTEIHHOTO
npoiiecca 1o JUCLUILIMHE BKIIOYAET B CBOM COCTaB CHELMAIbHbIC TOMELCHUS:

— y4eOHBbIC ayTUTOPUHU JJISl IPOBEICHUS 3aHATHI JEKIIHOHHOTO THIIA;

— ydeOHble AayAMTOPUM JJIsi TIPOBENEHUS MPAKTUYECKUX M J1a0OpaTOpHBIX padoT,

OCHAIIIEHHBIE CPEJCTBAMU BBIUUCIUTEILHOW TEXHUKHU, C YCTAaHOBJIEHHBIM IPOTrPAMMHBIM U

nporpammHo-amnmnapatibeiM obecnieuenreM [10 "Dallas Lock 8.0-K"; T1O "ViPNet Client 4.x

(KC3)"; TTAK "Cobomp" Bepcun 4; C3U or HCJ] "Dallas Lock" (ammapathsiii); ViPNet

Administrator 4.5; 2 ViPNet Coordinator 4.5; CucremMa 3aiiuThl MPUIOKEHUH OT

HecaHKIMOHMpoBaHHOro  goctyna  Positive  Technologies — Application  Firewal,

koH(purypamuss Education; MaxPatrol kondurypamust Education; MaxPatrol Security

Information and Event Management, kondurypauus Education; XSpider, kondurypauus

Education;

— y4eOHble ayTUTOPUHU AJISl IPOBECHUS IPYNIIOBBIX U UHIMBUAYAbHBIX KOHCYJIbTALIUH;

— y4yeOHble ayJUTOPUU JJs TPOBEACHMS TEKYLIEro KOHTPOJIS U TNPOMEXKYTOYHOH

aTTeCTallluu;

— TIOMEUICHUS ISl CAMOCTOSITETLHON pabOThI;

— TIOMEMICHUS JUIS XpaHEHUS ¥ MPOPHUIAKTHISCKOTO OOCITYKUBAHHS TEXHUUECKUX CPENICTB

00yJeHwusl.

ITomemienuss A caMOCTOATENBHOW pabOThl OOYYAIOLIMXCS OCHAIEHbl KOMIBbIOTEPHOMH
TEXHUKOH C BO3MOYKHOCTBIO TOAKIIOYCHHS K ceTH «VHTepHeT» M oOecleYeHHeM [OoCTyma K
3NIEKTPOHHOM MH(pOpMaIoHHO-00pa3oBaTenbHOM cpeae Apl'Y.

ABTOp(BI):

Houent xadhenpst KbuMMOMW, kanp. ¢us.-mMat. HayK .M. Mypun
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IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«TexHosioruu odecneyeHuss HHPOPMANUOHHOM 0€30MMACHOCTI)

MoH/1 OLIEHOYHBIX CPEJACTB
AJIs1 IPOBe/IeHUs TEeKYIero KOHTPOJISl yCIleBaeMOCTH
U NIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB
N0 JUCIHUILIHHE

1. TunoBble KOHTPOJIbHBIE 32JaHNUsI U UHbIE MATEPHUAJIBI,
HCMOJIb3yeMble B Mpollecce TeKYIero KOHTPOJIs YCIeBaeMOCTH

Ipakruueckue padorsi(M-OIIK-1.2, U-OIIK-1.3)

BrusiBiienue yrpos 6e30macHOCTH HH(OPMAITHH.

2. TexHosoruu ympapieHus 1ocTynoM. IToaroToBka mpoekTOB TEXHUYECKOTO 3aJaHUs U

TEXHUYECKOIO MTPOEKTA.

TexHonoruu obecneyeHus HEIOCTHOCTH UHPOPMALIUH.

4. TexHoyoruu aHTUBUPYCHOM 3amuThl. [I0ArOTOBKA MPOEKTOB TEXHUYECKOIO 3a/aHus U
TEXHUYECKOIO IIPOEKTA.

5. Texnomorum Kpunrorpaguueckoi 3ammTbl wuHbopManuu. [loArOTOBKAa MPOEKTOB
TEXHUYECKOI'0 3aJJaHUs U TEXHUYECKOTO IPOEKTA.

6. TexHOIOTHHM BOCCTaHOBIICHHUS! CHCTEMHOTO M MPHUKJIATHOTO IIPOTPAMMHOTO 00eCTIeUeHHSI
nocje cO0eB M 0TKa30B 000PyL0BaHUS U MPOTrPAMMHO-MaTEMaTHYECKOT0 BO3ICHCTBHUS.

7. TexHomorum MexceTeBOro sKpaHupoBaHMs. [loAroToBKa NPOEKTOB TEXHUYECKOIO
3aJlaHus ¥ TEXHUYECKOIO IIPOEKTA.

8. TexHomoruu cucteM oOHAPYKCHHSI BTOP)KCHHI M aHAIIM3a 3aIuieHHocTH. [ToaroroBka
IIPOEKTOB TEXHUYECKOT'O 3a/1aHUs U TEXHUYECKOTO ITPOEKTA.

=

L

Jla6oparopubie padorsl (M-OIIK-2.3, U-OIIK-2.4)
HacTtpoiika Static Route.
Hacrpoiika Dinamic Route.
Hacrpoiika VLAN.
Hactporika SSH.
ATtaka MAC-Flooding u MeTo b MPOTHBOACHCTBHUS €.
ATtaka MAC-Spoofing u MeTobI TPOTUBOACHCTBHS €id.
ATtaka ARP-Spoofing u MeTo b MPOTHBOACHCTBHUS €.
ATtaka DHCP-spoofing u MeTo b1 TpOTHBOAEHCTBUS el
ATaka SSL — Split u MeTobI TPOTHBOACHCTBUS €.
10 ATtaka SSL — Strip 1 MeTo/1bI IPOTUBOICHCTBUS €i.
11. Araka mogmena DNS u MeToabl TPOTUBOICUCTBUS €il.

CoNR~ LN E

3agaHus 1J19 CAMOCTOSITEIbHOM PadoThI
3amaHus A7 CaMOCTOSATENbHOM pabOThl COCTOAT B CAMOCTOSATENBHOM IMOBTOPEHUHM H3YYEHHOT'O
MaTepuaia U B JopaboTKe MPAKTUUECKUX U JJAOOpaTOpHBIX padoT.
2. Cnucok BONPOCOB M (MJIM) 3a/aHMIi 1J1s1 IPOBeAeHUsI IPOMEKYTOYHON aTTecTAlUH

Cnucok BONPOCOB K IK3aMEHY:

1. Knaccudukanus napopmanuu no BUaaM A0CTyNa.
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10.
11.
12.
13.
14.

15.
16.

17.
18.
19.
20.
21.
22.
23.
24.

25.
26.

27.

28.

29.
30.

31.

32.

JIOKyMEHTBI, perilaMeHTUPYIOIIHE BOMPOCHl 00paboTKH KOH(UACHIIMAIEHOW HHPOPMALIUH.
Knaccudukamus AC u tpedoBanus mo 3.

TpeboBaHus U PEKOMEHIAIMH T10 3aluTe HHPopmanuu, oopadarsiaemoii CBT.
Knaccudukanus yrpos 6e3omacHocTd HHOOpMAIUH.

Hcrounnku ys3Bumocteilt AC m ux xapakrepuctuka. Mcrounuku yrpo3 Oe3omacHOCTH
nHpopmanuu.

OO0m1as xapakTepuCTUKa: YIrpo3 HEMOCPEACTBEHHOTO J0CTyNa B onepanuonnyo cpeny AC;
yrpo3 0e30MacHOCTH, peaJu3yeMbIX C HCHOJb30BAHUEM IPOTOKOJIOB MEXKCETEBOTO
B3aWMOJICUCTBUS; YIpO3 MPOrPAMMHO-MAaTEMaTUYECKUX BO3IAEHCTBUM; HETPAAULIMOHHBIX
MH(OPMALMOHHBIX KAHAJIOB U T.J.

Mertoap! peanu3aiuy yrpo3 6e30macHOCTH WH(OPMAIIHH.

MeTtoauku ompesesieHuss aKTyallbHbIX Yrpo3 0e30macHOCTH MH(OpMalMU U YSI3BUMOCTEH
AC.

Tunosble Mojenu yrpo3 6e3onacHoCTy HHpopMmaluu, oopadarsiBaembix B AC.
Knaccudukanus u moaenu Hapymmreneil. Moaenu 6e3omacHocTa HHGOpMAIUU.
[TpuHIIUIIBI TOCTPOCHUS CUCTEMBI oOecnieueHus nHpopmarmonHon 6ezonacHocta (COUB).
TpeboBanwus k nocrpoenutro COUB.

Knaccudukanus crnoco6oB oOecnieueHus MHPOPMAIMOHHON Oe30macHOCTH (yIpaBieHHE
JIOCTYIIOM; pErUCTpaluss M Yy4deT; OOecHeueHHEe IEeJIOCTHOCTH; KOHTPOJb OTCYTCTBHS
HEJICKIapUPOBAHHBIX BO3MOXKHOCTEH; aHTUBUPYCHAs 3alllMTa; KpUNTOorpaduyeckas 3ammra
UHPOpPMALIMK; MEXKCETEBOE JKPaHUPOBAaHHE M CEerMEHTHPOBAHHWE CETEH; aHau3
3alUIIEHHOCTH U OOHApYKEeHHE BTOP>KEHUI; TPEIOTBPAIICHHE YTEUEeK U T. II.).
AyTeHTH()HKAINA, aBTOPU3ALUS U UACHTU(DUKAIUS (OTIPEICICHNU).

TexHonorun ayTeHTU(UKALMUA: OJHOPA30BBIE TMApPOJIM, MHOIOpPA30BbIe MApOIH, Oa3bl
YUYETHBIX 3aICei, MHOTO(aKTOpHAs ayTeHTH(UKAIIHSL.

TexHonorun uUASHTH(PUKAIUU W ayTeHTHU(UKALWU TMOJb30BaTeNe M0 CHEeHHaTbHBIM
YCTPOMCTBAM.

TexHonorun MACHTU(UKALIUU M ayTEHTU(UKALMUU TOJIb30BaTeNe MO OMOMETPHUYECKUM
XapaKTepUCTHKAM Y€JIOBEKa.

TexHomOrMM UASHTU(UKALIMHN U ayTEHTU(PHUKAIIMU NCIOIb3YEMBIX KOMIIOHEHTOB 00pabOoTKH
uH(popMalny (anmnapaTHbIX U IPOrPaMMHBIX CPEJCTB).

TexHonoruu ynpasienus focrynom k APM u cepsepam.

TexHonoruu ynpapjaeHUs] Y4€THBIMU 3aITUCSIMHU.

TexHonoruu yrnpasieHus 1octynom k Web-pecypcam.

TexHonornu oAHOKpaTHOM ayTeHTU(PUKALUHU TOJIb30BaTENIEH.

TexHosorMM yrpaBieHHs JOCTYIIOM K JaHHBIM U K epuepuitHbIM yCTpoicTBaM.
OcHoBHbIe TpeOOBaHUS K MOJCHCTEME 00eCTIeYeHUs IET0CTHOCTH HH(POpMAIUH.
[Toncucrema pe3epBHOIO KOMMPOBAHUS: OCHOBHbBIE TPEOOBAHUS K MOJICUCTEME PE3EPBHOIO
KOIIMPOBAHUS; TUIIBI PE3EPBHOTO KONMMPOBAHUS; TUIIBI PE3EPBHBIX HOCHUTEJEH; XpaHEHHE U
MCII0JIb30BAaHUE PE3EPBHBIX KOIUI; apXUTEKTypa MOJACUCTEMBI PE3EPBHOIO KOITMPOBAHUS.
[Togcucrema pacmpeneneHuss OOHOBIIGHUN: OCHOBHBIE TpeOOBaHUA K TOJICHCTEME
pacripesiesieHus] OOHOBJIEHUH; BO3MOXKHbIE BAPHAHTBI MOCTPOCHUS CHUCTEMBI, apXUTEKTypa
MOJICUCTEMBI pacIipeiesIeHus: OOHOBIICHUH.

BoccranoBnenne mnporpaMMHoro oOecrneueHus HHpopManuu Mmocie cO0eB M OTKa30B
000py/I0BaHUs U IPOrPaMMHO-MaTEMaTHUYECKOT'O BO3ICHCTBUSI.

OCHOBHBIE K IIOJICUCTEME aHTUBUPYCHOM 3aILUTHI.

MeToapl 3amuTel  OT BPEJOHOCHBIX mporpamm. OOmias apXUTEKTypa IOJACUCTEMBI
AQHTUBHUPYCHOM 3aIIUTHI.

Beibop cpeAcTB aHTHBHPYCHOM 3amUThl. TEeXHOJOrMM KOHTPOJS MIPOrpaMMHOIO
o0ecrieyeHns Ha OTCYTCTBHE He/leKJIapupPOBAaHHBIX BO3MOXKHOCTEH.

TexHonoruu nperoTBpalIeHHs YTeUKH KOHPHIEHIIUATbHON HHPOpMAIIIH.



33. TeXHOIOTUN  pETUCTpallii  CyOBEKTOB JOCTyHa IPH  BXOJE/BBIXOJE B CHUCTEMY,
3aIlyCcKe/3aBepIIeHUH TPOrpaMM U IPOLECCOB, JOCTYIE MPOrPAMMHBIX CPEJICTB K (paiinam.

34. TexHOIOTUU pPEruCTpaIyl BBAYU MEYaTHBIX (TpadUdyecKrX) JTOKYMEHTOB Ha «TBEPIYIO»
KOIHIO.

35. TexHOIOTHUU PETUCTPAIIUH IOCTYIIA IPOTPAMMHBIX CPEJCTB K ammapaTHBIM CPEJICTBAM.

36. 3amura nuapopmanuu oT yreuku - DLP-pemenus.

37. TexHOIOTUU MEXCETEBOTO IKPAHUPOBAHUS U CETMEHTUPOBAHHUSI CETH.

38. Pa3HOBUAHOCTH MEKCETEBBIX IKPAHOB.

39. Coznanue JeMUIMTAPU30BAHHBIX 30H.

40. TexHOJIOTUH 3aIMIIEHHOTO yIaJIeHHOTO JocTyna K pecypcam JIBC.

41. TexHOJIOTUM KOHTPOJISI IOCTYTIA MOJIb30BaTeNe K pecypcam cetu MHTepHeT.

42. TeXHOJIOTUH KOHTCHTHOU (DHIIbTpaIuy.

43. KonTpoiss 1 MOHUTOpUHT coObITHI UB.

44, OGHapyXKeHUe/IPEeIOTBPAIICHUE aTaKk M HapylieHud mnonutuk OezomacHoctu (IDS/IPS):
CUCTeMa TPEIOTBpAIICHHS BTOp)KEHUH; kinaccuukanus IPS: «cereBbie» M «XOCTOBBIEY;
cocras IPS.

45. HopmaTuBHBIE JOKYMEHTHI 110 yIpaBiieHuIo nHuuaenramu Ub.

46. OnpenenieHne U nepedeHb HHIUACHTOB Mb. YpoBeHbs KpUTHYHOCTH MHIIKIEHTOB Ub.

47. Paznenenue Qpynkuuii ynpasnenus Ub.

48. OcHOBHBIE IPUHITUITBI 00pa0OTKK MHIIKUIEHTOB Ub.

3. HpaBmIa BBICTABJICHHA OLICHKH HA 3K3aMCEHE.

B sx3aMeHanmoHHbIN OWIJIET BKJIIOYAIOTCS JiBa TEOPETHUECKUX Bompoca. Ha moaroroBky k
OTBETY J1aeTCsl HE MEHee | akaJleMUYeCcKOro Jaca.

I[lo wroram »SK3aMEHa BBICTABIIETCS OJHA W3 OLEHOK: «OTJIIMYHO», «XOPOLIOY,
«YZAOBIIETBOPUTEIIBHO» UJIU «HEYIOBIETBOPUTEILHOY.

Onenka «OTJHYHO» BBICTABISIETCS CTYJCHTY, KOTOPBIA YCIENIHO cJall Bce TabopaTOpHbIE
U TpaKkTUYecKHe paboThl U JIEMOHCTPUPYET TIIyOOKO€ U IOJHOE BIAJEHUE COJepKaHUEM
MaTepuaia W TMOHATUHHBIM anmapaToM 3allluThl HWH(OPMAaLMU; yMEET CBS3bIBaTh TEOPUIO C
npakTukoil. CTymeHT JaeT pa3BepHYTble, IIOJHBIE W 4YETKME OTBETHI Ha  BOIPOCHI
HK3aMEHALlUOHHOTO  OWjieTa M JIONOJIHUTEIbHBIE  BONPOCHL,  COONIONAET  JIOTUYECKYIO
[IOCJIEIOBATEILHOCTD IIPHU U3JI0KEHUN MaTepuana. [ paMOTHO UCIIOJIB3yeT TEPMUHOJIOTHIO.

Ounenka «Xopouo» BbICTaBISETCS CTYIEHTY, KOTOPBINA YCIIEUIHO call Bce 1a0opaTOpHbIE U
NpaKkTUYecKHe paboThl U OTBET KOTOPOTO HA 3K3aMEHE B 1I€JIOM COOTBETCTBYIOT YKa3aHHBIM BBIIIE
KpUTEPUSM, HO OTJIMYAETCS MEHbIIEH OOCTOSATENbHOCThIO, TIIYOMHOH, OOOCHOBaHHOCTBIO U
NOJHOTOH. B 0TBeTe MMEIOT MECTO OT/eNbHbIe HETOYHOCTH (HECYILIECTBEHHbIE OLIMOKH), KOTOPbIE
UCHPABISAIOTCA CaMHMM CTYJEHTOM II0CJ€ JIONOJHUTENbHBIX M (WJIHM) YTOYHSIOUIMX BOIPOCOB
JK3aMEHaTopa.

Ouenka «YI0BJIETBOPUTEIBHO» BBICTABISIETCS CTYACHTY, KOTOPBIM YCIEHNIHO CHAJ BCE
nabopaTOpHble U MpPAaKTUYECKHE PabOThl, BO3MOXKHO 3a MCKIIOYEHHEM OJHON M3 HMX, U JaeT
HEJ0CTAaTOYHO IOJIHBIE M TOCIIE0BATEIbHbIE OTBETHl HA BOMPOCHI AK3aMEHAIIMOHHOrO Ouiera u
JIOTIOJIHUTEIIbHBIE BOIIPOCHI, HO IPU 3TOM JAEMOHCTPUPYET YMEHHUE BBIIEIUTH CYILICCTBEHHBIE U
HECYIIECTBEHHbIE IPU3HAKU U YCTAHOBUTH TPUYUHHO-CIIEACTBEHHBIE CBSI3U. OTBETHI U3JIAratoTCs C
UCMOJIb30BAaHUEM TEPMHHOJIOIMU 3allUThl WH(POPMALMU, HO TPH ATOM JOMYCKAIOTCS OIIMOKU B
OTpe/IeNIEHUsIX HEKOTOPHIX OCHOBHBIX MOHSATUH, (OPMYIUPOBKAX IMOJIOKEHUH, KOTOPBIE CTYIEHT
3aTpYAHSAETCS UCIPABUTh caMOCTOATENbHO. [Ipu aprymeHTanuu oTBeTa CTyIeHT He 0OOCHOBBIBAET
CBOM CyXJieHHs. Ha yacTh TONOJIHUTENBHBIX BOIPOCOB CTYJEHT 3aTPYAHSIETCS JaTh OTBET WU AAE€T
HEBEPHBIE OTBETHI.

Ounenka «HeynoBi1eTBOPUTEIbHO» BBICTABISETCS CTYIEHTY, KOTOpBIH He caan Ooiee
OHOW JabOpaTOPHOM WJIM MpaKTHUYeCKOW paldoThl, M JEMOHCTPUPYET Ppa3pO3HEHHBIE,
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OeccucTeMHble 3HaHUSA; OCCHOPSIOYHO M HEYBEPEHHO H3JIaraeT MaTepuall; He YMEeT BbIIENATh
IJIABHOE M BTOPOCTENIEHHOE, HE YMEET COCOUHATh TEOPETHYECKUE IIOJOKEHUS C IPAKTHKOU;
JIOITyCKaeT TpyOble OMIMOKH MPHU ONPEAEICHUU CYIIHOCTU PACKPBIBAEMBIX TOHSITHN, BCIICACTBUE
HEIIOHMMAaHUsl UX CYIIECTBEHHBIX M HECYLICCTBCHHBIX IIPU3HAKOB U CBA3CH; aeT HEMOJIHbIE
OTBETBI, JIOTMKA M IIOCJIEOBAaTEIbHOCTh W3JIOKEHUS KOTOPBIX MMEIOT CYLIECTBEHHbIE H
IIPUHLMIIAAIbHBIEC HAPYILIECHHUS, B OTBETaX OTCYTCTBYIOT BBIBO/bL. JIONOJIIHUTENBHBIE U YTOUHSIOIIUE
BOIIPOCHI JK3aMEHATOpa HE IPUBOAAT K KOPPEKLMM OTBETOB CTyneHTa. Ha OCHOBHYIO 4acThb
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYICHT 3aTPyIHAETCS AAaTh OTBET UJIU 1a€T HEBEPHBIC OTBETHI.

Onenka «HeynoBineTBOPUTENbHO» BBICTABISIETCS TAKXKE CTYAEHTY, KOTOPBIM B3slI
9K3aMEHAIMOHHbIN OMJIET, HO OTKA3aJICs 1aTh HA HETO OTBET.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«TexHosiornu odecnevyeHnst HHPOPMAIUOHHOI 0€30MACHOCTH

MeTOIlI/I‘IeCKI/Ie YKa3saHUuA AJIdA CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINMHBI

V4eOHbIM  IUIAHOM HA  U3ydeHHe JUCHMIUIMHBI  «TexHosoruu  obecredeHus
UH(POPMALIMOHHON 0E30MacCHOCTH» OTBOJIUTCS OJWH CEMECTp, IO 3aBEpIICHUH KOTOPOro B
Ka4yecTBE HTOIOBOTO KOHTPOJS IPEAYCMOTPEH 3K3aMeH. B mporecce mM3ydyeHUs AUCHUILUIMHBI
IPOBOJATCS MPAKTUYECKHE M J1abopaTOpHBIE PaOOThI, BBIMOJIHSIOTCS JBEHAIIATh JOMAIIHUX
3aJaHUN.

JUisi  yCHIeUIHOTO OCBOCHHUSI JUCIHMIUIMHBI BaXHO, 4YTOOBI OOYyYaromIMHCS yIEIHi
0COOEHHOE BHMMAHHUE BBIMOJIHEHUIO MPAKTUYECKUX U JIabOpaTopHbIX padoT. Teopernyeckue
OCHOBBI, HEOOXOAMMBIE /ISl BBITIOJIHEHUS 3TUX PabOT, MOIPOOHO pa3dUparoTcs Ha JIEKIIMOHHBIX
3aHATUAX. OCHOBHas Liedb BBIIOJHEHUS IPAKTUYECKMX U JIa0OpaTOpHBIX paboT — JaTh
00yJaromuMcsi TIPEACTaBICHNE O MPUMEHEHHH TEXHOJIOTHH obOecrieueHuss MHPOPMALUOHHOM
0€30I1aCHOCTH Ha NpakTuKe. [ ycremHoro BBIOJHEHMS MPAKTHUYECKUX M J1a0OpaTOPHBIX
paboT HE0OX0AMMO 3HaTh U NMOHUMATh JIEKIMOHHBIN MaTepuai. [loaTtomy B npouecce uzyueHus
JUCLUIUIMHBI PEKOMEHIYETCsl perysiipHOe MOBTOPEHHUE MPOWICHHOIO JIEKIIMOHHOIO MaTepuaia,
YeMy CIOCOOCTBYIOT pETyJsIpHBIC 3aJaHusl ISl CaMOCTOATENBbHOW paboTel. Marepuan,
3aKOHCIIEKTHPOBAaHHBIA Ha JIEKIUSAX, HE0OXOAMMO JoMa elle pa3 mnpopadaTeiBaTh U IpHU
HEO0OXOUMOCTHU JIONOJHATh UH(OpMaLMEl, MOTy4eHHON Ha KOHCY/IbTALMSX, NPAKTUYECKUX U
71a00paTOPHBIX 3aHATHSX U U3 y4EeOHOM JIUTEpaATypHI.

B kauecTBe 3amaHuil AT CAMOCTOSITETIHHON pa0bOTHI JoMa O0YYarOIIUMCSI IIpeIaracTcs
nopadoTaTh 3aJjaHUs IPAKTUYECKUX U Ja00paTOPHBIX padoT, BHINOIHEHUE KOTOPhIX HAauWHAETCS
B ayJIUTOPUHU.

Ilo wrToram wW3y4yeHus JAUCHUUIUIMHBI OOy4arolIMecs CHAIT 3K3aMeH. OK3aMeH
NPUHUMAETCSl TI0 3K3aMEHALMOHHBIM OMJIeTaM, KaXKIbld M3 KOTOPBIX BKJIIOYaeT B ceOsl 1Ba
TEOpEeTUYECKUX Bompoca. Ha caMoCcTOsATENbHYIO IOATOTOBKY K dK3aMEHY BBIAEIAETCS 3 THS, BO
BpeMs MOJATOTOBKH K IK3aMEHY NMPEAYCMOTpEHA IPYIOBasi KOHCYJIbTAILINS.

OnbIT mnpenoaaBaHus AUCHUIUIMHBL «TexHonmoruu obecneueHuss HHGOPMAIMOHHON
0€30MacHOCTH» TOBOPUT O CJIOKHOCTU €€ CaMOCTOSITEJIbHOIO M3y4deHHs Juisl oOydarolierocs,
HECMOTpS Ha HAJIMYUE JOCTAaTOYHO KAYECTBEHHBIX YUEOHBIX MOCOOMHA. DTO CBA3aHO ¢ OOJBIIUM
YHUCIIOM J1a0OpaTOpHBIX PadOT, HEOOXOAUMBIX [JIsi MPUOOPETEHHS HABBIKOB IMPAKTHYECKOIO
WCIIOJIb30BaHUsl M3ydaeMoro Marepuana. Ilostomy mnocemeHue BceX ayAMTOPHBIX 3aHATUN
ABJISIETCS. HACTOSTEIBHO PEKOMEHTyEMbIM.
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