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1. Ileas ocBOEHHS AU CIMILIMHbBI

Llenpro AUCIUILIAHBI

MMporpaMmMHOIo obOecreyeHus.

ABISICTCA M3Y4YCHHE MPHUHLUUIOB pa3paboTKu Oe301MacHOro

2. MecTO THCHMILJIMHBI B CTPYKTYpe 00pa3oBaTeIbHOI MPorpaMmMsbl

HucuummuHa «Pa3paboTka 0€30MacHOTO MPOTPAMMHOTO OOECIEUEHHUs» OTHOCHTCS K

qaCTu

o0Opa3oBaTenbHOI

IPOrpaMMBl,

dbopmupyemoit

Y4aCTHHUKaMH O6p8.30BaTe.]'II>HI)IX

OTHOIICHHWN. JIJis Jydmiero yYCBOSHHS JAHHON JHCHUIUIMHBI HEOOXOIUMO, YTOOBI CTYACHT
BJIajie]l 3HAHUSIMU, YMEHHUSMH W HaBBIKaMH, C(POPMHUPOBAHHBIMH B Mpolecce OOy4YEeHHUS B
OakamaBpuate mo Hanpasnenusm 10.03.01, 11.03.02, 03.03.03, 11.03.01.

3HaHMS W MPAKTUYCCKUEC HABBIKM, MOJIYYCHHBIC B PE3yJIbTAaTe WM3YyUCHUS JUCIMILUIAHBI,

HCIOJIB3YIOTCA B JUCHUILIMHAX

«3anniieHuple

WH(POPMAIIMOHHBIE CHCTEMBI», «AYIUT

uH(popMallMOHHON Oe3zomacHocTH», «Pa3paboTka 0e30MmacHOro MpPOrpaMMHOrO 00ecCreYeHUs»,
«3amura OT BpeJOHOCHOIO ITPOTrPAMMHOI'0 00ECIIEUEHHUsD», a TAKXKe IPU pa3paboTKe KypCOBBIX U

JUITNIOMHBIX pa60T.

3. [lnanupyemsble

pe3yJIbTaThl

00yueHus

mo AUCHHUIIJINHE, COOTHECCHHBbIC C

IUIAHUPYEMBIMH Pe3YJIbTATAMH 0CBOEHHUSI 00Pa30BaTeJbLHOMH MPOrpaMMbl

IIponiecc u3yyeHus AUCUUILIMHBI HAlIPaBieH Ha (POPMUPOBAHUE CIEAYIOIIUX JIEMEHTOB
komneTreHMi B coorBercTBUU ¢ ®PI'OC BO, OOII BO u npuobpereHus cleayromux 3HaAHUMH,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1EATEIbHOCTH:

Dopmupyemas
KOMIeTeHIUs
(xox u popmyTHpPOBKA)

HNaankaTop 10CTHKEHHUSA
KOMIIeTeHII U
(xox u popmyIHpPOBKA)

Ilepeuenb
IUVIAHNPYEeMBbIX Pe3yJIbTATOB 00y4eHus!

IIpodeccnonaibHble KOMIETEHIIUN

MnK-1

Crnioco0eH pa3pabaThiBaTh
MaTEeMaTHYECKUE MOJICITH
CUCTEM o0ecrieueHuUs
WH(POPMAITMOHHOM
06e30macHoOCTH,
MaTeMaTHYECKH
JIOKa3bIBaTh UX
COOTBETCTBHE
BBIOPaHHBIM TOJIUTHKAM
0e30MacHOCTH.

HU-IIK-1.5

Crioco0eH pealin30BbIBaTh
MEXaHU3MbI 0€30ITaCHOCTH B
MPOrPaMMHOM
obecreyeHnH.

3HaTh:

— MexaHu3MBbI 0€301TaCHOCTH, PUMEHSIEMEIE B
I10.

— Maremaruieckoe 000CHOBaHHE
0e3onacHocTy npuMeHsieMbIx B [10
aJTOPUTMOB U MOJIEIIEN.

Ymern:

— Pa3pabaTbiBaTh MeXaHU3MbI 0€30IIaCHOCTH
I10.

— Jloka3pIBaTh COOTBETCTBUE pa3pabOTaHHBIX
MEXaHM3MOB 0€30ITaCHOCTH BHIOPaHHBIM
NOJUTHUKAM O€30MacHOCTH.

— [IpumMeHsTh cucTeMHOe Kpunrorpadudeckoe
API pu pazpabotke I10.

Bnagers HaBBIKaAMM:

— [IpuMeHeHns MeXaHU3MOB ITOAMUCHIBAHUS U
MIPOBEPKHU UCTIOTHAEMBIX (HaliioB, ONOIHOTEK U
cOOpOK.

— Hcnonb30BaHus MOATOTOBIEHHBIX
BBIpaXEHUH Ipu ncnoaHeHnH SQL-3anpocos.
- Hcnonp3oBannsa 6e3omacusix HTML-
¢petimBopkoB u canutaiizepoB HTML-




BEPCTKH.

H-TIK-1.6

Crnioco0OeH mpUMEHSTh
MaTeMaTUYeCKuH armapar
MIPH I0KA3aTeIbCTBE
COOTBETCTBHS MEXaHU3MOB
oe3omacHoctr 110
BBIOPaHHBIM TIOJIUTHKAM
0e3omacHoOCTH.

3HaTB:

— MaTtemaTnueckoe 000CHOBaHHE
Oe3omacHocTy puMeHsieMbIX B [10
aJIrOPUTMOB U MOJIEITIECH.

YMmeTh:

— Jloka3pIBaTh COOTBETCTBUE MEXaHH3MOB
oe3omacHocty 110 BRIOpaHHBIM OJTUTHKAM
0e30MacHOCTH.

MK-2

CriocobeH aHanu3upoBaTh
MaTeMaTHYECKUEe MOJICIIH
CHCTEeM 00ecIIedeHHS
MHPOPMAaITMOHHON
0€e30IMacHOCTH, a TAKKE
HPOBOJUTE TECTHPOBAHHE
CPEJICTB 3aIlUThI

HU-1IK-2.8

Crnioco0OeH mpoBOaUTH
TECTUPOBAHHE MEXaHU3MOB
6e3omacHoctu I10 Ha
COOTBETCTBHME MOJEISIM
obecrieueHus
nH(pOPMAITMOHHON
0e30IMacHoCTH.

YmeTh:

— Pa3zpabaTeiBaTh aBTOTECTHI IS TIPOBEPOK
MexaHu3MoB Oe3omacuoctu I10.

— IlpuMeHsTh HHCTPYMEHTHI CTATHYECKOTO
ananusa 6e3omacuoctu [10.

— IIpuMeHSTh HHCTPYMEHTHI TUHAMUYECKOTO
ananu3za 6e3omacuoctu I10.

UHPOpPMALIUH Ha
COOTBETCTBHE STHM
MOJIEIISIM.

4. O0beM, CTPYKTYPA U cO/iep:KaHNe TUCIUIIIHHbI

OO61as TpyA0eMKOCTh IUCHUIUIMHBI COCTaBIseT 4 3a4eTHBIX equHullbl, 144 aka. 4acos.

Buabl yueOHbBIX 3aHATHI,
BKJIIOYAsI CAMOCTOSAITEIbHYI0 padoTy
CTY1eHTOB,
U UX TPY/10€MKOCTh DopmMbI TEKYLIETO
(B akageMHYeCKHUX 4acax) KOHTPOJIsI
=3 creBaeMoOCTH
N Temb1 (paziensi) £ KonTakTHas padora y
= v
AUCUUIITHHBI
n/m ’ = o o = | 2 3 dopma
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< ¥ o g | £ = = o NPOMEKYyTOYHOH
= 2 §‘ g | & cE E & aTTecTanun
g E
% = s S| = 3| S S (o cemecTpam)
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[IpaBuna 6e3omacHON
1 3 4 2 6 [[IpakTtudeckue 3aHATHS
a3paboTKH.
besomacHoe
2 3 6 2 6 [[IpakTudeckue 3aHATHUSL
nporpamMmupoBanue B C/C++.
Ibe3omacHas pazpaboTka web-
3 Dasp 3 6 2 7 [[IpakTtudeckue 3aHATHS
NPUIOKEHUH.
[MpumeHeHne kpunrorpaduu B
4 HI()) P pad 3 6 4 7 [[IpakTuueckue 3aHATHS
5 |Ananu3 6e30MacHOCTH KOJa. 3 6 16 6 [Ipaktuueckue 3aHATHS
lbe3onacHoe ynpaBieHue
6 yip 3 2 4 6 [[IpakTtudeckue 3aHATHS
CEKpeTaMH.
IIpuMeHeHne MEXaHU3MOB
7 |MoAMHUCH ISl IPOBEPKH 3 2 2 6 [[IpakTudeckue 3aHATUSL
NPOrpaMMHBIX KOMIIOHEHTOB.




N

0,5 | 33,5 PDk3amen

Bceero 32 32 2 05 | 775

Conep:xaHue pa3iesioB JUCHUIIHHBI:

Tema 1. [IpaBuia 6e3onacHoi pa3padoTKu.

1. Common Weakness Enumeration (CWE). CWE Top 25.

2. Cranmaptel Oe3omacHoii paspaborku Software Engineering Institute Computer Emergency
Response Team (SEI CERT).

3. Common Vulnerability and Exposures (CVE).

4. National Vulnerability Database (NVD).

5. Common Vulnerability Scoring System (CVSS).

6. PykoBojictBa 1o paspaborke u TectupoBanuto Open Web Application Security Project
(OWASP). OWASP Top 10.

7. O6mas mpoGiema HeOE30MaCHON apXUTEKTYPhl IPHIIOKEHUH U legacy-kofa.

Tema 2. be3onacuoe nporpammupoBanue B C/C++.

1. HeGe3omacHas pabora ¢ mamareio. OOparieHne K HEBBIZICICHHON U OCBOOOKACHHOW MaMSATH.
PaspiMeHoBanune HyneBoro ykasarens. OcBoOOXkIeHHE NaMsITH, KOTOpas He Obla paHee
BblIeTIeHa (PYHKIMEH yrpaBJieHHs MaMaTy. Beiienenne naMaTu HeA0CTaTOYHOU 111 00BEeKTa.

2. HeGe3omacuas padoTta ¢ yncnamu. OmuOKY pH MEPETIOTHCHUN U OKPYTIICHHH.

3. Hebe3onacHas paboTa ¢ MaCCUBaMH.

4. HeGe3onacHast pabota co ctpokamu. OMIMOKH ¢ HYTb-TEPMUHUPOBAHHBIMH CTPOKAMH.

5. HeGe3onacHast pabora ¢ BBOAOM-BbIBOJOM. OmubOku ¢opmatHoil cTpoku. CocTsazareiabHbie
curyaiun time-of-check, time-of-use (TOCTOU).

6. HebGe3omacHoe ucnonbp3oBaHue pyHKIUU System.

7. Hebe3zonacHoe NCIIOIb30BAHNE CUTHAJIOB.

8. Hebe3omacHoCTh HEOOPAOOTKH OIMIMOOK OUOIMOTEK.

9. HebGe3omacuas pabota ¢ uatepdeiicamu oneparuonubix cuctem (OC).

Tema 3. be3onacnas pa3padorka web-npuioxeHnuii.

1. Pa3paboTka 6e30MacHbIX MEXaHM3MOB HACHTU(UKALMYA U ayTEeHTU(DUKAIMK I0JIb30BATEIEH.
Ceccuonnble kyku. JWT.

2. Pa3paboTka 0e30macHBIX MEXaHHM3MOB aBTOpW3alnuu. PonemBas mozens goctyma. Jloctym k
¢aitnam. loctyn k URL u o6pabotunkam HTTP-3ampocos.

3. CORS. Hacrpoiika gocrymna k API ¢ aBTOpU30BaHHBIX JIOMEHOB.

4. 3amura oT uHBEKIUH. [1oaX0aBI K SKpAaHHUPOBAHUIO TOIB30BATENbCKUX JaHHBIX. CepBepHbIE
U KJIIMeHTCKUEe XSS caHuTau3epshl.

5. 3ammuTa ot XSS.

6. Mcrionp30BaHue ysI3BUMBIX KOMITOHEHTOB.

7. HeOezonacHass koH¢urypanus. OcTaBieHHMe HacTpoek 1o yMomdaHuto. OcraBieHue
HEHY>KHBIX BO3MOYKHOCTEM.

8. HTTP s3aromoBku ©Oe3omacuoctu: Strict-Transport-Security, Content-Security-Policy, X-
Frame-Options, X-Content-Type-Options, Referrer-Policy, Cache-Control, Clear-Site-Data,
Feature-Policy.

9. OtcyrcrBue mposepku 1enoctHoctd [1O u manapix. CI/CD pipeline. ATaka Ha memouky
nocraBok. Mcrnonbp30BaHue HEM3BECTHOTO KO/,

10. OTcyTcTBHE AOCTATOYHOTO JOTHPOBAHUS 1 MOHUTOPUHTA.

11. 3amuTa OT MOAJENKHU 3anpocoB Ha KiIueHTCKoi ctopoHe. CSRF-tokensl. ®@nar SameSite Ha
KYKH.

12. 3ammra OT MOAIEIKHM 3alIPOCOB HA CEPBEPHOI CTOPOHE.

13. TectupoBanue web-TIpHUI0KESHUN.

Tema 4. Ilpumenenue kpunrorpagun B I10.

1. Ucnonws3oBanue Linux Crypto API.



2. Ucnonb3oBanue kpuntorpapudeckoe APl Windows.

3. Mcnonb3oBanne CTOpPOHHUX OUOIHOTEK.

4. TectupoBanue kpunrorpadguueckux peanuzanuid. Crangapt FIPS 140.

5. YmpaBieHue KI04amH.

Tema 5. Anaiu3 06e30MaCHOCTH KOJA.

1. Ommbku mnapamienbHOro mnporpaMMmupoBanus. [IOMCK COCTOSHUS TOHKM C TOMOIIBIO
ThreadSanitizer.

2. Cratuyeckuil aHalu3 Kojja Ha 6€30MacHOCTb.

3. Jlunamudeckuii aHaau3 Ko/1a Ha 6€30MacHOCTb.

Tema 6. be3onacHoe ynpaBJieHHe CeKpeTaMHU.

1. IlpoGnema cozmanus, JOCTABKH U XPAHEHUS CEKpeTa.

2. CucTeMbl YIIpaBlIeHUs CEKPETaMH.

3. [Ipobnema norupoBaHus W KONMUPOBaHUs cekpeToB. CucreMbl moucka cekpetoB. DLP
CUCTEMBL.

Tema 7. IlpuMeHeHHe MeXaHU3MOB MOJMUCH /IJIsl MPOBEPKHU MPOrPaAMMHBIX KOMIIOHEHTOB.
1. [Toanuce 6uHapHBIX daiiiaoB Ha Windows ¢ momortisto SignTool.

2. [Moamuck coopok .NET.

3. IToxmuck cObopok Java.

4. TIpoBepka MOAMUCH UCTIOTHIEMBIX (aiiyioB, OMOINOTEK U COOPOK.

5. Mexanusm .NET Code-Access Security.

5. 06p330BaTeJ'[bele TEXHOJOI'MH, B TOM YHCJI€ TEXHOJOIHH IJECKTPOHHOIO Oﬁy‘{eHI/Iﬂ Hu
AUCTAHIHUOHHbIC 06p330BaTeJII>HI>Ie TEXHOJIOTHH, MCHOJb3yEMbI€ IIPH OCYIIECTBJICHUU
06p330BaTeJ'[bHOFO nmpouecca mo TMCHUMIJINHE

B nporniecce 00ydeHnst HCTIONB3YIOTCS CIEAYIOMNE 00pa3oBaTeIbHbIC TEXHOIOTUH:

AxajeMuyecKasi JeKIHs ¢ 3JIeMEHTAMHU JIeKINU-0ece/Ibl — II0CIEeI0BATEIbHOE H3JI0-
KEHUE MaTepuaja, OCYIIECTBISEMOE NPEUMYIIECTBEHHO B BHUIE MOHOJIOra IPENoJaBaTelIs.
OneMeHThl JieKIMu-Oecenbl 00eCHeunBalOT KOHTAKT MpernojaBareis ¢ ayJuTopueHd, 4To
MO3BOJIIET NPUBJIEKATh BHUMAHUE CTYJIEHTOB K Haubojiee BaKHBIM TeMaM JUCLMUILIMHBI,
aKTUBHO BOBJEKaTb MX B Y4eOHBIH Mpoliecc, KOHTPOJIUPOBATH TEMI H3JIOKEHHUS Y4eOHOro
MaTepuaia B 3aBUCUMOCTH OT YPOBHS €r0 BOCIIPUSTHSI.

IIpakTnyeckoe 3aHsATHE — 3aHATHE, NOCBSIICHHOE OCBOECHUIO KOHKPETHBIX YMEHUN H
HABBIKOB 10 3aKPEIJICHUIO MOTYYEHHbBIX Ha JIEKIIUU 3HAaHUM.

KoncyabTanum — BHJ y4eOHBIX 3aHATHH, SBIAIOUIMKICA OAHOM M3 (OPM KOHTPOJIS
CaMOCTOSITENIbHOM  paboThl  CcTyAeHToB. Ha KOHCynmpTamusix 1O Mpock0e  CTYJEHTOB
paccMaTpUBAIOTCST Haubojee CIOXKHbIE MOMEHTBHI HpPHU OCBOEGHHHM MaTepuana JUCLUIUIMHBL,
npenojaBaTesib OTBEYAaeT Ha BONPOCHI CTYIEHTOB, KOTOpbIE BO3HHUKAIOT y HUX B Ipoliecce
CaMOCTOSITENIbHON PaOOTHI.

6. IlepeueHb JIMIEH3MOHHOT0 M (MJIU) CBOOOJHO PACHPOCTPAHSIEMOr0 MNPOrPaAaMMHOIO
ol0ecreyeHusi, MCNOJb3yeMOr0 IIPH OCYILIECTBJICHHH O00pPa30BATEeJBHOIO Ipolecca Io
AUCHUIIJIMNHE

B mpomecce ocymiecTBieHUss  00pa3oBaTENBHOrO — Mporecca IO JTUCIUTUIHHE
UCTIONB3YIOTCS:

I (hOpMHUPOBAHUS MATEPHAIIOB JIJIS TEKYIIETO KOHTPOJISI YCIIEBAeMOCTH M IPOBEICHUS
MIPOMEKYTOUYHOM aTTeCTaIuu, Uit GOPMUPOBAHUS METOAMUECKUX MATEPUAIIOB IO TUCIUILIAHE:

- mporpammbl Microsoft Office;

- u3gaTenabckas cucrteMa LaTex;



- Adobe Acrobat Reader;
- OnepallMOHHBIE CUCTEMBI:
- OC Windows mo niporpamme Microsoft Azure Dev Tools for Teaching;
- OC Linux, cB0060HO pacrpocTpaHsIeMble TUCTPUOYTUBHI,
- ['uniepBU30pBI U SMYJIATOPHI:
- VirtualBox: https://www.virtualbox.org/
- Cpens pa3pabotku u SDK:
- Visual Studio o mporpamme Microsoft Azure Dev Tools for Teaching;
- Visual Studio Code https://code.visualstudio.com/;
- Windows SDK, kak gactes Windows mo mporpamme Microsoft Azure Dev Tools
for Teaching: https://developer.microsoft.com/en-us/windows/downloads/windows-
sdk/;
- OpenJDK: https://openjdk.java.net/;
- ASP.NET: https://dotnet.microsoft.com/en-us/apps/aspnet
- IHCTpyMEHTBI TECTUPOBAHUSL:
- CodeQL.: https://github.com/github/codeql;
- ThreadSanitizer: https://clang.llvm.org/docs/ThreadSanitizer.html;
- gitleaks: https://github.com/zricethezav/gitleaks;
- CATS: https://github.com/Endava/cats;
- american fuzzy lop: https://github.com/google/AFL;
- sglmap: https://sqlmap.org/;
- XSStrike: https://github.com/sOmd3v/XSStrike;
- Robot Framework: https://robotframework.org/;
- CHcTEMBI YIIpaBJICHUA CereTaMI/I:
- HashiCorp Vault Free: https://github.com/hashicorp/vault.

7. IlepeyeHb COBpPeMEHHBIX NPO(ecCHOHAIBLHBIX 0a3 JAaHHBIX H HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, MCI0JIb3YyeMbIX NPH OCYLIeCTBJIeHUN 00pa30BaTeIbHOIO Mpolecca 1no
AUCHHILIMHE (IPH He00X0AMMOCTH)

B npomecce ocymiectBieHus — o0pa3oBaTeNBHOIO — HIpolecca MO JUCIMILIMHE
HCIIOJIB3YIOTCSA:

- ABTOMaTu3upoBaHHas 6noIMoTeyHo-uHpopmannontas cucrema «bYKNU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnexTpoHHas GubnuoTeyHas cucrema «Jlanby https://e.lanbook.com

- DnektpoHHas OubroTevyHas cucrema «tOpaiir» https://urait.ru

- DnekTpoHHas 6ubnuoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [IONOJHHUTEJbHOW  y4eOHOWH JIMTepaTypbl, pecypcoB
NHPOPMALMOHHO-TEJIeKOMMYHUKAIIUOHHOH ceTH «MHTepHeT» (IpM He00X0AUMOCTH),
PEKOMEHyeMBbIX /ISl 0CBOCHHS M CUHUILTHHbI

a) OCHOBHasI JIUTEpPaTypa
1. bapa6anoB A. B., [lopodeeB A. B., Mapkos A. C., llupnos B. JI. Cemb Ge30macHbIX
MH(POPMALMOHHBIX TEXHOJIOTHH. - Mockaa: JAMK ITpecc, 2017.
https://www.studentlibrary.ru/ru/book/ISBN9785970604946.html
2. 0. B. Kazapun, WU. b. lllyOunckuii HanexxHocTs M 6€30MacHOCTh MPOrPaMMHOTO
obOecrieuenus: ydyeObHoe mocoOue s BY30B - MockBa: HMzmarenscTtBo FOpaiiT,
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%22

2022. https://urait.ru/viewer/nadezhnost-i-bezopasnost-programmnogo-obespecheniya-
493262
0) 1OMOJIHUTE/IbHAS JIUTepaTypa.
1. To6mnac K. JlHeBHUK OXOTHHUKA 3a omnOKkamu. [lyremecTBue yepe3 JHKYHIIIH TpooaemM
Oe3omacHocTH mTporpammHoro obOecmeueHuss — MockBa: MK IIpecc, 2013.
https://www.studentlibrary.ru/ru/book/ISBN9785940743743.html
2. M. XoBapn, /[I. Jlebnamk, JI. Bumera. 19 cMepTHBIX TpexoB, YIrpOKAIOLIMX
O0e3onacHoCcTH TporpamMm. Kak He MONyCTHTh THUIIMYHBIX OMMOOK: yd4ebd. mocobue -
Mocksa: JIMK Ilpecc, 2006. https://www.studentlibrary.ru/ru/book/5-9706-0027-X.html
B) pecypcbl cetu UHTEpHET.
1. XKypnan «Xakep»: https://xakep.ru
2. NIST SP 800-57 Part 1 Rev. 5: https://csrc.nist.gov/publications/detail/sp/800-57-part-
1/rev-5/final
3. SEI CERT Coding Standards: https://wiki.sei.cmu.edu/confluence/display/seccode
4. Common Weakness Enumeration: https://cwe.mitre.org/
5. Common Vulnerability and Exposures: https://cve.mitre.org

6. National Vulnerability Database: https://nvd.nist.gov/
7. CVSS: https://nvd.nist.gov/vuln-metrics/cvss
8. OWASP: https://owasp.org/

9. JSON Web Tokens, RFC 7519: https://jwt.io/

10. Mozilla Developer Network: https://developer.mozilla.org/en-US/

11. Linux Kernel Crypto API: https://www.kernel.org/doc/html/v4.18/crypto/index.html
12. Microsoft CryptoAPI:
https://docs.microsoft.com/en-us/windows/win32/seccrypto/cryptoapi-system-
architecture

9. MaTepuanbHO-TeXHHYecKas 0a3a, He00X0AMMast IJIs1 OCYLeCTBJIEHUsI 00Pa30BaTeIbLHOI0
npoiecca no JMCUMIIUHE.

MarepuanbHo-TeXHUYECKas 0aza, HeOOXOoauMast JJIsi OCYIIECTBICHHUS] 00pa30BaTEIHLHOTO
npoliecca 1o JUCIUILIMHE BKII0YAET B CBOM COCTaB CHEIHMAIbHbIE TOMEICHHS:

— y4eOHBIE ayAUTOPUH ISl TIPOBEICHUS 3aHATHI JIEKIIMOHHOTO THIA, 00OPYIOBaHHBIC

NEPCOHATBHON KOMITBIOTEPHOU TEXHUKOW C YCTAHOBJIEHHBIMHU CPE/ICTBAMH BU3YaJIN3aLUU

tekctoB B (popmare DOC/DOCX, PDF, F2B, ¢aiinoB n3o0pakeHuil, npe3eHTauui u

MYyJIbTUMEAUHHBIX (PaiisioB, a TaKkKe — BUIEOMPOCKTOPOM U KAIFO3M HAa OKHAX;

— yueOHBIE ayAMTOPUHU JUISI TIPOBEICHUS MPAKTUYECKUX 3aHATHN: J1abopaTopus

MPOrpaMMHO-aNMNapaTHBIX CPEJICTB 0OecrieueHus] H(OPMAITHOHHON 0€30MTacHOCTH;

— y4eOHbIE ayAUTOPHH ISl POBEICHHUS TPYNIOBLIX U WHAUBUAYAIBHBIX KOHCYIbTAIIHM,

— ydeOHbIE ayIUTOPUM Uil TPOBEACHHMSI TEKYLIEro KOHTPOJIS U IPOMEKYTOUHOMH

aTTeCTAllNu;

— MOMEILEHHs I CaMOCTOSATENIbHOW PaboTHI;

— IOMEUIEHHS Uil XpaHEHUS U TMPOPHIAKTHUECKOTO OOCTY>KMBAHUSA TEXHUYECKUX

CPEICTB O0yUYeHUsl.

[TomerieHust A CaMOCTOSITETILHOM pabOThl OOYYAIOLIMXCSl OCHAIIEHBI KOMITbIOTEPHOU
TEXHUKOM C BO3MOXHOCTBIO TOJKIIOUEHHS K ceTH MHTepHeT m olOecriedeHHWeM J0CTyrna B
AIIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTENbHYIO Cpely OpraHU3allnu.

ABTOpP(BI):

JouenT kadeapbl KOMIbIOTEpHON 6€30aCHOCTH
U MaTeMaTUYEeCKUX METO/10B 00paboTKH MHPOpMAIUU B.H. Kns13eB
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https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final
https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final
https://wiki.sei.cmu.edu/confluence/display/seccode
https://cwe.mitre.org/
https://cve.mitre.org/
https://cve.mitre.org/
https://nvd.nist.gov/
https://nvd.nist.gov/
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://owasp.org/
https://owasp.org/
https://jwt.io/
https://jwt.io/
https://developer.mozilla.org/en-US/
https://developer.mozilla.org/en-US/
https://www.kernel.org/doc/html/v4.18/crypto/index.html
https://docs.microsoft.com/en-us/windows/win32/seccrypto/cryptoapi-system-architecture
https://docs.microsoft.com/en-us/windows/win32/seccrypto/cryptoapi-system-architecture

IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«Pa3pabdoTka 0e3011aCHOI0 MPOrpaMMHOI0 Oo0ecreYeHus »

DoH/1 OLIEHOYHBIX CPEACTB JIs NPOBeAeHHUs TeKYIei
U MTPOMEKYTOYHOM aTTeCTAIMM CTYJAE€HTOB MO IUCUHUILIHHE

1. Tunoseie KOHTPOJIbHBIC 3aIaHUA 1 UHbBIC MaTEepUaJIbl, HCII0JIb3YEMbIC B
nmpouecce TEKylero KOHTpoJist ycneBacMoCTHu.

OneHka TeKylled YCIIEBa€MOCTH BBICTABISETCS B 3aBUCHMOCTH OT pE3yJIbTaTOB
CaMOCTOSITENIbHOW pabOThl CTyE€HTa U €ro padoThl Ha MPAKTHYECKUX 3aHATHUAX. 3aJaHus AJIs
CaMOCTOSITENIbHOW PabOThI BBIIAIOTCS yHAITUMCS Ha MOCJEIHEM 4Yace JICKIMOHHBIX 3aHATUH 110
teme. OLeHKa U 00CyX/1eHUE BBIIOJIHEHHBIX CTYJIEHTAMU 33aJaHUi 110 CaMOCTOSITeNIbHON padoTe
IIPOU3BOJUTCS HA IPAKTUYECKOM 3aHATHM [0 JAHHOW TEME M YUYUTBIBAETCA Ha psAy C
pe3yJibTaTaMH IPAKTUYECKUX 3aHATUM ITPU BBICTABICHUM OLICHKU TEKYILEH yCIIEBAEMOCTH.

Kaxxnoe mpakTuueckoe 3aHATHE paccUUTaHO Ha 2 akaJemMudeckux uvaca. Ha
IOPAaKTUYECKOM 3aHSATHM IIpernojaBaTesieM C IOMOULIbIO JIOCTYNHBIX HH(GOPMAlMOHHBIX
TEXHOJOTMI M COOCTBEHHBIX IIOJTOTOBJICHHBIX MAaTEpUAlIOB JIEMOHCTPUPYETCS pEIIEeHUE
IPUKIAIHBIX 3a7ad AUCUMILIMHBL. CTyIEHTBHl MOBTOPSIOT XOJ PEUICHMsI CaMOCTOSATEIbHO Ha
OTJEIIbHBIX YCTPONCTBAX.

Tewma 1. [IpaBuna 6e3omnacHoi pa3paboOTKH.
1. lpakrnyeckoe 3austne Ne 1. Kiaaccudukanus ysizBumocreii mo CWE.

Boruuciaenune CVSS. llouck CVE no npoaykram. [lpumenenune kourpmep u3 CWE u CVE.

Ilposepra cpopmuposannocmu IIK-1, unmouxamop H-IIK-1 5 6 wacmu 3nanus
mexanuzmos bezonacnocmu 110.

Ilposepka cghopmuposannocmu I1K-2, unouxamop H-IIK-2_8 6 uwacmu cnocobnocmu
npuMeHeHus cmamuyecko2o ananusa oOezonachocmu 110 6 niane noucka U3BeCMHvIX
VA3BUMOCEU.

Tema 2. bezonacHoe nporpammupoBanue B C/C++.
1. pakruyeckoe 3ansitue Ne 2. Pazoop npumepoB SEI CERT C++.
IIposepra cghopmuposannocmu IIK-1, unoukamop HU-I1K-1_5 ¢ yvacmu u cnocoonocmu
npumeHams mexanusmul 6ezonacnocmu I10.

Tewma 3. bezonacHas pa3paboTka wWeb-NPUIT0KESHHH.

1. IlpakTyeckoe 3anstue Ne 3. PazpaGorka Ge30macHOro web-npusioskeHust Ha
C# ¢ npumenenuem ¢ppeitmpopxa ASP.NET.

Ilposepra cpopmuposannocmu IIK-1, unouxamop H-IIK-1_ 5 6 uacmu 3nanus u
CnOCcOOHOCMU NpuMeHAmb Mexaunusmsl oOezonachocmu 110, 6 wacmu 6nradeHuss HAGbIKAMU
UCNONIL308AHUS NOO20MOBIEHHBIX GblpadiceHuti npu ucnoanenuu SQL-3anpocoeé u 6ezonacHuvlx
HTML-gpetimsopros u canumaiizepoe HTML-6epcmxu.

Tewma 4. [lpumenenue kpuntorpaduu B [10.

1. MpakTnyeckoe 3ausaTue Ne 4. Ucnonn3oBanue Linux Crypto API.

IIposepxa cgopmuposannocmu IIK-1, unouxamop H-IIK-1_ 5 6 uacmu 3manua u
cnocobHocmu npumeHams mexanusmel 6esonacnocmu 110, 6 wacmu 3uanus MamemamuieckKo2o
obocnosanus 6ezonacHocmu npumensiemvix 8 110 ancopummos u modenet, 6 uacmu ymeHus
Jokasvleams  coomeemcmeue paspabdomaHHblX MexXaHusmo8 06e30NacHoCmu  8blOPAHHBIM




noaumuxkam  6ezonacHocmu, 6 wacmu  CnOCOOHOCMU  NPUMEHAMb  CUCMEMHOe
kpunmoepaguueckoe API npu paspabomxe I10.

Ilposepka copmuposannocmu IIK-1, unouxamop H-IIK-1 6 6 uwacmu 3uanus
Mamemamuyecko2o 000cHo8anus bezonachocmu npumensemuix ¢ 110 aneopummos u mooenet, 8
yacmu cnocooHocmu 00Ka3vlams coomeemcmeue mexanusmos bezonacnocmu 110 6b16panHbim
ROAUMUKAM 0e30NACHOCTU.

2. llpakTuueckoe 3ausitue Ne 5. HMcnmoap3oBanme kpunrtorpaduueckoe API
Windows.

Ilposepka copmuposannocmu IIK-1, unouxamop H-IIK-1 5 6 wacmu 3nanus u
CnocoOHOCmU npuMeHAmb Mexanusmel besonacnocmu 110, 6 wacmu 3Hanus MamemamuieckKo2o
obocnosanus bezonachocmu npumensiemvix 8 110 ancopummos u modenet, 6 uacmu ymeHus
00Ka3vl8ams  coomeemcmeue paspadoOmManHbvlX MexaHusmos 0e30nacHoCmu  8blOPAHHLIM
noaumuxkam  6e3onacHocmu, 8 uacmu  CnoCOOHOCMU  NPUMEHAMb  CUCMEMHOe
kpunmoepaguueckoe API npu paspabomxe I10.

Ilposepka copmuposannocmu IIK-1, unouxamop H-IIK-1 6 6 uwacmu 3uanus
Mamemamuyecko2o 000cHo8anus bezonacHocmu npumensiemsix 6 110 ancopummos u mooenel, 8
yacmu cnocooHocmu 00Ka3vlams coomeemcmeue mexanusmos besonacnocmu 110 6vi6panHbim
ROIUMUKAM Oe30NACHOCTIU.

Tema 5. Ananu3 6€300aCHOCTH KOJia.
1. MpakTuyeckoe 3anaTue Ne 6. Craruveckuii aHaau3 Ge3omacHoctu C++ ¢
nomoubio CodeQL.
IIposepra cghopmuposannocmu I1K-2, unouxamop H-1IK-2_8 6 uacmu cnocobonocmu
npuUMeHenus cmamuyeckoz2o ananusa besonacnocmu 110.
2. MpakTuuyeckoe 3ansaTue Ne 7. Ctaruyeckuii anaau3 6ezonmacuoctu C# u Java
¢ nomombio CodeQL.
IIposepra cghopmuposannocmu I1K-2, unouxamop H-1IK-2_8 6 uacmu cnocobnocmu
npuMeHenus cmamuyeckoz2o ananuza oesonacnocmu 110.
3. MpakTuuyeckoe 3ausitue Ne 8. ®azzunr C++ ¢ momousio AFL.
IIposepra cghopmuposannocmu I1K-2, unouxamop HU-IIK-2_8 ¢ uacmu cnocodonocmu

npuMeHeHuﬂ aMHClMZ/lLlQCKOZO aHaiusa 6€3OHGCHOCWIM HO 6 NnjildaHe qba33uH2a I’lpu]lODfC@HZ/ll:Z HA
C++.

4. IpakTuueckoe 3ansitue Ne 9. Tlouck COCTOSIHMIE TOHKH € TOMOIIBIO
ThreadSanitizer.
IIposepka cghopmuposannocmu I1K-2, unouxamop H-1IK-2_8 6 uwacmu cnocobnocmu
npuUMeHenus OuHamuyecko2o anaiusa bezonachocmu I10.
5. Mpakruueckoe 3ansitue Ne 10. ®@a33unr OpenAPI ¢ momombio CATS.
IIposepra cghopmuposannocmu I1K-2, unouxamop HU-IIK-2_8 ¢ uacmu cnocobonocmu
npuMeHenus OuHamuiecko2o ananusa oezonachocmu I10.
6. IpakTuueckoe 3auaTue Ne 11. luHamMuveckuii anaau3 web-npuioxkenunii Ha
SQL nabexnuu ¢ noMomsio sqlmap.
IIposepra cghopmuposannocmu I1K-2, unouxamop U-IIK-2_8 ¢ uacmu cnocobnocmu
npuMeHenus OuHamuiecko2o ananusa oezonachocmu I10.
7. IlpakTudeckoe 3auaTue Ne 12. luHaMuvecKuii aHaau3 web-npuiokenunii Ha
SQL nnbekuun ¢ nomoibio XSStrike.
IIposepxa cghopmuposannocmu IIK-2, unouxamop H-IIK-2_8 6 uacmu cnocobonocmu
npUMeHenus OuHamuyuecko2o ananusa bezonacnocmu I10.
8. MMpakTuueckoe 3ausitue Ne 13. Hanucanue aBToTecToB Ge3omacHocTu web-
npuJioskeHui ¢ nomoumpso Robot Framework.
IIposepka cghopmuposannocmu I1K-2, unouxamop H-IIK-2_8 6 uwacmu cnocobrocmu
paspabamuvliéams agmomecmul 05l NPOGEPOK Mexanuzmos bezonacnocmu 110.



Tewma 6. bezomnacHoe ynpaBiieHHE CEKPETaMH.

1. MMpakTnyeckoe 3ansitue Ne 14. Hacrpoiika uHppacTpyKTypy pacnpeaeaeHust
cexperoB Ha ocHoBe HashiCorp Vault.

Ilposeprxa cpopmuposannocmu IIK-1, unouxamop H-IIK-1 5 6 uacmu 3nanus u
CNOCOOHOCMU NPUMEHAMb MexaHusmbl bezonacnocmu 110, 6 wacmu 3HAHUA MAMEMAMUYECKO20
obocHogaHus 6ezonacHocmu npumensiemvix ¢ 110 ancopummos u moodenei, 8 4acmu yMeHusl
00KA3bI6AMb  COOMEEMCMEUe  paspabomaHHblx  MexXaHusmMos 0Oe30nacHOCmU  8blOPAHHBIM
noaumukam  6Oe3onacHocmu, 8  YACMU ~ CHOCOOHOCMU — NPUMEHAMb  CUCMEMHOe
kpunmoepaguuecxoe API npu paspabomre I10.

Ilposeprxa cpopmuposannocmu IIK-1, unmouxamop H-IIK-1 6 6 wacmu 3nanus
Mamemamuyeckoeo 060cHo8anus bezonachocmu npumensemuix 6 110 anzopummos u mooernetl, 6
yacmu cnocooHocmu 00Ka3vleams coomeaemcmeue mexanuzmos bezonachocmu 110 evibpanubim
noaumuxkam 6e30nacHocmu.

2. Ilpakruyeckoe 3amsitue Ne 15. IMomck cexkperoB ¢ momombi CodeQL u

gitleaks.
Ilposepra cghopmuposannocmu I1K-2, unouxamop H-I11K-2_8 6 uacmu cnocoonocmu
npuMeHenus cmamuyeckozo ananuza oesonacnocmu 110.

Tema 7. [I[puMeHeHre  MEXaHW3MOB  TOANKCH  JiIsl  TIPOBEPKH  MPOTPAMMHBIX
KOMIIOHCHTOB.

1. MpakTuyeckoe 3ausitue Ne 16. Tloamucanue WUCHOJHsSIEMBbIX (aiiJioB,
ondmorek u coopok. Ilposepka moanucu. Hacrpoiika .NET CAS.

Ilposepra cpopmuposannocmu IIK-1, unmouxamop H-IIK-1 5 6 wuwacmu 3nanus
Mamemamuyecko2o 000cHo8anus bezonacHocmu npumensemoix ¢ 110 aneopummos u mooenetl, 8
yacmu ymeHusi O0OKA3bleaAmb COOMEemcmeue pa3padoOmManHblX MeXaHuzmMos 0e30nacHocmu
8b10PAHHBIM NOIUMUKAM OE30NACHOCMU, 8 YACMU 81A0eHUsl HABLIKAM NPUMEHEHUS MeXaHU3MO8
HOONUCHIBAHUS U NPOBEPKU UCHOTHAEMbBIX (Paliios, Oubiuomex u cOOpox.

Ilposeprxa cpopmuposannocmu IIK-1, unouxamop H-IIK-1 6 6 wacmu 3nanus
Mamemamuyecko2o 00ocHosanus bezonacnocmu npumensiemoix 6 110 ancopummos u mooeneii, 6
yacmu cnocooHoCmuU 00KAa3bl8aAMb coomeemcmaue mexanuzmos oezonachocmu 110 evibpanubvim
ROAUMUKAM 0e30NACHOCTIU.

2. CniHcok BOMPOCOB W (WJW) 3adaHUM I NMPOBEIEHHS MPOMEKYTOUHOM
aTTecTalMu.

CnHcoK BONPOCOB K IK3aMEHY !
CWE: na3nauenue u npumenenue. Uepapxuu saytpu CWE.
. CWE Top 25.
. SEI CERT C++ Coding Standard: nmpaBuiia u mpumepsl.
. SEI CERT Oracle Coding Standard for Java: npaBuia u mpuMepsl.
CVE: Ha3HaueHue U NpUMEHEHHUE.
NVD: HazHaueHue U IPUMEHEHUE.
CVSSv3: nHazHaueHue u NpuMeHEHUE.
. OWASP Web Security Testing Guide.
. OWASP Top 10.

10. O61mas npoGieMa HeOE30MaCHON apXUTEKTYphI MPUIIOKEeHUH U legacy-kona.

11. bezonacHoe nporpammupoBanue B C/C++. HeOe3zomacHas paboTa ¢ mHaMsAThIO.
OOpaiieHre K HEBBIIEICHHOW M OCOBOOOXJEHHOW maMmsATH. Pa3piMEeHOBaHHE HYJIEBOTrO
ykazarens. OcBOOOXKIeHE MaMATH, KOTopasl He Oblia paHee BblesieHa (GyHKIUEH ynpaBlieHus
namsITd. BeigeneHune naMsaTi HeI0CTaTOYHOU /171 00bekTa. MeTobl MPOTUBOACHCTBHSL.

©CONOUTAWNE



12. be3onacuoe mnporpammupoBanue B C/C++. HeOe3zomachHas pabota C YHCIIaMHU.
OmmOKH NpU NEPETOTHEHUN U OKPYTJICHHH. METO bl MPOTUBOACHCTBUS.

13. bezonacHoe nporpammupoBanue B C/C++. HebesomacHas pabora ¢ MacCHUBaMu.
Meto b1 TPOTUBOAEHCTBHUS.

14. be3onacuoe mporpammupoBanue B C/C++. HebGesomacHas pabora co CTpOKaMH.
OmulKkH ¢ HyIb-TEPMUHUPOBAHHBIMH CTpOKaMH. MeTOIbl TPOTUBOACHCTBHUS.

15. bezonacHoe mnporpammupoBanue B C/C++. HebesomacHas pabora ¢ BBOAOM-
BeIBOZIOM. OmmOku dopmarHoit crpoku. Coctszarensubie cutyanuun TOCTOU. Mertoasl
IIPOTUBOICHCTBHS.

16. be3onacHoe nmporpammupoBanue B C/C++. Hebe3omacHoe HUCIOIb30BaHHe (PYHKITUN
system. MeTo/ bl IPOTUBOACHCTBHSL.

17. bezonacHoe nporpammupoBanue B C/C++. Hebe3omacHoe nCnoib30BaHNE CUTHAIIOB.
MeTo1bl TPOTUBOICUCTBUA.

18. be3onacHoe nporpammupoBanue B C/C++. Hebe3omacHOCTh HEOOPaOOTKH OMIMOOK
6ubmmorexk. MeTobl MPOTUBOICHCTBHUS.

19. be3onacHoe nmporpammupoBanue B C/C++. Hebe3zonacHas paboTta ¢ mHTEpdeiicamu
OC. MeToapl IPOTUBOAECUCTBHUSL.

20. be3zonacHast pazpaborka web-npmioxenuid. Pa3paboTka 0e30MmacHBIX MEXaHHU3MOB
UICHTUPUKAIMN U ayTeHTUUKAIIH 1oiib3oBareseid. Ceccuonnbie Kyku. JWT.

21. be3zonacHas paszpaborka web-npmioxenuid. Pa3paboTka 0e30MmacHBIX MEXaHHU3MOB
aBropu3anuu. PoneBas mozaens pocryna. Jocryn k aitnam. JJoctynm k URL u obpaborunkam
HTTP-3anmpocos.

22. bezomnacHas paspabotka web-npunoxenuii. CORS. Hactpoiika mpoctyma k API ¢
ABTOPU30BAHHBIX JOMEHOB.

23. bezomnacHas pa3paboTka web-npunoxkeHui. 3amuTta OT WHBEKIUH. [lomxomsr k
SKPAaHUPOBAHUIO MOJIb30BATEIbCKUX JaHHBIX. CepBepHbIC U KIMEHTCKHE XSS caHuTan3ephl.

24. bezomacHas pa3paboTka web-npuinoxenuii. 3ammra ot XSS.

25. bezonacHass ~ pazpabotka  web-mpunokenui.  Mcmonb3oBaHuEe — YA3BUMBIX
KOMIIOHEHTOB. MeTO1bl TPOTUBOACHCTBUS.

26. be3omacHast  pa3paboTka  web-nmpunoxeHuidl. HebezomacHas — koHurypauus.
OcraBnenne HAcTpoeKk MO ymoiuaHuio. OcTaBiieHHE HEHY)XHBIX BO3MOXKHOCTEH. MeTomabl
IPOTUBOACHCTBUS.

27. bezomacHas paspabotka Web-npunoxxenunii. HTTP 3aronoBku 6e3omacHocTu: Strict-
Transport-Security, Content-Security-Policy, X-Frame-Options, X-Content-Type-Options,
Referrer-Policy, Cache-Control, Clear-Site-Data, Feature-Policy.

28. bezomnacHas pa3paboTka web-nmpunoxeHuid. OTcyTcTBHE NpoBepkH 1esoctHocTH 10
u aanHbiX. CI/CD pipeline. Ataka Ha 1enodky nmocraBok. Vcrosib30BaHNe HEU3BECTHOTO KOJa.
Metobl TPOTUBOAEHCTBUS.

29. be3omnacHas pa3paboTka web-npuinoxeHui. OTCYTCTBHE JOCTATOYHOTO JIOTUPOBAHUS
U MOHUTOpPUHTA. MeTo/1bl TPOTHUBOACHCTBUS.

30. bezomacHas pa3paboTka web-TpUIoKeHUH. 3amuTa OT TOJCIKH 3allPOCOB Ha
kieHTckoi cropone. CSRF-tokensl. dnar SameSite Ha KyKu.

31. be3omacHast paszpaboTka web-mpuinokeHuil. 3ammra OT TOAJENKH 3alpoCcOB Ha
CEepBEPHOI1 cTOpOHE.

32. TectupoBaHre Web-TIPHIIOKEHHH.

33. UcnonwzoBanue Linux Crypto APL

34. Ucnonp3oBanue kpunrorpadpuyeckoe API Windows.

35. TectupoBanue kpunrtorpapudeckux peanuzamuii. Cranaapt FIPS 140.

36. Ynpasnenue xirodamu. Pekomenmanmu NIST o kimrodeBom pacrimcanuu: NIST SP
800-57.

37. Oumbku  mapamiensHOro  mporpamMmupoBaHus. COCTOSHHE TOHKH UM €ro
oOHapy>KeHHe.
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38. Cratuyeckuii aHaN3 KOJIa Ha OE3011aCHOCTb.

39. J/lmHaMHUUeCcKHH aHaIM3 KOoJia Ha 0€301aCHOCTb.

40. IlpoGnema co3maHusi, JOCTaBKM M XpaHeHHs cekpera. CHCTEMBI yIpaBICHUS
CeKpeTaMH.

41. IIpobnema norupoBaHus U KONUPOBaHUs ceKpeToB. Cuctemsl roucka cekperos. DLP
CHCTEMBI.

42. lonmucey Ounapubix (aiinoB Ha Windows ¢ momomsio SignTool. IIpoBepka
HOJTMHHOCTH OMHApPHBIX (DAiJIOB B pa3HBIX CIICHAPUSIX.

43. Ilogmuck coopok .NET. [Tposepka nommmnanoctu coopok .NET B pa3HbIX crieHapHsx.

44. Tlonnuce cOopok Java. [IpoBepka nmomuHHOCTH COOpPOK Java B pa3HBIX CIIEHApHUSIX.

45. TlpoBepka NOAMKMCH UCTIONHAEMBIX (paiiioB, OnbIMOTEK U COOPOK.

46. Mexanmsm .NET Code-Access Security.

3. l'[paBmIa BbBICTABJICHHUA OIICHKH HA 3K3aMCHC.

B sx3aMeHanmoHHbIe OMIIET BKJIIOYAETCS [1Ba TeOpeTudeckux Bonpoca. Ha moarorosky k
OTBETY JaeTcsl He MeHee lJaca.

[lo wroram »5K3aMeHa BBICTABISIETCSI OJIHA U3 OLEHOK: «OTJIUYHO», «XOPOILO»,
«yJIOBJIETBOPUTEILHO» UM «HEYI0BIETBOPUTEIHLHO.

Onenka «OTJINYHO» BBICTABIAETCA CTYAEHTY, KOTOPBIM JEMOHCTPUPYET TI1yOOKOe
[OHUMaHHE TEOPETHUUYECKONW YaCTH JUCLMILIMHBIL, TOJIHbIE 3HAHUA 00 MHCTPYMEHTaX U TEXHUKaX
uX NpuUMeHeHus il pa3zpaboTku Oe3omacHoro [1O. OcymiecTBiseT MEXIPEIMETHBIE CBS3U.
Jlaer pa3BepHyTble, IOJHBIE U YETKHE OTBETbIl HAa BOIPOCHI 3K3aMEHAI[MOHHOIO Ouiera U
JIOTIOJTHUTEIIbHBIE BOIPOCHI, COOJIIOJAET JIOTUYECKYIO I0CJIE0BATEIbHOCTh IMPHU H3JI0KEHUU
Mmarepuaia. ' paMOTHO UCTIONIb3yeT TEPMUHOJIOTHIO IUCLUIIINHBI.

Onenka «XOpoII0» BBICTaBISIETCA CTYJEHTY, OTBET KOTOPOrO Ha 3K3aMEHE B IIEJIOM
COOTBETCTBYIOT YKa3aHHBIM BbIIIE€ KPUTEPHUSAM, HO OTIMYAETCS MEHbIIEH OOCTOATENbHOCTBIO,
1yOMHOM, 0OOCHOBAHHOCTBIO U IOJHOTOW. B OTBETe MMEIOT MECTO OTHENbHbIE HETOYHOCTU
(HecyllecTBEHHbIE  OMIMOKM), KOTOpble  HUCHPABIAIOTCS  CaMUM  CTYJAEHTOM  IOcie
JIOTIOTHUTEIBHBIX U (MJIM) YTOUHSIOIIMX BOIIPOCOB 3K3aMEHATOPA.

Onenka «YIOBJIETBOPUTEIBHO» BBICTABISAETCS CTYIEHTY, KOTOPBIM IE€MOHCTPUPYET
MOBEPXHOCTHOE MMOHMMAaHHUE TEOPUH, JAaeT HEJAOCTATOYHO MOJHBIE U MOCJIEI0BATEIbHbBIE OTBETHI
Ha BOINPOCHl SK3aMEHAI[MOHHOIO OwWieTa M JOMOJHUTENIbHBIE BOIPOCHl, HO MpPHU 3TOM
JEMOHCTPUPYET YMEHHUE BBIJICINUTD CYIIECTBEHHbIE U HECYIIECTBEHHBIE MMPU3HAKU U YCTAHOBUTH
IIPUYNHHO-CJIEACTBEHHbIE CBsI3U. CTyNEeHT 3HAeT M MNPaBUIBHO INPUMEHSET TEPMHUHOJIOTHIO
JUCLUIUIMHBI, HO JOMYCKaeT OLIMOKM B ONPENENICHUHM U PACKPBITUHM HEKOTOPBIX OCHOBHBIX
noHatuil. I[Ipun aprymeHTanuu oTBeTa CTYAEHT He OOOCHOBBIBaeT CBOM cyxkieHusd. Ha vacth
JIOTIOJTHUTEIBHBIX BOMPOCOB CTYAEHT 3aTPyAHSIETCS /1aTh OTBET WM JaeT HEBEPHBIE OTBETHI.
Hmeer cymiecTBeHHbIE MTPOOETBI B 3HAHUAX 00 MHCTPYMEHTaX M TEXHUKAX WX MPUMEHEHMS IS
paspabotku 6e3onacuoro I10.

Onenka «HeynoBineTBOPUTENBHO» BBICTABISIETCA CTYIEHTY, KOTOPBIM IEMOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHbIE 3HaHMs; OECHOpAA0OYHO UM HEYBEPEHHO H3jiaraeT marepuan. He
YMEET BBIIEIATH [NIABHOE U BTOPOCTENIEHHOE, HE YMEET COSAUHATh TEOPETUUECKUE TTOJIOKEHNUS C
MIPAKTUKOM, HE YCTaHABIMBAET MEXIpPEIMETHbIE CBA3M. JlaeT HemojHble OTBETHI, JOTHKA MU
MIOCJIEI0OBATENBHOCTD U3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHBIE M MPUHLUINNAIbHBIE
HapyIICHHs, B OTBETaX OTCYTCTBYIOT BbIBOJbI. J[ONMOJHUTENbHbIE U YTOYHSIOIINE BOMPOCHI
JK3aMEHATOpa HE MPUBOAAT K KOPPEKLUUH OTBETOB CTylAeHTa. Ha OCHOBHyO 4acTb
JOTIOTHUTEIBHBIX BOMPOCOB CTYAEHT 3aTPyAHSIETCS JaTh OTBET WM JAae€T HEBEPHbIE OTBETHI.
BricTaBnsiercs CTYACHTY, HE MOKA3bIBAIOIEMY 3HAaHUI 00 HHCTPYMEHTAPHH JUCLIUTUINHBL.

Onenka «HeynoBIeTBOPUTENBbHO» BBICTABIAETCA TaKXKE CTYACHTY, KOTOPBIH B3sUI
9K3aMEHAIlMOHHBIN OMJIeT, HO OTBEYaTh OTKA3aJICs.
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IIpunoxkenne Ne 2 k paGoueii nporpamme
aucunInHbI «Pazpadorka 6€30MacHOro NPpOrpaMMHOro odecredeHus»

MeToauuyecKue YKa3aHuA IJI CTYACHTOB 110 OCBOCHHUIO JTHCIUIIJINHBI

B wu3noxennn ydeOHOro wmarepuana mo aucuuiuimHe «Pa3paboTka Oe3omacHOTO
POTrPaMMHOTO OOECIEUCHH» OJMHAKOBOE BPEMs 3aHMMAIOT TEOPETHYECKUE U NPAKTUYECKHUE
3aHATUS. YKIOH JUCHMIUIMHBI B LEJIOM HCKIIOYUTEIBHO MpaKTU4Yeckuil. Teopernyeckue
3aHATHSA HEOOXOANMBI ISl OCBOCHHUSI OCHOB IPEIMETa M IMOCTPOCHUS MEXKIIPEIMETHBIX CBS3EH.
Takke Ha TEOPETHYECKUX 3aHATUAX OOCYKITAIOTCS KOHKPETHBIE 3alaud  pa3pabOTKu
6e3omacHoro I10 u To, B KakoM 00beMe, C KaKMM Ka4eCTBOM H 332 KaKO€ BPEeMs pa3HbIC IOIXO/IbI
K TOCTPOEHHUIO Mporecca pa3paboTKH MOTYT HpuUBECTH K Henu Bbimycka IO 6e3 ommbokx
OezomacHocTH. B Takmx o0O0CyXIEHHSX OTAEIbHOE BHHUMAaHHE YJENSACTCS CPaBHUTEIBHOMY
aHaJM3y HHCTPYMEHTOB Oe301acHoi pa3pabotku u TectupoBanus [10 Ha 6e301acHOCTb.

B mnpomecce wu3ydyeHUS OUCHUIUIMHBI, DPEKOMEHIYETCS PETYIIpHOE IOBTOPCHHE
MPOMJEHHOIO JICKIMOHHOTO Marepuaiia. Marepuai, N3JI0KEHHbIA Ha JEKLIUAX, TPEACTABICHHBIM
B Ipe/ularaeMoil yuyeOHOW IuTeparype, HEOOXOIUMO JoMa ele pa3 mpopadaTeiBaTh W, NPH
HEOOXOMMOCTH, JOMOJHATh WH(pOpPMAIMEH, MOTyYCHHOH Ha KOHCYJIbTAIMAX, MPAKTUYECKUX
3aHATHSAX U U3 PEKOMEHIO0BaHHBIX pecypcoB ceTu VHTepHeT.

JUis HaWaydmero pe3yibTara HW3y4eHHs] TUCHHUIUIMHBI PEKOMEHAYETCS IOBTOPSTH
yCJIOBUS NpakTHUecKux 3aHATHH Ha siuuHbIX [IK ¢ Tem, yToOBI mOmpoOoBaTh NPUMEHHTH
NpoiiIeHHbIE HAa TMPAKTUYECKUX 3aHATHUAX TEXHHKH Ha HOBBIX npumepax. [Ipm Takoit pabore
BCEr/la HEU30EXKHO CTYACHT CTAJIKHBACTCS C TPYAHOCTSMH W Yy HErO IOSBIISIOTCS BOIIPOCHI,
KOTOpBIE Ha NMPAKTHYECKOM 3aHITHM HE MPUIUIM B TOJOBY. DTH BONPOC HYXKHO aJpECcCOBATh
NPENoAaBaTeNIo Ha CIEAYIOMINX 3aHATUAX, JUIS OTBETOB Ha BOIPOCHI IPENOAaBaTeb BhIICISICT
BpeMs Ha KaXJOM 3aHATHH. PemieHue mpoOieM, C KOTOPBIMH CTYICHT CTOJKHYJICS CaM,
dopMupyer y cTyieHTa HauboJsee MOTHbIE KOMITCTSHITHH.

B koHme cemecTpa W3y4YeHHs IUCHHMIUIMHBI CTYACHTHI CHAIOT SK3aMeH. OJK3aMeH
NPUHUMAETCS MO 3K3aMEHALMOHHBIM OMJIeTaM, KaXJbli M3 KOTOPBIX BKJIIOYaeT B cedsl JBa
TeopeTHdYecKux Borpoca. [IpeqycmoTpena rpynmnoBast KOHCYJIbTaIHsL.
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