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1. Ileanb ocBOEHHUS M CIAIIINHBI

[lenpro M3y4eHHs] AMCLMILIMHBI «3alUTa IPOrpaMM M JAHHBIX» SIBIETCS TEOpETHYeCKas W
IIPAaKTHYECKasl MOArOTOBKA CIELUAIUCTOB K JEATEIbHOCTH, CBA3aHHOW C INPUMEHEHHEM COBPEMEHHBIX
TEXHOJIOTUM aHajM3a IPOTrPAMMHBIX peaJM3alMi, 3allUThl NPOrpaMM M INPOrPAMMHBIX CUCTEM OT
aHaJIM3a U BPEJOHOCHBIX ITIPOrPaMMHBIX BO3ACHCTBUM.

2. MecTo THCHMIUIMHBI B CTPYKTYpe 00pa30BaTe/IbHON NMPOrpaMMbl

JucnunimHa «3amuTa NporpaMM U JTaHHBIX» OTHOCUTCSL K YacTH 00pa30BaTEIbHON MPOTrpaMMBbl,
dbopMupyeMOil ydacTHUKaMU OOpa30BaTeNbHBIX OTHOIICHWNA. J[s Jydimero ycBOeHHS JaHHOU
OUCHUIUIMHBL  HEOOXOIMMO, 4YTOOBI CTYAEGHT BIaAeNl 3HAHUAMHU, YMEHHUSIMH U  HaBBIKAMU,
chOpMUPOBAaHHEIMH B TMporecce oOydeHuss B OakamaBpuare mo Hampasienusm 10.03.01, 11.03.02,
03.03.03, 11.03.01.

3HaHUST U TPAKTHYECKUE HABBIKM, TIIOJYyYEHHbIE B pe3yJbTaTe W3YyYCHUS JIUCLUIUIMHBL,
UCIOJIB3YIOTCS B AUCHMILIUHAX «3alUIleHHbIe HH()OPMALMOHHBIE CUCTEMBIY, «AYAUT HHOOPMALIUOHHON
6e3onmacHocTny», «Pa3paboTka 06e30macHOro MPOrpaMMHOTO oOecreueHus», «3almTa OT BPEIOHOCHOTO
MIPOrPaMMHOTO OOecTeueHus», MpHU pa3padoTKe KYPCOBBIX U JAMILUIOMHBIX PaboT, U HEMOCPEICTBEHHO B
pohecCHOHATLHOM IS TCIILHOCTH.

3. [lnanupyemble pe3yabTaTbl O00y4YeHHs] MO JHUCIHUILIAHE, COOTHECEHHbIEe € IUIAHUPYEeMBbIMH
pe3yJibTaTaMHU OCBOCHHS 00pPa30BaTeJIbHOI IPOrPaMMBbl

[Tporiecc wW3ydYeHWs IUCHUIUIMHBI HamNpaBieH Ha (OPMUPOBAHHE CJICAYIOIIUX JJIEMEHTOB
kommeteHiui B cootBeTcTBUH ¢ PI'OC BO, OOII BO u npuoOpetreHus ciaenyrommx 3HAHUNW, YMEHUH,
HaBBIKOB U (WJIM) OTIBITA AESITEIILHOCTH

dopmupyemas Nuaukarop nocTukeHust
pMHPY A P Ilepeyenn
KOMMNeTeHIHs KOMIeTeHINH
IJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHs
(xox u popMyJIpPOBKA) (kox u popMyJIIPOBKA)

YHI/IBepcaﬂLHbIe KOMIICTCHIIMHN

YK-1 H-YK-1.4 YMeTh:

Crioco0eH oCyIecTBISTh Crioco0eH MpOBOIUTH aHATTN3 [IpoBoaNTE aHANN3 TPOrpaMM HA HATMYHUE B
KPUTUYECKUNA aHATHN3 IporpamMM Ha HAJIMYUE B HUX HUX BPEIOHOCHBIX 3aKJIaOK.

MPOOJIEMHBIX CUTYyallUii HA | BPEJIOHOCHBIX 3aKJIaJIOK.

OCHOBEC CUCTEMHOI'O

H-YK-1.5 Ymern:
MIO/IX0/1a, BEIpaOaThIBATh
N N CriocoOeH MprMEeHSTh MaTyu [MpumensTh TaTyn 6E30MACHOCTH Ha
CTpaTeruio JCUCTBHH.
0e30MacHOCTH Ha TIPOrPaMMBbI H MPOTpaMMBbI M pabOTaIONINE TPOIECCHI.

paboTaromire IpoIecchl.

IIpodeccnonalbHbIe KOMIETEHIIUT

K-1 H-1IK-1.4 3HaTh:

CniocoOeH pa3pabateiBaTth | CriocoOeH A1 KOHKPETHOH [IporpaMMHBIE M IPOTrPaMMHO-aIIapaTHbIE
MaTeMaTHYEeCKHe MOJICITH CHCTEMBI OCYIIECTBIISATh Cpe/CTBa, 00ECTICUNBAOIINE PEATH3ALIIO
cucTeM obecrieueHus 000CHOBaHHBIN BBHIOOD MOJXO/IOB K MOCTPOCHHUIO CHCTEM,
UHPOPMALTUOHHON MPOTPaMMHBIX U IIPOTPAMMHO- 3alIMIICHHBIX 0T BpegoHocHoro 110.
0€30MacHOCTH, anmapaTHbIX CPE/ICTB, Ymers:

MaATEMATHYCCKU JOKAa3bIBATh o6ecnqu/IBa}ome BBICOKYIO 21_]'[5{ KOHerTHOﬁ CUCTEMbI OCYHICCTBIIATH

UX COOTBETCTBHE 3aLIMIIEHHOCTh OT BPEIOHOCHOTO | 00OCHOBAHHBIM BBIOOP MPOrPaMMHBIX U
BbIOpaHHBIM TIOJINTHKAM [1o. MPOTrpaMMHO-aMNIapaTHBIX CPEACTB,
0e301macHOCTH. 00ecneYnBaonnX BEICOKYIO 3aIIUIIEHHOCTh OT

BpenoHocHoro [10.




IK-2

CriocobeH aHaTu3upOBaTh
MaTeMaTHYECKHe MOJICITH
CUCTEM 00eCIICUCHUS
WHPOPMALTUOHHON
0€301I1aCHOCTH, a TAKKE
MTPOBOJIUTH TECTUPOBAHUE
CPEJCTB 3aIIUTHI
nH(pOopMaImu Ha
COOTBETCTBHE 3TUM
MOJICTISIM.

H-TK-2.4

Croco6eH MpuUMEHsTh
WHCTPYMEHTBI CTATUYECKOTO
aHaM3a JUIs U3YYeHHUs IPUHIUIIOB
paboThI porpaMm.

YMmern:

[IpuMeHSATh UHCTPYMEHTBI CTATUYECKOTO
aHalIn3a oIt I/ISYLIGHI/IH IIPUHIUIIOB pa6OTBI
MIPOrpaMM.

H-TIK-2.5

Crnioco0OeH mpUMeHSTh
MHCTPYMEHTBI THHAMUYECKOTO
aHAIIM3a JUIsl M3y4YCHHs IPUHIIUIIOB
paboThI mporpamMm.

YMmerh:

[IpuMeHsATH HHCTPYMEHTHI TUHAMUYECKOTO
aHaNM3a U1 U3y9eHUs IPUHITUTIOB paboTHI
MIpOTpamMM.

H-MIK-2.6

Croco6eH MPUMEHSTh CKaHEePHI U
MOHUTOPBHI JIJISl U3yUYCHHUS
MIPUHIIAIIOB PaOOTHI IPOTPaMM.

YMmerTh:
[IpuMeHsATs CKaHEephl I MOHUTOPHI IS
W3YYCHUS TPUHITUIIOB PA0OTHI MPOTPAMM.

H-MK-2.7

Crnioco0OeH mpUMEHSTh
MHCTPYMEHTBI CHTHATYPHOTO
aHaM3a JUIsl BBIIBICHUS
BpenoHocHoro [10.

YMmerTh:
[IpuMeHsATH HHCTPYMEHTHI CUTHATYPHOTO
aHaju3a Ui BbIABIIEHUA BpegoHocHoro 110.

4. O0beM, CTPYKTYpPA M co/iep:KaHue TUCIUIIIUH

OO61mas TpyA0eMKOCTh AUCHHUIUINHBI COCTaBIsEeT 4 3a4eTHBIX equHUIbI, 144 akas. yacos.

Buabl yueOHbIX 3aHATHIH,
BKJIIOYASl CAMOCTOAITEIbHYIO PadoTy
CTY/IEHTOB,
U UX TPYI0€MKOCTh
(B akaleMHYeCKHX 4acax) DopMbl TEKYNIEr0 KOHTPOJIS
o CIeBaeMoOCTH
N TembI (pazaeni) £ KonrakTHas padora y
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1 |AHaJIM3 TIPOTPaMMHBIX 2 8 6 1 12 3amaHus sl CAMOCTOSTEBHOM
[peanu3anum. paboThI
3amuTa mporpaMm ot
M3ydeHus, .
3agaHus A1 CaMOCTOSTEIBHOM
2 [HECaHKIIMOHMPOBAHHOTO 2 6 4 1 10
PabOThI
KOITUPOBaHUS U
MCII0JIb30BaHUSI.
3 BpenoHocHOE porpaMMHOe 2 6 5 1 10 3amaHus ISl CAMOCTOSTEIIBHOM
o0OecnieueHue. a0O0TBI
4 Bueapenne BpeIoHOCHOTO 2 6 5 1 10 3agaHus 11 CaMOCTOSTEIHLHOM
IPOrpaMMHOI0 00eCIeUeHusl. a00ThI
[IpoTuBoneicTBHe .
3agaHvs 711 CAaMOCTOSTEITFHON
5  [Bp€AOHOCHOMY IPOTPAMMHOMY | 2 6 2 2 12
paboThI
00OecIIeueHuIo.
2 | 0,5 | 335 Pk3amen
Bcero 32 | 16 8 05 | 875




Conep:xanue pa3/iesioB IUCHUIIHHBI:

Tema 1. AHaIM3 NPpOrpaMMHBIX peaju3anuii.

. Beenenue.

. OCHOBHBI TECTUPOBAHUS YEPHOTO SALIUKA.

Mounutopunr: goctyn k oobektam OC, Bei3oB API OC, ceTeBast akTHBHOCT®.

OcHOBBI cTaTHUYECKOTO aHanmu3a. Accembiuep. ApxuTtekTypsl X86 u x64. Jluzaccemouep.

®dopmar ucnonaseMbix daitioB PE. Windows API. [Ipunoxxenus UEFI.

. ®opmar ucnonugemsix ¢aiinos ELF. Linux APL

. @opMar ucrosHAeMbIX (aillioB SI3BIKOB MPOrPaMMHUPOBAHUSA C MPOMEXKYTOUHBIM Koaom: Java, C#,
Python.

8. Jexommwmsiiins. Mnentudukanust adbcTpakiuii s3pika CH+ mpw JeKOMIWIAIMHA. BupTyanbHbBIS
TabMuIBl. BapuanTel nepegayn apryMeHTOB U BO3BpaTa pe3ysibTaTa U3 HOAIPOrPaMM.

9. Nunamuueckuii ananuz. Otnaaka. [IpuHnunel GyHKIMOHUPOBAHUS OTIaTYUKOB. OTiajgKa B pexume
I10JIb30BATENS U B pexxume aapa. CHATHE gamma.

10. IlomaroBas otnaaka. [IporpaMMHbIe U anmnapaTHble TOYKH OCTAHOBA.

11. Meroanka AMHAMUYECKOTO aHAIN3a: ATAIbl 1 METO/Ibl. AHAJIN3 TTOTOKA JTAHHBIX.

12. HanosxeHue naTueil Ha MporpamMmbl U MPOIIECCHI.

13. UncTpymeHTanm3anusi. AHaIu3 TOTOKA JAaHHBIX. AHaTU3 TOTOKa yrpasieHus. lIpotuBopericTue
aHTHOTJAJIKE.

14. Bupryanuzauus. OMynsauus miat@opmsl s vccaeayeMoi nmporpammel. M3omsiuust uccnenyemon
MIPOrPaMMBI.

Tema 2. 3ammTa nporpaMm oT U3y4YeHHS.

1. Benenue.

2. OCHOBBI 3aIIUTHI OT TU3ACCEMOIIMPOBAHMSL.

3. O06dycuupyromue npeodpa3oBaHus UCXOTHOTO KOJa.

4. O6dycrmpyromnue nmpeodpa3zoBaHus MOTOKa ynpasiieHus. O0dyckanus OMOINOTEUHBIX BBI30BOB, B TOM
grcne API OC. Bbi3oB 6u6110TeUHBIX (QYHKIIHIA 110 X XEUI-3HAYCHUSIM.

5. O6¢ycumpyromme mpeodpa3oBaHus CTPYKTYP JaHHBIX.

6. OCHOBBI aHTHOTIIA/IKH.

7. YnakoBuuku. [udposanue BeimosnHsemoro koaa. CamopacnakoBbIBaroOIIMecs apxuBbl. OBeplieu.
[TomumopdHbIit KO,

8. TexHukn OOHAPYKEHUS OTIIATIHKA.

9. TexHuku oOHApYKEHUS TUTIEPBHU30PA.

10. OCHOBEHI 3aIIUTHI OT CHATHSI IaMTIa.

11. TexHuKH 3aUTUTHI OT KOMTUPOBAHUSI.

Tema 3. Bpenonocnoe nporpammuoe odecnieuenue (I1O).

1. Knaccudukanus Bpenonocnoro I10 no monenu noBeaeHus: HAOMIOAATENb, IEPEXBAT U UCKAKEHHE.

2. Bunst BpemonocHoro I1O. Bupycet um dyepBu. Tposiackoe I10. Rootkit, bootkit n backdoor.
BpenoHocHbIe yTHUIUTBI: SKCIUIOUTHI, 1IeIKo, ciydunrosoe 110, cnam u ¢uyn I10, pummurosoe 10,
pexnamuoe [10, mporpammei-BeiMoratenu, 110 nist pactipoctpanenust 3anpenieHHoi nadopmanuu, DoS,
[1O ans co3ganust u MoaU(UKAIINHI BUPYCOB.

. bunapnoe Bpengonoctnoe I10 na Windows.

. bunapnoe Bpenonocnoe I10 Ha Linux.

. Bpenonocnoe I10 Ha si3pIkax MporpaMMHpOBaHUsS ¢ TPOMEXKYTOUHBIM KojioM: Java, C#, Python.

. Bpenonocnoe I1O Ha s13pikax KOMaHIHBIX HHTEpHpeTaTopoB: batch, PowerShell, bash.

. Bpenonocnsie [10 B makpocax TOKYMEHTOB.

. Bpenonocnoe 10O Ha MOOMITBHBIX YTPOHCTBAX.

. Bootkit. Pacnonoxkenwne B IPL, VBR, MBR, BIOS, UEFI. Secure Boot, Verified Boot, Measured Boot.
Intel BootGuard. ARM Trusted Boot Board.

10. TexHUKH pacnpocTpaHEeHuUs! BUPYCHOro BpeoHocHoro I10.

11. Texuuku ckpoitus BpenoHocHoro 10 ot oOHapyxeHus.
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Tema 4. Buenpenue spegonocnoro I10.

1. IlpeanocsUIKM K BHEAPEHHIO BHEAPEHHIO BpenoHocHoro [1O:  ysI3BUMOCTH  IpOrpaMMHOTO
oOecrieueHus, ysI3BUMOCTH TIOJIUTUKH 0€30MMaCHOCTH, YEITOBEYECKUM (PaKTop.

2. Metoas!l BHenpenusi BpenonocHoro I10: mackupoBka mon «6e3o0umnoe» I10, monmena, mpsmoe u
KOCBEHHOE aCCOLIMMPOBAHHUE.

Tema S. IIporuBoaeiicreue Bpenonocuomy I10O.

1. Metoasl BbisiBieHUs BpenoHocHoro [1O: curnatypHoe M 3BpPUCTHYECKOE CKaHHPOBAHHE, KOHTPOIb
[EJIOCTHOCTH, MOHUTOPUHT HMH(OPMAIIMOHHBIX IMOTOKOB, M30JIMPOBAaHHAs TpOrpaMMHas cpena,
MIPOrpaMMHBIE JIOBYIIKH.

2. [TpyHOUIBI TTOCTPOCHUS TONUTUKU O€30MacHOCTH, OOECIEUMBAIONICH BBICOKYIO 3alIUIEHHOCTh OT
BpenoHnocHoro [10.

5. Oﬁpa30BaTeJ’lehIe TEXHOJOTUH, B TOM YHCJI€ TEXHOJOI'MA JJIEKTPOHHOIO Oﬁy‘leHHH u
AUCTAHIIMOHHBbIC 06pa30BaTeJ1bHLIe TEXHOJI0I'MH, HUCII0J/Ib3yEeMbIC npu OCYHICCTBJICHUU
06p330BaTeﬂbHOF0 nmpouecca nmo 1MCIHUIIJINHE

B nmponecce 00ydeHus UCIIONB3YIOTCS CIEAYIOIINE 00pa30BaTeIbHbIE TEXHOIOTUU:

AKajeMH4ecKas JeKIHs ¢ JJeMeHTaMH JIeKIUH-0eceabl — [10CIIE0BATEIbHOE HU3JI0KEHUE
MaTepHala, OCyIECTBIIIEMOE IPEUMYILECTBEHHO B BUJE MOHOJIOrA MPENOAABATEN. DJIEMEHTHI JIEKIIUH-
Oecebl 00eCHIEUMBAIOT KOHTAKT MPENoJaBaTels ¢ ayAUTOpUEH, 4TO MO3BOJISIET NMPUBJIEKATh BHUMAaHUE
CTYJIEHTOB K HamOojiee Ba)XKHbBIM TeMaM JUCLUIUIMHBI, aKTUBHO BOBJIEKaTb MX B Y4YeOHBIN Hpoliecc,
KOHTPOJIMPOBATh TEMIT U3JI0KEHUs yd4eOHOro MaTepHrala B 3aBUCUMOCTH OT YPOBHS €0 BOCIIPHUSATHS.

IIpakTH4Yeckoe 3aHATHE — 3aHATHE, ITOCBSIICHHOE OCBOCHMIO KOHKPETHBIX YMEHUN M HABBIKOB
I10 3aKPEIUICHUIO NIOJYYEHHBIX Ha JIEKIIUY 3HaHUH.

KoncyabTauum — Bua y4deOHBIX 3aHATHH, SBISIOIIMACS OXHOW ®3 (OpM  KOHTPOJIS
CaMOCTOSITENIbHOW paboThl cTyzneHTOB. Ha KOHCynbTalMsX MO MPOChOE CTYAEHTOB pPaccMaTpUBAIOTCS
HanOoJiee CIOKHBIE MOMEHTHI TP OCBOCHHUHM MaTepHasia TUCIHIUIMHBI, MPENoJaBaTelb OTBEYAeT Ha
BOIIPOCHI CTYJICHTOB, KOTOPbIE BO3HUKAIOT Y HUX B IPOLIECCE CAMOCTOSITEIbHOM pabOTHI.

6. Hepeqeﬂb JIMICH3UOHHOI0 " (HJII/I) CBO0OOIHO PpacnpocrpansieMoro nporpammMmHoOro oﬁecneqeﬂml,
HUCMOJB3YyEMOI'0 NP OCyIEeCTBJICHUHN 06Pa30BaTeHLHOFO nponecca nmo TMCumMIinHe

B mponecce OCYIECCTBIICHUA O6pa30BaTeJ'ILHOFO nmpounecca 1mo JUCHUIINHE UCTIOJIb3YIOTCH:
JJISL q)OpMI/IpOBaHI/ISI MaTepI/IaJ'IOB JUJIA TGKYHIGFO KOHTpOJ'IS{ YCHCBaeMOCTI/I n HpOBe)IeHI/Iﬂ
HpOMG)KYTO‘lHOﬁ arTecranuu, AJisd (1)OpMI/IpOBaHI/I}I MCTOANYCCKUX MATCPHUAJIIOB IO AUCHUILIINHE:
- nporpammbl Microsoft Office;
- u3narenbckag cuctema LaTex;
- Adobe Acrobat Reader;
- ['unepBU30pBI ¥ SMYIIATOPHI:
- VirtualBox. https://www.virtualbox.org/
- Omymsrop Android. https://developer.android.com/studio/run/emulator
- [llecTHaguaTepuyuHbIE PEJAKTOPHI:
- HxD. https://mh-nexus.de/en/hxd/
- Bless. https://packages.ubuntu.com/impish/bless
- MoHUTOpBL:
- Yunutel makera Sysinternals.
https://docs.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite
- APl Monitor. http://www.rohitab.com/apimonitor
- strace. https://packages.ubuntu.com/impish/strace
- Itrace. https://packages.ubuntu.com/impish/ltrace
- auditd. https://packages.ubuntu.com/impish/auditd



https://www.virtualbox.org/
https://developer.android.com/studio/run/emulator
https://mh-nexus.de/en/hxd/
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https://packages.ubuntu.com/impish/strace
https://packages.ubuntu.com/impish/ltrace
https://packages.ubuntu.com/impish/auditd

- inotify-tools. https://packages.ubuntu.com/impish/inotify-tools
- Isof. https://packages.ubuntu.com/impish/Isof
- tcpdump. https://packages.ubuntu.com/impish/tcpdump
- Wireshark. https://www.wireshark.org/
- Cpenpl pa3paboTKH:
- Visual Studio o nporpamme Microsoft Azure Dev Tools for Teaching.
- Visual Studio Code. https://code.visualstudio.com/
- Android Studio. https://developer.android.com/studio/
- [lnzaccemOiiepsl U IEKOMITHIIATOPHI:
- IDA Freeware. https://hex-rays.com/ida-free/
- IDA Pro. JInnensus Educational. https://hex-rays.com/ida-pro/
- Ghidra. https://github.com/NationalSecurityAgency/ghidra
- Radare2. https://rada.re/
- dotPeek. https://www.jetbrains.com/decompiler/
- Java Decompiler. http://java-decompiler.github.io/
- JADX. https://qgithub.com/skylot/jadx
- decompyle3. https://github.com/rocky/python-decompile3
- OTnag4uuKy.
- IDA Freeware. https://hex-rays.com/ida-free/
- IDA Pro. JInnensus Educational. https://hex-rays.com/ida-pro/
- Radare2. https://rada.re/
- gdb. https://packages.ubuntu.com/impish/gdb
- WinDbg, yacts. https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/
- OllyDbg. https://www.ollydbg.de/
- dnSpy. https://github.com/dnSpy/dnSpy
- Visual Studio Code. https://code.visualstudio.com/
- Android Studio. https://developer.android.com/studio/
- OpeliMBOPKHA HHCTPYMEHTAIM3ALINN
- Pin.  https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-dynamic-
binary-instrumentation-tool.html
- YTunutsl o6HapyxeHus BpegonocHoro [10:
- ClamAV. https://www.clamav.net/
- YARA. https://qgithub.com/VirusTotal/yara
- OTedecTBEHHbIE CPEACTBA 3aIUTHl HH(POpPMALIUU:
- [T1O Dallas Lock 8.0-K.
- ITO ViPNet Client 4.
- [1O ViPNet Administrator 4.5.
- [Iporpammuo-annapatHsiii komiuieke (ITAK) ViPNet Coordinator 4.5.
- [TAK CoGomnb, Bepcus 4.
- ITAK Dallas Lock.
- AnmapaTHbIi MOJYJIb TOBEPEHHOM 3arpy3Kd AKKOP/.

- [pyrue yTHInATSHL:
- Apktool. https://ibotpeaches.qgithub.io/Apktool/

7. IlepeyeHb COBpeMEHHBIX NMPO(ecCHOHAIBLHBIX 0a3 JaHHBIX U UH(POPMALUMOHHBIX CHPABOYHBIX
CHCTEM, MCIOJIb3yeMbIX NMPHU OCYHIECTBJIEHHMH 00Pa30BaTEJbHOr0 NMpouecca no JUCHUIIMHE (MpH
HEe00X0IMMOCTH)

B mporecce ocymiecTBieHus: 00pa30BaTeIbHOrO Mpoliecca Mo AUCIUILTUHE UCTIONb3YIOTCS:
- ABTOMaTu3upoBaHHas 6ubnuoreyHo-uHpopmanmonnas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektponHas Oubanoreunas cucrema «Jlaupy» https://e.lanbook.com
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https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-dynamic-binary-instrumentation-tool.html
https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-dynamic-binary-instrumentation-tool.html
https://www.clamav.net/
https://github.com/VirusTotal/yara
https://ibotpeaches.github.io/Apktool/
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
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- DnekTpoHHas oubnmoreuynas cucrema «tOpaiir» https://urait.ru
- DnexTpoHHas 6ubnuoreyHas cucrema «KOHCYIbTaHT CTyIEHTa»
https://www.studentlibrary.ru

8. IlepeyeHb  OCHOBHOIi M  JONMOJHHUTEJLHOH  Y4e0HOIi  JUTepaTyphbl, PpecypcoB
HUHGOPMALMOHHO-TEJIEKOMMYHUKANMOHHOH ceTu MHTepHeT, HeO0XOAUMBIX ISl OCBOEHMS
AUCHMILINHBI.

a) OCHOBHasl JINTepaTypa
1. [Ipockypur B. I'. 3amura mporpaMM M JaHHBIX: y4eOHOE MOCOOWE IS CTYASHTOB - M.,
Axanemusi, 2012
2. [InatronoB B. B. IIporpamMmHo-anmapaTHble cpeAcTBa 3allMThl WH(OpPMaUUU YYeOHUK st
CTyneHToB - M.: Akanemus, 2014.
https://djvu.online/file/3HtxghHPox4Wz?ysclid=lkzb46i023547965430

0) 10MOJIHUTe/ILHASA JIUTEpaTypa
1. Kacniepcku K. ®@yHnameHTanbHble OCHOBBI XakepcTBa. MCKyccTBO au3acceMONIUpPOBAHUS —
Mocksa: COJIOH-IIpecc, 2007. https://www.studentlibrary.ru/ru/book/ISBN5934551752.html
2. O. B. Kazapun, U. b. llly6unckuii HanexxHocTh U 6€30MaCHOCTh MPOTPAMMHOI0 00ECIICUCHHUS:
yaeOHoe nocobue JUTSt BY30B — Mockaa: NzparenbcTBO IOpaiir, 2022.
https://urait.ru/viewer/nadezhnost-i-bezopasnost-programmnogo-obespecheniya-493262

B) pecypcbl cetu UHTepHeT.
1. lenuc FOpuueB. Reverse Engineering mis HaumHarommx [OnekTpoHHsld pecypc| // URL:
https://beginners.re
2. YepHos A. B. AHanu3 3aMyThIBAIOIINX npeoOpa3oBaHuit porpamm:
http://citforum.ru/security/articles/analysis/
3. XKypnan «Xakep»: https://xakep.ru

9. MaTepI/laJIbHO-TeXHI/I‘leCKaﬂ 6333, HeoOXoauMas s OCyIeCTBJICHU S 06p830BaTeJ'[bHOFO
nmpouecca 1mo TMCuMIlINHE.

MarepuanbHo-TexHHUYeCcKass 0a3a, HeoOXoaumas Il OCYILECTBIEHUS 00pa3oBaTEIbHOIO
npolecca 1o AUCUUIIIMHE BKJIIOYAeT B CBOM COCTaB ClEIMaIbHbIE TOMEILIEHUS:

— y4eOHblE ayIUTOPUM JUISI TPOBENEHUsS 3aHATHHM JIEKLMOHHOTO THIA, O00OpYIOBAaHHBIE

NEePCOHATBHON KOMIIBIOTEPHON TEXHUKOM C YCTAaHOBJIEHHBIMU CPEACTBAMH BU3YaIH3allM1 TEKCTOB

B ¢popmatre DOC/DOCX, PDF, F2B, ¢aiinoB nzobpaxeHuii, npe3eHTaluuil U MYJIbTUMEIUNHBIX

¢aiinos, a Takke — BUAECONPOESKTOPOM U JKaTI03U Ha OKHAX;

— y4eOHbIe ayJUTOPUU Ul TPOBEACHUS TMPAKTHYECKUX 3aHATHI: J1abopaTtopusi MPOrpaMMHO-

amnmapaTHBIX CPEeICTB o0ecriedeHust HHHOPMAIMOHHOM 0€3011aCHOCTH;

— y4eOHbIe ayAUTOPUH [T IPOBEIECHUS IPYIIOBBIX U HHAMBUYAIbHBIX KOHCYJIbTAIHUM,

— y4eOHbIe ayAUTOPUH [T IPOBEICHUS TEKYIEro KOHTPOJIS U IPOMEXYTOYHON aTTeCTallnH;

— MOMEUIEHHUSI JIIsl CAMOCTOSATEIbHONU paboThI;

— MOMELICHHUs JIi XpaHEHUs U TNPO(UIAKTUYECKOTO OOCITYKMBaHUS TEXHHUUYECKUX CpPEICTB

o0OyueHusl.

[TomereHus 1151 CaMOCTOSATENBHON pabOThl 00YyYaIOIIMXCSl OCHAIIEHBI KOMIBIOTEPHON TEXHUKOM
C BO3MOXHOCTBIO TMOJKIIOYEHUS K ceTu VIHTepHeT W obecneueHHueM JOCTyna B 3JIEKTPOHHYIO
WH(pOPMAITMOHHO-00PA30BATENHHYIO CPETy OPTaHU3AIINH.

ABTOp(BI):

JlonieHT KadeIpbl KOMIBIOTEPHOU 0€30MacHOCTH
U MaTeMaTUYECKUX METOA0B 00paboTKu nH(pOpMaIIun B.H. Kusizes
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https://beginners.re/

[Mpuio:xkenne Nel k padodeil mporpamMMe QM CHUTIINHbBI
«3amuTa NporpaMm M JaHHbBIX))

DoH/1 OLIEHOYHBIX CPECTB /ISl POBeAeHMsI
TeKyLlel U MPOMEeKYTOYHOH aTTecTallun
CTYA€HTOB MO IUCUHUILINHE

1. TunoBble KOHTPOJILHBIE 32JaHUSA H HHbIE MATEPHAJIbI, HCIIOJIb3yeMble B MpoIecce
TEKYIero KOHTPOJIsI yCIeBaeMOCTH.

OneHKa TeKyIIe ycreBaeMOCTH BbICTABIISIETCS B 3aBUCUMOCTHU OT PE3YJbTATOB CAMOCTOSATEIbHOM
paboThI CTyIEHTa U €ro padOThl HAa MPAKTUYECKUX 3aHATUSAX. 3aJaHus JJII CaMOCTOSTEIbHON paboThI
BBIIAIOTCS yYalllUMCSl Ha IOCJIETHEM 4ace JEKUHMOHHBIX 3aHATUH mo Teme. OueHka U o0CyxkaeHue
BBITIOJTHEHHBIX CTYACHTAMH 3a/IaHUN IO CaMOCTOSTEIILHON padoTe MPOU3BOJAUTCS HA MPAKTUICCKOM
3aHATUM 110 JAHHOM TEME M YYMTBIBACTCS HA DALY C PE3yJbTaTaMu IPAKTUYECKUX 3aHATUH IIPHU
BBICTABJIEHUU OLICHKU TEKYILEH yCIIEBAEMOCTH.

Kaxnoe npakTuyeckoe 3aHATHE pacCUMTAHO Ha 2 akaJeMudeckux uaca. Ha mpakrtuueckom
3aHATUU TPENOoAaBaTEeIeM C TOMOIIBI0 JOCTYIMHBIX HWH()OPMAIMOHHBIX TEXHOJOTHH M COOCTBEHHBIX
MIOATOTOBJICHHBIX MAaTEPUATIOB JIEMOHCTPUPYETCSA PELICHUE NPUKIAJHbIX 3a1a4 AUCHUIUIMHBL. CTyAeHTbI
MOBTOPAIOT XOJI PELICHHS] CAMOCTOSITENIbHO HA OTJIEIbHBIX YCTPOUCTBAX.

Tema 1. AHanu3 TporpaMMHBIX peasii3aIuu.
1. 3aganus 1Ist caMoOCTOATEIbHOM PadoThI o Teme 1.
Ilposepka cgpopmuposannocmu I1K-2, unouxamopor U-11K-2_4 — U-IIK-2_5 6 wacmu yceoenus
3HAHUL He0OX0OUMbIX OJisl NPOBEOEHUs AHANUZA NPOSPAMMHBIX Peanru3ayuli Ha NPaxKmuKe.
Ilposepra cihopmuposannocmu  VK-1, unouxamop H-YK-1 5 6 uacmu yceoenus 3uanull
HeobX00UMbIX 011 NpuMeHeHus namyeu 60e30NACHOCMU HA NPOSpaMMvl U pabomaroujue npoyeccol Ha
npakmuxe.

1.1. ITouemy 3a1a4ya aHAJIM3a IPOTPAMMHBIX pealln3aluil SBISETCS aKTyaaIbHON?

1.2. B yem 3aKkiro4aroTCsi JOCTOMHCTBA M HEIOCTAaTKH METOAA OSKCIIEPUMEHTOB C
«YEPHBIM SIIUKOM»?

1.3. KakoBBI JOCTOMHCTBA U HEJJOCTATKH CTATHYECKOTO MeTo1a?

1.4. Kakue npo0ieMbl BOZHUKAIOT MPHU 113acCEMOIMPOBAHNY POTPAMMHBIX (aidioB?

1.5. Kakue mnpoOnemMbl BO3HHUKAIOT MpPU HM3YYEHUH AHAIUTUKOM JIMCTUHTOB JU-
3accemOnupa?

1.6. B xakux cimydasx CTaTHYECKUN METOJI aHAJN3a MPOTPAMMHBIX pean3aIuil SBISETCS
Haunoonee 3¢ HeKTUBHBIM?

1.7. KakuMu ocHOBHBIMH (paKTOpaMH OrpaHUYHUBAIOTCS] BO3SMOYKHOCTH OTJIQAUUKOB?

1.8. ITouemy mpu pa3HbIX 3amyckax OJHON M TOHM K€ MporpaMMbl HEKOTOpbIE Oydepsl
MOTYT pacrojaraTbcs Mo pa3HbIM aapecaM ONepaTUBHON MaMsTH?

1.9. [Touemy kiaccuyeckas cxema NpUMEHEHUs Meroja Step-Trace He roguTcs JUis
aHanu3a rpaduueckux nporpamm Windows?

1.10. Kakue nmpoOiemMbl BO3HHMKAIOT IMpU  aHAIW3E JAMHAMHYECKUM  METOJIOM
MapajuIeJIbHOTO Koja?

2. MpakTuueckoe 3ausitue Nel, CTaTH4ecKHil M TUHAMUYECKUI AHAJIU3 MPOrPaMM Ha

si3pikax Java, C# u Python.

Ilposepra cpopmuposannocmu IIK-2, unouxamopvr H-IIK-2_4 — HU-IIK-2. 5 6 uacmu
CNOCOOHOCMU NPUMEHAMb UHCMPYMEHMbl CMAMUYECK020 U OUHAMUYECKO20 AHANU3A ONA U3YUeHUs
npuHyunoe pabomsl npocpamm Ha sasvikax Java, C# u Python.

IIposepxa cchopmuposannocmu YK-1, unouxamop U-YK-1_5 6 uvacmu cnocoonocmu npumenameo
namuyu 6e30nacHOCmu Ha NPocpamMMbl U pabomarowue npoyeccol Ha sazvikax Java, C# u Python.



3. IlpakTuueckoe 3ansgTHe Ne2. CTaTHYeCKHil H JTHHAMHYECKHIT AHAJIN3 MPOrPaMM /I
Android.

Ilposepxa cgopmuposannocmu IIK-2, unouxamopvr H-IIK-2_ 4 — HU-IIK-2. 5 6 uacmu
CNOCODHOCMU NPUMEHAMb UHCMPYMEHMbl CMAMUYECK020 U OUHAMUYECKO20 AHANU3A ON U3YUeHUs
npuryunoe pabomsi npoecpamm oaa Andriod.

IIposepka cghopmuposannocmu YK-1, unouxamop U-YK-1_5 6 uacmu cnocobnocmu npumensmeo
namuu 6e30nacHoCmu Ha npocpammsl u pabomarowue npoyeccovl Android.

4. MpakTtuueckoe 3aHsTHe Ne3. MOHHMTOPHHI AKTHBHOCTH mpoueccoB Windows u
Linux.

Ilposepka cghopmuposannocmu I1K-2, unoukamop HU-I1K-2_6 6 uacmu cnocobnocmu npumensamo
CKaHepbl U MOHUMOPbL 015 U3YYEHUS NPUHYUNO8 pabOombl NPOSPAMM.

5. IlpakTuueckoe 3ansitne Ned. CTaTHUeCKHI aHAIN3 OMHAPHBIX HCIOJHSIEMBIX (aiijIoB
Windows.

Ilposepka cghopmuposannocmu I1K-2, unoukamop HU-I1K-2_4 6 uacmu cnocobnocmu npumensamo
UHCMPYMEHMbl CMAMUYECK020 AHAIU3A 0I5l U3YHUeHUs NPUHYUNo8 pabomul npozpamm Ha Windows.

6. Ilpakruyeckoe 3ansaTie Ne5. CraTHUecKuil aHAIN3 GHHAPHBIX HCIOJIHIEMBIX daiijoB
Linux.

Ilposepxa cghopmuposannocmu IIK-2, unouxamopwer H-IIK-2_ 4 6 uacmu cnocobnocmu
NPUMEHAMb UHCMPYMEHMbl CIMAMUYECKO20 aHANU3A 0N U3Y4eHUs NPUHYUNO8 pabomvl NPOSPAMM HA
Linux.

7. MpakTuyeckoe 3ausitue Ne6. Otiaaka npoueccoB B Windows.

Ilposepra cghopmuposannocmu I1K-2, unoukamop HU-I1K-2_5 6 uacmu cnocobnocmu npumensmo

UHCMPYMeHnmbl OUHAMUYECKO20 aHaau3a 05 U3yYeHus NPUHYUnos pabomel npozpamm na Windows.
8. IlpakTuueckoe 3ansitue Ne7. Oriagka npoueccos B Linux.

Ilposepra cghopmuposannocmu I1K-2, unoukamop HU-IIK-2_5 6 uacmu cnocobnocmu npumensmo

UHCmMpyMeHnmvl OUHAMUYECKO20 AHAIU3A 05 U3YYeHUs NPUHYUNO8 pabombl npocpamm Ha Linux.

Tewma 2. 3ammTa nporpamMm OT U3YYEHUSI.
1. 3aganus 1Ist CaMOCTOATEILHOM PadOThI.
IIposepka cpopmuposannocmu I1K-2, unoukamoper U-11K-2_4 — U-IIK-2_6 6 uacmu yceoenus
3HAHULL HeOOXOOUMBIX OJisl NPOBEOEHUs AHAIU3A NPOSPAMMHBIX Pearu3ayuil Ha NPAKMuKe.
1.1. 3auem npuMeHsieTcs 3aluTa Ko/ia OT aHanu3a?
1.2. [Touemy B OONBIIMHCTBE COBPEMEHHBIX MPOTpaMM 3alluTa KoJa OT aHaiu3a He

pUMeHsieTcs?

1.3. KakoBel TunuuHble M0OOYHBIE 3((EKThl OCHALIEHHUS MPOrpaMMbl CpeICTBAMU
3alUThI OT aHAIN3a?

1.4. B yeM 3aKil04al0TCs JOCTOMHCTBA M HEJIOCTATKHM BCTPOEHHOW 3alMTHI KOAA OT
aHanmu3a?

1.5.B 4eM cocTOAT OCTOMHCTBA M HEJOCTaTKH NPHUCTHIKOBOYHOM 3alllUThl KOjAa OT
aHanmu3a?

1.6. Kak quHaMuyeckoe U3MEHEHHUE Koja TPOrpaMMBbl 3aTpyIHsET aHaIU3 IpOrpaMMbl?

1.7. Kakum o6Opa3oM mnoiaumopgHble mnpeoOpa3oBaHusl KoJla MPOrpamMMbl 3aTPYAHSIOT
aHaJIN3 IPOrPaMMBbI?

1.8. KakoBsI THIIHYHBIE TTOOOYHBIE AP PEKTH TOTMMOP(HBIX TpeoOdpa3oBaHmid Ko1a?

1.9. Kak kocBeHHbIE BBI30BBI (YHKIUH B IpOrpaMMe 3aTPYAHSIOT aHAIU3 TPOTpaMMbI?

1.10. Kak Bb30BBI (QyHKIHMHA dYepe3 o0OpabOTUYMKM HCKIIOYHUTENBHBIX — CHUTYaluid
3aTpyIHAIOT aHAIN3 KOJIa IPOrpaMMBbl?

1.11. Kak BbI30BbI (QYHKIMHA B OTIEIbHBIX [OTOKAX 3aTPYAHSIIOT aHaIu3 Koja
IIPOrpaMMbl?

1.12. Kak BBI30BBI ()YHKIIMI TIO TaliMEpy 3aTPyTHSIOT aHAIHU3 KOJa TPOrpaMMBbI?

1.13. Kak HecTaHgapTHBIE CIIOCOOBI CpaBHEHHUS [aHHBIX 3aTPYIHSIOT aHAIM3 KOJa
MIPOrpaMMbI?



1.14. Kak nuHAMHYECKUH HMIIOPT CHUCTEMHBIX (YHKIMW 3aTpyAHSET aHaJIU3 KoJa
IIPOrpaMMbI?

1.15. Kakue crocoObl MCKYCCTBEHHOTO YCIIOKHEHHUS aJITOPUTMOB OOpaOOTKH TAaHHBIX B
IIporpaMMe, 3alMIaeMON OT aHaIu3a, Bbl 3HaeTe?

1.16. Kak KOHTpOJb LEJIOCTHOCTH KOAAa MpPOrpaMMbl 3aTPyIHSET €€ aHalu3 IO/
OTJIATYUKOM?

1.17. Kak reHepamus mnporpaMMoii HedaTaJbHBIX HUCKIIOYUTEIBHBIX  CHUTYaIlui
3aTpyIHSET €€ aHAIMU3 0]l OTIaA4YUKOM?

2. IlpakTuueckoe 3ansitue Ne8. O6(dyckanus HCXOIHOI0 KOAA M €ro aHAJIU3.

Ilposepka cpopmuposannocmu  I1K-2, unouxamopvr H-IIK-2_ 4 — HU-IIK-2 6 6 uacmu
CHOCOOHOCMU NPUMEHAMb UHCMPYMEHMbl CMAMU4ecKko20 U OUHAMUYECKO20 aHANu3d, a makice
MOHUMOPbL, 0151 U3YHEeHUs NPUHYUNOE pabombl 00(YCYUPOBAHHBIX NPOSCPAMM.

3. IlpakTuueckoe 3ansitue Ne9. 3ammMTa HCHOJIHAEMBIX (PAIOB OT H3YYEHHSI.

Ilposepxa cgopmuposannocmu IIK-2, unouxamopvr H-IIK-2_ 4 — HU-IIK-2 6 6 uacmu
CNOCOOHOCMU  NPUMEHAMb  UHCPYMEHmMbl  CIMAMUYecKko20 U OUHAMUYECKO20 aHAIu3d, a makxoice
MOHUMOPDL, OJ18 U3YUeHUs NPUHYUNOE PAOOMbL 3AUULYEHHBIX OM U3VUEHUSI NPOCPAMM.

4. TIpakTuueckoe 3ausTue Nel(. M3ydyeHne 3auMiieHHbIX HCIOJHSIEMBIX (paiiliIoB.

Ilposepxa cgopmuposannocmu IIK-2, unouxamopvr H-IIK-2 4 — HU-IIK-2 6 6 uacmu
CHOCOOHOCMU  NPUMEHAMb UHCMPYMEHMbl CMAMU4ecko20 U OUHAMUYECKO20 aHANU3d, a MaKice
MOHUMOPDL, OJ18 U3YUeHUsl NPUHYUNOE PAOOMbL 3AUULYEHHBIX OM U3VUEHUST NPOSPAMM.

Tema 3. Bpenonocnoe nporpammuoe obecneuenue (I110).
1. 3aganus 11s1 caMoOCTOSATEIbHOI PadoThI.

Ilposepxa cihopmuposannocmu IIK-2, unouxamop H-IIK-2_7 6 uacmu yceoenus 3HAHUL
HeobX00UMbIX 011 NPUMEHEHUS UHCMPYMEHMO8 CUSHAMYPHO20 aHAAU3A OISl GbIAGLEHUSl 8PEOOHOCHO20
110 na npaxmucxe.

Ilposepra cgopmuposannocmu IIK-1, unouxamop H-IIK-1 1 6 uwacmu yceoenus 3HaHull
NPOCPAMMHBIX U NPOSPAMMHO-ANNAPAMHblE CPeOCcms, 00ecnedusarwux pealu3ayuro nooxo0o8 K
NOCMPOEHUIO CUCIEM, 3aWUyeHHbIX om epedoHocHo20 T10.

1.1. Kakoil KOMIBIOTEPHBIM BHpPYC MPUYMHUI HAHOONBIIUN yIIepOd 3a BCIO HCTOPHUIO
BBIUYUCIIUTEIEHOU TEXHUKH?

1.2. Kakoii KOMIBIOTEpHBI BUPYC BbI3Ba] HambOosiee MAacIITaOHYIO SMHJIEMHIO 32 BCIO
WCTOPHIO BBIYUCIIUTEIIEHOW TEXHUKHU?

1.3. ITouemy nHamucats Bupyc st Windows cioxkuee, yem ans MS-DOS?

1.4. Tlouemy nepBbIE MAKPOBUPYCHI TaK IIUPOKO PACIIPOCTPAHUIIUCH?

1.5. [Touemy Jr0 1 MULTYT KOMIBIOTEPHBIE BUPYCHI?

1.6. [ToyeMy KOMITBIOTEPHBII BHPYC HE JOJDKEH IMOBTOPHO 3apa)kaTb OJHU U TE XKe

O0BEKTHI?
1.7. B 4yeM cOCTOST OCTOMHCTBA M HEIOCTAaTKU OHJIAWH-BUPYCOB MO CPaBHEHUIO C
IIOYTOBBIMU BUpycaMu?
1.8. [Toyemy OONBIIMHCTBO OHJIAWH-BUPYCOB (YHKIMOHHPYIOT TIOJA YyIPaBICHUEM
OIEepaLMOHHBIX cucTeM cemeiictBa Windows?
2. TIpaxkTuyeckoe 3ausitue Nell. OoHapy:kenue BpenonocHoro IO ¢ nomoupio ClamAV
u YARA.
IIposepxa cpopmuposannocmu I1K-2, unouxamop HU-1IK-2 4 6 uacmu cnocobnocmu npumeHams
UHCMPYMEHMbL CUSHAMYPHO20 AHANU3A 015 8blsieNeHUs 8pedoHocH020 T10.

Tewma 4. Buenpenue BpeonocHoro [10.

1. 3aganus 1Isi caMoOCTOSITEIbHOI PadoThI.

IIposepra cpopmuposannocmu IIK-1, unouxamop H-1IK-1_4 6 uacmu yceoenus 3uauuii
NPOCPAMMHBIX U NPOSPAMMHO-ANNAPAMHbBIE CPEOCME, 00ecnevusarwux pealu3ayuio nooxo008 K
NOCMPOEHUIO cucmem, 3auutyeHHbIX om epedoHocHozo 110.

1.1. B yeM 3aKkiIt04aeTcsi ONaCHOCTh MPOrPaMMHBIX 3aKJIa10K?

9



1.2. MoXXHO 7 BHEOPUTH TPOTPAMMHYIO 3aKJIaJAKy B aJCKBaTHO 3allUIICHHYIO
KOMITBIOTEPHYIO CUCTEMY?

1.3. Kakue THITHYHBIE YSI3BUMOCTH 3aIUTHI KOMITBIOTEPHBIX CHCTEM BbI 3HaeTe?

1.4. Kak ycrpoen mexanusm DEP?

1.5. B gem 3akimoyaercsi METOJ MacKMPOBKU MPOTPAaMMHOM 3aKJIQJKH I0J IPUKIATHOE
nporpaMMHoe obecrieueHue?

1.6. B uem cOCTOMT OCHOBHOM HEIOCTATOK METOJIa MACKMPOBKHU MTPOTPAMMHOM 3aKIIaaKH
0JT IPUKJIaTHOE IPOTrpaMMHOe odecrieueHne?

1.7. B yem 3akio4aeTcs METOJ MAacKMpPOBKH HPOTPAMMHOW 3aKJaJKU I10J CHCTEMHOE
nporpaMMmHoe obecrieueHue?

1.8. KakoBO OCHOBHOE JOCTOMHCTBO METOJa MACKUPOBKH MPOTPAMMHOM 3aKJIAJKH O]
CHCTEMHOE MPOrpaMMHOe obecrieueHne?

Tewma 5. IlpotuBoneiictBue Bpenonocuomy I10.

1. 3aganus 1Is1 CaMOCTOSATEILHOM PadOTHI.

Ilposepka cgopmuposannocmu IIK-1, unouxamop H-IIK-1 4 6 uacmu yceoenus 3HaHuu
NPOCPAMMHBIX U NPOSPAMMHO-ANNAPAMHblE CPeOCcms, 00ecnedusarwux peaiu3ayuro nooxo0o8 K
NOCMPOEHUIO CUCTEM, 3aWULYeHHbIX om 6pedoHocHo20 T10.

1.1. SIBnsercs 1M 3a7ada BbBISBICHUS KOMIIBIOTEPHOIO BHUpPYCa aITOPUTMUYECKU
paspemumMoii B o01eM ciryyae?

1.2. Kak mpoBepuTh, HET JIM B TEKYIIEM SApPE ONEPAlMOHHOW CHUCTEMBI YSI3BUMOCTEH,
nmonooubIXx GetAdmin?

1.3. Yem omacHo Hanuyue Ha paboueM CTOJie TMOJIb30BATENsl OKOH, OOCITYKHBAaEMbBIX
CUCTEMHBIMHU IIpolieccaMu’?

1.4. B uem 3aKkit04aroTCsl JOCTOMHCTBA U HEIOCTATKU CUTHATYPHOT'O CKAHUPOBAHMUS?

1.5. KakoBBI JOCTOMHCTBA U HEAOCTATKH IBPUCTUICCKOTO CKAHUPOBAHWS ?

1.6. Kakue nocTomHCTBA M HEAOCTATKH HMMEET KOHTPOJIb IEIOCTHOCTH HPOrpaMMHOTO

obecnieueHus?

1.7. Kakue JOCTOMHCTBA M HEAOCTATKH MMEET KOHTPOIb LEIOCTHOCTH KOH(HTypamuu
CUCTEMBI?

1.8. Moxuao 11 obecrieunth 3((HEKTUBHYIO AHTUBUPYCHYIO 3alIUTy OJHUMH JIWIIIb
IIPOrpaMMHO-AINapaTHBIMU CPEACTBAMU?

1.9.Yto OTHOCHTCEI K OCHOBHBIM  MEpONPHUATHAM [0  OPTaHU3AIOHHOMY
COIIPOBOXAECHUIO AHTUBUPYCHOM 3aIlUTHI?

1.10. O yem nOMKHBI OBITH MPOUHCTPYKTUPOBAHBI MOJBH30BATEIH CETH, OCHAIICHHOM
KOMIUIEKCHOM CUCTEMOW aHTUBUPYCHOMN 3aIIUTHI?

1.11. Kak npoBepsieTcs aJieKBaTHOCTh NOBEIEHUS JIUI], OTBETCTBEHHBIX 3a OOecreueHne
AHTUBUPYCHOM 3aIIUTHI CETH, B CIIy4ac YCIEIIHbIX BUPYCHBIX aTak?

1.12. Kak opranu3syeTcs 3alIiTa OT TPOTPAMMHBIX 3aKJIaJI0OK paHee HEM3BECTHBIX THITOB?

1.13. [louemy mnpu pydyHOM OOHAPYXKEHHU TPOTPAMMHBIX 3aKJIQJ0K HE CIeayeT
HEMEJIEHHO OCTaHABJIMBATh OOHAPYKEHHbIE BPEIOHOCHBIE NMPOLIECCHI?

1.14. Kak onpenenutb, Bce JM OOHApYKEHHBIE BPEIOHOCHBIE MPOrpaMMbl KOPPEKTHO
yAQJICHBI U3 CUCTEMBI?

2. MpakTuueckoe 3ausitue Nel2. Opranu3ainus u30,JJMPOBAHHON MPOrPAMMHOI CPeabl U

aynuta B Windows u Linux cpeacTBaMu 1o yMo14aHHIO.

Ilposepxa cgopmuposannocmu IIK-1, unouxamop H-IIK-1_4 6 uacmu cnocobnocmu 0na
KOHKDEMHOU  CUCeMbl  OCYWeCmEAmb 0O00CHOBAHHbIIL  8bIOOD  NPOSPAMMHBIX U NPOCPAMMHO-
annapamuulx cpeocms, 00ecnevu8aouux blCOKYI0 3auuujeHHocms om epedorochozo 110.

3. MpakTuyeckoe 3ansaTue Nel3. OpraHusanusi H30JJMPOBAHHOIN MPOrPaAMMHOI Cpebl,
ayuTa U A0BepeHHoil 3arpy3ku Windows cpeacTBaMu 0Te4eCTBEHHBIX CPEACTB 3aIMThI.

IIposepxa cpopmuposannocmu IIK-1, unouxamop H-1IK-1 4 6 uyacmu cnocoonocmu 0ns
KOHKDEMHOU — CUCeMbl  OCYWeCmEIAms 0DOCHOBAHHBIL  8bIOOP NPOSPAMMHBIX U  NPOSPAMMHO-
annapamuuix cpeocms, 00ecneuusauux 6blCOKYI0 3auuueHHocms om 6pedornocHozo 110.

10



2. CiuCOK BONMPOCOB M (MJIM) 3aJaHU 1JI51 MPOBeIeHUs MPOMEKYTOUYHOM aTTecTaAllMU.

CnHcoK BONIPOCOB K IK3aMeHY.

1. Ananu3 nporpaMMHbBIX peau3aldyd YEPHOro AlrKa. MOHUTOPUHT A0CTynoB K o0bekTam OC,
Be130BOB API OC, ceTeBOl aKTUBHOCTH.

2. CTatuuecKuil METOJ] aHATN3a IPOTPAMMHBIX pPeaTn3alui.

3. Jlexommuisiiiust OMHApHBIX (paitioB B 361K C++.

4. JluHaMU4eCKUi METO/1 aHaJIM3a MPOrPaMMHBIX peau3aliuii.

5. AHanu3 NOTOKAa JAHHBIX MIPH MOMOIIY UHCTPYMEHTAIN3AIUH.

6. AHanu3 NOTOKa YIpaBJICHUS IPU TTOMOIIH HHCTPYMEHTATU3AIIH.

7. [IpoTuBOACICTBHE aHTUOTIIAAKE TPU TOMOIIU HHCTPYMEHTAU3ALINH.

8. Bupryanuzamus. Owynauuss  wiaTGopMmbl s HCcleayeMoil  mporpammbl.  M3omsnums
UCCIIeTyeMON IPOrPaMMBI.

9. 3amuTa mporpamMm OT AU3aCCEMOTHPOBAHUSI.

10. O6dyciupyromue npeodpa3zoBaHust UCXOTHOTO KOJa.

11. O6dycumpyromue mnpeodbpazoBanus mOoTOKa ynpasieHus. OO¢yckanus OUOINOTEYHBIX
BBI30BOB, B ToM unciie API OC.

12. O6dycuupyronue npeodpazoBaHus CTPYKTYP JaHHBIX.

13. Ocobennoctu ananuza 00(yCIMPOBAHHBIX IPOTPaAMM.

14. 3amura nporpaMm OT OTJIAJKH.

15. VnakoBuuku. I[HugpoBanue BeimosnHseMoro koja. CaMOpacnakoOBBIBAIOIIMECS APXUBBI.
Ogepien. [TomumopdHBIIA KOJI.

16. Texuuku oOHApYKEHUSI OTJIATUUKA.

17. Texnuku oOHapyKEeHUs TUIIEPBU30PA.

18. OcHOBBI 3aIIUTHI OT CHATUSA JamIia.

19. TexHUKH 3aIIUTHI OT KOITMPOBAHUSI.

20. OcobGeHHOCTH aHalIM3a MPOrpaMM, 3alIUIIEHHBIX OT OTIAAKH.

21. Knaccudukanus BpenonocHoro IO mo monenu mnoBeneHus: HaOMOAATeNb, MEPEXBaT U
HCKa)KEHUE.

22. Buner BpenonocHoro I10. Bupycsl u uepBu. Tposinckoe I10. Rootkit, bootkit u backdoor.
BpenoHocHbIe yTHIUTBI: SKCIUIOUTHI, 1IeIKo, cinydunrosoe 110, cnam u ¢uyn 10, pummurosoe 10,
pexinamuoe [10, mporpammel-BeiMoratenu, 110 nis pactipoctpanenust 3anpenieHHoi nadopmanuu, DoS,
1O st co3panus U MOAN(UKAIIUN BUPYCOB.

23. bunaproe BpenonocHoe [10 na Windows.

24. bunapnoe BpenoHocHoe 10 Ha Linux.

25. Bpenonocnoe I[1O Ha si3pIKaX NPOTpaMMHUPOBAHUS C MPOMEXKYTOUYHBIM Kojom: Java, C#,
Python.

26. Bpenonocuoe I1O Ha si3pIkax KOMaHIHBIX HHTEpIIpeTaTopoB: batch, PowerShell, bash.

27. Bpenonocusle I10 B Makpocax JOKYMEHTOB.

28. Bpenonocnoe I10 Ha MOOHIIBHBIX YTPOWCTBAX.

29. Bootkit. Pacronoxxenne B IPL, VBR, MBR, BIOS, UEFI. Secure Boot, Verified Boot,
Measured Boot. Intel BootGuard. ARM Trusted Boot Board.

30. TexHuKH pacrpocTpaHeHUs BUPYCHOTo BpeaoHocHoro [10.

31. Texuuku ckpoiTUs BpegoHocHoro [10 oT oOHapykeHusl.

32. IlpeAnocbuUlkM K BHEIPEHHUIO MPOTPAMMHBIX 3aKJIQJ0K: YSI3BUMOCTH MPOTPAMMHOTO
oOecrieueHus, ysI3BUMOCTH MOJTUTUKH 0€30IMaCHOCTH, YEIIOBEUECKHUI (PaKTop.

33. Metopl BHEJpEHUs] MPOTrPaMMHBIX 3aKJIaJI0K: MacKHpOBKa Moj 0e300MaHOE MPOTrpaMMHOE
o0ecrieueHune, moIMeHa, MpsIMOe U KOCBEHHOE aCCOIMUPOBAHHE.

34. IlpyHIMIIBI ~ TIOCTPOCHUS  MOJUTHKM  O€30MacHOCTH,  OOECNeYMBAIONIEH  BBICOKYIO
3alUIIEHHOCTh OT MTPOTPAMMHBIX 3aKJIaJIOK.

35. MeTo/1bl BBISIBICHUS TPOIPAaMMHBIX 3aKJIQJ0K: CUTHATypHOE U IBPUCTHYECKOE CKAaHUPOBAHUE.
HNuctpyment YARA.
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36. KoHTposb 1IeTOCTHOCTH MPOTpaMMHOI0 oOecreueHus, Kak METOJ BBISIBICHUSI MMPOTPAMMHBIX
3aKJIaJI0K.

37. KOoHTpob 1ENOCTHOCTH KOH(MUTypaluy 3allyIIaeMOil CHUCTEMBbI, KaK METOJ| BbISBICHUS
MIPOTPaMMHBIX 3aKJIaJI0K.

38. MoHUTOpUHT HHPOPMAIIMOHHBIX TOTOKOB, KAaK METO/I BBISIBIICHUS TPOIrPAMMHBIX 3aKJIaJI0K.

39. MeTronpl BBISBICHUS MPOTPAMMHBIX 3aKJIaJOK, HM30JMPOBAHHAs MpOTrpaMMHas Cpefa,
MIPOrpaMMHBIE JIOBYIIKH.

40. [TocTpoeHre U30IMPOBAHHON TIPOrpaMMHOM cpeibl ¢ momoiisio Windows AppLocker.

41. TTocTpoeHre H30JIMPOBAHHON TPOrPaMMHOM cpebl ¢ momoibio SELinux.

42. TlocTpoeHune U30IMPOBaHHOM MporpaMMHOil cpensl Ha Windows ¢ momomibsio [10 DallasLock.

43. 3amuTa nporiecca 3arpy3ku OC ¢ momonipo otedecTBeHHbIX AM/I3.

44. Aynut 8 OC Windows.

45. Aynut B OC Linux.

46. MeponpusaTus 10 OpraHU3allMOHHOMY COITPOBOKACHUIO aHTUBUPYCHOH 3aIIUTHI.

3. [IpaBusia BBICTABJIEHHUSI OLIEHKH HA YK3aMeHe.

B sx3ameHannoHHble OMJIET BKIJIIOYAETCS JIBa TEOPETUYECKUX Bolpoca. Ha moarotoBky kK oTBeTYy
naerca He MeHee lyaca.

[To wuroram »5K3aMeHa BBICTABIAETCS OJHA M3  OLECHOK: «OTJIMYHO»,  «XOPOLIO»,
«yZOBJIETBOPUTEIILHO» UJIH «HEYOBJIETBOPUTEIHHOY.

Onenka «OTJINYHO» BBICTABISAETCS CTYAEHTY, KOTOPBIH JAEMOHCTpPHpYET INIyOOKOe MOHMMaHHe
TEOPETUYECKON YacTH JUCHUIUIMHEL, ITOJIHBIC 3HAHUS 00 MHCTPYMEHTAaX M TEXHUKAX UX NMPUMEHEHUS IS
pelleHns] NPUKIAAHBIX 3aJad 3allUThl IPOrpaMM M JaHHBIX. OCYyIIECTBISIET MEXIPEAMETHBIE CBA3H.
Jlaer pa3BepHyThble, MOJHBIE M YETKUE OTBEThl Ha BONPOCHl HK3aMEHALIMOHHOrO Owiera u
JIONOJTHUTEJIbHBIE BOIPOCHI, COOIIOAAET JIOTHYECKYIO IOCIEI0BATEIBHOCTD MIPU U3JI0KEHUH MaTepuana.
['paMOTHO UCHOIB3YET TEPMUHOIOTHIO AUCLUTIIUHBI.

Onenka «Xopowmo» BBICTABIAETCA CTYAEHTY, OTBET KOTOPOTO Ha 3JK3aMEHE B LEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBIIIE KPUTEPUSAM, HO OTIMYAETCS MEHbILEH 00CTOATENbHOCThIO, TITyOUHOM,
00OCHOBAHHOCTBIO U TOJIHOTOH. B oTBeTe MMEIOT MecTO OTJeNbHblE HETOUYHOCTH (HECYIIECTBEHHbBIE
OLIMOKM), KOTOPbIE UCHPABISAIOTCS CaMUM CTYJIEHTOM IIOCJ€ JONOJHUTENbHBIX U (WIM) YTOUHSIOIIMX
BONPOCOB 3K3aMeHaTopa. OneHka «Xopouio» MOKET ObITh BBICTABIIEHA CTYACHTY, UMEIOLIEMY MPOOEIIbI
B 3HAHUAX OO0 MHCTPYMEHTaX M TE€XHMKAX WX MPUMEHEHUS AJs PELIeHHs MPUKIAJHbIX 3a]a4 3alllUThl
oporpaMM M JaHHBIX, HO oOO0OJajarouieMy IJIyOOKHM TEOpPETHUYECKMM IOHMMAaHUEM YCTpOHCTBa
COBPEMEHHBIX KOMIIBIOTEPHBIX CUCTEM.

Onenka  «YOBJIETBOPUTENBHO»  BBICTABIAETCS  CTYINEHTY, KOTOPBIH  JEMOHCTPHUPYET
MTOBEPXHOCTHOE TNMOHMMAHHWE TEOPUM, JTaeT HEAOCTATOYHO TMOJHBbIE M TOCIENIOBATENIbHBIE OTBETHI Ha
BOINPOCHI K3aMEHAI[MIOHHOTO OMJIeTa U IOTIOJIHUTEIbHBIE BOIIPOCH, HO TPU 3TOM J€MOHCTPUPYET YMEHUE
BBIJIETIUTH CYILIECTBEHHBIE M HECYILIECTBEHHBIEC MPU3HAKU U YCTAHOBUTH IPUUYMHHO-CIIECTBEHHbIE CBSI3H.
CTyneHT 3HaeT M MNPaBUIBHO NPUMEHSET TEPMHHOJIOTHIO AMCUMIUIMHBI, HO JIOMYCKaeT OIIMOKU B
OTIpE/ICNICHUN U PACKPBITUM HEKOTOPBIX OCHOBHBIX MOHATHH. Ilpym aprymeHTanuu oTBeTa CTYIEHT HE
00OCHOBBIBAET CBOM CYkJieHHs. Ha 4acTh JOMOIHUTENBHBIX BOIPOCOB CTYIEHT 3aTPyIHIETCS JaTh OTBET
WIM J1aeT HeBepHble OTBETHI. MIMeeT cymiecTBeHHbIe po0enbl B 3HaHUAX 00 MHCTPYMEHTaX U TEXHHMKaX
UX NIPUMEHEHMS JUUISl pELIEHUs IPUKJIAHbIX 3a1a4 3alUThl IPOrPaMM U JTAHHBIX.

Onenka «HeynoBneTBOpUTENbHO»  BBICTABISIETCS  CTYJIEHTY, KOTOPBIM  JE€MOHCTPHUPYET
pa3po3HeHHble, OeccrucTeMHbIe 3HaHUs; OeCHOpsI0oYHO M HEyBepeHHO u3naraer marepuain. He ymeer
BBIJIETISITH TJIABHOE M BTOPOCTEIIEHHOE, HE YMEET COEAMHSITh TEOPETUYECKUE TIOJIOKEHUS C MTPAKTHUKOM, He
YCTaHABIIMBAET MEXKIIPEAMETHbIE CBA3U. /JlaeT HENoJIHbIE OTBETHI, JIOTMKAa M IOCJIENOBATEIbLHOCTD
U3JI0’KEHUSI KOTOPBIX UMEIOT CYIIECTBEHHBbIE M MPHUHIMINAIbHBIE HAPYLIEHUS, B OTBETaX OTCYTCTBYIOT
BBIBOJIbI. JIOIIOJIHUTENBHBIE U YTOUHSIOIIME BOMPOCH! 3K3aMEHATOpa HE IMPUBOJAT K KOPPEKIMH OTBETOB
cTyneHTa. Ha OCHOBHYIO 4acTh JOIOJIHUTEIBHBIX BOIPOCOB CTYAEHT 3aTPYAHAETCS AaTh OTBET WM JaeT
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HEBEpHbIE OTBEThl. BbICTaBisieTcs CTyIEHTy, HE TOKa3blBalOIeMy 3HaHUM 00 WHCTpyMEHTapuu
JUCITUTUTAHBL.

Onenka  «HeynoBleTBOPUTENbHO»  BBICTaBISIETCS  Takke  CTYIEHTY, KOTOpbI  B3sI
9K3aMEHAlMOHHBIN OUJIET, HO OTBEYATh OTKA3AJICS.
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Mpuioxenne Ne 2 k padoyeid nporpamme
AUCHUIUIMHBI «3aIIUTA NPOrPaMM M TaHHBIX»

MeToanyeckue yKa3aHus JJIsA CTY/IEeHTOB I10
OCBOCHHIO TUCIHUILINHLI

OcHOBHOI (hopMON H3JIOKEHUS Y4eOHOro Marepuana Mo AMCUUIUIMHE «3alluTa Mporpamm U
JAHHBIX» SBISAIOTCA JEKLHU. JTO CBSA3aHO C TEM, YTO B OCHOBE JaHHAs JUCLUIUIMHA HaXOIUTCS Ha CTBIKE
MEXJy AUCHUIUIMHAMKM «TexHudeckas 3amura MHPopManuuy, «3alura B ONEpalMOHHBIX CUCTEMax»,
«OCHOBBI IOCTPOCHHS 3AIIUIICHHBIX KOMIBIOTEPHBIX ceTei» U «OCHOBBI IOCTPOCHHUS 3aIUIIECHHBIX 0a3
JAaHHBIX». [JI yCHeIHOro OCBOGHUS TUCIMILIIMHBI BXKHO YIIIYOJE€HHOE N3YYE€HUE HEKOTOPBIX Pa3JesioB
YKa3aHHbIX JUCUUIUIMH, KaK B ayJWTOPUH, TaK U CAMOCTOSTEIbHO, B KaueCTBE BBIIOJHAEMBIX B
JOMAalIHUX yCIOBUSAX 3alaHuM.

OcHOBHasi LEedb CaMOCTOSTENbHBIX pPabOT — IOMOYb YCBOUTb TEOPETUYECKUE OCHOBBI MU
IIPAKTUYECKHE METOABl 3allUThl IPOrpaMM U JaHHBIX OT M3Y4YEHUs, HECAHKIMOHUPOBAHHOIO
WCTIOJB30BaHUs, OT HAPYIICHUS MX IEIOCTHOCTH M JIOCTYNMHOCTH. J[ist 3TOro HEoO0XO0AWMO 3HATh M
IIOHMMATh JIEKUMOHHBIM Marepuanl. Ilostomy, B mpouecce M3yd4eHHs IUCLMILIMHBL, PEKOMEHIYETCS
peryJisipHOE MOBTOPEHUE MPOMIEHHOr0 JIEKIIMOHHOIO MaTepuaia. MaTepuan, 3aKOHCIIEKTUPOBAaHHBIA Ha
JEeKUUSAX, NPEACTaBICHHBIH B IpeaigaraeMoil y4eOHOH JuTeparype, HEOOXOIMMO [oMa elie pas3
npopadaTbIBaTh M, MPH HEOOXOIMMOCTH, IOMOJHATH MH(POpPMAaLHUEH, MOIydeHHOH Ha KOHCYJIbTAIlHsX,
IIPAKTUYECKUX 3aHATUAX U U3 PEKOMEHIOBAaHHBIX pecypcoB cetu VIHTepHeT.

Jis  TOpoBepKkM U KOHTPOJS YCBOGHHS TEOPETUYECKOTO MaTepuana, IpUOOpEeTEHHBIX
IIPAKTUYECKUX HABBIKOB MCIIOJIb30BaHMs y4eOHOW JIMTepaTypbl, B TEYEHHE OOYyYEHHUs IPOBOJATCS
MEpPOIPUATHS TEKYyLIeH arTecTalMd B BHJIE CaMOCTOSTENbHBIX PA0OT (B JAOMAIIHMX YCIIOBUSX).
BapuaHTsl 3aaHuil BBIAAKOTCS y4YallMMCs Ha NOCIEAHEM 4Yace JEKUMOHHBIX 3aHATUMN 10 NEPBBIM IIATH
temaMm. OreHKa W OOCYXJCHHE BBIMOJHEHHBIX CTYACHTAMHU 3aJlaHU IO CaMOCTOATENbHOM paboTe
IIPOU3BOJUTCS HAa IPAKTHUYECKUX 3aHATUAX M YYUTBHIBACTCA, HA PSAAY C PE3yJbTaTaMHM IMPAKTUYECKUX
3aHSATHUH, P OI[CHKE TEKYIIEH yCIeBaeMOCTH. TakxKe MPOBOASTCS KOHCYIbTAUH (ITpH HEOOXOANMOCTH)
1o pa3dopy 3aJaHui Il CAMOCTOSTENIbHON pabOThl, KOTOPbIE BBI3BAIN 3aTPYIHEHHS.

B koH1e cemecTpa u3yueHus: TMCUUIUIMHBI CTYJEHThI CAI0T 3K3aMeH. DK3aMeH MPUHUMAETCS 10
9K3aMEHAIlMOHHBIM OujeraMm, KaKIbli M3 KOTOPBIX BKJIIOYaeT B cedsl /IBa TEOPETUYECKHX BOIpPOCa.
[IpenycmoTrpena rpynmnoBasi KOHCYJIbTalUs.

[TpoGnembl 3amUTBl MPOrpaMM M JTAaHHBIX OCJIOKHSIOTCS HAJMYUEM «0aroB» U <«OKCIUIOHTOBY,
3aJI0’KEHHBIX 3apyO0eKHBIMU MPOU3BOIUTENISIMU allllapaTHO-IPOrPaMMHBIX PEIIEHUN B COOTBETCTBUU CO
CBOMM 3aKOHOJATENCTBOM [0 HalMOHAJIbHOM Oe3omacHocTH. I[loaToMy, sBIs€TCS COBEpPLICHHO
HEO0OXOIMMBIM TOCEIIEHNE CTYyJEHTaMH BCEX AyAUTOPHBIX 3aHATHI, IJle UM pa3bsiCHAETCS LElb U CYTh
HEMOJHOTO NpeACTaBIeHUss MHPOPMALUU POCCUMCKUM IMOTPEOUTENAM O 3amaJHbIX MH()OPMALMOHHBIX
TEXHOJIOTUSIX M, KOHKPETHO, O METOJlaX 3allluThl IporpaMM M JaHHBIX. B pesynbraTe Qopmupyercs
NaTpUOTUYECKass MO3ULMsI, HENPUMUPHUMOCTh K JIFOOBIM acleKTaM HHOCTPAHHOTO NPOHUKHOBEHMS K
3amumiaemMoil B Poccum uHdopmanuu u ynpaBiieHHs POCCHUICKMMU HMH(POPMAIMOHHBIMH CHCTEMaMH,
HENPHUEMIIEMOCTb UECO0JIOTMH TEPPOPU3MA, IKCTPEMU3MA.

s camocrosiTenbHOM padOTBHl CTyAEHTaM, KpoOMe YIJyOJE€HHOrO OCBOEHHUS OCHOBHOH H
JIOTIOJTHUTEBHOMN JIUTEPATYPhl IPU MOATOTOBKE K JIEKIIMOHHBIM U NIPAKTUYECKUM 3aHATHUSAM, BBIIIOJIHEHUN
3aJlaHUN IS CaMOCTOSITENbHOM paboOThl, PEKOMEHIYETCS OTCIIEKUBATh PETYISIPHO OOHOBIISEMBIE
MaTepHalibl TOCYAApCTBEHHBIX CTaHAApTOB Poccuy mo ympaBieHHIO 0€30MacCHOCTH Ha O(HIMATbHOM
caiite Poccranmapra Poccun (http://www.standard.gost.ru/wps/portal, nara obpamenus 19.01.2022) B
paszzene «YBeaoMieHHus 00 YTBEPKASHUU HALIMOHAIBHBIX CTAHApTOBY.

Takxe, peKOMEHIyeTCsl MCIONb30BaTh pecypchl cet UHTepHeT, yka3zaHHble B paszzgene 7
IIPOrPaMMBlI.
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