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1. [lesiu OCBOEHUSA AW CHUNIUHBI

Llenpto OCBOGHUS AMCUMIUIMHBI «AyAUT HH(OPMAIIMOHHON OE30MAaCHOCTHY SBIISETCS
OCBOCHHUE TCOPETHUCCKHX OCHOB M U3y4YCHUE MPHUHIIMIIOB MPOBEICHUS ayanTa HHPOPMAI[HOHHOM
0C30MaCHOCTH,  O3HAKOMJICHHE C METOJaMH M  CpPEJACTBaMH  IPOBEJCHUS  ay/auTa
UH(GOPMAIIMOHHOW OE30MaCHOCTH B BBIUYUCIHUTEIBHBIX CETAX M MPUOOPETEHHE MPAKTHYECKUX
HABBIKOB TPOBEICHHS ayuTa HHHOPMAIIMOHHON 0€30TaCHOCTH.

JlaHHbBIi KypC BbIpaOAThIBACT Y CTYICHTOB 3HAHUS, HABBIKA M YMEHHUS OPraHW30BBIBATH
nporecc cbopa coObITUH WHGOPMAIMOHHON Oe30MmacHOCTH B O0BEKTe WHGOpMATH3AINH,
BBISIBJICHUC HMHIUIACHTOB O€30IaCHOCTH M MEpbl MPOTHUBOICHCTBHUS BO3HHKAIOIIMM yrpo3am
UH(HOPMAIIMOHHON 0E30MaCHOCTH.

2. MecTo TMCHUILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

«Aymut uHQOpPMALMOHHOW OE30MACHOCTH» OTHOCHUTCS K 00s3aTeNIbHOM  4acTH
00pa30BaTesbHOIN MPOrpaMMBl.

Jljis ycrenmHoro yCBOSHHs TaHHOM TUCIUIUIMHBI HEOOXOAMMO, YTOOBI CTY/ICHT OBIAJENT
3HAaHUAMU, YMCHUSMU U HABBIKaAMHU, C(i)OpMI/IpOBaHHI)IMI/I B ITPOLECCCC N3YUCHHUA JUCLIUILIINH .

«Uupopmarukay — paboTta ¢ MpOrpaMMHBIMU CPECTBAMH OOILET0 HA3HAYCHHUS;

«OrnepaloHHbIE CUCTEMbB» — 3HAHUE MPUHIMIIOB (YHKIIMOHUPOBAHUS COBPEMEHHBIX
OTIEPAIIMOHHBIX CUCTEM U YMEHHE UX aJIMUHUCTPUPOBATD.

«BpruuciIuTeNnLHBIE CETH» — 3HAHUE IIPUHIUIIOB (1)yHKLII/IOHI/IpOBaHI/I$[ BbBIYHUCIIUTCIIBHBIX
ceTei.

3HaHus H HAaBbIKH, IIOJIYYCHHBIC B PpPE3YJIbTATC MHN3YUCHUA JUCHUIIIMHBI ((AYI[I/IT
nH(GOPMaIIMOHHON 0e30MacHOCTHY», UCHOIB3YIOTCS CTYACHTaMU B JajbHEHIIeM Npu Hay4dHO-
HCCJIEI0BATENbCKOM padoTe U B MpodheCcCHOHATBHOM IEATETbHOCTH.

3. Illlanupyemble  pe3yJbTaTbl  O0y4YeHHs] 1O JMCHUILUIMHE, COOTHECEHHbIe €
IVIAHMPYEMbIMH Pe3yJIbTaTaMM 0CBOEHHUsI 00pa30BaTe/bHON MPOrpaMMbl

[Ipouecc u3yyeHus: TUCUUILUIMHBI HAaNpaBiieH Ha (OPMUPOBAHUE CIIEAYIOIINX 3JIEMEHTOB
kommnereHmii B coorBercTBM ¢ PI'OC BO, OOII BO u npuoGpereHus cleayromux 3HaHHM,
YMEHMM, HaBBIKOB U (MJIM) OTbITA JI€ATEIbHOCTH:

dopmupyemas
KOMIIeTeH LU
(xoa u popMyanpoBKa)

NHaukaTop N0CTHKEHUS
KOMIEeTeHLMHI
(xoa u popmyanpoBKa)

IlepeyeHb NIaHMPYEMBIX pe3yJbTATOB
o0yueHust

OomenpodgeccuoHaJbLHbIC KOMIIETEHIMH

OIIK-1

Cnocoben
00OCHOBBIBATH
TpeOOBaHUS K CHCTEME
obecrneueHus
UHPOPMALTMOHHON
0€3011aCHOCTH U
pa3pabaTbiBaTh IPOCKT
TEXHUYECKOIO 3aJaHus
Ha €€ co3Janune

H-OIIK-1.1

CriocoOeH Ha OCHOBe
aHanm3a nHPOPMAaIIUHU O
MMOTCHLIUAIBHBIX PUCKAX U
yrpo3ax, BUIIaX U
BO3MO>KHOCTEH
HapyuIuTesen, ueiaei u
3aJ1a4 3aIuThl,
pa3paboTatb 1 000CHOBATH
TpeOOBaHMS K CHCTEME
obecrniedueHus
nHPOPMALUOHHON
be3omacHOCTH

3HaTh:

- OCHOBBI CUCTEMHOT'O MOAX0/a K
obecnieyeHn 10 HHHOPMAITMOHHON
0€30ITacHOCTH;

- METO/IbI MOJICIUPOBAHHUS, IPUMEHSICMBIC
MIPH OIICHKE PUCKOB HH()OPMAITMOHHOM
0€30IaCHOCTH.

Ymern:

- OCYILIECTBIATH KJIacCU(DHUKAIIMIO 337124 1
MPOLIECCOB HH(POPMAI[HOHHON
0€30ITacHOCTH;

- IPUMEHSITh METOJIbI MOJICTTUPOBAHUS IS
aynauTa nH(QOpMaAITMOHHON 6€30TTaCHOCTH.




Baagers:

- HaBBIKAMU ayIuTa HHPOPMAITHOHHON
0e30IacHOCTH M aHaJIK3a MOCICACTBUN IPH
BO3HHKHOBEHHH YIpo3 B cdepe
nH()OPMAITMOHHON 0€30TIaCHOCTH;

- HaBBIKAMU HMCIIOJIH30BaHUS TPOTPAMMHBIX
CPEICTB, IPUMEHSEMBIX IIPU ayIAUTE
WHPOPMAILIMOHHON 0€30MaCHOCTH.

YHI/IBepcaJIbeIe KOMIICTCHII MU

YK-1

CriocobeH
OCYIIIECTBIISTh
KPUTHYECKUM aHATU3
MPOOJICMHBIX CUTYaIlHi
Ha OCHOBE CHCTEMHOT'0
oIX0/a,
BBIpaOaTHIBATh
CTpaTEruIo IEUCTBUI

H-YK-1.1

Ocy1IecTBIAET CUCTEMHBIN
aHAJIM3 3a]]a4M, BBIJEIISIS
ee 0a30BBIC COCTABIISIONINE

3HaTh:

- METO/IOJIOTHIO CHCTEMHOTO TIOAX0a MPH
peleHnH 3a/1a4 ayuTa HHQOpMaIIMOHHOH
0€301acHOCTH.

Ymern:

- OCYILECTBIISTH KJIacCU(UKAIHIO 3a7a4 ’
porieccoB HH(HOPMAITHOHHOMN
0e301aCHOCTH;

- BBICTPauBaTh Mpoliecc 00ecreueHus
WH(POPMAITMOHHON OE301TaCHOCTH.
Baagers:

- HaBbIKaMU ayauTa UHPOPMAIIMOHHON
0e30MacHOCTH U aHaJH3a MOCIECTBUN MPH
BO3HUKHOBEHHH yTPO3 B chepe
MHGOPMAITMOHHON OE30MMaCHOCTH;

- HaBBIKAMHU KPUTHYECKOTO aHAIIN3a
BO3HHMKACMBIX 3a]1a4 UH()OPMAIIMOHHOM
0€30IacHOCTH.

H-YK-1.2

Ompenenser,
UHTEPIPETUPYET U
pamwkupyeT uHdopMaImio,
TpeOyeMyIo IJIsl peleHus
MIOCTABJICHHOH 3a1a4n

Ymers:

- BBISIBIISITH NIPOOJIEMHBIEC CUTYallUH,
UCTIOJIB3YS METO/IBI ayINTa
MH(POPMAITMOHHOM O€301MaCHOCTH;

- PaH)XHPOBATH BHISIBICHHBIE YTPO3BI
MH(POPMAITHOHHOW OE€301TaCHOCTH.

Bnapern:

- HaBBIKAMH YCTPaHEHUsI BBISIBICHHBIX YIPO3
WH(POPMAITMOHHOW OE€301TaCHOCTH.

4. O0beM, CTPYKTYpA U co/iepKaHue TN CIUTITHHbI

OO6m1ast Tpy1I0€MKOCTh TUCIUIUIMHBI COCTABIISIET 4 3aueTH. equnull, 144 akan. 4acos.

Ne Tembl (pa3meJibl) Buabl yueOHbIX 3aHATHH, DopMBbI TEKYLIETO
n/n AUCHMIIJIMHBI, BKJIIOYASl CAMOCTOAITEIbHYI0 | KOHTPOJISA YCIIeBaeMOCTH
HX CO/Iep:KaHue paéoTy CTyAeHTOB,
U UX TPYA0E€MKOCTh ®opma NpoOMeKYTOUHOM
(B akazeMHYecKHX 4acax) arTrecTalMu
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3aHATHIAX
PazBepThiBaHue
N . Brinmonnenue
2 |BUPTYaJbHOW CETEBOM 2 6 8 8 .,
nmabopaTOpHOM pabOTHI
nabopaTopuu.
IIporpammusIe cpencTBa
NIPOBENICHUS ayJIUTa Beimonuenue

3 . 2 4 | 4 8 o
MHPOPMAaITMOHHOH nabopaTtopHoOi paboTHI
0e30MacHOCTH.

4 ’KypuanupoBanue coObITHIT 2 5 2 8 Brinonnenue
B OC Microsoft Windows. 1abopaTopHOM pabOTHI
XKyphanupoBaHue cOOBITHIA Beimonnenue

5 - 2 2 2 8 o
B OC Linux. nabopaTtopHoi paboThI

0.3 | 3.7 |3auer
Bcero 3a 2 cemecTp 16 | 16 0.3 | 39.7
72 akaj. yaca
6 [XKypuanupoBaHue cOOBITHI 1 Brimonnenue
3 6 6 .,
B nipukiagaom [10. 71abopaTOPHOM pabOTHI

7 |Cbop coObITHit 1 Brimonnenwne
UHGPOPMAITUOHHOM 3 6 6 nabopaTopHOii paboTHI
0e30MacHOCTH.

8 |PearmpoBanwue Ha 2 Brimonnenwne
WHIUICHTHI 3 4 4 nabopaTopHO pabOTHI
UHPOPMAaITMOHHOH
0e30MacHOCTH.

3 2 105|335 JK3aMeH
Bcero 3a 3 cemecTp 16 |16 | 2 | 0.5 | 37.5
72 akaj. yaca
HUTOr'O 32 |32 2 | 08]|772

Conep:xaHue pa3iesioB JUCHUILIHHBI:

Tema 1. BBognas nexknmus.

1.1. MexnayHapoaHble U POCCHUHCKHME CTaHIApThl ayauTa HHGOPMAIMOHHON
0€30IMacHOCTH.

1.2. Yrpo3s! uapOpMaronHo# 6e3omacHocTr. O030p MaTepraioB 0aHKa TaHHBIX YTPO3
6e3zomacHocTr uadopmarmu PCTOK Poccun (https://bdu.fstec.ru).

1.3. Vsa3Bumoctu u ux knaccudukarus. Merpuku CVSSvl, CVSSv2, CVSSv3.

1.4. TunoBsle y3BUMOCTH BEO-IIPUIOKEHUH.

1.5. Marpumia MITRE ATT&CK.

Tema 2. PasBepThiBaHMe BUPTYaIbHOM ceTeBOil 1adopaTopuu.

2.1. T'uniepsusop Oracle VirtualBox.

2.2. Kondurypanus cereBbIX HHTEpEHCOB 1 B3aMMOAEHCTBIE BUPTYaIbHBIX MAIIHH.

2.3. [Tnardopma smymsmn Eve-NG.

2.4. BzaumoeiicTBIe KOMIIOHEHTOB BUPTYaJIbHOM CeTEeBOM 1abopaTopuu.

Tema 3. IlporpamMmHBble cpeacTBa TMpPOBeIeHHs ayauTa WHGOPMANMOHHOIM
0e30macHOCTH.

3.1. CkaHepsl ys13BUMOCTEH.

3.2. NnBentapmzauus [10 u ys3Bumocreit. SI3sik Open Vulnerability and Assessment
Language.

3.3. Ilouck u ycTpaHeHME YA3BHUMOCTEH Ha INpUMepe oOpa3a BHPTYaIbHOH MaIlIMHBI
Metasploitable 2.

Tema 4. Kypnamuposanue coobituii B OC Microsoft Windows.

4.1. Kypnanst 6ezomacaoctu OC Microsoft Windows.

4.2. Kongwurypanus aynuta coobituii 6ezonacaoctu B OC Microsoft Windows.
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https://bdu.fstec.ru/

4.3. Jonoauurensubie uctounuku codbrtrii OC Microsoft Windows. Sysmon.

4.4. XypuanupoBanue coObITHII B JoMeHe Active Directory.

Tema 5. KypuaaupoBanue coobiTuii B OC Linux.

5.1. Xypuanst coosrtrit OC Linux.

5.2. Kongurypanus ciayx6st auditd. XKypuanupoBanue criein(puuHbIX COOBITHH.

5.3. ApXUBUpPOBAHHUE COOBITUMA.

Tema 6. ZKypHaiupoBanue coobiTHii B npukjagaom I1O.

6.1. XXypuamuposanue coosrtrii B CYB/I.

6.2. XypnanupoBaHue COObITHIA BEO-TTPHIIOKEHHH.

6.3. XKypHanupoBaHue COOBITHI B IOUTOBBIX CEpBEpax.

6.4. XypuanupoBaHnue coObITHIA B (hailJIOBBIX cEpBEpaXx.

Tema 7. Coop coObITHII HHPOPMALMOHHON 0€30ITACHOCTH.

7.1. ArenTHblii 1 6e3areHTHBINA cOOp COOBITHIT HHDOPMAIIMOHHOW OE30ITaCHOCTH.

7.2. CucteMbl XpaHeHus coObITHi HHpOpMalmonHoi 6e3onacuocTr. ElasticSearch.

7.2. SIEM-cucremsr. OSSIM.

7.3. Koppensuus. Pazpabotka npasui koppensuu o matpuiie MITRE ATT&CK.

Tema 8. PearnpoBanne Ha HHUMAEHTHI HH(POPMAIMOHHOH 0€30MACHOCTH.

8.1. I'enepanusi MHIMIECHTOB WH(GOPMAIMOHHONW O€30MacCHOCTH HAa OCHOBE MAaTpPHUIIbI
MITRE ATT&CK u ux BEIsSBICHHE.

8.2. [IpoBenenue pacciaen0BaHUsI KOMIIBIOTEPHBIX HHIUACHTOB.

8.3. MccnenoBanue HocUTENEH KOMITBIOTEPHOW HHPOPMALIUH.

8.4. YcrpaHeHue nocneACTBU HHIUACHTOB HH(GOPMAIIMOHHON 0€3011aCHOCTH.

5. 06p330BaTeJ'[bele TE€XHOJOI'MH, B TOM YHCJI€ TEXHOJOIHHU IJIEKTPOHHOI0 06yqe}mﬂ u
AUCTAHIHUOHHbIC 06p330BaTeJII>HI>Ie TEXHOJIOTHH, HUCHOJb3yEMbI€ IIPH OCYIIECTBJICHUU
06p330BaTeJ'[bHOFO nmpouecca mo TMCHUIIJINHE

B miporiecce 00yueHuUst UCTIONB3YIOTCS CIISAYIOINE 00pa30BaTeIbHBIC TEXHOJIOTHH:

BBoanasi JieKumMs — 1aeT MEpBOE IEJIOCTHOE TMPEACTaBICHUE O JUCHMIUIMHE U
OPUEHTHPYET CTYJEHTa B CHUCTEME U3Y4YCHHUS NAaHHOW AUCHUIUIMHBL. CTYIEHTHI 3HAKOMSITCS C
Ha3HAYeHHEM U 3aJa4aMU Kypca, €ro poJIbl0 U MECTOM B CHUCTeME Y4YeOHBIX TUCIHIUIUH U B
CHUCTEeME TOATOTOBKHM B IeioM. JlaeTcsi kpaTkuii 0030p Kypca, HUCTOpPHs Pa3BUTHS HAYKH U
MPAKTUKHU, TOCTHKEHUS B ATOU cdepe, MMEHa U3BECTHBIX YUEHBIX, U3JIaraloTcs MepCreKTHBHbBIE
HanpaBJIieHUsT ucciaenoBaHuil. Ha 3Tol  JeKIuMM  BBICKA3bIBAKOTCS  METOJIMYECKHE U
OpraHHU3aIlMOHHBIE OCOOCHHOCTH paboOThl B pamMKax MTaHHOW MUCHUIUIMHBI, a TakKe Jaercs
aHaJIN3 PEKOMEHIyeMOl y4eOHO-METOAMUECKOU TUTEPATyPHI.

IIpakTHYeckoe 3aHSITHE — 3aHITHE, MOCBAIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUU M
HAaBBIKOB I10 3aKPETUICHUIO TIOJYUCHHBIX Ha JICKITUU 3HAHUMN.

Koncynbrauum — BuUJ y4yeOHBIX 3aHATUHN, SBISIOMUICS OMHON U3 (QOpPM KOHTPOJS
CaMOCTOSITEIbHOW  paboThl  cTyAeHTOB. Ha KOHCymbTanusXx 1O MPOCKOE CTYIEHTOB
paccMaTpuBalOTCs HauOollee CIIOXKHBIE MOMEHTBHI MPU OCBOCHHWM MaTrepuana JUCIHILTUHBI,
Mperno/iaBaTelib OTBEYaeT Ha BOMPOCHI CTYJIEHTOB, KOTOPBHIE BO3HUKAIOT Y HUX B TIpollecce
CaMOCTOSITENILHOM paOOTHI.

JlabopaTropnasi padoTa — opranuzanusi yaeOHOM paboThI ¢ peaTbHBIMH MaTEPHATbHBIMU
U UHPOPMAIIMOHHBIMU OOBEKTaMH, JKCIEPUMEHTANbHAs PadoTa C aHAJIOTOBBIMH MOJEISIMH
peaTbHBIX 0OBEKTOB.

6. IlepeyeHb JIMIEH3MOHHOr0 M (MJM) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
o0ecrneyeHusi, MCIOJb3YeMOI0 IIPH OCYINECTBJICHMH O00pa3oBaTe/IbHOr0 Impouecca Mo
AUCHUIINHE



B mpomecce ocymecTBieHHs ~—00pa3oBaTENBHOIO — TIpolecca MO  JAUCIUIUIAHE
UCIIOJIB3YIOTCSL:

st GOPMHUPOBAHUSI MATEPHAJIOB JIJISl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MTPOBEICHUS
POMEKYTOUHOU aTTeCTAIMH, /151 POPMHUPOBAHUSA METOIUICCKUX MATECPUAIIOB 110 JUCIUILIHHE:

- mporpammbl Microsoft Office;

- u3zareabckas cucrteMa LaTex;

- Adobe Acrobat Reader;

- Microsoft Windows (B coctase Microsoft Imagine Premium Electronic Software
Delivery);

- Oracle VirtualBox (cBo6oano pacnpoctpansiemoe 110);

- Eve-NG (cBob6oaH0 pacnpoctansiemoe 110);

- Ubuntu (cBo6oaHo pacrpoctpansiemoe 10);

- Kali Linux (cBob6oauo pacrpoctpansiemoe I10);

- OSSIM (cBobomno pacmpocransiemoe [10);

- ElasticSearch (cBo6oaH0 pactpocransemoe I10).

7. IlepeyeHb COBPeMEHHBIX MNPO(ecCHOHAIBHBIX 0a3 JAHHBIX H HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX IPH OCYHIECTBJIEHHH 00Pa30BaTEJIbHOIO MpoLecca 1no
AUCHHILINHE (PU HE00X0IMMOCTH)

B mpomecce ocymiecTBieHHs ~— 00pa3oBaTENBHOIO — MIpolecca IO JUCIHILIHHE
UCIOJIB3YIOTCS:

- ABTOMaTH3MpoBaHHasa O0MbaMoTeyHo-uHpopmannonHas cucrema «bYKU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubroTeyHas cucreMa «Jlaub» https://e.lanbook.com

- DrektpoHHas OubaroTeyHas cucrema «fOpaiir» https://urait.ru

- DnexTpoHHas 6ubnnoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. IlepeyeHb OCHOBHOW ¥ /IONMOJHHUTEJbHOW Yy4eOHOIl JUTepaTypbl, pecypcoB
HHG(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHO ceTn  «UHTepHeT», HEOOXOAUMBIX s
OCBOCHUS M CHHUIINHbBI

a) OCHOBHAsI JIMTepaTypa
1. Tanenbaym D. Apxurektypa kommnsiorepa. - CII6.: [Turep, 2013.
https://djvu.online/file/wjiKc2Rcwl6cj?ysclid=lkze46tpmo975118141
2. O. Tanenbaym, X. boc CoBpemeHHbIe ornepanronHbie cucteMsl. - CII6.: [Tutep, 2019.
https://djvu.online/file/c6 XXoKvxA7X9u?ysclid=Ikze6gsxte720903029
3. D. Tanenbaym, /1. Yazepomn Kommnerotepusie cetu. - CII6.: [Turep, 2019.
https://djvu.online/file/XnrDJv6bYe6Tp?ysclid=lkze84qt2023979792
4. buprokoB A. A. Nndopmarmonnas 6e30macHOCTh: 3amuTta U Hanagenue - M.: JIMK
IMpecc, 2017. https://www.studentlibrary.ru/ru/book/ISBN9785970604359.html

0) 10MOJTHUTEIbHAS JIUTEepaTypa
1. benmos E. b, Jloce B. Il. u ap., OcHOBBI MH(pOPMAIIMOHHON 0€30MacCHOCTH: ydueOHOe
nocobue 11 By30B.- M.: ['opsiuast muaus — Tenekom, 2006.
https://www.studentlibrary.ru/ru/book/ISBN5935172925.html
2. llesuun I1. H. Mogenu 6e30macHOCTH KOMIBIOTEPHBIX cucTeM. — M.: AkaneMmus,
2005.
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3. [Inaronos B. B. [IporpammHo-anmaparHsie cpeicTBa 3alIUThl HHPOPMALUU: YIeOHUK
ISl BY30B. - M.: Akanemust, 2014.
4. IlpockypuH B. I'. 3amura nporpamMm u 1ansbIxX - M.: Akagemus, 2012.
5. Axmagn, J[. M. 3ammTa oT XakepoB KopropaTuBHbIX cereid / [[»Bug M. Axman, Mno
Hy6pasckuii, Xan ®nunn, Jxo3zed "Kunrmun" I'pann, Pobept ['paom, Hopuc JxoHcoH,
K2, Ison "Oddyrac" Kamuucku, @. Yunesam Jluau, CtuB Man3syuk, Paiisa [lemex, Ken
[enn, Pritn @opect [lanmu, Paiisn Paccenn - Mocksa : JIMK Ilpecc, 2008. - 864 c.
(Cepust  "Mndopmanmonnas 6e3omacHocth") - ISBN 5-98453-015-5. - Tekcr
anektpoHuei  //  OBC  "Koncymbrant crymenrta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN5984530155.html
6. FO. [Tuorenec, O. O3kaiis Kubepbe30macHOCTb cTpaTeruu arak u 00opoHsl. - M.: JIMK
IIpecc, 2020.
http://lib.jizpi.uz/pluginfile.php/16321/mod_resource/content/0/Kubepbde3onacHocts_Ctp
aTeruu_arak_u_oOoponbl_2020.pdf

B) pecypchl cetu «HTEpHET»
1. HoBoctu B cdepe uHbOpMaUOHHONW O€30MAaCHOCTH M 3alUThl KOMIBIOTEPHOI
uHpopMalMu  KypHama  «Xakepy: https://xakep.ru/tag/news  u  xypHaia
«Mudpopmanronnas 6e3omacHocTh»: http://itsec.ru/main.php.
2. Hogelimme nanHBIe 00 yrpo3ax pabOTBI ¢ MOAKIIOYEHHEM K cetu HHTepHeT
poccuiickoii komnanuu «Jlaboparopust Kaciepckoroy: http://www.kaspersky.ru/internet-
security-center.
3. @enepanpHblii 0aHK JaHHBIX Yrpo3 O€30MacHOCTH, BEAYIIMICS B pazjaene
«Texnuveckass 3amurta uHpopMmammm» odunuanpHoro caiita @OCTOK Poccun
(https://bdu.fstec.ru).

9. MaTepuajbHO-TeXHHYecKas 6a3a, HeOOX0AMMAsI IJIsI OCYIIEeCTBJIEHUsSI 00Pa30BaTeIHLHOI0
npoiecca no JUCHUIINHE

MarepuanbHO-TeXHHUECKas 0a3a, HE0OX0aUMast JJIsl OCYIIECTBICHUS] 00pa30BaTEILHOTO
npoiiecca 1Mo JUCIUILTHHE BKII0YAaeT B CBOM COCTAB CICIMAIbHBIC ITOMEIICHUS:

- y4eOHbIEC ayJAWTOPUU IS TPOBEICHUS TPAKTUYECKUX M JIAOOPATOPHBIX 3aHSTHI:

7a00paTOpPHI0  TPOTrPaMMHO-AIIAPaTHBIX CPEICTB obecreueHus HH()OPMAIMOHHON

0C30IMacCHOCTH;

- y‘Ie6HI)IG aYI[HTOpI/II/I T HpOBeI[CHI/ISI prnHOBI)IX 158 I/IHI[I/IBI/II[yaJ'II)HI)IX KOHCYHBTaHPIﬁ,

- y4eOHbIE ayJUTOPUU I TPOBEACHUS TEKYIIEr0 KOHTPOJII M IMPOMEKYTOUYHOM

aTTeCTalllu;

- MOMEIICHHUS JJIsi CAMOCTOSITEIILHON paOOThI;

- IOMEIIEHHUS U1 IPOBEIeHNUs 1a00paTOPHBIX 3aHATUH.

[TomernieHust sl CaMOCTOSTEILHON pabOThl O0YYAIOIIUXCS OCHAIICHBI KOMITBIOTEPHOM
TEXHUKOM C BO3MOXHOCTBIO TOKIIOUeHHUs K ceTn «MHTepHEeT» M oOecredeHrneM A0CTya B
AIIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTEIbHYIO CPEly OpraHU3aIlNH.

ABTOp:

HoteHT xadenpsl KOMIBIOTEPHOI 0€30MacHOCTH 1
MaTeMaTHYECKUX METOJI0B 00paboTku nHpOpMaLIun A.A. T'opoxoB


https://www.studentlibrary.ru/book/ISBN5984530155.html
http://lib.jizpi.uz/pluginfile.php/16321/mod_resource/content/0/Кибербезопасность_Cтратегии_атак_и_обороны_2020.pdf
http://lib.jizpi.uz/pluginfile.php/16321/mod_resource/content/0/Кибербезопасность_Cтратегии_атак_и_обороны_2020.pdf
https://xakep.ru/tag/news/
http://www.kaspersky.ru/internet-security-center
http://www.kaspersky.ru/internet-security-center

IIpunoxkenne Ne 1 k paGoueil nporpaMme M CUHUIIIMHBI
«Ayaut uHGOPMANMOHHOM 0€30MACHOCTI)

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNs] TEKYIEero KOHTPOJIsl YCIIeBAeMOCTH
U MIPOMEKYTOYHOM aTTEeCTAIUM CTY/IEeHTOB
o JUCHHUILJINHE

1. TunoBbIe KOHTPOJIbHBbIE 32/IAHUS UJIM HHbIE MATEePHUAJIbI,
Heo0XoauMbIe JIJIsl IPOBeleHUsl TeKYIleld aTTecTaluu

JlaGoparopHasi padora Nel
(mpoBepka cpopmupoBannoctu OIK-1, maauxarop U-OIIK-1.1)

IMpumep 3axanus:
Bapuanrt 1

1. B cpene Bupryanmsanuu VirtualBoxX co3gate BHPTyanbHYH MallMHY, YCTAHOBHUTH
smynstop Eve-NG.

2. Co3narth BUpTYyaIbHYIO MamuHy, yctanoButh OC Kali linux.

3. B oamynsatope Eve-NG coznate BHpTyanbHBI KOMIIBIOTEp, HACTPOUTH Ha HEM
aJipecalmio.

4. B osmymsatope Eve-NG noGaButh mapmpytusatop Mikrotik, wactpouts Ha Hem
aJipecalmio.

5. HactpouTth ceTeBOE B3aMMOJCHCTBHE MEXIy BUpTyaibHOM MammHou Kali linux u
BUPTYAIbHBIM KOMIIBIOTEPOM Y€pe3 UCIIOJIb3YEMbIH MapIIPyTU3ATOP.

IIpaBuiia BeICTABIIEHMS OILIEHKH 110 PE3YJIbTaTaM JIadopaTopHOil pabOTHI:

OreHka 1o pe3yinbpTaTaM caMOCTOATEIbHON paboThl CUMTAETCS B OaJlIax IO CISAYIOIEMY
MPUHIIMITY: PABUIILHO BHITIOJHEHHOE 3aaHue — 2 Gaa.

Kaxxnoe u3 3aganuii MokeT OBITH OLIEHEHO MOJIOBUHOM 3asiBJICHHBIX MO HEMY OajlioB, B
cily4ae, KOTJa TMpH €ro BBIIOJHEHWH MporpaMmHoe oOecrnedeHue (GyHKIMOHUPYET, HO He
B3aMMOJICHCTBYET C IPYTUMH KOMITOHEHTAMH JTOJKHBIM 00pa3oM.

[TonHOCTHIO HEMPABUIIBLHO BHIMOTHEHHOE 3a1aHue — () 6ayoB.

MakcumanbHOE KOJIMYECTBO OAJIJIOB IO UTOTaM JlabopaTtopHoii padoTsl — 10 6amios,

Habpannoe konmdectBo 0amoB oT 9-10 COOTBETCTBYET OIEHKE «OTIUYHOY, 7-8 OaioB
— OIIEHKE «XOPOIIoy», 5-6 0aIoB — OLIEHKE «Yy/IOBIETBOPHUTEIILHO», MEHEE 5 0aJIOB — OIIEHKE
«HEYIOBIETBOPUTENbHO» (YMEHHS Ha JAaHHOM DOTale OCBOGHHUS  JWCIMIUIUHBI  HE
c(OpMHUPOBaHBI).

JlabopaTopnasi padora Ne2
(npoBepka chopmupoBannoctu YK-1, uuaukarop U-YK-1.2)

IIpumep 3ananus:
Bapmuanr 1

1. B cpene Buptyanuzamuu VirtualBox no6asuth BupTyanpHyro mammuyMetasploitable
2.

2. YcTaHOBUTH M HACTPOUTH CKaHep ysa3Bumoctedl OpenVAS, HacTpouTh cereBoe
B3aUMOJICHCTBUE ¢ BUPTyabHOM MarmHoi Metasploitable 2.

3. TlpoBectn TmOWCK YsA3BUMOCTEH B BHpTyanbHOM MammHe Metasploitable c
UCTIOIB30BaHUEM CKaHepa ys3BuMocTeir OpenVAS.



4. TlpoBecTH TOWCK YysS3BHMOCTe B BHpTyanbHON Mamune Metasploitable 2 ¢
ucrnonb3oBanueM narepnperaropa OVAL.

IIpaBuja BEICTABJICHMS OIICHKM 110 pe3yJIbTaTaM Ha6ODaTODHOI>'I Da6OTBIZ

OneHka 1O pe3ylbTaTaM CaMOCTOSITEIBHOH paboOThl cuuTaeTcs B Oamiax 1o
CIIEIYIOIIEMY MPUHIIUITY: MPABUIHHO BHITIOJTHECHHOE

- 3aganue Ne 1 — 2 Oaia;

- 3aganue Ne 2 — 2 Oaya;

- 3aganne Ne 3 — 3 Oaia;

- 3aganue Ne 4 — 3 Gaina.

Kaxmoe 3 3amanuii MOKET OBITh OLICHEHO IMOJIOBUHOM 3asBJICHHBIX 110 HEMY 0aJUIOB, B
ciIy4ae, KOTJa MpU €ro BBIIOJHEHWH NporpaMMHOe oOecrnedeHrne (yHKIMOHHUPYET, HO HE
B3aUMO/JICHCTBYET C JIPYTUMH KOMIIOHEHTaMH JIOJKHBIM 00pa3oM.

[ToHOCTBIO HETMPAaBUIBLHO BHITIOTHEHHOE 3a1aHue — () OayioB.

MakcumanbHOE KOJMYECTBO OAJUIOB 110 HTOTaM JIabopaTopHOH paboTsl — 10 6amos,

HaGpannoe konmnyectBo 6ayioB oT 9-10 COOTBETCTBYET OLIEHKE «OTIMYHOY», 7-8 OayioB
— OLIGHKE «XOpOIIOY», 5-6 0aJUIOB — OICHKE «YyOBICTBOPUTEIBHO», MEHEE 5 Oa/lIOB — OICHKE
«HCYIOBIICTBOPUTEIIBHO» (YMEHHS Ha JaHHOM JTale OCBOCHUS  JWCIMIUIUHBI  HE
chopMHUpPOBaHBHI).

JlaboparopHasi padora Ne3
(npoBepka cpopmupoBannoctu YK-1, nnaukarop U-YK-1.1)

IIpumep 3ananus:
Bapuanr 1

1. B cpene Bupryamuzammu VirtualBox co3mate mammuy noxa  ympasienuem OC
Microsoft Windows.

2. HactpouTs ayauT ompeneneHHOro coObITus WHPOPMAMOHHON 0€30macHOCTH (ayIuT
ycrexa/oTka3a — BBOJI HapoJisi, IOCTYII K (ailily, co3/1aHue MoJib30BaTeNs U T.J1.).

3. CrenepupoBaTh COOBITHE W3 3aJaHUS 2 U TMPOJEMOHCTPUPOBATH €r0 B JKypHaje
COOBITHIA.

IIpaBuja BEICTABICHMS OIICHKH 110 pe3yJabTaTaM Ha6ODaTODHOﬁ Da6OTLIZ

OneHka 1O pe3ylbTaTaM CaMOCTOSTENbHON paboThl cuuTaeTcss B Oaiax To
CIIeTYIOIIEMY TPUHIIUITY: MPAaBUIHHO BHITIOJTHECHHOE

- 3amanme Ne 1 — 3 Oamna;

- 3agadue Ne 2 — 3 Oaia;

- 3ananue Ne 3 — 4 Ganna.

Kaxxnoe u3 3aganuii MokeT OBITH OLIEHEHO MOJIOBUHOM 3asiBJICHHBIX MO HEMY OajlioB, B
ciy4ae, KOTJla MpU €ro BBINOJHEHWU NporpaMmHoe oOecrnedeHue (GyHKIUMOHHUPYET, HO He
B3aMMOJICHCTBYET C IPYTUMH KOMITOHEHTAMH JTOJKHBIM 00pa3oM.

[TonHOCTHIO HETMPABUIIBLHO BHIOTHEHHOE 3a1aHue — 0 GayoB.

MakcumanbHOE KOJIMYECTBO OAJIJIOB TI0 UTOTaM JlabopaTopHoi padoTsl — 10 6amios,

Habpannoe konmdectBo 0amioB oT 9-10 COOTBETCTBYET OIEHKE «OTIUYHOY, 7-8 OaIoB
— OIIEHKE «XOPOIIoy», 5-6 0aIoB — OLIEHKE «Yy/IOBIETBOPHUTEIIBHO», MEHEe 5 0aIOB — OIEHKE
«HEYIOBIETBOPUTENBbHO» (YyMEHHMS Ha JAaHHOM DOTale OCBOCHHUS  JWCIMIUIUHBI  HE
c(OpMHUPOBAHBI).

JlabopaTopHas padora Ned
(npoBepka cpopmupoBannoctu YK-1, naaukarop U-YK-1.1)



IIpumep 3axanus:
Bapuanr 1
1. B cpene Bupryanuzaiuu VirtualBox cosmars mamuny mox ymnpasieauem OC Linux.
2. HactpouTs ayauT ompeneneHHoro coObiTus MHPOPMAMOHHON 0e30macHOCTH (ayIuT
ycrexa/oTKa3a — BBOJI HapoJis, JOCTYI K (aiiiy, co3jaHue noib30Baress 1 T.1.).
3. CrenepupoBaTh COOBITHE W3 33aJaHUS 2 WU TNPOJEMOHCTPHUPOBATH €r0 B KypHaie
COOBITHH.

IIpaBuja BEICTABJICHMS OIICHKH 110 pEe3yJbTaTaM Ha6ODaTODHOﬁ Da60TBI:

OneHka 1O pe3yibTaTaM CaMOCTOSITEIBHOH paboThl cuuTaeTcs B Oamiax 1o
CIIETYIOIIEMY MPUHIIUITY: MPABUIHHO BHITIOJTHECHHOE

- 3aganue Ne 1 — 3 Oaia;

- 3aganue Ne 2 — 3 Oayua;

- 3amanue Ne 3 — 4 Gauia.

Kaxxnoe u3 3amanuii MOXKET OBITh OLIEHEHO ITOJIOBUHOW 3asIBJICHHBIX 10 HEMY 0aslioB, B
cilydae, KOrJa IMpH €ro BBINOJHCHUU IPOrpaMMHOE obOecnieueHue (YHKIMOHHPYET, HO HeE
B3aMIMOJICHCTBYET C IPYTUMH KOMITOHEHTAMH JIOJKHBIM 00pa3oM.

[TosmHOCTBIO HETIPABHIILHO BBINIOJIHEHHOE 3a1aHue — () 0aJlIoB.

MaxkcrMaabHOE KOJTHYECTBO OAJIOB TI0 UTOraM JiabopaTopHoi padoTsl — 10 6ayos,

HaOpanHoe konuyectBo 60aJioB OT 9-10 COOTBETCTBYET OLICHKE «OTIMYHOY», 7-8 OayuioB
— OIIEHKE «XOPOIIOo», 5-6 0alIoB — OLIEHKE «Yy/IOBJIETBOPHUTEIILHO», MEHEE 5 0aJIOB — OLIEHKE
HEYIIOBIICTBOPUTEIbHO» (YMEHHMS Ha JaHHOM JTale OCBOCHUS JIUCIUIUIMHBI  HE
c(OpMHUPOBAHBI).

JlabopaTopHas padora Ne5
(npoBepka chopmupoBannoctu YK-1, uuaukarop U-YK-1.1)

IIpumep 3axanus:
Bapuanr 1

1. B cpene Bupryanmsanuu VirtualBox cos3mare MammmHy W yCTaHOBUTH Ha Hee
OTICPAITMOHHYIO CHCTEMY, COBMECTUMYIO ¢ HcTouHUKOM coObiTrii — CYBJ] MySQL.

2. YcranoButh CYBJI MySQL.

3. HactpouTh ayauT omnpeneneHHOro COOBITHSI MHPOPMAIMOHHOW 0e30MacHOCTH (ayIuT
ycrexa/oTka3a — BBOJI TapoJis, BeinoiHenue SQL-3amnpoca).

4. CrenepupoBaTh COOBITHE W3 3alaHUS 3 W MPOJEMOHCTPHPOBATH €ro B JKypHale
COOBITHIA.

Bapmuanr 2

1. B cpene Bupryanmsanuu VirtualBox cosngare MammHy W yCTAaHOBHTH Ha Hee
OIEPALMOHHYI0 CHCTEMY, COBMECTHMYIO C HMCTOYHHKOM cOOBITHH — BeO-cepBepom Apache
Tomcat.

2. Ycranoutb Apache Tomcat.

3. Hactpouth ayauT omnpeneneHHOro coObITHS MHPOPMAIMOHHON Oe30macHOCTH (ayauT
ycrexa/oTkasa — JOCTYH K ¢aiinam BeG-cepBepa).

4. CrenepupoBaTh COOBITUE M3 3alaHus 3 M NPOAEMOHCTPUPOBATH €r0 B KypHale
COOBITHI.

IIpaBuja BEICTABICHUS OIICHKH I10 pe3yJbTaTaM Ha6ODaTODHOﬁ Da6OTLII




OneHka 1O pe3ylbTraTaM CaMOCTOSTENILHON paboThl cuuTaeTcss B Oauiax IIo
CIIEIyIOIIEeMY MPUHLHUITY: PAaBUIBHO BBITIOJHEHHOE

- 3aganne Ne 1 — 2 Oaia;

- 3aganue Ne 2 — 2 Oaia;

- 3aganue Ne 3 — 3 OaJuia;

- 3amanue Ne 4 — 3 Qauia.

Kaxxnoe u3 3amanuii MOKET OBITH OLIEHEHO IMOJIOBUHOW 3asIBICHHBIX 10 HeMYy 0aJuioB, B
cllydae, KOTJa MpU €ro BBIIOJHEHWU NporpamMmHoe oOecrnedyeHue (GyHKIUMOHUPYET, HO He
B3aMMOJICHCTBYET C IPYTUMH KOMIIOHEHTaMH JTOJKHBIM 00pa3oM.

[TonHOCTBIO HEMPABUIILHO BHIMOJIHEHHOE 3aaHue — () 6aysioB.

MaxkcuMaabHOE KOJTHYECTBO OAJUIOB 1O UTOraM JlabopatopHoi pabotsl — 10 Gaios,

Ha6pannoe konmnuecTBo 6amioB oT 9-10 COOTBETCTBYET OIIEHKE «OTIMYHO», 7-8 OallsioB
— OIIEHKE «XOpOIIO0», 5-6 0aIOB — OLICHKE «YyJIOBJIETBOPHUTEIIBHO», MEHEE 5 0aUIOB — OLIEHKE
«HEYIOBIETBOPUTEIBbHO» (YyMEHHMS Ha JAaHHOM JTale OCBOEHUS JUCLHMILIUHBI  HE
c(OpMHUPOBAHBI).

JladopaTopHas padora Ne6
(npoBepka chopmupoBannoctu YK-1, uuaukarop U-YK-1.2)

Ilpumep 3aganus:
Bapuant 1
1. B cpene Bupryamusammu VirtualBoX co3gate MaimmHy W yCTaHOBHTh Ha Hee
ElasticSearch, OSSIM unu nr00yro Apyryro cucremy coopa COOBITHIA.
2. Hactpouts cO0p cOOBITHI C UCTOYHHKA U3 1a00paTOpHOM paboThl NoS.
3. TlpomeMoHCTpUpOBAaTh B cHCTEME cOopa COOBITHII CreHEpUPOBAHHOE COOBITHE W3
nabopatopHoit paboTbr No5.

IIpaBuia BRICTABICHUS OLICHKHU M0 PE3YJIhTaTaM Ha6ODaTODHOﬁ Da6OTBIZ

OneHka 1O pe3ylnbTaTaM CaMOCTOSTENBbHON paboThl cuuTaeTcss B Oaiax To
CIIeIYIOIIEMY TPUHIIUITY: MPAaBUIHHO BBITIOJTHECHHOE

- 3amanne Ne 1 — 4 Oamna;

- 3agadue Ne 2 — 3 Oaia;

- 3amanme Ne 3 — 3 Oamia;

Kaxnoe u3 3aganuii MokeT OBITH OLIEHEHO MOJIOBUHOM 3asiBJICHHBIX MO HEMY OajlsioB, B
ciy4ae, KOTJla MpU €ro BBINOJHEHWU NporpaMmHoe oOecrnedeHue (GyHKIUMOHHUPYET, HO He
B3aMMOJICHCTBYET C IPYTUMH KOMITOHEHTAMH JTOJKHBIM 00pa3oM.

[TonHOCTHIO HEMPaBUIBLHO BHIMOTHEHHOE 3aaHue — 0 GaioB.

MakcumanbHOE KOJIMYECTBO OAJIJIOB IO UTOTaM JlabopaTtopHoii padoTsl — 10 6amios,

Habpannoe konmdectBo 0amioB oT 9-10 COOTBETCTBYET OIEHKE «OTIUYHOY, 7-8 OaioB
— OIIEHKE «XOPOIIoy», 5-6 0aIoB — OLIEHKE «Yy/IOBIETBOPHUTEIILHO», MEHEe 5 0aIOB — OIIEHKE
«HEYHOBIETBOPUTENBbHO» (YyMEHHS Ha JAaHHOM JTale OCBOGHUS JWCIMILIUHBI  HE
c(OpMHUPOBaHBI).

JlabopaTopHas padora Ne7
(mpoBepka cpopmupoBannoctu OIK-1, nuauxatop U-OIIK-1.1)

IIpumep 3ananus:
Bapmuanr 1
1. B BuptyansHoii MammHe Metasploitable ycrpanuts ys3BUMOCTB, yIOBIETBOPSIONIYIO
CIITYIOIIM KPUTEPHUSIM:
-3HaueHne CVSSV2 y ys3BuMocTH BhllIe, yeM 7.0
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-ciyx0a, moABep KeHHas yI3BUMOCTH, pyHKIMonupyet Ha TCP-nmopry 21.
2. TlpogemoHCcTpUpOBaTh PabOTOCTIOCOOHOCTh CITYKOBI TOCTE yCTpaHEHUS YKa3aHHOM
YSI3BUMOCTH.

IIpaBuna BeICTABJIEHUS OLIEHKH 10 PE3YJILTATAM JIA00OPATOPHOUN PaOOTHL:

OneHka 1O pe3ylbTraTaM CaMOCTOSTENILHON paboThl cuuTaeTcss B Oauiax 1o
CIIEIyIOIIEeMY MPUHLHUITY: PABUIBHO BBITIOJHEHHOE

- 3aganue Ne 1 — 6 Oaya;

- 3amanue Ne 2 — 4 Gauia.

Kaxxnoe u3 3amanuii MOKeT OBITH OIEHEHO IMOJIOBUHOW 3asIBJICHHBIX MO HEMY OalioB, B
cllydae, KOTJa NpU €ro BBIIOJHEHWU NporpamMmHoe oOecrnedyeHue (GyHKIUOHHUPYET, HO He
B3aMMOJICHCTBYET C IPYTUMH KOMIIOHEHTaMH JTOJKHBIM 00pa3oMm.

[TonHOCTBIO HEMPaBUIILHO BHIMOJIHEHHOE 3aaHue — () 6ayioB.

MaxkcruMaabHOE KOJTHYECTBO OAJUIOB 1O UTOraM JlabopaTtopHoii paboTsl — 10 6aios,

Ha6pannoe konmnuecTBo 6amioB oT 9-10 COOTBETCTBYET OIIEHKE «OTIMYHO», 7-8 OaJlsIoB
— OIIEHKE «XOPOIIOo», 5-6 0aIoB — OLIEHKE «Yy/IOBIETBOPHUTEIILHO», MEHEE 5 0aIOB — OLIEHKE
«HEYJOBIETBOPUTENbHO» (YMEHHS Ha JAaHHOM dOTale OCBOGHUS JWCHMIUIUHBI  HE
c(OpMHUPOBAHBI).

2. Cniucok BONIPOCOB M (MJIM) 3aJaHMIl 1JIS MPOBeAeHUs] TPOMEKYTOYHOM
arrecTaunu

Cnucok 3agaHuil K 3a4eTy

Ha 3auere npoBepsiercst chopmupoBanHocts komneteHiun YK-1, (unaukatopsl U-YK-
1.1, U-YK-1.2).

3adeT BBICTABIISETCS MO pe3yJbTaTaM KOHTPOJIBHOW pabOThl IpH yciIoBHU Habopa 1o
UTOTaM €€ BBITIOJHEHUS CTYJACHTOM C OJHOMU MOMBITKY HE MeHee 6 6aioB.

IIpumeps! 3aganni:

Bapmuanr 1.

1. YeranoButh OC Linux mim Windows Ha BUPTYaIbHYIO MaIlIUHY.

2. Hactpouts ayaut ycrmexa u otkasa jus Bxoga B OC Linux wim Windows. HactpouTts
ayauT A0cTyna K daiinam B karanore /home/user wim C:\Users\user.

3. [IpemocTaBuTh MpENoIaBaTEN0 YYSTHYIO 3aiCh M apoJib mob3oBarels USer.

4. Tlocne aBTOpHU3AIUK TMPEIOJABATEIEeM HA BUPTYAIbHON MAIMHE, BBISICHUTH, KaKOM
T0JIb30BATENb OCYIIECTBUII HEYAaYHYH0 MOMbITKY Bxoja B OC.

5. IMocne aBTOpHU3AIUK TPETIOAABATEIEM Ha BUPTYalIbHON MAIMHE BBISICHUTH, K KAKOMY
¢aiimy ObLT 3aIIpOIIEH AOCTYII.

IIpaBuja BEICTABICHUS OIICHKH 110 pe3yJbTaTaM 3a4eTHOMN Da60TLII

OneHka 1O pe3ylbTaTaM CaMOCTOSITENIBHOH pa0oThl cuuTaeTcs B Oamiax 1o
CIIETYFOIIEMY TIPUHIINITY: MPAaBUIHHO BBITIOJTHECHHOE

- 3aganue Ne 1 — 2 Oamna;

- 3aganue Ne 2 — 2 Oaia;

- 3aganne Ne 3 — 2 Oanna;

- 3aganue Ne 4 — 2 oayuia;

- 3amanue Ne 5 — 2 Oaia.
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Kaxxnoe u3 3amanuii MOKeT OBITh OIEHEHO MOJIOBUHOW 3asBJICHHBIX 10 HEMYy 0aslioB, B
cilydae, KOTJa INpH €ro BBINIOJHEHWU IPOrpaMMHOE obOecnieueHue (YHKIIMOHHPYET, HO HeE
B3aMIMOJICHCTBYET C IPYTUMH KOMIIOHEHTAMH JOJKHBIM 00Pa30M.

[TomHOCTBIO HETIPABHIILHO BBINTOJHEHHOE 3a1aHue — () 0aJIoB.

MaxkcuManbHOE KOJIMYECTBO OAJLIOB IO UTOTaM 3a4eTHOM padoThl — 10 6amios,

HaGpannoe komudectBo 0amioB or 6-10 COOTBETCTBYET OLIGHKE «3a4yTe€HO, MeHee 6
0aIoOB — OIIGHKE «HE 3a4TeHO» (YMEHHUs Ha JaHHOM JTale OCBOCHUS IUCIUIUIMHBI HE
chopMHUpOBaHBHI).

Cnucok 3a1aHui K 3K3aMeHy

Ha 3auete mpoBepsiercs copmupoBanHocTh komrerennuu OITK-1 (maaukatop M-OIIK-
1.1).
OneHka BbICTABIISICTCS O pe3ybTaTaM 3K3aMEHAIMOHHOM paboThI.

IIpumepsbl 3a1aHMi:

Bapuanr 1.

1. PasBepuyrs BupTyanbHyto MamuHy Metasploitable 2 (ccpuika), HacTpouTh
HeoOxoauMoe st Bameil pa®oTel ceTeBoe OKpyKeHHE (Hampumep, CKaHep YSI3BHMOCTEH
OpenVAS, Kali linux), mactpouth cereBoe B3aUMOJACHCTBUE, YOSIUTHCS, YTO BHUPTYaJbHbIC
MallMHBl BUAAT JApyr Apyra. HapucoBath cxemy cerum ¢ |IP-agpecamm wncnonb3yemoro
000pyT0BaHUs.

2. CMeHUTh MNApONHM IO-yMOJNYAHWIO JUIS 3aJaHHOW CIIy)KObl, B KauecTBE OTBETa
HEPEUUCITUTh CIUCOK IOJIb30BATEIICH, KOTOPBIM OBLIH 33JaHbl HOBBIC MAPOJIH, U UCIIOIb3YeMbIC
xoman 1bl. Bapuantsr ciyx6: VNC, MySQL, Postgres, OC Linux.

3. Jlns 3amaHHOrO TOpTa ONHMCATh 3AMyLICHHYIO CIykKOy, €€ BEepCHI0, Ha3HAuCHHE,
HanOoJiee KPUTHYHBIC YSA3BUMOCTH U MX OIHCaHHE.

4. CoCcTaBUTh HHCTPYKIMIO IO YCTPAHCHHIO BBISBICHHOW KPHUTUYHOW YSI3BHMOCTH:
CIIOBECHOE ONHcaHue (Hampumep, OOHOBIEHHWE IO BEpCHUH a.C, WM Moaudukanus Qaiiia
KOH(UTYpaIMn) U CIIMCOK KOMaH I, KOTOPbIE HEOOXOJMMO MTPUMEHHUTb ISl YCTPAHCHHUSI.

HDaBI/IJ'Ia BBICTABJICHHUA OIICHKH 110 PE3YyJIbTaTaM 3K3aM€HaHI/IOHHOﬁ Da60TI)E

Onenka 1O pe3yiabTaTaM »dK3aMCHAIIMOHHOW pabOThl cuMTaeTcs B Oamiax o
CIEeYIOIIEeMY MPUHIUITY: MPABUIBHO BHITTOJTHEHHOE

- 3agadue Ne 1 — 2 Oamna;

- 3amanme Ne 2 — 2 Oaia;

-3aganue Ne 3 — 3 Gaiia;

-3aganue Ne 4 — 3 Oaia.

Kaxxnoe u3 3aganuii MokeT OBITH OLIEHEHO MOJIOBUHOM 3asiBJICHHBIX MO HEMY OajlioB, B
ciy4ae, KOTJla MpU €ro BBINOJHEHWU NporpaMmHoe oOecrnedeHue (GyHKIUMOHHUPYET, HO He
B3aMMOJICHCTBYET C JPYTMMH KOMITOHEHTaMH JOJDKHBIM O0pa3oM, WJIM B ClIy4ae, Korja
KOMAaH/Ibl WJIA OMHICAHUE CITY>KObI HEBEPHO WUJIH HE MOJIHOCTHIO 33JJOKYMEHTHUPOBAHBI.

[ToTHOCTBIO HETPAaBUIIHLHO BHITIOTHEHHOE 3a1aHue — () OaJioB.

MaxkcuManbHOE KOJIMUYECTBO OAJIOB IO UTOTaM dK3aMeHAIIMOHHOM paboTsl — 10 6amos,

Ha6pannoe xomnuecTBo 6amioB oT 9-10 COOTBETCTBYET OIEHKE «OTIUYHO», 7-8 OalyioB
— OIICHKE «XOpOIIo», 5-6 0alIoB — OIEHKE «yTOBJIETBOPUTEIHHO», MEHEEe 5 0allJIoB — OILIEHKE
«HEYIOBJICTBOPUTEIIGHO» (YMEHHS Ha JIAaHHOM O3Talle  OCBOCHHUS  JWCIMILIAHBI  HE
c(OpMHUPOBAHBI).
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3. MeToauyeckue peKoMeHIAIUH MPENoIaBaTe 0
10 npouexaype oueHuBaHUs 3HAHUI, YMEHHM i, HABBIKOB M (MJIH) ONbITA
AeSITeIbHOCTH, XapPaKTEePU3YyIOIIMX 3Tanbl JOPMUPOBAHUS KOMIIETEHIN I

Lenpro mporeaypsl OLICHUBAHUS SABJISCTCS ONPECIICHUE CTEIICHU OBJIAJICHUS CTYJACHTOM
OKUIaEMBIMU pe3yJibTaTaMUd OOydYeHHs (3HAHMSIMHU, YMCHHSIMHU, HAaBBIKAMH W (HJIH) OIBITOM
JIeATEITLHOCTH ).

[Tporieiypa olleHUBAHMS CTEIICHW OBJIAJICHHUS CTYICHTOM OXKHIA€MBIMH PE3yJIbTaTaMH
OOydYeHHUsT OCYIISCTBIACTCS C IOMOINBIO METOAMYCCKHX MATepUajoB, IPEACTABICHHBIX B
pazzeine «TUMoBbIe KOHTPOJIbHbBIC 3aJaHMs WJIM WHBIC MaTEpHUaibl, HECOOXOAUMBIC ISl OLICHKU
3HAaHWW, YMEHWH, HABBIKOB M (MJIM) OIBITA JCATCIBHOCTH, XapaKTCPU3YIOIIHMX ATaIlbl
(dhopMUPOBAHUS KOMITETEHITHIN

3.1 Kputepuu ouleHUBAHUS CTeNEeHH OBJIA/ICHUS 3HAHUSIMU, YMEHUSIMU, HABBIKAMU
U (MJIM) ONBITOM JeSITeJIbHOCTH, ONpe/Ie/sIioIe YPOBHU C(PDOPMUPOBAHHOCTH
KOMIIeTeHI U

Iloporoselii ypoBeHb (001111€ XapaKTEPUCTUKH ):

- BJIaJICHHE OCHOBHBIM 00bEMOM 3HAHUII 110 MpOrpamMMe AUCLUIUINHBI;

- 3HaHUE OCHOBHOM TEPMMHOJIOTMM JaHHOM 007acTH 3HAHUH, CTHJIMCTHYECKH
rPaMOTHOE, JIOTUYECKU IIPAaBUJIBHOE H3JI0)KEHHWE OTBETa Ha BOINPOCHI 0€3 CYyIIEeCTBEHHBIX
OIINOOK;

- BIIQJICHUE MHCTPYMEHTAapUEM JUCLUUIUIMHBI, YMEHHE €ro HCIOJIb30BaTh B
pELIeHNH CTaHAapPTHBIX (TUIOBBIX) 33]1a4;

- CHOCOOHOCTh CaMOCTOATENbHO MPUMEHATh TUIIOBBIE PELICHUS B paMKax padoueit
IIPOrPaMMBbI IUCLUIUIMHBI;

- YCBOGHHE OCHOBHOW JIUTEpATypbl, PEKOMEHJIOBaHHOW paboyeil mporpammoit
JUCLIUIINHBL,

- 3HaHue 0a30BbIX TEOpUH, KOHLEMIUH W  HampaBlIeHUH IO HU3ydaeMoil
JUCLUIUINHE;

- camocTosITeNbHas paboTa Ha MPAKTUYECKUX 3aHATUAX, IEPUOANYECKOE y4acTHE B
TPYHIOBBIX 00CYXIEHUSAX, TOCTATOYHBIN YPOBEHDb KYJIbTYpPbl UCIIOJTHEHUS 3a1aHUH.

IIpoaBuHYTHII ypoBeHb (00IIME XapaKTEPUCTUKH):

- JIOCTaTOYHO TOJHBIE M CHCTEMAaTU3UPOBAaHHBbIE 3HAHUS B 00BEME IMPOrpamMMbl
JUCIUIINHBI,

- UCMOJIb30BAaHUE  OCHOBHOM  TEPMUHOJOTMM  JIaHHOW  o0jacTh  3HaHUH,
CTHWJINCTUYECKH TPAaMOTHOE, JIOTHYECKH INPABUIBHOE M3JIOKEHUE OTBETA Ha BOIIPOCHI, YMEHHUE
JIeJ1aTh BBIBO/IBI;

- BIQJICHNE HHCTPYMEHTapUeM JUCLUIUIMHBI, YMEHHE €ro HCIOJIb30BaTh B
peleHnH y4yeOHBIX U Mpo(ecCHOHANBHBIX 3a/1a4;

- CIIOCOOHOCTh CaMOCTOSITENIbHO PElaTh CIOXHBIE 3a7auu (IIpoOJIeMbl) B paMKax
paboueii MporpaMMBbl IUCHUTIIIHHBL;

- YCBOGHHE OCHOBHOM M JIOTIOJIHUTEIBHON JIMTEpaTypbl, pPEKOMEHIOBAHHOMN
paboueii mporpaMMoil TUCIUTIIHHBL;

- YMEHHE OPUEHTHUPOBATHCS B 0a30BBIX TEOPUAX, KOHLEMIUSAX M HaIPaBICHUAX
M0 U3y4aeMoM AUCLIUILIMHE U JaBaTh UM CPaBHUTEIbHYIO OLEHKY;

- caMoCTOsiTeNIbHAasE paboTa Ha MPaKTHUYECKUX 3aHATUSAX, y4acTHE B TPYMIIOBBIX
00CYXI€HUSX, BBICOKHI YpPOBEHb KYJIbTYpPbl UCTIOJHEHHS 3a1aHUH.
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Bbicokuii ypoBeHb (0011I1€ XapaKTEPUCTHKH):

- CUCTEeMAaTHU3UpPOBaHHbIE, TJIyOOKHME W TIOJHBIE 3HAHUS IO BCEM paszjeliaM
JTUCUUTLTAHBI;

- TOYHOE MCIOJIb30BaHNE TEPMUHOJIOTUU JTAHHOU 00JIaCTH 3HAHHM, CTHIMCTHYECKH
rpaMOTHOE, JIOTUYECKM TPAaBUIBHOE W3JIOKEHHWE OTBETa Ha BOIPOCHI, YMEHHE JesaTh
000CHOBaHHbBIE BLIBOJIBI;

- Oe3ynmpedyHoe BiaJlEHUE HWHCTPYMEHTapueM  JUCHMIUIUHBI, YMEHHE  €ro
MCIIOJIb30BaTh B IOCTAHOBKE M PEHICHUH HAYYHBIX U MPOPECCHOHANBHBIX 3a/1a4;

— CIIOCOOHOCTh ~ CaMOCTOSITEJIBHO M TBOPYECKM pELIaTh CIIOXKHBIE 3aJaud
(mpobiiemMbl) B paMKax pabodeil mporpaMMbl TUCIHUILIMHEI,

- MOJIHOE U TJIYOOKO€ YCBOEGHHE OCHOBHOM M JIOMOJHUTENIbHON JHUTEpaTyphl,
PEKOMEHIOBaHHOM paboveil mporpaMMoi JUCITUTIIINHBI,

— YMEHUE OPUEHTUPOBATHCS B OCHOBHBIX TEOPHUAX, KOHUEMLUSIX W HAIMPaBICHUSIX
M0 U3y4aeMOW TUCHHUILIMHE U 1aBaTh UM KPUTHUUYECKYIO OLICHKY;

- aKTHBHAsg CaMOCTOSITENIbHAs paboTa Ha MPAKTUYECKUX 3aHATHUSIX, TBOPYECKOE
y4acTHE B TPYMIOBBIX OOCYKICHUIX, BBICOKUI YPOBEHb KYJIbTYPhI UCIIOTHEHUS 3a/IaHUM.

3.2 Onucanue npoueaypbl BbICTABJIEHUS OLIEHKHU

B 3aBucumMoOCTH OT YpOBHSI CPOPMHUPOBAHHOCTH Ka)KJIOW KOMIIETEHIIMM 110 OKOHYAHUHU
OCBOCHMS JUCLUIUIMHBI CTYJEHTY BBICTABISIETCA OLEHKa. [ OUCLUIUIMH, H3y4daeMbIX B
TE€YEHHE HECKOJIbKUX CEMECTPOB, OILIEHKAa MOKET BBICTABIATHCA HE TOJBKO IO OKOHYAHHUU €€
OCBOCHMS, HO U B IPOMEKYTOUHBIX ceMecTpax. BuJ OLEHKH («OTIIMYHO», «XOPOILIOK,
«YZOBIIETBOPUTEIIbHOY», «HEYIOBIETBOPUTEIBHO», «3aUTEHO», «HE 3aYTEHO)») OIpENeIIeTcs
paboueil mporpaMMoi IUCHUILIMHBI B COOTBETCTBUU C YUEOHBIM IJIAHOM.

OneHKka «OTJIMYHO» BBICTABISETCA CTYIACHTY, y KOTOPOrO Kaxaas KOMIIETEHIIHS
(TTOJTHOCTBIO WJIM YaCTHYHO (popMupyemas JaHHOW TUCIMILIMHON) COPMHpPOBAaHA HA BHICOKOM
YPOBHE.

OneHka «XOpOLIO» BBICTABISIETCA CTYIEHTY, Y KOTOPOTO KaKJIas KOMIIETEHIUS
(TTOJIHOCTBIO WJIM YACTUYHO (OopMHpYyeMas JaHHOW JUCLHUIUIMHON) cOPMHUpPOBaHA HE HUXKE, YEM
Ha MPOJBUHYTOM YPOBHE.

OneHka «yZOBJIETBOPUTEIBHO»  BBICTABIAETCS CTYHNEHTY, Yy KOTOPOrO KaKias
KOMIETEHIMS (TIOJTHOCTHIO WM YaCTUYHO (hopMUpyeMasi TaHHOW THUCHUILUINHON) copMHupoBaHa
HE HIKE, YEM Ha IIOPOrOBOM YpPOBHE.

OneHka «HEeylI0BIETBOPUTEIBHO» BBICTABISIETCS CTYAEHTY, Y KOTOPOro XOTs Obl O/iHA
KOMIIETEHIHs (MTOJTHOCTBIO WIIM YaCTUYHO (popMUpyeMast TaHHON JUCHUIUIMHON) ChOpMHUpOBaHa
HUKE, YeM Ha IOPOTOBOM YPOBHE.

OneHka «3a4eT» BBICTABISAETCS CTYNEHTY, y KOTOPOrOo KaXKJIas KOMIIETEHIUS
(TOTHOCTBIO WM YACTUYHO (popMUpyeMasi JaHHOW AUCIUIUIMHON) chopMuUpoBaHa HE HUXKE, YEM
Ha MIOPOrOBOM YPOBHE.

OneHka «He 3a4TeHO» BBICTABIISECTCS CTYAEHTY, Y KOTOPOIO XOTs Obl O1HA KOMIIETEHIINS
(TMTOJIHOCTBIO WIIM YAaCTUYHO (opMHpYyeMasi JaHHOW JUCHUIUIMHON) COPMHUPOBaHA HIKE, UEM Ha
MIOPOTOBOM YpPOBHE.
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IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
«Ayaut uHGOPMANMOHHOM 0€30MACHOCTI)

MeToanyeckue yKa3aHUs JJIsA CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIIMHBI

OcHoOBHOIl  y4eOHOro Marepuajga [0 JAUCHUIUIMHE «AyAuT HHPOPMAIMOHHON
0€30MacCHOCTHY SBIISIOTCS MPAKTUYECKHUE 3aHATHUS, UCTOYHUKA OCHOBHOW M JIOMOJHUTEIBHON
autepatypsl, BMecte ¢ Web-marepuanamu, ykazanueiMu B Paboueii mporpamMme U T0BEJICHHBIMH
JI0 CTYZICHTOB (TIperoaBaresieM U 4epe3 Bo3MoxkHocTH oubmrorednoro Gouma Apl'Y). ITo Bcem
TeMaM TMpeAYyCMOTpPEHbl J1a0OopaToOpHble 3aHATHUS, HA KOTOPBIX MPOUCXOAMUT 3aKpeIIeHHe
M3YYCHHOTO MaTepuala IMyTeM MPUMEHEHHUs ero K KOHKPETHBIM WH()OPMAIIMOHHBIM 00bEKTaM U
0oTpaboOTKa HaBBIKOB PAa0OTHI CO CIEUUATH3UPOBAHHBIM IPOrPAMMHBIM obecriedeHuem. Jlis
YCIIEITHOTO OCBOCHHMSI TUCITUILIMHBI BAKHO YTIyOJICHHOE CAMOCTOATEIBLHOE U3YYCHUE BCEX TEM
JUCIUIUIMHBL B YINOMSIHYTBIX PEKOMEHJIYeMbIX HCTOYHUKAx. Takke, B Ipolecce H3yuyeHUus
JTUCIUIUIMHBI, PEKOMEHIYeTCSl PpEeryspHOE TIOBTOPEHUE TMPOWIEHHOTO MPAKTUYECKOTO
MaTepuana. Marepuan, IpeICcTaBICHHbIN B mpejaraeMoil yueOHOU JuTeparype, HE0OX0AUMO
emie pa3 Mocje 3aHATUM MpopadarbiBaTh W, NPU HEOOXOIUMOCTH, MOMOJIHSITH AKTyalbHON
uH(popMalvel, TMONIYYeHHOM M3 pEKOMEHJOBaHHBIX pecypcoB cetu «VHTepHeT» U Ha
KOHCYJIbTAIMSIX U JTA0OPATOPHBIX 3aHATHSX.

Jlis TpoBEepKM M KOHTPOJISL YCBOGHUS NPUOOPETEHHBIX MPAKTHUECKUX HAaBBIKOB
MPOBOSTCS MEPOTPHUATHS TEKyIIeW arTecTaluu B BHUAC JiabopaTOpHBIX pabor. Taxke
MPOBOASATCS KOHCYIbTAIlMHM (IIPU HEOOXOJUMOCTH) MO paz0opy HamboJee OCTPHIX M CIOMKHBIX
JUTSL YCBOCHHSI TEM, KOTOPBIE BBI3BAIH 3aTPYIHEHUS Y CTYICHTOB.

B xoHie mepBoro cemectpa M3y4eHHUs IUCUUIUIMHBI CTYAEHTHI CHAIOT 3a4eT. 3auer
MPUHUMACTCS TIO0 JK3aMCHAIIMOHHBIM OWJIeTaM, KAl W3 KOTOPBIX BKIIOYAeT B ceOs JBa
MpakTHYeCKUX Bompoca. Ha 3adere mpoBepsrOTCS YMEHHMS W HAaBBIKH CTYICHTOB B paboTe ¢
OCHOBHBIMH HHCTPYMEHTaMH, IPUMEHSIEMBIMU TIPH ayIUTe HHHOPMAITMOHHON 0€3011aCHOCTH.

B kxon1ie BTroporo cemectpa u3yueHus: JTUCIHUIUIMHBI CTYJIEHTHI CIAI0T dK3aMeH. JK3aMeH
MPUHUMACTCS TI0 YK3aMEHAIIMOHHBIM OMJIeTaM, Ka) bl M3 KOTOPBIX BKIOYACT B ceOs Ba TpU
MPaKTHYECKUX Bompoca. Ha caMoCTOsATENbHYIO MOATOTOBKY K 9K3aMEHY BbIAENseTcs 3 NHS, BO
BpEMs IMOJTOTOBKH K 3a4eTy MPEyCMOTPEHA TPYIIIOBast KOHCYIbTAITHS.
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