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1. Cnoco6 u ¢popMbI NPaKTHYECKOH MOATOTOBKH NPH NPOBEACHUH NPAKTHKH

Opranuzanus, cnoco0 u ¢opma MpoBeeHHE MPAKTUKU ompeaessiercs mnojgoxenueMm "O
MIPOBEJICHUH MPAKTUKU KaK KOMIIOHEHTa 00pa30oBaTesIbHOM MpOorpaMMBl, peain3yeMoro B popme
IIPAKTUYECKON IOATOTOBKH, Ul CTYAEHTOB, OCBAaMBAIOIIMX OOpA30BaTEIIbHBIE IPOTPAMMBI
BBICIIETO 00pa3oBaHusA", yTBepkIeHHOro mnpukazoM pektopa ®I'BOY BO Spl'Y um. ILT.
Hemunosa ot 25.02.2021 r. Ne 149. JlaHHO€ 110J10’KEHHUE PACIIPOCTPAHsIETCA HA 00pa30BaTeIbHbIE
nporpammel (nanee - OIl) Boicmiero oopazoBanus — MporpaMmbl OakanaBpuara, ClelUaIUTeTa,
MarucTpaTypbl U MPOrpaMMbl MOATOTOBKM KaJIpOB BBICIICH KBaTU(HUKAIMH, — pealu3yeMble B
COOTBETCTBUHU C (peliepabHbIMHU IOCYAapCTBEHHBIMU 00pa30BaTEIbHBIMU CTaHJAPTaMHU BBICILIETO
oOpa3oBaHusi, U Ha Bce (OPMBI MOJYUYCHHS BBICIIEro 00pa30BaHUs, BKJIIOYAs OYHYIO, OYHO-
3a04YHYIO U 3a04HYI0. JlaHHas TexHosornyeckas npaktuka crpoutcs Ha ocHoBanuu GI'OC BO Ne
1427 ot 17.11.2020 r. na nHanpasnenue nmoarotosku 10.03.01 «MupopmanonHas 6€30macHOCTbY,
1o npoduitto «be30nacHOCTh KOMIIBIOTEPHBIX CUCTEM.

Buo npakmuxu - 1pou3BOJICTBEHHAs IPAKTHKA.

Tun npakmuku — TEXHOJIOTHYECKas MTPAKTHKA.

Cnocoo npoeedenus npakmuku - CTalliOHApHAs.

Mecmo nposedenus mexXHONOZUYECKOU NPAKMUKU. TEXHOIOTUYECKAs MPaKTHKA
IPOBOAMTCA B CTPYKTYpHbIX monpazaeneHusx Apl'Y nubo B nmpoduiabHBIX OpraHu3anusx,
pacroI0KEHHBIX Ha TEPPUTOPUU Topoaa Spociapis.

2. MecTo NPaKTHKHU B CTPYKTYpe 00pa3oBaTe/ibHOI IPOrpaMMbl

TexHosornueckass HpakTUKa OTHOCUTCS K 00s3aTeIbHOW YacTH 00pa3oBaTEIbHON
POTrpaMMBl.

Llenpt0  TEXHONOTWYECKOH TPAKTUKHA  SABISIOTCS CHCTEMAaTH3alWs, pPacCHIMpPEHHE,
3aKperuieHue U yriyOneHn o npodecCHOHaIbHBIX 3HaHUMH, MOIY4YEeHHBIX B Pe3y/IbTaTe U3y4eHUs
JVICIATUTMH HAIMPaBIICHUS U CTIIEUUAIBHBIX JUCIHUILINH MPOQMILHONW MPOTPaMMBI MTOJITOTOBKH B
o0nacti MHGOPMALMOHHOM 0€30MacHOCTH U MaTeMaTHYECKUX METOAO0B 0OpabOTKH U 3alUThI
uH(pOpMaLIUH.

VYray6neHHoe u3y4eHne BCTPOCHHBIX MEXaHU3MOB 0€30IaCHOCTH OTIEPALIMOHHBIX CHCTEM
(OC) Windows u Linux; mpuoOperenue HaBbikoB aqMunuctpupoBanuss OC Windows u Linux;
yrinyoneHHoe usydenue Active Directory (AD), npuoOpeTeHue HaBbIKOB HACTPOWKH O€30MmacHON
pabotsl qomerna Windows.

Osnanenue HE00XOIUMBIMU npo¢ecCHOHATbHBIMU KOMITETeHIIUSIMU U
COBEPILICHCTBOBAHME HABBIKOB HCIIOJIB30BaHUSI MPOTPAMMHBIX W MPOTPaMMHO-anmapaTHBIX
CPEeACTB 3alIUThl HH(OPMALIUY, B TOM YHCIIE OTE€YECTBEHHOTO MPOU3BOJICTBA, C YUETOM 3HAHUS
peaTM30BaHHBIX B HUX MaTeMaTHUECKUX METO/I0B 3aIIUTHI HH()OpMaIK 1 00J1aCTH IPUMEHEHUSI.

OcHOBHOW 3aauyell TEXHOJIOTMYECKON NpPaKTUKU SBISETCS MPUOOpEeTeHHe OmblTa B
NPaBWIBHOM € TOYKM 3peHus Oe30macHOCTH HacTpoiike coBpeMeHHbIX OC U HX CeTeBOro
B3anMo/ieiicTBHA. Bo Bpemst MPOEKTHO-TEXHOJOTMYECKON MPAKTUKU CTYIEHT JIOJIKEH:

uU3yuuUmo.

— TpaBa U NMPUBWIETHH MOJIb30BATENICH, CUCTEMHBIE YUETHBIE 3alUCH, ayJAMT, IPOLIECCHI
uneHTu(uKamy, ayreHTuduKanuu u apropusamuu, User Account Control 8 OC Windows;

— IpaBa Mojb30BaTelNel, MpoLecchl UACHTU(PUKAIY, ayTeHTU(UKALIUY U aBTOPU3AIIH B
OC Linux;

— Bo3moxxHoctu Windows Firewall u iptables;

— mpotokonsl NTLM, Kerberos, SMB;

— ynpasienue gomeHoM WiNndows ¢ moMOIIbIO IPYIMIOBBIX MOJUTHK.
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— co3nath goMeH WIndows u3 HEeCKOJIbKUX pabOuYuX CTaHIMKA M KOHTPOJIepa JTOMEHA,
MOJICITUPYIONIETO CETh HEKOTOPOH OpraHU3allny;

— €O37aTh YYETHBIC 3aMKUCH JIJIsl padOThI HA pa0OYUX CTAHIIMSX, TSl aIMUHUCTPUPOBAHUS
pabouux CTaHIMH, 17151 KOHTPOJIJIEpa JOMEHa;

— BBINOJIHUTh aHAJIM3 3alMIICHHOCTH JIOMEHA: IPOAaHAIM3UPOBATh BO3MOYKHOCTh
MIOJTYYCHUS MTPAB JIOKATLHOTO aJMHHUCTPATOPA Ha pabOYUX CTaHIIMAX, IPOBEPHTH BO3MOKHOCTh
MOBBIIICHNUS TPUBHIIETUNA Ha Pab0OYMX CTAHIMAX U T. N.; IPOAHAIM3HPOBATH YS3BUMOCTH K
COBPEMEHHBIM JKCIUIOMTAM.

[IpakThka KOMKHA TOATBEPIUTH, YTO CTYIEHT YMEET OPraHU30BaTh CBOW TPY/, BIaJeeT
HEOOXOAMMBIMH METOZaMu cOopa, XpaHeHus, 00paboTku nHpopMaIuu, TpUMEHsIEMBIX B chepe
ero npo(heCCUOHATLHOM JISATEIBHOCTH; a TAKXKE SBJISICTCS TPAMOTHBIM CIEIIHAIICTOM B 001aCTH
3alMThl UH(POPMAIIMU U CITIOCOOCH YCIEITHO PadoTaTh 10 BBIOPAaHHOMY HAIPaBJICHUIO.

3HaHWS W HaBBIKM, [OJYYEHHBIE M 3aKPCIUICHHBIE B PE3YylbTaTe MPOXOXKICHUS
MPOM3BOJICTBEHHON TEXHOJOTUYECKOW MPAKTUKH, MCIOJB3YIOTCS CTYACHTAMH IPH Pa3paboTKe
KYPCOBBIX U BBIITYCKHBIX Pa0oT.

3. Ilnanupyemble pe3yabTaThl 00yYeHHs] NMPH MPOXO:KAEHUN NMPAKTHKH, COOTHECEHHbIE C
IVIAHUPYEMBIMHU pe3yJIbTaTAMH OCBOEHHSI 00Pa30BaTe/IbHOI MPOrpaMMbl

[Tporecc MpoXokACHUS MTPAKTUKU HAIIPABIICH HA (OPMUPOBAHUE CIICTYIOIINX KOMIICTCH-
nuit B cootBercTBUU ¢ ®I'OC BO, OOII BO u npuobpereHus clenyrolMX 3HAHUH, YMEHUH,
HABBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

dDopmupyemas NHaukaTop N0CTHKEHUS
KOMIeTeHIHs KOMIIeTeHIN U
(ko 1 GopMyJIMPOBKA) (ko u popMyaMpoOBKa)

Oo6menpodgeccnoHaJbHbIe KOMNETEHIHH

Ilepeuenb
IUIAHNPYEeMBbIX Pe3yJIbTATOB 00y4eHus!

OIIK- 10 H-0OIIK-10.3 3HaTh!
CnocobeH B kauecTBe 3HaeT NpaBOBbIE OCHOBBI - IPaBOBBIE OCHOBBI OPTaHU3ALIUU
TEXHUYECKOTO OpTraHMU3aIM{ 3alTUThI 3alUTHl IEPCOHATIBHBIX JaHHBIX U

CTeNUATUCTa IPUHUMATD
ydacThe B JOPMUPOBAHHUU
MTOJINTUKH
MH(GOPMAITMOHHOM
0€301acCHOCTH,
OpPraHU30BbIBATh U
MOJJICPIKUBATH
BBIMOJIHEHHE KOMIUIECKCa
Mep 0 00ECTICYCHHIO
WHPOPMAITUOHHON
0€30MacHOCTH, YIPABIATH
MPOIIECCOM UX peaTU3aI[iu
Ha 00BEKTE 3aIUTHI

MEPCOHANBHBIX JaHHBIX U
OXpaHBbI Pe3yJIbTaTOB
HWHTEJUIEKTYyaJIbHOMU
NESITebHOCTH, U
MPUHLMITE! HOPMHUPOBAHUS
MOJIUTHKH
WHPOPMAITUOHHON
Oe3ormacHOCTH
OpTaHU3aINH.
H-OIIK-10.4

3HaeT NporpaMMHO-
anmapaTHble CpeCTBa
3alIUThl HHPOPMAITUH B
THUIIOBBIX OTIEPALMOHHBIX
cucTeMax, CUCTeMax
yrpaBJieHus 6azaMu
JTAHHBIX, KOMITBIOTEPHBIX
ceTsax

H-0OITK-10.5

YMeer KOHGUTYPUPOBATH
MIPOTrpaMMHO-anIapaTHbIE
CpeACTBA 3alUThI
nH(popMaIny B
COOTBETCTBHU C

OXpaHBI Pe3yIbTaTOB HHTEIICKTyaIbHON
JeSTeIbHOCTH

- IPUHIUITEI HOPMUPOBAHUS TTOJIUTHKH
rH()OPMAIMOHHOI 0€30TIaCHOCTH
OpraHu3aInu

- IPOTPaMMHO-aMNMapaTHeIE CPeJICTBa
3alIUTHl THPOPMAITH

Ymern:

- KOHQHUTYPHPOBATH IPOTPAMMHO-
anmapaTHble CPEeJICTBA 3alIUThI
nH(pOpMaUK B COOTBETCTBUH C
3aJaHHBIMH TTOJTUTUKAMU 0€30MacHOCTH




3aaHHBIMHU TTOJIUTUKAMHU
Oe3omacHoCTH
N-OIIK-10.6

Crioco0eH y4acTBOBaTh B
paboTax 1o peanu3aIun
MOJTUTUKA
WHPOPMALTUOHHON
0e30macHOCTH, IPUMEHSTD
KOMILIEKCHBIH MOJIX0JT K

o0ecrnedeHuto

WHPOPMALUOHHON

Oe3omacHOCTH O0BEKTa

3aIIHTHL
IIpodeccnonaJbHbIE KOMIIETEHIIUT
MK-3 H-TIK-3.3 Baajnern:
Crnocoben obecrieunBath | BiajieeT HaBBHIKAMHU OCYy- | HaBBIKAMU PUMEHEHHS METO0B
KOHTPOJIb HaJl LIECTBICHUA KOHTPOJIA peaIi3alHu MOTHTHKHA
COOIIIOIEHHEM HaJ1 COBIIOIEHHEM Tpe- UHGOPMAITMOHHOM 0€30MMaCHOCTH U
TpeGoBaHMil 110 3aIKTe GoBanmii 10 3amuTe up- | KOMIVICKCHOTO NIOAX0a K obecreyeHuo
nH(GOpMAITIT (bopmarn rH()OPMAIMOHHOM 0€30TIaCHOCTH

00BbEKTA 3aIUTHI.

4. O0beM NPAKTHKM COCTABJISIET 5 3a4eTHBIX eIUHUIL, 2 2/3 Heaen.

5. Coz[epma}me HpaKTH‘leCKOﬁ MOATOTOBKHU IMPU MPOBECACHUH IMIPAKTUKH

Ne Tun(bl) NPAKTUKHU, ITANBI DopMBbI 0TYETHOCTH

n/n NMPOXO0KIEHUSI MPAKTHKH
1 |YcranoBouHas KOH(EpeHIUs OTYeT pyKOBOJUTENSI IPAKTUKU
2 |[ToxroroBuTe LHBIN 3TAIl OTMETKH B THEBHHUKAX MPAKTUKH CTYIACHTOB
3 |HayuHo-mcce1oBaTeIbCKUIA dTall OTMeTKH B THEBHUKAX MTPAKTHKH CTY/IEHTOB
4 JTar BBITIOJIHEHUS UCCIIEA0BATEIBCKUX padoT Mo  |OTMETKH B THEBHHUKAX MPAKTUKH CTYACHTOB

VHAWBUIYAJTLHOMY TUIAHY

5 |Oram ohopmueHust 0TUETA 11O HTOTAM MPAKTUKH OTMETKH B THEBHHKAX NMPAKTUKU CTYAECHTOB

3amyTa OTYETOB MO pe3yabTaTaM MPeIUIUIOMHON |OTMETKH B THEBHUKAX MPAKTHKH CTYJCHTOB
6 |mpakTHKHM KoMHCcCUM Ha 3acenannu kadenper Kb u
MMOU

Hrorosas koHpepeHIHs 110 TPEATUITIIOMHON OTMeTKH B THEBHHUKAX MTPAKTUKH CTYJICHTOB
MPaKTHUKE

ConepxcaHI/Ie 3TaIroB IMPAKTHUKHU

1. YcranoBouHas KoH(epeHIMs

2. IloaAroToBUTENbHBI ITAaN: WHCTPYKTAX 1O OOIIUM BOMPOCAM; WHCTPYKTAXK IO TEXHUKE
6e3omacHocT. CocTaBieHre MEPBOHAYAIBHOTO TIaHa padoT.

3. HayuHo-uccienoBaTebCKHii ITaMN:

Bribop Tembl uccnenoBanus. OnpezneneHue npodiieMbl, 00beKTa M HpeAMeTa UCCIeA0BaHMS.
DopMynMpOBaHKE LIETN U 33/1a4 UccienoBaHus. COCTaBICHHE MATEMaTHYECKON MOJIEIH.
AHanu3 nuTepaTypsl U UccaenoBaHuii o npobieme. [Tonbop crennanbHbIX HCTOYHUKOB MO TEME
(HopmatuBHO-TIpaBoBble akThl, pekoMeHaauuu DPCTIOK u DCH Poccun, 6a3pl AaHHBIX
YSI3BUMOCTEH, TEXHUUECKash JOKYMEHTAlUs, MaTeHTHbIE MaTepuallbl, HAyYHbIE OTYETHI, U Ap.).
Cocrapnenue 6uommorpaduu. Koppekruposka miana pador.

3



YrinybneHHOe H3y4YeHHE BOMPOCOB HHQPOPMAIIMOHHON OE30MacHOCTH B COOTBETCTBUHU C
MOCTABJIICHHON NPaKTHYECKOM 3aJadeid, B TOM 4YHCIE BO3MOXHO HM3YYEHHUE BCTPOCHHBIX
MexaHu3MoB Oe3omacHocTH omnepaimoHHbix cuctem (OC) Windows u Linux; mpuoOpereHue
HaBbIkOB aamMuHUCTpupoBanus OC Windows u Linux; yriyonennoe u3zydenune Active Directory
(AD), a Takxe Ipyrux MpOrpaMMHBIX U MPOTPAMMHO-ANTIAPATHBIX CPEJICTB 3aIIUTHI UHPOPMAITUU
C YYETOM PeaJM30BaHHBIX B HUX MaTeMaTUYECKUX MeToA0B. [IproOperenne HaBbIKOB HACTPOIKU
Oe3omacHol paboThel tomena Windows.

4. JTan BbINOJHEHHUS HCCIeI0BATE]IbCKUX PA0OT 10 HHAMBUAYAIbHOMY ILIAHY
[IpoBenenne 0030pa CYIIECTBYIOLIMX MAaTEMAaTHYECKHX MOJEIEH M METOAOB 3allUThI
uH(pOpMaIIMK, UCIOJNBb3YEMBIX JIsi PElIeHHs] MOCTaBlIeHHOW 3amaun. CpaBHUTENbHBIM aHAIN3
MaTEeMATHYECKUX MOJETICH M METOJOB 3alIuThl MH(OpMAIMU, BEIOOP Hamboyiee MOAXOAsIIeit
MOJIEJIM, €€ KOPPEKTHUPOBKA WM pa3paboTKa aJropuTMa, pealu3ylollero COBPEMEHHbIE
MaTeMaTHYECKHUE METObI 3alIUThl HHPOPMAIUH, aHAIIN3 PE3yJIbTAaTOB. BEIOOP MPOrpaMMHBIX U
POrpaMMHO-AINIAPATHBIX CPEACTB 3alUThl HMH(OpPMAlMM, B TOM YHCJIE OTEYECTBEHHOT'O
IPOM3BOJICTBA, C YYETOM pEAIM30BAHHBIX B HHUX MAaTEMAaTUYECKUX METOJOB MJISi pEIICHUS
MOCTaBJICHHON 3a/IauH.

OpHolt u3 3a/1a4 3a/1a4eil MPOEKTHO-TEXHOJIOTMYECKOM MPAKTUKHU SBJISETCS IPUOOPETEHHE OIIbITA
B MPaBUJIBHONW C TOUYKH 3peHUs] 0e30macHOCTH HacTpoiike coBpeMeHHbIX OC U HX CEeTeBOro
B3auMOJIeHicTBHA. B paMKkax 3Toil 3aa4u MOTYT BBIMIOJIHEHBI TaKue pabOTHI: CO3/IaHUE IOMEHA
Windows U3 HECKONbKHX pabO4YMX CTAaHLIUNA M KOHTPOJUIEpa JOMEHA, MOJEIHPYIOIIETO CETh
HEKOTOPOW OpraHM3allvy; CO3/IlaHWE YYETHBIX 3alHceil Mg paboThl HA pabOYUX CTAHIIUAX, JJIS
aIMUHHCTPUPOBAHUSL pabo4MX CTaHIUH, AJI1 KOHTPOJUIEpa JOMEHA; BBINOJHEHHUE aHaIn3a
3alMIIEHHOCTH JOMEHA: BO3MOXHOCTH IIOJIyYE€HHs IpaB JIOKAIBHOIO aJMHHHCTpaTopa Ha
pabouMx CTAHIMSIX, BO3MOXKHOCTH IOBBIIICHUS MPUBHICIHIA Ha pabOYMX CTaHLIUAX U T. 1.;
POAHATIM3UPOBATH YA3BUMOCTH K COBPEMEHHBIM SKCIUIOUTAM.

5. JTan ogopMIIeHUSsI OTUETA 10 UTOTAM NMPAKTHKHU

Benenne nHeBHuka npaktuku. OmmcaHue mnpopaenaHHoi paborel. CocTaBieHHE OTYETa II0
npakTuke. @OpMyJIMpOBAaHUE BBIBOJOB M MPEIJIOKEHHH IO OpraHu3alud MPaKTHKU.
[IpencraBienue oT4eTa U THEBHUKA MTPAKTHKH.

6. 3ammTa 0T4eTOB MO Pe3yaIbTATAM MPOEKTHO-TEXHOJIOTHYECKOI MPAKTUKN KOMUCCHH HA
3aceganmnu kagenpst Kb u MMOHA

3amura oT4era.

7. UtoroBasi koHdepeHHs 10 MPOEKTHO-TEXHOJIOTHYECKO# MPaKTHKe

BricTymienne Ha KOHGEpEHIINN.

6. ®oH/1 OLIEHOYHBIX CPeICTB

6.1 ®opMbI OLIEHKH 10 TEXHOJIOTMYECKOI MPaKTHKe.

[To pe3ynbraTaM MpOX0XKACHUS MPAKTUKU TPOBOJAUTCS UTOTOBAsI KOH(PEPEHIUs, CTYICHTHI
TOTOBSIT B MPOU3BOJILHOM (POpMe KpaTKHe WHINBHIYAIbHBIC TUCHMEHHBIC OTUETHI O BHIMIOJTHEHUHN
B XOJI¢ MPAaKTUKH BBIOPAHHBIX WMHU 3aJaHHM, MOJYUYEHHBIX MPH STOM 3HAHMSIX, YMEHUSAX H
HaBBIKaX.

6.2 Kpurepum olieHMBaHUsA Pe3yJIbTATOB NPAKTHKH

OTyYeTsI O BHINOJIHEHUY HHANBHUIYAIBHBIX 3aJaHUH 3AINIIAI0TCS CTYIEHTAMHA HA KOMUACCHH
kadpeaper Kb 1 MMOUW ¢ npocTaHOBKOW MM, MpPHU TOJOXKUTEIBHOM pELIEHUH KOMHUCCHH,
mudhepeHIIMPOBaHHOTO 3a4YeTa 10 Y4eOHOH MpaKTHKe.

IIpy BBIBENEHMM OLEHKU AOJDKHBI YYHUTBHIBATHCS HE TOJIBKO Kaye€CTBO BBINOJIHEHHOIO
3a/laHMsI, OTBETHI CTYJEHTAa Ha TEOPETUYECKHE BOIPOCHI, HO MU BCS JEATEIBHOCTH B IEPHOJ
IIPOXO0KICHUS IPOEKTHO-TEXHOJIOTUYECKON ITPAKTUKHU.
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OTtyer MO MMPAKTUKC JOJIKCH OBITb H3JI0KEH TEXHUYECKHU I'paMOTHBIM S3BIKOM C

MPUMEHEHHEM PEKOMEHIOBAHHBIX TEPMUHOB U ab0peBuatyp. [Ipu 3amuTe oTdera Mo mpakTUKe
OIICHUBACTCS COOTBETCTBHE WH(OpPMAIMK, TPEIACTABICHHOW B OTYETe, JMJAaHHBIM W3
MH(OPMALIMOHHBIX pecypcoB 001Iero gocryna cetd MHTepHeT, MaTepuaioB KU, y4eOHOM 1
TEXHUYECKOHN JTUTEPATYPHI.

ITepeueHb THIOBBIX KOHTPOJIbHBIX BOIPOCOB, 32]1aBA€MbIX IPH 3aLUTE OTYETA O
NMPOXO0KIEHHH MPOU3BOACTBEHHOI MPAKTHKH:
— CewmeiictBo npotokosoB NTLM u npoGiemMsl ¢ nx 6€30MacHOCTHIO.
— CrangapTHbIi poTokon ayreHTHdukanuu B tomenax Windows Kerberos.

AcIeKThI 0€30I1aCHOCTH.

— CeMeiCTBO MPOTOKOJIOB JIOCTYIIA K CETEeBBIM pecypcam SMB.
— Mogpens ynpasneHust qoctynom B LinuX. Iporeccs uaeHTUDUKAIIMH,

ayTeHTU(UKALMU ¥ aBTOPU3AIMH CyObEKTOB JIOCTYIIA.

— Mogens ymnpasinenus goctymnom B Windows. TIpomeccs uaeHTH(GHKALNH,

aYTCHTI/I(bI/IKaI_[I/II/I H aBTOpHU3alUU Cy'6"beKTOB A0CTyIIa.

— I'pynnossie noautuku Windows u ux nMprUMEHEHUE IS TIOBBIICHHS

0€30MacCHOCTH KOPIOPATUBHON CETH.

Bo3moxknoctu 6panamayspa Windows.

— Bosmosxnoctu iptables.

[TpuHumn paboTel, IPUMEHEHHUE U 3alllUTa OT CETEBOI0 CKaHepa Nmap.
— OCHOBHBIC TIOAXO/Ibl K aHATU3Y 3AIIUIIECHHOCTH KOPIIOPATUBHOW CETH.

Cnmcok BONPOCOB U (MJIH) 3aJaHUM /151 IPOBEJIeHUS POMEKYTOYHOM aTTecTaluu

Ha 3amniure IIPpaKTUKH o6y11a101ueMyc51 MOTYT OBITh 3aIaHbl B TOM YHUCJIC CJICAYIOIINUEC BOIIPOCHI:

1.

10.

[IpuBenure HOMEpa W Ha3BaHMUsI HECKOJBKHUX OCHOBHBIX IIPABOBBIX HOPMATHBHBIX
JIOKYMEHTOB B c(epe MHPOPMALMOHHOM 6€3011aCHOCTH, PErilaMeHTUPYIOIIUX pa3padoTKy
MOJIMTUKHU YIIPABJIEHUS JOCTYIIOM.

Kpatko pacckaxute o MeTojax pa3paOOTKM MOJUTHUK YIPaBJIEHUS JOCTYIIOM U
MH(OPMALIMOHHBIMU ~ MOTOKAMHU, MPEIyCMOTPEHHBIX JIEWCTBYIOIIMMHU IMPABOBBIMU
HOPMAaTHUBHBIMU JOKYMEHTaMH B cepe HHPOPMALMOHHON Oe30MMacHOCTH.

KpaTtko pacckaxure o MeToJibl pa3paOOTKU MOJMTUK YHPaBIE€HUS MHPOPMAMOHHBIMU
MIOTOKAMH B KOMITBIOTEPHBIX CHCTEMAX, MPEJYyCMOTPEHHBIX IEHCTBYIOIIUMHU MPaBOBBIMU
HOPMAaTUBHBIMH JOKyMEHTaMU B cepe HH(HOPMALIMOHHON OE30MaCHOCTH.

HazoBuTe HEKOTOpBIE COBPEMEHHBIE IPOTPaMMHBIE M ITPOrPaMMHO-AINIIApaTHbIE CPEACTBA
3allUThl  MHpOpMAIMU, B TOM YHCJIE€ OTEYECTBEHHOTO IPOU3BOJCTBA, U HJIEU
pEaTM30BAHHBIX B HUX MaTeMaTHYECKHX METOOB 3allluThl HH(pOpMAMU U 00JacTH UX
PUMEHEHHUS.

KpaTko pacckaxure O METOAMKE NPOBEACHMS DKCIIEPUMEHTAIBHBIX HCCIIEIOBAHUN
KOMIIBIOTEPHBIX CHCTEM C LENbI0 BBIABICHUS YA3BUMOCTEH, MNPEAYyCMOTPEHHOM
JIeMCTBYIOIMMY MPAaBOBBIMH HOPMAaTHUBHBIMH JIOKYMEHTaMHU B cdepe MHPOPMALNOHHOM
6e3omacHocTH. [IpuBeanTe HOMepa 1 Ha3BaHUS ITUX TIOKYMEHTOB.

CemeiictBo npotokosioB NTLM u mpo6iemsl ¢ ux 6€30MacHOCTHIO.

CranmaptHbiii poTokon ayreHtudukanuu B aoMeHax Windows Kerberos. Acmektsl
0€30MaCHOCTH.

CeMeincTBO NPOTOKOJIOB JIOCTYIIA K CETEBBIM pecypcam SMB.

Pacckaxxure kpaTko o Mojenu ympamieHuss jgoctynom B Linux. Ilporeccs
uAeHTU(PUKAINY, ayTeHTU(QUKAIIMY U aBTOPU3ALIUN CYOBEKTOB JIOCTYyIA.

Pacckaxxure kpatko o Mojenu ympasieHus goctynom B Windows. Ilpomeccs
uAeHTU(PUKAIINY, ayTeHTU()UKALIMY U aBTOPU3ALIUN CYOBEKTOB JIOCTYyHA.



11. I'pynnoBeie monmutukn Windows W UX NpPUMEHEHHUE MAJsi MOBBIMIEHUS O€30MacHOCTH
KOPIIOPAaTUBHOM CETH.

12. BosmoxHocTu 6panamayspa Windows.

13. Bo3moxHocTH iptables.

14. Tlpuniun paboThl, MPUMEHEHHE U 3aIIUTa OT CETEBOTO CKaHepa nmap.

15. OcHOBHBIE TOAXOABI K aHATHM3Y 3aIUIICHHOCTH KOPIIOPAaTUBHON CETH.

Kputepuu oneHuBanus pe3yibTaToB NPAKTUKH

OreHka 10 NPaKTUKE BBICTABIIAETCS PYKOBOIMTEIEM MPAKTUKH OT Kadeapbl Ha OCHOBE
COIepKaHUs OT4YeTa CTYJIEHTa, OT3bIBA PYKOBOIUTENS OT NPEIINPHUATUSA, BBICTYIUICHHUS C
Ipe3eHTalMell U OTBETOB HAa BOMNPOCHI Ha KOH(EpPEeHUMH MO uToraMm mnpaktuku. IlpoBogurcs
cobecejoBaHUS IO pasfeslaM OT4eTa, aHAIU3UPYIOTCS OTBETHl CTYJEHTOB HA KOHTPOJIbHBIE
BOIIPOCBI.

IIpyn BBIBENEHMU OLICHKM [OJDKHBI YYUTBIBATBCSA HE TOJIBKO KadeCTBO BBIIIOJIHEHHOTO
3aJlaHusl, OTBETHI CTYJ€HTa Ha TEOPETUUECKHUE BOIIPOCHL, HO U BCA JEATEIBHOCTD B IIEPUOJL

MIPOXOXKACHUS IPOECKTHO-TEXHOJIOTMYECKON ITPAKTHKHU.

OTuer MO mNpakTUKE JAOJKEH OBITh M3JI0KEH TEXHUUYECKHM TI'PAMOTHBIM SI3BIKOM C
IIPUMEHEHUEM PEKOMEHOBAHHBIX TEPMUHOB U ab0peBuatyp. [lpu 3amure oTdyera no NpakTUKe
OLICHUBACTCA COOTBETCTBME MH(OpManuM, MpPEACTaBICHHOW B oOT4YeTe, JaHHbIM U3
MH(POPMALMOHHBIX PECYPCOB O0IEro AOCTyna ceTu MHTepHeT, MaTepuaioB JeKIHi, yaeOHOH 1
TEXHUYECKOH JINTEPATYPHI.

7. IlepeyeHb OCHOBHOH ¥ JIONOJHUTEJIbHOW Y4YeO0HOHl JMTepaTypbl, pPecypcoB
HHPOPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHOIT  cetn  «VHTepHeT» [Jsi NPOXOKAEHUS
NPaKTHKHU

a) OCHOBHAas1 JINTepaTrypa
1.Tanen6aym O. CoBpeMeHHbIE OnepaluoHHble cucteMsl. / O. TanenOaymMm; [mep. ¢ aHr.
H. Bunbunnuckoro, A. Jlamkesuua] - 3-¢ u3. - CII6.: [Turep, 2014. - 1115 c.
2. [leitren 'apBu M. BBenenue B oneparmonnsie cuctemsl: B 2 1.. T.1. / "'apeu M. [leiiten;
Ilep.c anrn - M.: Mup, 1987. - 359c.
3. IlpockypuH, B. I'. 3amura B onepaliioHHbIX cUcTeMax : ydeOHoe mocoOue /i By30B /
[Tpockypun B. I'. - Mocksa : I'opsiuas nuaus - Tenekowm, 2014. - 192 c. - ISBN 978-5-
9912-0379-1. - Tekcr : anexktpoHHbIl // DBC "KoHcynbTant crynenta” : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203791.html
4. Onudep B. T'. CereBble onepaninoHHbIe CUCTEMBI: [yued. mocobue ans By3o0B]. / B. T'.
Omudep, H. A. Omadep; M-Bo obpazoBanus u Hayku PO - 2-¢ u3a. - CII6.: [Turep, 2009.
- 668 c.

0) 1OMOJIHUTeIbHAS JUTepaTypa
1. KorenbHukos, E. B. BBenenue Bo BHyTpeHHee ycTpoiictBo Windows / KoTenbHHKOB
E. B. - Mocksa : Hattmonanenbiit OtkpsiTelii YHauBepcuter "MHTYUT", 2016. - Tekcer :
anekTpoHusit //  OBC  "Koncymbrant crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/intuit_062.html
2. Buyrpennee ycrpoiictBo Windows. / M. PycunoBuu, /I. Conomon, A. Nonecky, II.
WMocudosny; [mep. ¢ anri. E. Matseesa] - 7-¢ n3a. - CII6.: ITurep, 2018. - 942 c.
3. Momkos, M. E. Beeaenue B cuctemHoe agmuauctpupoBanue Unix / MomkoB M. E. -
Mocksa : Hanmonansaelid OTkpsiTeil YHUBepeuTeT "MHTYUT", 2016. - Teker : anek-
tpouuslt  //  OBC  "Koucymprant  crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/intuit_084.html



https://www.studentlibrary.ru/book/ISBN9785991203791.html
https://www.studentlibrary.ru/book/intuit_062.html
https://www.studentlibrary.ru/book/intuit_084.html

4. I'yabko, A. B. CucremHoe nporpamMmupoBanue B cpezie Linux : yueOHoe mocodue / A.
B. I'yabko. - HoBocubupck : HI'TY, 2020. - 235 c. - ISBN 978-5-7782-4160-2. - Tekcr :
anektpoHueii  //  OBC  "Koncymbrant crymenrta" :  [caiir]. - URL
https://www.studentlibrary.ru/book/ISBN9785778241602.html

5. lrorypos, JI. B. CereBast 6€301aCHOCTh Ha OCHOBE CEPBEPHBIX MPOyKTOB Microsoft /
Mrorypos /1. B. - Mocksa : Haunonanbabiii OTkpsiThiii YHuBepcutet "MHTYUT", 2016.

- Tekcr : osnekrponusii // DBC "Koncymbrant crygenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/intuit_359.html
6. ®nenoB M. E. Linux rnazamm xakep — CII6.: BXB-IlerepOypr, 2010

https://books.4nmv.ru/books/linux_glazami_khakera_3-e_izd_3643238.pdf

B) pecypcsbl cetn « UHTepHET»
1. Xypuan xakep https://xakep.ru/
2. SecurityLab.ru - wuH(pOpPMAIMOHHBIA  MMOpPTaJ, OINEPATUBHO U  CKCTHEBHO
paccKa3bIBAIOIMINI O COOBITHSIX B 00JIACTH 3aIIMTH MH(POpMAINU, HHTEPHET IIPaBa M HOBBIX
TexHosorusax. https://www.securitylab.ru/
3. baza naHHBIX OOIIEM3BECTHBIX YA3BHUMOCTEH WH(OPMAIMOHHOW O€30MacHOCTH.
https://cve.mitre.org/
4. Nmap — cBoOO/IHAsl yTHUIINTA, IPEJHA3HAYCHHAS [UIs Pa3HOOOPa3HOT0 HACTPAUBAEMOT0
ckaHupoBaHus [P-cereil ¢ m0OBIM KOJIMYECTBOM OOBEKTOB, ONPEACIEHUS COCTOSHUS
00BEKTOB CKaHupyemoii cetu. https://nmap.org/
5. Wireshark — nporpamma-ananu3atop Tpaduka s KoMIbloTepHbix ceteil Ethernet u
HEKOTOPBIX Apyrux. https://www.wireshark.org/
6. Metasploit Project — mnpoekT, NOCBAMIEHHBIH HWHPOPMAIIMOHHON 0€30MacHOCTH.
https://www.metasploit.com/
7. ApxuB skcriontoB. https://www.exploit-db.com/

8. O0pa3oBaTe/ibHbIE TEXHOJIOTHH, B TOM YHCJI€ JJIEKTPOHHOE 00y4YeHHe U IMCTAHIIHOHHbIE
o0pa3oBaTe/ibHbIe TEXHOJOTHH, UCHOJb3yeMble NMPH OCYLIECTBJIEHUN 00Pa30BATEILHOIO
npouecca

B niporiecce 00y4eHuUst UCTIONB3YIOTCS CIENYIOIINE 00pa30BaTeIbHBIE TEXHOIOTHH:

HNHcTpyKTHBHAsE JIeKIMSA — TPOBOJAUTCS C LEJIbI0 OpraHu3alMy Iociexyromeit
CaMOCTOSITENIbHOM pabOThI CTYIEHTOB.

KoncyabTanum — BHUJI yueOHBIX 3aHATUH, SBIAOLMICS OAHOH M3 (HOpM KOHTPOJSA
CaMOCTOSITENTbHOW PabOTHI CTYIeHTOB. Ha KOHCYIbTaIusIX MpernoiaBaTellb OTBEYAET Ha BOIPOCH
CTYAICHTOB, KOTOPbIE BO3HUKAIOT Y HUX B IMPOLIECCE CAMOCTOATENbHOM paboThI.

OOyuaronmecs: mepes MPOX0XKICHUEM TPOU3BOJCTBEHHOW MPAKTUKU 00ECTIEUUBAIOTCS
POTrpaMMOM POXOXKICHUS MPAKTUKU U MHIUBHUYaJbHBIM 3aJaHMEM PYKOBOAMUTEINS MPAKTUKU.
CamocTtosTenbHass paboTa 00ydaloIIMXCS MOApasyMeBaeT paboTy IMOjJ PYKOBOJICTBOM
npernojiaBaTenei,  OCYIIECTBISIOLIMX  PYKOBOACTBO  yueOHOW  mpaktukoil.  ITpoBons
co0eceloBaHNe, NPENOAABaTENN OOCYKIAIOT C OOy4arolUMHCS IUlaH Oyaylied NpaKkTHKH,
(bopMHpYIOT BOIPOCHI, KOTOPbIE HEOOXOAMMO PACKPBITh MPU COCTaBIEHUU OTYETa O MPAaKTHKE,
OOBSICHAIOT MOPS/I0K 3aNOJHEHUS JHEBHUKA MPOXO0XKACHUS MPAKTUKU U MOJIMTUCHIBAIOT €T0, 1aI0T
PEKOMEHAAIUU IO HM3YYCHUIO HeO6XO)II/IMOFO HOPMAaTUBHOI'O Marcpuajia nu COOTBeTCTBYIOIHeﬁ
JauTeparypel. B THEBHHMKE NPOXOXKICHHS MPOU3BOJCTBEHHOW MPAKTUKU OTpPaKaeTcsl KpaTKoe
cojiepaHue padoT, BBHIOTHAEMBIX 00YJarOITUMCs. 3aCH JTOJDKHBI BHOCUTCST 00 yJarOIIMMHUCS
©XKEeJIHEBHO, OTpakasi JaHHbIE O MPOJIETaHHON paboTe, M 3aBEPATHCS MOANNUCHI0 PYKOBOAUTEIS 110
MECTYy TPOXOXKJEHUSl MpakTUKU. B Xoxe mpoxoxkneHus MNpakTUKH OOy4aromMiicss MoydaeT
HEOOXO/UMBbIE MaTepuanbl OT PYKOBOAMUTENS NPAKTUKA. B COOTBETCTBUM C OMHCAHHBIMU
3alayaMu 00ydJaromuics cooupaetr u oOpadbareiBaeT nHGpOpMANHIO IS HanmucaHus otdera. [1o
OKOHYAaHUU MPAKTHUKU 0OYUaIOIIMNCS B YCTAHOBJICHHBIE CPOKH CIAeT PYKOBOJUTEIIO MPAKTHKH
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OT MHCTUTYTa OTYET O MpakTuke. OTYET MO MPAKTUKE COAEP>KUT TUTYJIbHBIN JIUCT, COAEPIKAHUE
(m1aH), TEKCTOBYIO YacTh, CIIUCOK JIMTEPATYPbI, IPUIIOKEHHS, THEBHUK, XapaKTEPUCTHUKY.
Heo0XoauMbIM KOMIIOHEHTOM TPOHM3BOJICTBEHHOM MPAKTUKHU SBJISIETCS BBITIOJHEHUE
WHAMBUAYAIbHOTO 33/1aHus. IHIMBUTyanbHOE 3aJaHie HA IPAKTUKY HAMPaBJICHO Ha yriTyOJieHne
U pacIIMpeHHe MOJYYEeHHBIX CTYyIEHTaMU 3HaHUH B 00JacTH MH(OPMAIIMOHHON 0€30MacHOCTH,
KOTOpOE€ SBIISIETCS OJHUM M3 HEOOXOAMMBIX YCIOBUH JajbHEHIIEro OCBOEHUS AUCLMILIUH
po¢eCCHOHATBLHOTO [UKIIA. Pe3ylbTaThl BBINOIHEHHS HHAUBUAYAIBHOTO 3aJaHUs 0(hOPMIISIOTCS
B BUJIe pedepara, BXOJIAIIETO B COCTaB OTYETA 0 MPAKTUKE B KAUECTBE €ro0 OCHOBHOTO pa3/iena.

9. llepeyeHb JMLIEH3UOHHOTO U (MJIM) CBOOOTHO PACPOCTPAHAEMOI0 MPOrPAMMHOI0 0ec-
neYeHus, UCMOJIb3YeMOr0 NMPHU OCYIIeCTBICHNH 00pa30BaTeIbHOIO MpoLecca

B mporecce ocyiiecTBieHus: 00pa3oBaTeNIbHOTO TIpoliecca MO AUCIHUILIMHE UCIIONb3Y-
IOTCS:

st OpMUPOBAHUSI MATEPUAIIOB ISl TEKYIETO KOHTPOJISL YCIIEBAEMOCTH M MPOBEICHUS
IPOMEKYTOYHOW aTTeCTAIMH, 1151 POPMUPOBAHUS METOIUICCKUX MATEPUAIIOB 110 TUCIUILTHHE:

- nporpammel Microsoft Office;

- 3JIeKTPOHHBINH yHUBepcuTeT Moodle Spl'Y;

- Adobe Acrobat Reader.

- Nmap — cBoOoHas yTHIINTA, IPEAHA3HAYCHHAS JIJIsl pAa3HOOOPA3HOTO HACTPABACMOTO

ckaHupoBanus [P-ceTeii ¢ TOOBIM KOJTHMYECTBOM OOBEKTOB, OTPEIEICHUS COCTOSHUS 00b-

€KTOB CKaHUpyeMoii ceTu. https://nmap.org/

- Wireshark — mporpamma-ananuszarop tpaduka ains komrboTepHbix cetedd Ethernet u

HEKOTOpBIX Apyrux. https://www.wireshark.org/

- Metasploit Project — mnpoekr, mocBAMIEHHBIH HWHOOPMAIIMOHHONH O€30IMacHOCTH.

https://www.metasploit.com/

10. IlepeyeHn coBpeMeHHBIX MPO(eCcCHOHATBHBIX 0a3 TaHHBIX U HHPOPMAIMOHHBIX CIpa-
BOYHBIX CHCTEM, HCHOJb3yeMbIX NMPH OCYIIeCTBJIEHHH 00pPa30BaTeJILHOIO mpouecca (mpu
HEO0XO0UMOCTH)

B mporecce ocymiecTBiaeHns 00pa3oBaTeNbHOTO Tpoliecca MO JUCHUIUIMHE WCTOIb3Y-
IOTCS:

- ABTOMaTH3MpOBaHHas 6nMbauoTeuHo-uHpopmannonHas cucrema «bYKNU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubroTeyHas cucteMa «Jlaup» https://e.lanbook.com

- DnexTpoHHas bubnmoteynas cucrema «FOpaiit» https://urait.ru

- DnekTpoHHast OubimoreyHas cucreMa «KOHCYyNnbTaHT CTyJEeHTa»

https://www.studentlibrary.ru

11. MaTepuajbHO-TeXHUYecKasi 6a3a, HeoOXoAUMas 1Jisl MPOBeIeHUSA MPAKTHKH

MarepuanbHo-TeXHUYECKas 0aza, He0OXoauMast JJIs OCYIIECTBICHHUSI 00pa30BaTEIHLHOTO
mpoliecca 1o AUCIUTIIMHE BKIIFOYAET B CBOM COCTAB MOMEIICHHUS:

- y‘-Ie6HBIe aYJII/ITOpI/II/I JJIA HpOBe)IeHI/IH SaHSITI/Iﬁ JICKIIMOHHOI'O THIIA,

- yueOHBIC ayIUTOPUU JJIs1 TPOBEICHUS TPYIIIOBBIX U MHAUBUIYaTbHBIX KOHCYJIbTAIIUN;

- yueOHbIe ayTUTOPUH JJIsl IPOBEJIEHUS TEKYIIEr0 KOHTPOJIS U MPOMEKYTOUHOM aTTecTa-
IIUH;

- BCC JIOCTYHHBIG pecypcm Hpe}IHpI/IﬂTI/Iﬂ I/ICHOJ'II)Sy}OTCﬂ CTYJICHTaMI/I BO BpeMSI HpOGKTHO-
TEXHOJIOTHYECKON TPAKTUKH.
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12. Nnble cBeeHus (MaTepUAJIbI)
MeToanyeckue yKa3aHus JJIsl CTY/IEHTOB 110 OCBOEHHIO JUCIHILIMHBI

JJ1s ycTienrHoro mpoxokIeHHsI MPAKTUKU BaXXKHO YMETh 3()(heKTHBHO OpraHn3oBath padoTy,
cpa3dy NpPUCTYNAaTh K PEIICHHWIO ITOCTABJICHHBIX 3a/ad, IOCTOSHHO 3HAKOMHUTCS C HOBBIMH
MCTOYHHKAMU HH(DOPMAIIH 110 TEME.

bonbiroe BHMMaHHE ClIEAyeT YyACTUTh IpaBWJIaM TEXHUKH O€30MacHOCTH, NpaBHIaM
BHYTPEHHET'0 PacropsIKa OpraHU3aIiH U BEICHUIO JTHEBHUKA.

Crenyer NOCTOSSHHO KOHTPOJIMPOBATh CPOKH BBIITOJHEHUS MTOCTABJICHHBIX 3a/a4.

B HekoTOphIX cilydasx BO3MOXKHa KOPPEKTUPOBKAa WJIM HM3MEHEHHE IUIaHa padoT ™o
COTJIACOBAHUIO C PYKOBOJAUTENIEM NPAKTHKH OT OPTaHU3aIHH.

[Ipu odopmiieHun oT4eTa W THEBHHMKA HE ClieAyeT 3a0bIBaTh O NPHIIOKEHUSX, Ky/a
NPUKIIAJIBIBAIOTCS HCXOAHBIE KOJIBI Pa3paOOTaHHBIX, OONBIINE OTYETHI, TOTYYEHHBIE C TTOMOIIIBIO
IPOTPAMMHBIX M TPOrPAaMMHO-AIAPATHBIX CPEJICTB 3aIUTH HH()OPMAIUH.

YToOBl YCHEUNIHO CIpPaBUThCI C OOBEMHOH paboToii 1o OQOpMIICHHIO OTYeTa O
MPOXOXKIACHUN MTPAKTUKH, CIIEAyeT OPOPMIIATH OTYET 10 YacTsIM, B IpoIiecce padoThl T00ABIISS B
HEro HOBBIE pa3fenbl M IYHKTHI C HEKOTOPHIMU JIOTMYECKH 3aBEPIICHHBIMH YacTSIMH
UCCIICIOBaHMUS.

ABTOp:

ctapumii npenonaasarens kapeapst Kb 1 MMOU A.B. Caxanna



