MHUHOBPHAYKHN POCCUH
SpocaaBckuii rocynapcrBeHHblii yausepceuter uM. ILT. lemugoBa

Kadenpa koMnproTepHOI 6€30MaCHOCTH U MaTEMaTHYECKHX METO/I0B 00paboTKH HH(OpMaIiu

YTBEPXIAIO

Jlekan MaTeMaTH4ecKoro (akymnbreTa

Hecrepos I1.H.
21 mas 2024 1.

Pabouas nporpaMMa qUCHMILINHBI

Bgenenue B DevSecOps

Hanpasnenue noaroToBku (crennaibHOCTH)
10.05.01 KommbproTepHas 6€301acHOCTb

Hamnpasnennocts (poduis)
«MareMaTHYECKUEe METO/IbI 3alIUThI HH(POPMAIIUN

dopma 00ydeHHsI OUHAs

[Iporpamma paccMoTpeHa [Iporpamma ono6perna HMK
Ha 3aceJaHuU Kadeapsl MaTeMaTH4ecKoro (akynbrera
ot 26 ampens 2024 r., nporokoia Ne 8 npotokos Ne 9 ot 3 mas 2024 1.

Spocnasnb



1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Hensto kypca «Baenenne B DevSecOps» SBISIETCS O3HAKOMJIEHHUE CTYJIEHTOB C
OCHOBOIOJIAralOIIMMHU TPUHIUIAMH 3alUThl UHPOPMAIMH C MOMOIIBI0 KPUNTOrpapUUecKux
METOJIOB ¥ MPUMEpaMH peau3allii dTHX METOJIOB Ha mpakTuke. CopaeiicTBre (GOpMUPOBAHUIO
MPAKTUYECKUX  HABBIKOB  IOCTPOCHMSI CHCTEM  3allUThl  MHpOpMAIMHM, MpUMEHEHUE
MaTeMaTHYECKUX METOJIOB B MH(POPMALMOHHOM O€301IaCHOCTH JIEKTPOHHOTO OHU3Heca.

2. MecTo TMCHUIIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

JlanHast AMCUUILIIMHA OTHOCUTCS K 0053aTeIbHON YacTH 00pa30BaTEIbHON MPOTrpaMMBbl U
SBIISICTCSA JJIEKTHBHON auciuiinHoi. OHa sBISETCS 4YacThbio siipa OOpa3oBaHHMS B CHCTEME
oOydeHuss MeTojgaM Kpunrorpapudeckod HHGPOpPMAIUMU, COCTOSIIETO W3  JTUCHUILUIUH
«Kpuntorpapuueckue Meronsl 3amMThl HHGOpMaNMKU», «TEeOpEeTHKO-YHCIOBBIE METOIbl B
kpuntorpadpuu», «lIporpammHo-anmapaTHble  cpeacTBa  oOecrieueHUs:  Oe30MacHOCTHY,
«Kpunrorpapudeckne mpoTokonb. M3ydeHue AMCUMIUIMHBI OazuMpyeTcs TakkKe Ha Kypcax
«Anrebpay, «Teopus BepoaTHoCTe», «Teopus uncemn».

3. [lnanupyeMble  pe3yJbTaThl OOy4YeHHS] 1O JUCHUIJIHHE, COOTHECEHHbIe C
IUIAHUPYEMBIMH Pe3yJIbTATAMH 0CBOEHHUSI 00Pa30BaTeJbLHOMH MPOrpaMMbl

IIponiecc um3ydeHUs JAUCLUUIUIMHBI HampaBleH Ha (OPMHUPOBAHUE  CIIEAYIOIIMX
komneTreHMi B coorBercTBUU ¢ ®PI'OC BO, OOII BO u npuoOpereHus clieyrolux 3HaHUMH,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1EATEIbHOCTH:

Dopmupyemas
KOMIeTeHIHs
(xkoa u opMyJIHPOBKA)

HNaankaTop 10CTHKEHHUSA
KOMIIeTeHIN U
(xox M popMyJIHpPOBKA)

Ilepeyenn
IUVIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus

OodwenpodgeccuonaJbHbIe KOMIIETCHIHH

OIIK - 10

Criocoben
aHAITM3UPOBATh
TEHJICHIMU Pa3BUTHSI
METOJIOB M CPEJ/ICTB
KpHunrorpahuueckon
3aIUThl KHPOPMAITUH,
UCIIOJIb30BaTh CPEICTBA
KpHunrorpaduaeckon
32U Thl HHPOPMAITUH
NpH PELICHUH 337144
poheCCHOHATBHON
JIeSITeTIbHOCTH;

MN-OITK-10.11

Crioco0eH yCTaHaBIUBaTh
MPUYHHBI, TSN U YCIOBHSI
HU3MEHEHUS CBOMCTB
ITOPUTMOB U MPOTOKOJIOB
MPUMEHHUTENBHO K
KOHKPETHBIM YCIIOBHSIM.
M-OITK-10.12

Bnaneetr HaBblkamu
peanu3aiuy anropuTMOB, B
TOM YHCIIe
KpUNTOrpadhuiaecKux, B
COBPEMEHHBIX
MPOTPaAMMHBIX
KOMILIEKCaXx.

3HaTh:

- ocHOBHbIE 3a1aun DevSecOps;

- IpUHLMIIEI Oe3omacHoi pa3padboTku [10;

- METO/IbI aHAJIN3a KoJa Ha 0€30MacHOCTb;

- Iepexo/1 OT MOJIeTH Oe30MaCHOCTH “‘3aIUTa
nepuMeTpa’’ K MOJENH “TIOCTPOEHUE
0e30macHOCTH mpolecca pa3padoTKu”.
Ymern:

- ucnonk30BaTh Docker KOHTEHHEPHI;

- HacTpauBaTh Kubernetes;

aNrOPUTMBI Ha MPAKTHKE NP PEIICHNH 3a7a4
KpUNTOrpadUueCKUMH METOIaMH;

- OCYILECTBIISITH MEPbI IPOTHBOACHCTBUS
HapYyLIECHUSM CETEBOW 0E30IaCHOCTH C
HCIIOJTb30BAaHUEM Pa3TMIHBIX

MIPOrPaMMHBIX U allllapaTHBIX CPEICTB
3aLUTHI;

- BBISIBJISITH U yCTPAHSTD ySI3BUMOCTH Ha BCEX
3Tanax OT MPOEKTHPOBAHUS APXUTEKTYPHI 10
BbIBOZa B production;

- uaTerpupoBatsb B CI/CD u ucnosnb3oBaTh
HHCTpYMEHTHI b 13 cieyromux KaTeropuil:
ananmn3 Bo3MokHbIX aTak (Threat Modelling),




Biaagern:

aHaJIM3 UCXOHOTO KOJIa Ha 0€30IacHOCTb
(SAST), npumenenne 3amutsl 111 REST-API
BHYTPH MHUKPO-CEPBUCHBIX MPUIOKEHUH U Ha
back-end, npumenenne Web-Application
Firewall (WAF), mexxceTeBble SKpaHBI HOBOTO
nokoneHust (NGFW), pyanoe n
aBTOMAaTH3UPOBAHHOE TECTHPOBAHHUE Ha
nponukHoBeHue (Penetration Testing),
MOHHUTOPHHT 0€30TIaCHOCTH U peaKIusl Ha
coositust B b (SIEM).

- HaBbIKaMH pa6OTLI C H&y‘lHO-TCXHH‘ISCKOﬁ
HHTepaTypOﬁ 110 TCMAaTUKC TUCITUITIINHBI.

4. O0beM, CTPYKTYpA U cojiep KaHue U CHUTITHHbI

OO61as TpyA0€MKOCTh IUCHHUIUIMHBI COCTaBsAeT 3 3a4eTHbIe enunulibl, 108 akaza. gacos.

n/n

Tembl (pa3aenbl)
AUCUHUTLUTUHBI,
UX cojep:KaHue

Cemectp

Buabl yueOHbBIX 3aHATHI,

BKJIIOYAsl CAMOCTOSITEIbHYI0 padoTy

CTY/IEHTOB,
H UX TPY0€eMKOCTh
(B akajieMH4Y€CKHX Yacax)

KonrakTHas padoTa

JIEKIIUN

MPAKTUICCKUE
nmabopaTopHbIe
KOHCYJIbTaIMN

aTTEeCTAIMOHHBIC

UCTIBITAHHS

CaMOCTOSsITEIIbHASI
pabota

DopMbl TEKYLIEr0
KOHTPOJISI yCIIeBaeMOCTH

DopmMa NPOMeEKYTOYHOM
aTTecTAlNU
(no cemecmpam)

BBoanas nekmnus.
TepMuHBIL, CTaHAAPTHI U

meTonuku Ub. Prinok Ub:

OCHOBHBIC TEHJICHIIUHU U
WHCTPYMEHTBI JJI5I
MoHuTOpHHTa. OCHOBHBIE
NPUHLMIIEL 00ecTIeYeHUs
UHQOPMAaIMOHHOH
0e30macHOCTH cTeKa
MPUIOKEHUN U

UHPPACTPYKTYPHI.

Pazbop ys3BuMocTeit
OWASP Top 10 Web u
OWASP Top 10 - REST
API

VY CTHBIN OIpoc MO TeMe
3aHATUA

bezomacHas pa3paboTka u
YSI3BHMOCTH
POTrPaMMHOTO KoJia

YCTHBIH OIIpOC 110 TEME
3aHATUA

Beenenue B Docker
Pabota ¢ JaHHBIMH U
cersimu B Docker. CHopka
u ornrrummsanusa Docker-
o0pa3oB. ObecneueHue

IIpakTuueckas padora Nel




OeszomnacHocTd B Docker
KOHTEHepax

OCHOBHBIE KOMITOHEHTBI

Kubernetes.Obecnieuenne

5 Al 2 2 1 2 |IIpaxtuueckas padorta Ne2
0€30MacCHOCTH B

Kubernetes

ObGecrieucHue
Oe3omacHoOCTH
6 |HempephIBHOM MHTErpamuu | A | 2 2 2
Y HETIPEPBIBHOW JIOCTAaBKHU

(CI/CD)

VYCTHBIN onpoc 1o Teme
3aHATHS,

AHanmu3 UCXOTHOTO KoAa
7 |ma 6e3omacHocTh (SAST/ | A | 4 4 1 4  |IIpaxtnueckas padora Ne3
DAST/IAST)

[TpumeHeHue 3auThl AJ1s

REST-API BayTpu Mukpo-
CEPBUCHBIX TIPUIIOKCHHUN U
8 |uaback-end . [Ipumenenue | A | 2 2 1 2 |IIpaktuueckas pabora Ned
Web-Application Firewall
(WAF) nns 3ammurer Web,
REST API, Bot protection

CoBpeMeHHbIe cpe/iCTBa
9 |mepumeTtpanbHOit Al 4 4 4
0e301MacHOCTH CETH

YCTHBIN ONpoc Mo TeMe
3aHATHUA

CpenctBa 00HapyKeHUS
10 |nmeiicTBUI BHYTPEHHETO Al 2 2 2
HapYIIUTENS

YCTHBIN ONpoc 1o TeMe
3aHATHS,

MoHuTopuHr
0€30MacHOCTH U PEaKITHsI VY CTHBI OIpoc 0 TeMe
Ha coObiTus B b 3aHITH

(SIEM/SOAR)

11

MogenupoBaHue yrpos u
TECTUPOBaHHE Ha
NPOHMKHOBeHUE. Pyunoe n
12 |aBTOMAaTH3UPOBAHHOE Al 2 2 2
TECTUPOBaHHE Ha
MIPOHUKHOBEHHE
(Penetration Testing)

YCTHBI OIIpOC 110 TEME
3aHATUA

0,3 5,7 |3auer

HUTOI'O 32 | 32 6 03 [377

5. Oﬁpa3OBaTe.]'[bHLIe TEXHOJOIriH, B TOM YUC/I€ TCXHOJOIMM IJECKTPOHHOI'O Oﬁy‘leHI/Iﬂ H
AUCTAHIUOHHbIC 06pa3OBaTe.111>H1)1e TEXHOJOTUH, HCII0JbB3YyEMbIC IIPpH OCYIIECTBJICHUU
06p330B3T€J’IbHOF0 nmpounecca mo JTMCuMIlJinHe

B nporiecce 00ydeHust UCTIONB3YIOTCS CIeIyIolue 00pa3oBaTeIbHbIe TEXHOIOTHH:

BBoaHas Jiekunusi — 1aeT TEpBOE LIEJIOCTHOE NPEJACTaBICHHE O JUCHUIUIMHE U
OPUEHTHUPYET CTYAEHTA B CUCTEME M3YyYEHUS NaHHOW AUCUMILIMHBL. CTYAEHTBHI 3HAKOMSTCS C
Ha3Ha4YeHHEeM U 3aJayaMU Kypca, €ro poJibl0 U MECTOM B CHUCTEME Y4YeOHBIX JUCHMIUIUH U B
cUcTeMe IMOATOTOBKM B 1eioM. [laercs kpaTkuil 0030p Kypca, UCTOpHs pa3BUTHS HAyKU U
MPAKTUKHU, TOCTHKEHHUS B ATOU cdepe, MMEHa U3BECTHBIX YUEHBIX, U3J1araloTcs NepcreKTHBHbBIE
HampasjieHus uccienoBaHuii. Ha 92Toil  JeKIMM  BBICKAa3bIBAIOTCS  METOJUYECKHE U
OpraHHU3alOHHbIE OCOOEHHOCTH paboThl B pamMKax JaHHOW NUCUUIUIMHBI, a TaKKe Jaercs
aHaJIN3 PEKOMEHIyeMOl y4eOHO-METOJMUECKOM JIUTEepaTypHl.

3



AxageMuuecKas JeKIUs € 3JIeMEeHTAMH JIeKIMHU-0ecebl — II0CIIE10BAaTEILHOE
M3JI0’KEHUE MaTepHasa, OCYIECTBIIEMOE IIPEUMYIIECTBEHHO B BUIE MOHOJIOTA IPEMOAABATEIA.
OneMeHTHl JIeKIMu-Oecenbl 00eCHeunBalOT KOHTAKT TNpenojaBareist ¢ ayIJuTopuei, d4To
[O3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJEHTOB K HauOosiee BaXKHBIM TeMaM JIUCLUIUIMHBL,
aKTUBHO BOBJIEKaTb MX B Y4eOHBIH mpolecc, KOHTPOJIUPOBATH TEMI H3JIOKEHHUS Y4eOHOTO
MaTepuaia B 3aBUCUMOCTH OT YPOBHS €TI0 BOCIIPUATHS.

IIpakTHYecKkoe 3aHATHE — 3aHIATUE, MTOCBALEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH M
HaBBIKOB I10 3aKPEIUICHUIO ITOIYYECHHBIX Ha JICKIIUY 3HAHUH.

KoncyabTanum — BHJ y4eOHBIX 3aHATHH, SBISIOMIMKACA OXHOW M3 (GOPM KOHTPOJIS
CaMOCTOSITENIbHOW  paboThl  cTyneHToB. Ha KoHCymbTamusx 1o mnpockOe CTYIeHTOB
paccMaTpuBaIOTCS HauOoJiee CIOXKHBIE MOMEHTHI IPU OCBOCHHHM MaTepuayia JHCUUIUIMHBL,
IIpernojaBaTesib OTBEYaeT Ha BOIPOCHI CTYIEHTOB, KOTOPbIE BO3HHUKAKOT y HUX B IIpoLecce
CaMOCTOSITENIbHON PaOOTHI.

6. [lepeyeHb JIHMIEH3HOHHOT0 W (WJIM) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPaMMHOIO
ol0ecrieyeHusi, MCNOJb3yeMOr0 IMPH OCYLIEeCTBJIEHUM O00pPa30BATEJBLHOIO Ipolecca 0
AUCHUILINHE

B mpouecce ocymectBieHuss 00pa3oBaTeNpHOrO  IMpolecca MO JUCIUIUIUHE
UCIIOJIB3YIOTCS:

i (popMHpPOBAHUS MATEPHATIOB AJISl TEKYIEro KOHTPOJISI YCIIEBAEMOCTH M MPOBEICHUS
POMEKYTOYHOU aTTeCTAINH, s OPMUPOBAHUS METOIUICCKUX MATEPUAIIOB 110 IUCIUILTHE:

- mporpammbl Microsoft Office;

- u3zareabckasa cucrteMa LaTex;

- Adobe Acrobat Reader.

- MikTeX (cBoboanO pacmnpoctpansemoe [10).

7. IlepeyeHb COBpPeMEHHBIX MNPO(ECCHOHAIBHBIX 0a3 [JaHHBIX W HHPOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX IIPH OCYLIECTBJIEHHH 00pPa30BaTEJIbHOIO0 MpoLecca 1no
AUCHHILIMHE (IPH He00X0AMMOCTH)

B npomecce ocymectBieHHs ~00pa3oBaTeNBHOrO — Tpolecca MO  JAUCLUIUIMHE
UCIIOJIb3YETCSI:

- ABTOMaTu3upoBaHHas 6noInoTeyHo-uHpopmannonsas cucrema «bYKN-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnexTpoHHas GubnmoTeyHas cucrema «Jlanby https://e.lanbook.com

- DnektpoHHas OubnroTevyHas cucrema «FOpaiit» https://urait.ru

- DnekTpoHHas 6ubnuoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [ONOJHHUTEJbHOH Yy4eOHOWH JMTEepaTypbl, pecypcoB
HH(POPMALMOHHO-TEIEKOMMYHUKAMOHHOH ceTH «UHTepHer» (MPHM HEOO0XOAMMOCTH),
PEKOMEHyeMBbIX /ISl 0CBOCHHS IHCUHUILIHHbI

a) OCHOBHAasl JIUTEpaTypa:
1. Moyar D. HUcnons3oBanue Docker - Mocksa: JIMK Ilpecc, 2017. - 354 c.
https://www.studentlibrary.ru/book/ISBN9785970604267.html



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://www.studentlibrary.ru/book/ISBN9785970604267.html

2. O.B.Kazapun, U.b. Ulyounckuii HamexHocTh M 0€30MaCHOCTh IMPOrPaMMHOTO
obecrieuenus: yaeOHoe mocooue st By3oB — Mocksa: MznarenscTBo IOpaiit, 2022, —
342 c. https://urait.ru/bcode/493262

0) 10MOJTHUTEJIbHAS JIUTEepaTypa
1. Kpakosckuii FO. M. Metoab! 3anmuthl nHGOpMaIuu: yaeOHOE TOcOOHe ISl By30B —
Cankr-IlerepOypr: Jlans, 2021. — 236 c. https://e.lanbook.com/book/156401

9. MaTepuajbHO-TeXHHYecKas 0a3a, HeOOX0AMMasI /IJIsl OCYIIeCTBJIEHUsSI 00Pa30BaTeIHLHOI0
npoiecca no JMCUMUIINHE

MartepuanbHo-TeXHUYEeCKasi 06a3a, HeoOXoauMas IJsl OCYILECTBICHHS 00pa30BaTEIbHOIO
rpolecca 1o AUCLUIUIMHE BKIIOYAET B CBOM COCTAB CIELUAIbHBIE IIOMELICHUS:

- yueOHbIE ayIUTOPUU IJIs TPOBEACHUS 3aHATUH JIEKIIMOHHOTO THUIIA;

- yueOHbIe ayTUTOPHUHU ISl IPOBEICHHSI TPAKTUYECKHUX 3aHATHN (CEMUHAPOB);

- yueOHBIE ayIUTOPUU AJIsl IPOBECHUS TPYIIOBBIX M MHAUBUYaTbHBIX KOHCYJIbTALIUM;

- yueOHbIE ayIUTOPHHM JUIS TPOBEACHUS TEKYIIErO0 KOHTPOJS U TPOMEKYTOYHOH
aTTeCTaluu;

- IOMEIIEHHUS Il CAaMOCTOSITENbHON paboThI;

- IOMEIICHUs JUI1 XpaHEHUsT M MNPOPUIAKTUYECKOTO OOCITYKUBAHUS TEXHHUYECKUX
CpeACTB O0yUYECHHS.

CreuuanbHble TOMEUICHUS YKOMIUIEKTOBAHBI CPEICTBAMHU OOYUYEHUS, CIY>KallUMH JIJIs
npezcTaBieHus yueOHoi nHpopManuy O0IbIION ayIUTOPHH.

[TomemieHust AJis CaMOCTOSITENIBHON pabOThl OOYYArOMIMXCS OCHAIEHBI KOMITBIOTEPHON
TEXHUKOW C BO3MOXKHOCTHIO MOJAKIIIOUEHUsl K ceTu «VHTepHeT» u obecreueHUueM A0CTymna K
3EKTPOHHON MH(pOpMalMOHHO-00pa3oBaTenbHoi cpene Apl'Y.

ABTOp:

JIOTIEHT, K.(h-M.H. SAxumosna O. I1.


https://urait.ru/bcode/493262
https://e.lanbook.com/book/156401

IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«Beexenune B DevSecOps»

DoH/1 OLIECHOYHBIX CPEICTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
N0 AUCHUIIHHE

1. TunoBbie KOHTPOJIbHBIC 3aIaHUA WJIN UHBIC MaTEepUaAJIbI,

Heo0X0auMbIe J1JISl OLleHKHM 3HAHUI, yMEHU i, HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH,

XapaKTepU3yIIHUX 3Tanbl GOPMHUPOBAHUS KOMIIETECHIIUH

1.1 KOHTpOJ’[LHbIe 3alaHusl U UHbIE€ MaTEpHuaJbl. 33)13H]/Iﬂ JJI1 CAMOCTOSITEIbHOM

padoThI, MCcoJIb3yeMble B NPoLecce TeKyei aTrecTanun
(OIIK-10)

[IpaxTuueckas padora Ne 1.
Ycranouts Docker Ha cBoeM kommbroTepe. Pa3zBepHyTh BeO-CaliT B JOKep-KOHTEHHEpe

[IpakTuueckas padborta No 2.
[Momyunts GecrutatHeiii cepTudukar. Hacrpouts Kubernetes

[IpaxTuueckas padora Ne 3.
[TpoBeputs ckanepamu Koj BeO-caiiTa. Y CTpaHUTh HaliICHHBIEC YSI3BUMOCTH.

[IpakTuueckas padorta Ne 4.
HactpouTts Firewall mst 3amuTs! BeO-caiita.

2. CniucoK BONIPOCOB M (MJIM) 3aiaHMIi /151 IPOBeAeHUsI IPOMEKYTOYHON aTTecTAUM

Bomnpocsi k 3auety (OIIK-10)

Tepmunel, crangaptsl U Metoauku Ub.

PriHOok B OCHOBHBIE TEHJICHIIMN U MHCTPYMEHTHI JIJI1 MOHUTOPUHTA.
OcHOBHBIE TPUHIMIBI 0OecrieueHus] MH(POpMaIMOHHON 6€30aCHOCTH CTeKa
IPUIIOKEHUN U UHPPACTPYKTYPHI.

Paz6op ys3Bumocteit OWASP Top 0 Web

Pazoop yazsumocteit OWASP Top 0 - REST API

be3onachas pazpaborka B HTML/CSS u PHP

be3onacnas pa3pabotka B Java/Node.js

be3onachas pazpaborka B .NET

besonacnas pa3pabotka B Python

. OcHOBHBIE KOMITOHEHTHI Kubernetes

. Ob6ecnieuenue 6e3omacHocTH B Kubernetes

. O6ecneuenue 6e3omacHoctr B OC Linux u OC Windows

. Ob6ecneuenue 6e3omacaoct CI/CD

. AHau3 ucxoaHOrO Kosa Ha 6e3onacHocTh (SAST/ DAST/IAST)

. IIpumenenne 3amutsl 111 REST-API BHyTpr MUKPO-CEPBUCHBIX NPUIIOKEHUN U HA

back-end IMpumenenne Web-Application Firewall (WAF) nns 3amuter Web, REST API,
Bot protection

. CoBpemeHHbIe cpeCTBa nepuMeTpanbHoil 0ezonmacHocTu cet (NGFW/Sandbox)



17. CpenctBa oOHapyxeHus AeHCTBHI BHyTpeHHero Hapymmrens (PAM u apyrue pemieHus)
MonuTopuHr 6e3onacHocty u peakuus Ha coobitust B Ib (SIEM/SOAR)

18. MogenupoBaHue yrpo3 ¥ TECTUPOBAHNE HA MPOHUKHOBEHHE. PyuyHoe u
aBTOMAaTHU3MPOBAHHOE TECTUPOBaHUE Ha MpoHUKHOBeHHE (Penetration Testing)

3. Onucanue nmpouecaypbl BbICTABJICHUS OLHCHKHU

OreHKa OTBETa Ha 3aueTe B 3HAYUTCIILHOW CTENCHHM 3aBUCUT OT PaOOTHI CTYJACHTAa B TECUCHHUE
ceMecTpa.

O1icHKA «3a4TE€HO0» CTABUTCS B CIydae, €CJIU BBIOIHSIIOTCS 2 YCIIOBHS:

1) CTyAeHT OTBETHJI Ha 3a4eTe Ha OICHKY, COCTaBISIONIYIO He MeHee 6(0% OT MaKCUMAaIbHO
BO3MOXKHOTO KoytmuecTBa 6amioB (6 6amios u3 10).

2) CTYAEHT BBIIOJHHUI TECThl He Hudce, 4YeM HA OYEHKY «y0oeiemeopumenvhoy (cxema
BBICTABJICHHA OLICHKHU I10 TCCTaM IIPHUBCACHA BBIIIC B HaCTOSIH_[eﬁ HporpaMMe).

basibl 10 OTBETY Ha 3ayere
MuHuManbsHbIH TIopor 6 6amios u3 10.

- 10 GayoB BBICTABISAETCS 3a MOJIHBIA OTBET HA NIOCTABIEHHBINA BOIPOC C BKIOYEHUEM B
coJepKaHUE OTBeTa JIEKIMM, MaTepuajoB Yy4eOHUKOB, JOIOJHUTEIBHON JuUTEeparypbl 0e3
HaBO/ISIINX BOIPOCOB.

- 8-9 OamoB BBICTABISETCA 3a IOJHBIA OTBET HAa IOCTABJIEHHBIN BOIPOC B 0OBEME
JICKIIMH C BKJIIIOYCHHEM B COJIEp)KaHHE OTBETAa MATEPUATIOB YYCOHHMKOB C YETKUMH OTBETaMH Ha
HaBO/IAIIIME BOIIPOCHI IIPENojaBaTesl.

- 6-7 6ayIOB BBICTABIISIETCS 32 OTBET, B KOTOPOM 03BYYEHO 0O0JIee MOJIOBHHBI TPEOYyEeMOTO
MaTepHaa, ¢ MOoJI0KUTEIbHBIM OTBETOM Ha OOJIBIIYIO YAaCTh HABOJIAIIMX BOIIPOCOB.

OreHKa «He 32a4TEeH0» CTaBUTCA B CIydae, €CJIM BBIMOIHACTCS XOTS ObI OJJHO U3 YCIOBHIA:

1) cTynmeHT OTBETHJI Ha 3a4eTe Ha OLEHKY, COCTABIAIONIYI0 S0% u MeHbuie OT MaKCHMAJIbHO
BO3MOXKHOTO KoyuecTBa 0asioB (5 1 MeHbie 6amios u3 10).

2) CTyHeHT BBIOJHWI TECThl HUdCe, YeM HA OYeHKY «y0oslemseopumenvHoy (cxema
BBICTABIIEHUS OLICHKH 10 TeCTaM IpHBeIeHa BhIle B HacTosiei [Iporpamme).

5 u MeHee 0alIOB BBICTAaBISIETCS 32 OTBET, B KOTOPOM O3BYYEHO MEHEEe MOJOBHHBI
TpeOyeMoro Marepuana, HE O3BYYEHO TIJIaBHOE B COJAEpPKaHMM BOIIPOCAa C OTPHUIATEIbHBIMU
OTBETaMU Ha HABOJSIINME BOMPOCHI WU CTYIEHT OTKa3alics OT OTBeTa 0e3 MpenBapUTEbHOTO
OOBSICHEHUS] YBAXKUTEIbHBIX TIPUYHUH.



IIpunosxenne Ne2 k paboueil nporpaMme AUCHUILINHBI
«Beexenune B DevSecOps»

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOU (hopmoOii M3IIOKEHUsT Y4eOHOTO MaTepuana 1Mo JUCHUIUMHE «BBeneHue B
DevSecOps» siBisitoTes aekiuu. 110 O0NbIIMHCTBY TEM NMPeyCMOTPEHbI IPAKTUUYECKUE 3aHATHSL.

JUist yCHemHoro OCBOSHUS TUCIHUIUIMHBI OY€Hb BaKHO PEIICHHE JOCTATOYHO OOJIBIIOTro
KOJINYECTBA 3aJjay, Kak B ayAUTOPUH, TAK M CAMOCTOSITEIbHO B KaueCTBE JOMALIHMX 3aJaHUU.
[Tpumepsl pemieHust 3agad  pa3OMparOTCs HA JIEKIMAX M NPAKTUYECKUX 3aHATUSAX, TNPU
HEOO0X0MMOCTH 110 Haumbosee TPYIHBIM TeMaM MPOBOIATCA AONOJHUTEIbHBIE KOHCYJIbTALUU.
Jnist perieHust Bcex 3a7ay HEOOXOJMMO 3HATh W MOHUMATH JICKIMOHHBIN MaTtepuai. [loatomy B
nporecce M3y4yeHMs TUCLMIUIMHBI PEKOMEHIYETCsl peryijsipHOe IOBTOPEHHE IPOHIEHHOIro
JIEKIIMOHHOTO Marepuaia. Marepuan, 3aKOHCIEKTHPOBAHHBIA Ha JIEKIHMAX, HEOOXOAUMO JI0OMa
eme pa3 mpopadarbiBaTh M IpU HEOOXOAMMOCTH JOIOJHATh MH(OpMaLUel, MolTydyeHHOH Ha
KOHCYJIbTAIHSIX, IPAKTHUECKUX 3aHATHIX WM U3 YIeOHOH JINTepaTyphl.

Bosbioe BHMMaHuE JOKHO OBITh Y/EIEHO BBINOJIHEHUIO JoMaliHeid paborel. B
Ka4yecTBE 3aJlaHUi Il CaMOCTOATENBHOM pPabOTHI J0OMa CTYACHTaM MpeUIaraloTcs 3a/add,
aHaJIOTUYHBIE Pa300paHHBIM Ha JICKIUAX U NPAKTUYECKUX 3aHATUAX U 00Jiee CI0XKHbIE, KOTOpbIe
ABJIAIOTCS PE3YJIBTaTOM OOBEIMHEHNSI HECKOIBKUX 0a30BBIX 3a/]au.

JUis MpOBEPKM M KOHTPOJISI YCBOEHHSI TEOPETUYECKOI0 Marepuana, MNpHOOpeTeHHbIX
NPAaKTUYECKUX HABBIKOB pAaOOTHl B TEUEHHE OOYYCHHS MPOBOISATCS MEPOIPHITHS TEKyIleH
aTTeCTallud B BHJE KOHTPOJIBHBIX palboT. Takke MPOBOAATCS KOHCYJIbTAllMM IO pazbopy
3a/laHui JJI CaMOCTOSITENIbHOM pabOoThl, KOTOPBIE BHI3BAIU 3aTPYAHEHHUS.

B koH1le cemecTpa n3yuyeHus TUCLMILIIMHBI CTYICHThI CAI0T 3a4eT.

OcBoUTH BOIIPOCHI, U3JIaraéMble B IPOLIECCE U3YYEHUS TUCLUIUIMHBI, CAMOCTOSTEIBHO
CTYACHTY KpaiHe CIO0XHO. DTO CBA3aHO CO CJIOKHOCTBIO M3yyaeMoro marepuana. Ilostomy
BBICOKHI YPOBEHb MTOCEUICHUS ayAUTOPHBIX 3aHATUN SBIISIETCS HEOOXOIMBIM.



