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1. Cnoco6 u ¢popMbI NPaKTHYECKOH MOATOTOBKH NPH NPOBEACHUH NPAKTHKH

Opranuzanus, cnocod u ¢opma MPOBEIACHUE MPAKTUKU OIpenensercs monoxenuem "O
MPOBEJCHNH MPAKTUKU KaK KOMIIOHEHTa 00pa30BaTeIbHON MPOrpaMMBbI, pealn3yeMoro B ¢opme
NPAaKTUYECKOM MOJITOTOBKH, JUIs CTY/IEHTOB, OCBAaUBAIOIINX 00Pa30BaTeIbHbIC IPOrPAMMBI BBICILIETO
obpazoBanus", yrBepxkaeHHOro mpukazoM pekropa ®I'bOY BO Spl'Y um. ILI. Jlemumoa ot
25.02.2021 r. Ne 149. JlanHOe MOJIOKEHHE PACIPOCTpAHIETCS Ha 0Opa30BaTENbHBIE MPOTPAMMEI
(manee - OII) Briciiero oOpa3zoBaHus — MPOrpaMMbl OakaiaBpuaTa, ClieluaInuTeTa, MarucTpaTyphbl 1
IpOTrpaMMbl TIOJTOTOBKHM KaJpPOB BBICIHICH KBaTM(UKAIMH, — pealu3yeMble B COOTBETCTBUU C
benepanbHBIMU TOCYJAPCTBEHHBIMHI 00pa30BaTeIbHBIMU CTAaHIAPTAMHU BhICIIET0 00pa3oBaHus, U Ha
Bce ()OPMBI ITOTYYSHHS BBICILIET0 00pa30BaHus, BKIIOYask OUHYI0, 0YHO-3204HYIO ¥ 3a0uHYyI0. JlanHas
yaeOHas npakTuka crpoutcs Ha ocHoBaHUH PI'OC BO Ne 1459 ot 26.11.2020 r. Ha cienuaibHOCTh
10.05.01 «KommpbroTepHass 6e30macHOCTB», Mo mnpoduimro «MareMaTHUECKHEe METOJbl 3aIIUTHI
uHpopManum.

Buo npakmuku - npou3BOJCTBEHHAS MPAKTHKA.

Tun npakmuku — NPOEKTHO-TEXHOJOTNYECKas MPAKTHKA.

Cnocoo nposedenus npakmuku - CTalluoOHapHasl.

Mecmo npogedenus mexHOI02UYECKOU NPAKMUKU. TEXHOJOTHMYECKas MpaKTHKa
NPOBOIUTCS B CTPYKTYPHBIX moxapasaencHusx Spl'Y mmbo B UpopHIbHBIX OpraHU3aIMsX,
pacroI0KEHHBIX Ha TEPPUTOPUU Topoaa Spociapis.

2. MecTo NPaKTHKHU B CTPYKTYype 00pa3oBaTe/ibHOM NPOrpaMMbl

[TpoekTHO-TeXHOIOrHYeCKasi MPAKTUKA OTHOCHUTCS K 00s3aTEIbHOIN 4acTH 00pa30oBaTeIbHON
POTrpaMMBl.

LenssMu TPOEKTHO-TEXHOJIIOTUIECKOM MPAKTHKH SBIISIOTCS:

- CUCTEMaTH3alMsl, paclIMpeHne, 3aKperieHre U yriyOlIeHn o npodecCuOHaIbHbIX 3HAHUM,
MOJYYCHHBIX B PE3YyJIbTaTe H3YYCHHUS TUCIHMIUIMH HANpPaBICHUS W CHEHUATBHBIX IHUCHUIUINH
npopWIbHOW MHporpaMMbl TMOATOTOBKM B o0siacTM  HMH(OPMAIMOHHOM  0e30macHOCTH U
MaTeMaTUYeCKUX METOJ0B 00pabOTKH U 3alUTHl HH(DOpMAIUH.

- yriayOJieHHOE M3yueHHe BCTPOEHHBIX MEXaHHM3MOB 0O€30MaCHOCTH ONEpPAIlMOHHBIX CHUCTEM
(OC) Windows u Linux; npuobperenne HaBbikoB agMunuctpupoBanuss OC Windows u Linux;
yrinyoneHHoe uszydeHue Active Directory (AD), mpuoOpeTeHne HaBBIKOB HAcTpOHKU Oe30macHon
pabotsl qomerna Windows.

- BJIaJIeHHe HEeOOXOAUMBIMU NMPO(ecCHOHAIBHBIMUA KOMITETEHIIUSMU U COBEPILICHCTBOBaHHE
HAaBBIKOB  HCIIOJB30BAaHMUSA TPOTPAMMHBIX W MPOrPAMMHO-AIMAPATHBIX  CPEACTB  3aIIUTHI
UH(pOpMaLIKH, B TOM YHUCIIE OTE€YECTBEHHOT0 MPOM3BOJICTBA, C YU€TOM 3HAHMS PEATU30BaHHBIX B HUX
MaTeMaTHYECKUX METOJIOB 3alUTHI HH(OPMAIIMH U 00JIaCTH TPUMEHEHHSI.

OcHOBHOW 3ajjauell TEXHOJOTMYECKOW TMPaKTUKH SBISETCS NPUOOpETEHHE OINbiTa B
NPaBWIBHOM C TOUYKHM 3peHus 0e30MacHOCTH HacTpoiike coBpeMeHHbIX OC M HX CEeTeBOro
B3anMoJieiicTBUA. Bo Bpemst MPOEKTHO-TEXHOJOTHUECKONW PAKTUKU CTYAEHT JI0JIKEH:

U3YYUTH'

— IpaBa W NPUBUIIETHH I0JIb30BaTeNell, CUCTEMHbIE Y4ETHBIE 3allUCH, ayJIUT, MPOLECCHI
uaeHTUUKAIMK, ayTeHTUUKauK 1 aBTopuszanuu, User Account Control 8 OC Windows;

— IpaBa IoJIb30BaTesell, mpouecchl UIEHTU(UKALNY, ayTeHTU(PUKAIIMN U aBTOPHU3AIHU B
OC Linux;

— Bo3moxxHoctu Windows Firewall u iptables;

— mpotokonsl NTLM, Kerberos, SMB;

— ynpasienue gomeHoM WiNndows ¢ moMOIIbIO IPYMIOBBIX MOJUTHK.

BBITIOJTHUTE!



— co3nath goMeH WiINndOwS W3 HECKOJBKMX pabOuMX CTAHIUH M KOHTPOJUIEpa TOMEHa,
MOJICITUPYIONIETO CETh HEKOTOPOH OpraHU3aIlNH;

— €O37aTh YYETHBIE 3allUCH IS paObOThl Ha PabOYMX CTAHIWSX, I aMUHUCTPUPOBAHUS
pabouux CTaHIMH, 17151 KOHTPOJIJIEpa JTOMEHa;

— BBIMIOJIHUTh ~AHAJU3 3alIMIICHHOCTH JIOMEHA: IPOAaHAJIM3HPOBATh BO3MOXKHOCTh
MOJTYYCHHUsST TIPaB JIOKAIBHOTO aJMHHUCTpPATOpPa Ha pabouuX CTAHIHUAX, IPOBEPUTH BO3MOXKHOCTH
MOBBIIICHHUSI TPHUBWICTHA Ha pabodMx CTaHIMSIX W T. J.; MPOAHATU3UPOBATH YA3BUMOCTH K
COBPEMEHHBIM JKCIUIOMTAM.

[IpakThka MOMKHA TOATBEPIUTH, YTO CTYISHT yMEET OpraHW30BaTh CBOUW TPy, BIaJeeT
HEOOXOAMMBIMH MeTOoJIaMu cOopa, XpaHeHus, 00padoTKu nHpOpMauu, MPUMEHsIEMbIX B cepe ero
npo(heCCHOHATILHOM JEATEIBHOCTH; a TakKe SBISETCS TPAMOTHBIM CIHEIMAIMCTOM B 00JIACTH
3alMThl UH(POPMAIIMU U CITIOCOOCH YCIEITHO PadoTaTh 10 BBIOPAaHHOMY HAIPaBJICHUIO.

3HaHWST W HAaBBIKM, TIOJNyYEHHBIC W 3aKPCIJICHHBIE B pe3ylabTaTe MPOXOXKICHUS
MIPOM3BOJICTBEHHON TEXHOJIOTUYECKON TPAKTHKH, HWCIOJB3YIOTCS CTYACHTAMH MpH pPa3padoOTKe
KYPCOBBIX U BBIITYCKHBIX Pa0OT.

3. Ililanupyemblie pe3yJibTaThbl 00yYeHHUs] NMPH NPOXOKACHHUH Y4eOHOIl (03HAKOMHUTEJIBLHOM,
CTALMOHAPHOI) NPAKTHKH, COOTHECEHHbIe C IJIAHMPYeMbIMH pe3yJbTaTAMH OCBOCHHS
o0pa3oBaTeJIbHOM MPOrPaMMbI

[Iporiecc M3y4eHUs TUCHMIUIMHBI HalpaBlieH
koMnereHnui B coorBerctBuu ¢ @I'OC BO, OOII

Ha (popMHpOBaHUE CIEIYIOMIMX 3JIEMEHTOB
BO u npuoOpereHusi cCienyronmx 3HaAHUMH,

YMeHI/Iﬁ, HaBBIKOB U (I/IJ'II/I) OIIbITa ACATCIBHOCTU:

Dopmupyemas
KOMIIEeTCHIUS
(ko1 u (hopMyJIMPOBKA)

NuaukaTop 1ocTusKeHust
KOMIETEeHIIUH
(xoa u GopMyJIMPOBKA)

Ilepeyenn
IJIAHUPYEMBbIX Pe3y/IbTaTOB 00y4eHus

OomenpodeccuoHaJbHbIE KOMIIETEHIIUN

OIIK-2.3

Croco0OeH mpoBOANTD
CpPaBHHTEIbHBII aHAITU3 U
OCYIIECTBIISATh
000CHOBaHHBIN BEIOOD
OPOrPaMMHBIX U
pOrpaMMHO-
arnmnapaTHbIX CPEACTB
3aIU Tl HHPOPMALIMH C
Y4YETOM peasTi30BaHHBIX
B HUX MAaTEMAaTUYCCKUX
METOIOB

H-OIIK-2.3.1

Crnoco6en nmomobpats 110
HCXOMS U3 IIOCTABIEHHOMI
3a71a4n

3Haer:

COBPEMEHHBIE MPOrPAMMHBIC U TPOTPAMMHO-
anmaparHbIe CPEJICTBA 3aIUThl HH(pOpMAIVH, B
TOM YHUCJIe OTEYECTBEHHOTO IMPOU3BO/ICTRA,
peaHI/ISOBaHHBIe B HUX MAaTEMATUYCCKHEC
METO/IbI 3alUTHl MHPOPMAITUH U 00JIACTH MX
HpI/IMeHeHI/Iﬂ.

YMmeer:

MPOBOJINTH CPABHUTEIBHEIN aHAIH3 H
OCYIIECTBISATH 0OOCHOBAaHHBIN BEIOOD
HpOFpaMMHI)IX n nporpaMMHo-annapaTme
CpEeZCTB 3alIUTHl HH()OPMAIINH, B TOM YHUCIIE
OTEUYECTBEHHOT'O TIPOU3BOJICTBA, C yUETOM
peaHI/ISOBaHHBIX B HUX MAaTCMATHUYCCKUX
METOJIOB JIJIsl pEIIeHUs 3a1a4
po(heCcCUOHATBHOM IeATEIEHOCTH.
Baaneer HaBBIKAMM

ayInTa U OpraHU3aINHA MEPOTIPUSATHH TI0
3anuTe HHHOPMAITUH.

H-OIIK-2.3.3

CriocoGeH J1st KOHKPETHOM
CHUCTEMBI OCYHICCTBJIATH
000CHOBaHHBIN BBIOOD
NPOrpaMMHBIX
MIPOrPaMMHO-AIIIAPATHBIX

3Haer:

- OCHOBHBIE TPUHITUTIBEI HACTPOWKN O€30TaCHOM
KOpPIIOPAaTUBHOM CETH;

- METOZBI U CPEACTBA KOHTPOJIA

3¢ (HEeKTUBHOCTH TEXHUYECKOH 3aIUTHI
WHpOpMAITUH;




oT BpenoHocHoro [10.

CPEJICTB, 00CCIICYNBAIOIIINX
BBICOKYIO 3allMIIIEHHOCTh

- OCHOBHBIC METO/TbI YIIPABJICHHUS
nH(pOpMAITMOHHON 0€30TTaCHOCTHIO B
coBpeMeHHbIX OC.

Ymeer:

- BBISIBJISITH MTPOOJIEMHBIE MECTa, OTPAaHHYEHUS
KOHKPETHBIX PEIICHHH B cepe
WH(POPMAITMOHHON OE30MMaCHOCTH;

- TPaMOTHO YKa3aTh Ha CYIICCTBYIOIINC
poOIEMBI U OTPAaHUICHHS,;

- IPEITIOKUTH 00OOCHOBAHHBIC BEIOOD
MPOrPaMMHBIX H ITPOrPaMMHO-AIIapPaTHBIX
CPEeJICTB 3alIUTH HH(POPMAIIH C yIETOM
CYIIECTBYIONUX MPOOIIEM U OTpaHIIEHHH.

— HaCTpauBaTh CTaHAAPTHBIC CPEICTBA
obecnieueHnss HHOOPMAITIOHHOM
0e301aCHOCTH;

- IPOBOJIUTH TEXHUKO-3KOHOMHUYECCKOE
000CHOBaHHUE CTAaHIAPTHBIX MPOCKTHBIX
pEelIeHnH, CBSI3aHHBIX C O0eCTIeYeHIEM U
ynpasnenuem Ub.

Baaneer HaBbIKaMu:

- IPUMEHEHUS POTPAMMHBIX U TIPOTPAaMMHO-
arnmapaTHBIX CPEJICTB, B TOM YHCIIE
OTEUECTBCHHOT'O MIPOM3BOJICTRA, JUISI PEILICHUS
3a1aq

- HaBBIKAMU HACTPONUKH TTOTUTHKHU
6e3omacHoct ocHOBHEIX OC;

- OCYIIIECTBIICHUS MEpP MPOTUBOICHCTBUS
HapYIICHUSM CETeBOH 0€30MaCHOCTH.

4. O0beM NMPAKTUKH COCTABJISICT 6 3aYeTHBIX CAMUHMHII, 4 HEIC/IN.

5. Coep:xaHue NPAKTHYECKOI MOATOTOBKHU NPH NPOBEJAEHNU NPAKTHKHU

Ne Tun(sl) IPaAKTHKH, ITANBI DopMbI OTYETHOCTH
n/n NMPOXO0KICHUA NPAKTUKHU
1 | YcranoBouHasi KoH(bEpeHIHs OT4eT pyKOBOJIUTENS NPAKTUKH
. OTMeTKH B THEBHHUKAX NIPAKTUKU
2 |[loAroTOBUTENBHBIN 3TAIl
CTYCHTOB
. OTMETKH B THEBHUKAX MPAKTHUKU
3 |HayuHo-uccnenoBartenbCcKui dTam
CTYJEHTOB
4 Otan BBINOJHEHHS UCCIEJ0BATENBCKUX paboT Mo OTMeTKH B THEBHUKAX NPAKTUKU
WHIMBUAYAJIBHOMY IJIAaHY CTYCHTOB
N OTMETKH B THEBHUKAX MTPAKTHKHI
5 |Jran opopmienus oT4ETa O UTOTaM MPAKTHKH
CTYJEHTOB
6 3amuTa OTYETOB 10 pe3yJIbTaTaM NMPEATUINIOMHON NPakTUKKA |OTMETKH B THEBHUKAX MTPAKTHKH
Komuccuu Ha 3acefganuu kadeapst Kb u MMOU CTYJICHTOB
. OTMETKH B THEBHUKAX MTPAKTHKHU
7 |WAroroBast KoHpepeHUHS 110 MPEIAUIUIOMHON MPaKTUKE
CTYJEHTOB
CopeprkaHue 3TarnoB MPaKTUKU:
1. ¥YcranoBouHasi kKoH(epeHIUsI




2. HoaroTroBUTEJNBHBIH 3TaN: WHCTPYKTAX IO OOLIMM BOIPOCaM; HHCTPYKTaX IO TEXHHUKE
6e3onacHocTi. CocTaBiIeHUE TIEPBOHAYATIBLHOTO TUTaHA PadoT.

3. HayuHo-Hcc/ie10BaTeIbCKU ITAM:

Bei6op tembl uccnenoBanus. OrmnpeneneHue MNpoOieMbl, 00bEKTa M MpeAMETa HCCIeTOBaHUS.
®opMmynupoBaHuUE 1ENU U 3a7a4 ucciieqoBanus. CocTaBleHUEe MaTEMaTUUECKON MOJIEIIH.

AHanu3 nureparypbl U HccieaoBaHui mo npobieme. [onbop cnenuanbHbIX HCTOYHUKOB MO TEMeE
(HopmaTuBHO-TIpaBoBbIe akThl, pekoMeHaanu @CTIK u @CB Poccun, 6a3b1 TaHHBIX YS3BUMOCTEH,
TEXHUUYECKas JOKyMEHTAllMs, NMaTeHTHbIE MaTepuajbl, Hay4Hble OTuUeThl, U Ap.). CocTaBieHue
oubmorpaduu. Koppekruposka miana pabort.

VYriny0OiaeHHOe HW3Y4YeHHE BOIPOCOB HH(GOPMAlMOHHOW OE€30MacHOCTH B COOTBETCTBUU C
MOCTaBJIICHHON PaKTUYECKOM 3a/1a4€ii, B TOM YHCJIE BO3MOYXKHO U3YyUYEHHE BCTPOEHHBIX MEXAHU3MOB
o6e3onacHoctu  oneparnuoHHblx cucreM (OC) Windows wu Linux; npuoOpeTeHHe HaBBIKOB
apmuuuctpupoBanus OC Windows u Linux; yrnmy6nennoe nuzydenue Active Directory (AD), a Takke
IPYTUX MTPOrpaMMHBIX M IMPOTrPaMMHO-aNMNapaTHBIX CPEACTB 3alIUThl MH(QOpPMALMU C Y4YETOM
peaI30BaHHBIX B HUX MaTeMAaTUYECKUX MeT0/10B. [IproOpeTeHne HaBbIKOB HACTPOMKHN Oe30macHoN
pabotel qoMena Windows.

4. Jrtan BbINOJHEHHS HCCJIe0BaTeIbCKUX PadoT 10 HHAUBHAYAJIbHOMY IJIAHY

[TpoBeneHmne 0030pa CyIIECTBYIONIMX MAaTEMAaTHYECKUX MOJENeH U METOIOB 3alUThl HH(OPMALINH,
UCIOJIb3YEMBIX JUIsl PELIEHUs MOCTaBICHHON 3anaun. CpaBHUTENbHBIM aHAIN3 MaTEMaTHYECKUX
MojJele W METOJOB 3alluThl WHpOpMaluu, BHIOOpP Haubonee MNOAXOASAIIEH MOJIENu, ee
KOPPEKTHpPOBKa MM pa3paboTKa aJropuTMa, pealu3yollero COBPEMEHHbBIE MaTeMaTUYEeCKue
METOJbl 3aIIUTHl MHGOpPMAIMK, aHANU3 Pe3ylbTaToB. BpIOOp MpPOrpaMMHBIX M MPOTPaAMMHO-
anmapaTHbBIX CPEICTB 3aIIUTHI MHPOPMALIMH, B TOM YKCII€ OTEYECTBEHHOTO IIPOU3BO/ICTBA, C YUETOM
pealM30BaHHBIX B HUX MAaTEMaTHUYECKUX METOJIOB ISl pEIICHUS ITOCTABICHHOM 3a/1a4u.

OpnHoit U3 3a/1a4 3a/1a4eld MPOEKTHO-TEXHOJIOTUIECKON MPAKTUKH SBISIETCS MPUOOPETEHNE OTBITAa B
MPaBWJIBHON C TOYKH 3peHus 0e30macHOCTH HacTpoike coBpeMeHHbIX OC M HX CEeTeBOro
B3auMOJeicTBUs. B pamkax 3ToH 3a7auu MOTYT BBINOJHEHBI TaKHe€ padOThI: CO3JaHME JOMEHa
Windows #3 HECKONbKUX pPa0OUMX CTAaHIUMH M KOHTpOJUIepa JAOMEHa, MOICIUPYIOLIErO CETh
HEKOTOPOW OpraHu3alliy; CO3JaHUE YYETHBIX 3amuceil Juisi paboThl HA pabouMX CTAHIUAX, IS
aIMUHHUCTPUPOBaHUS pabouMX CTaHIMM, [ KOHTpPOJJIEpa [OMEHA; BBINOJHEHUE aHaIHn3a
3alMIIEHHOCTH JIOMEHA: BO3MOXKHOCTh MOJIyYEHUS MIpaB JIOKAJBHOTO aJIMUHUCTPATOpa Ha pabodmx
CTaHIIMIX, BO3MOYKHOCTD MOBBIIICHUS IPUBUIIETUN Ha PA00OUMX CTAHIUSAX U T. 1.; TPOaHaIU3UPOBAThH
YSI3BUMOCTB K COBPEMEHHBIM IKCIIJIOUTaM.

5. Dtan ogopMieHUs 0TYETA O UTOraM NPAKTHKH

Benenue nueBHuka npakTuku. OnucaHue npojienanHoi padotel. CocTaBieHue 0TYETa MO MPAKTUKE.
DopMyIMpOBaHUE BBHIBOIOB U NPEMAJIOKEHNN 110 OpraHu3aly npakTuku. lIpencrasnenne otdera u
JTHEBHUKA MTPAKTUKU.

6. 3ammTa 0T4eTOB MO pe3yJbTAaTaM NPOEKTHO-TEXHOJIOTHYEeCKOH NMPAKTHKH KOMHCCHH Ha
3aceganmnu kagenpst Kb u MMOHA

3amura oT4era.

7. MWToroBasi KoH()epeHI U 10 NPOEKTHO-TEXHOJIO0TMYeCKOl NPaKTUKe

BeicTynnenue Ha KOH(pEpeHIUH.

6. @OH OLIEHOYHBIX CPEACTB
6.1 ®opMbI OLIEHKH 110 TEXHOJIOTMYECKOM NMPaAKTHKE
[To pesynpTaTamMm NMPOXOXKACHUS MPAKTHUKU MPOBOJUTCS UTOTOBask KOH(PEpPEHIUs, CTYAECHTHI

T'OTOBST B HpOH3BOHBHOﬁ (I)OpMC KpaTKUC MHANBUAYAIIbHBIC IMCbMCHHLBIC OTUYCTLI O BBITIOJIHCHUHN B
X0[4€ MPAKTHKHU BI)I6paHHI)IX nMHN 3aHaHHﬁ, IMMOJIYYCHHBIX ITPH 3TOM 3HAHUAX, YMCHHAX U HaBbIKaXx.



6.2 Kputepuu oneHnBaHus pe3yJbTaTOB NPAKTHKHA

OT4eThl O BBIIOJHEHUH UHIMBUYaIbHBIX 3aJaHUM 3aIIMIIAIOTCS CTYJEHTaMH Ha KOMUCCUU
kapeaper Kb u MMOW ¢ mnpocTaHOBKOH WM, TPHU TOJOKUTEIBHOM PEIICHHH KOMHCCHH,
QG GepeHIIMPOBAHHOTO 3a4eTa 0 y4eOHOM MPAKTUKE.

IIpu BbIBEIEHUH OLIEHKHU JOJKHBI YUUTBIBATHCS HE TOJIBKO KAYECTBO BBIITOJHEHHOI'O 3a1aHu,
OTBETHI CTYACHTAa Ha TEOPETUUYECKUE BOIPOCHI, HO U BCA AEITEIBHOCTb B NEPUOJ MPOXOXKICHUS
IPOEKTHO-TEXHOJIOIMYECKON MPAKTUKH.

OTueT Mo NpaKkTUKE JOIHKEH OBITh U3J10KEH TEXHUYECKU IPAMOTHBIM S3BIKOM C IPUMEHEHUEM
PEKOMEH/IOBaHHbIX TEPMHHOB M abOpeBuatyp. Ilpu 3ammre oTueTa mo NpPaKTUKE OLEHUBAETCS
COOTBETCTBUE MH(OPMAIIUH, MPEICTABICHHON B OTYETE, JaHHBIM M3 MH(POPMAIMOHHBIX PECYPCOB
oOmero gocryna cety IHTepHEeT, MaTepraoB JeKIUHA, y4eOHON U TEXHUYECKOH JIUTepaTyphl.

IlepeyeHb THNOBBIX KOHTPOJIBHBIX BOINPOCOB, 3aJaBaeMbIX NpPH 3allUTe OT4YeTa O
NPOXO0KICHUH TPOU3BOJACTBEHHON NPAKTHKU:

— CewmeiictBo npotokonoB NTLM u npo6iiems ¢ ux 6€30MacHOCTHIO.

— CrannmapTHelii npoTtokon ayreHtudukanuu B nomeHax Windows Kerberos. Acmekts
0€30MacHOCTH.

— CeMeiCcTBO MPOTOKOJIOB JIOCTYIA K ceTeBBIM pecypcam SMB.

— Mopuens ynpasienus goctynom B Linux. IIpouecce! naentudukaimu, ayreHTuhUKauy 1
aBTOpU3ALNU CYOBEKTOB J10CTYIA.

— Mogenp  ympaBnenuss goctynom B Windows. Ilpomecchl  naeHTH(HKALHH,
ayTeHTU(UKALUU ¥ aBTOPU3ALMH CyObEKTOB JOCTYIA.

— D'pynmoBeie monutuku WINdOWS ¥ MX NpPUMEHEHHE sl TOBBIICHHS OC30MaCHOCTH
KOPIIOPAaTUBHOM CETH.

— BosmoskHocTH Opanamayspa Windows.

— Bosmoxknoctu iptables.

— IIpunuun paboTel, IpUMEHEHUE U 3alllUTa OT CETEBOro CKaHepa Nmap.

— OCHOBHBIE [TOJIXO0/IbI K aHAJIN3Y 3aILUIIEHHOCTH KOPIIOPATUBHOM CETH.

Ha 3amure npaktuku oOywaroumiemycss MOTryT OBbIThb 3aJaHbl B TOM YHCJE CIEAYIOIINE
BOIIPOCBI:

1. IlpuBenuTe HOMEpa W Ha3BaHMSI HECKOJBKUX OCHOBHBIX IPaBOBBIX HOPMATHUBHBIX
JIOKYMEHTOB B cpepe nH(POpMaAIIMOHHON 0€3011aCHOCTH, PEeriaMeHTUPYIOIIUX Pa3paboTKy MOIUTUKU
yIpaBIEHUS TOCTYIIOM.

2. Kpatko pacckakuTe O MeToJax pa3pabOTKM MOJUTHK YIPABICHUS JOCTYIOM H
WH(POPMAIMOHHBIMHA TIOTOKaMH, MPETYCMOTPEHHBIX ACHCTBYIONIMMH MPAaBOBBIMH HOPMAaTHBHBIMHU
JIOKYMEHTaMH B c(hepe nH(popMalMOHHON 0€30MacHOCTH.

3. Kparko pacckakute 0 METOIBI pa3pabOTKH MOJUTHK YIpaBJIeHUS MH()OPMAIIHOHHBIMHU
NOTOKAaMM B KOMIIBIOTEPHBIX CHCTEMax, MPEeIyCMOTPEHHBIX JEHCTBYIOIIMMHU MPaBOBBIMHU
HOPMAaTUBHBIMH JOKyMEHTaMU B cepe HH(HOPMALIMOHHON OE30MaCHOCTH.

4. Ha3oBHTE HEKOTOPBIE COBPEMEHHBIE TPOrPaMMHBIE U IPOrPaMMHO-aMIapaTHbIe CPEICTBA
3alUThl MTHPOPMAIIMH, B TOM YHCIIE OT€UECTBEHHOTO IPOU3BOJICTBA, U HJIEU PEAIM30BaHHBIX B HUX
MaTeMaTHYeCKUX METOJIOB 3allMThl HH(POPMAIUK U 00JaCTH UX IPUMEHEHHUS.

5. Kpatko pacckaxxute O METOJIMKE TMPOBENEHUS HKCIEPUMEHTAJIbHBIX HCCIEI0BAHUN
KOMIIBIOTEPHBIX CHUCTEM C LENbI0 BBIABICHHUS YA3BUMOCTEH, IPENYCMOTPEHHON NEHCTBYIOIIUMU
IIPaBOBBIMU HOPMATHUBHBIMHU JIOKYMEHTaMHU B cdepe nHpopmannoHHon 6e3omacHoctu. [lpusenure
HOMEpPa U Ha3BaHUA ITUX JOKYMEHTOB.

6. CemeiictBo npoTokosaoB NTLM u mpo6iiemMsl ¢ UX 0€301acHOCTHIO.

7. CrannapTHelii mpoTokosn ayreHTH(ukanuu B jgomeHax Windows Kerberos. AcmexTbl
0€30M1aCHOCTH.

8. CemeiicTBO MPOTOKOJIOB JOCTYMA K CETEBBIM pecypcam SMB.

9. PacckakuTe KpaTko O MOJeNW ympaBieHus pgoctynoM B Linux. IIpomecch
UJCHTU(PHUKALMY, AyTeHTU(UKAIIUH U aBTOPU3ALIUU CYOBEKTOB JIOCTYTIA.



10. Pacckaxxute KpaTko O MOAenH ympasieHus noctynom B Windows. Ilpoueccs
uaeHTU(UKAITIY, ayTeHTU(PUKAINKA U aBTOPU3AIMHA CYObEKTOB JIOCTYTIA.

11. I'pynnoseie noautukun Windows ¥ UX NpUMEHEHHUE Ui TOBBIIICHHUS 0€30IacHOCTH
KOPIIOPAaTUBHOM CETH.

12. Bo3moxHoctu Opanamayspa Windows.

13. BosmoxHocTH iptables.

14. Tlpunuun padboThl, IPUMEHEHHUE U 3aIIHUTa OT CETEBOr0 CKaHepa nmap.

15. OcHOBHBIE IOJXO0/1bI K aHAIN3Y 3alUIIEHHOCTH KOPIIOPATUBHON CETH.

Kpurepun oneHuBaHus pe3y1bTaTOB NPAKTHKH

OmneHka 1O MPaKTHKE BBICTABISIETCS PYKOBOAMUTENIEM IMPAKTHKH OT Kadeapsl Ha OCHOBE
COIIEp)KaHUs OTYETa CTYIEHTa, OT3bIBA PYKOBOAUTENA OT MPEANPHUATHS, BBICTYIUICHHS C
Npe3eHTallMeld ¥ OTBETOB HAa BONPOCHI Ha KOH(EpPEeHLUMH IO WUTOoraM NpakTUku. IIpoBoautcs
cobeceJoBaHus 110 Pa3iesiaM 0TUETa, AaHAIU3UPYIOTCS OTBETHI CTYAEHTOB HA KOHTPOJIbHBIE BOIIPOCHI.

HpI/I BBIBCACHUU OLICHKHU JOJIZKHBI YUUTBIBATHCA HC TOJIBKO KAYCCTBO BBIITOJIHCHHOI'O 3a/IaHUA,
OTBETHI CTYACHTA HA TEOPETUYECKUE BOIPOCHI, HO U BCS IE€ATEIBHOCTD B IIEPUOJL

IMPOXOKIACHUA HpOCKTHO'TeXHOHOFquCKOﬁ IMPAaKTHUKHU.

OTueT no NpakTUKE JOJDKEH ObITh U3J10KEH TEXHUYECKU IPAMOTHBIM S13bIKOM C IPUMEHEHUEM
PCKOMCHAOBAHHBIX TCPMUHOB U a66peBI/1aTyp. HpI/I 3alUTC OTYCTA II0 HPAKTHUKE OLCHHUBACTCS
COOTBETCTBUE MH(OpMAIUK, MIPEJICTABICHHON B OTYETE, JaHHBIM U3 MH(POPMAIMOHHBIX PECYPCOB
oOuiero nocryna cetu HTepHET, MaTepuanoB JIEKIUi, yueOHOW U TEXHUYECKOW JTUTEPATYPBHI.

7. IlepeyeHb OCHOBHOM 1 JONOJHHUTEJIbHON Yy4eOHOI JTUTEPATYPBbI, pecypcoB HHGPOPMAIHOHHO-
TeJIeKOMMYHUKALIMOHHOM ceTH « AHTepHEeT» VISl IPOXO0KIEHUS MPAKTHKHA

a) OCHOBHAasl JIUTEpaTypa
1. Tanenbaym 3. CoBpeMeHHbIE OonepanuoHHble cucteMsl. / O. Tanenbaym; [mep. ¢ anri. H.
Bunsumnackoro, A. JlamkeBuua] - 3-¢ u3z. - CII6.: [Turep, 2014. - 1115 c.
2. Jletiten X. OnepauuonHsle cucteMbl. OCHOBBI U npuHIMNB - M.: bunom-IIpecc, 2009.
https://djvu.online/file/zgERjACNKHSP7?ysclid=10eb586xt9348926425
3. Omugep B. I'. CereBble onepanoHHble CUCTEMBL: [ydeb. mocobue mis By3oB]. / B. T
Omudep, H. A. Omudep; M-Bo obpazoBanus u Hayku PD - 2-¢ uzn. - CII6.: [Turep, 20009. -
668 c.
4. Paroszun 0. H., Menpnuk B. A. Opranuzanus u ynpasieHHe NOJpa3AeieHUEM 3aIUThI
uHbopMalMu Ha Mpeanpuatuu: yuyebnoe nocodue - Cankr-IlerepOypr: WL UnTepmenus,
2019. https://www.studentlibrary.ru/ru/book/ISBN9785438301806.html
5. 0. B. Kazapun, U. b. lly6bunckuii HanexxHocTs M 06€30MacHOCTh MPOrpaMMHOTO

obOecrieuenus: ydeOHoe Tmocobue it By3oB — MockBa: W3marensctBo HOpaiiT,
2022. https://urait.ru/viewer/nadezhnost-i-bezopasnost-programmnogo-obespecheniya-
493262

0) AOMOJIHUTEIbHAA JIUTEpPaTypa

1. AdanaceeB, A. A Ayrentuduxanus. Teopus u npaktuka oOecredeHuss O€3011aCHOTO
J0CTyma K HHPOPMAIIMOHHBIM pecypcaM : yueOHoe mocobue aiis By30B / A. A. AdaHaches,
JI. T. Benennes, A. A. Bopormos u ap. ; [lox pen. A. A. lllenynanoga, C. JI. I'py3nesa, 1O.
C. Haxaesa. - 2-e u3z. , crepeoturl. - Mocksa : ['opsiuas nunus - Tenexom, 2012. - 550 c. -
ISBN 978-5-9912-0257-2. - Tekcr : anektponnsiii / OBC "KoHcynbTanT cTyfaeHTa" : [caiT].
- URL : https://www.studentlibrary.ru/book/ISBN9785991202572.html

2. Kocomaro FO. B. [IpoTOKOJIBI 3alIUIEHHBIX BBYUCICHUNH HAa OCHOBE JIMHEHHBIX CXEM
pasgeneHus  cekpera:  yyeOHoe mocobume -  PocroB  w/d: HO®Y,  2020.
https://www.studentlibrary.ru/book/ISBN9785927533176.html



https://djvu.online/file/zqERj4CNKHSP7?ysclid=loeb586xt9348926425
https://www.studentlibrary.ru/ru/book/ISBN9785438301806.html
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https://www.studentlibrary.ru/book/ISBN9785927533176.html

3. Bpaxyk A. W. CereBbie cpenctBa Linux - Mocksa: HammonanbHeiii OTKPBITHIH
Yuusepcurer "MHTYUT", 2016. https://www.studentlibrary.ru/book/intuit_360.html
4. I'yapko A. B. CucremHoe mporpamMMupoBaHue B cpeae Linux: ydyeOHoe mocobue -
Hosocubupck: HI'TY, 2020 https://www.studentlibrary.ru/book/ISBN9785778241602.html
5. Trorypos JI. B. CereBasi 6e30macHOCTh Ha OCHOBE CepBEpHbBIX mpoaykroB Microsoft -
Mocksa: HOY "UHTYUT", 2016. https://www.studentlibrary.ru/book/intuit_359.html
6. Jlunn C. AnmunuctpupoBanue Microsoft Windows Server 2012. - CII6.: ITutep, 2014.
https://jasulib.org.kg/wp-content/uploads/2023/03/JIuan-C.-Aamua. MS-Windows-Server-
2012.pdf
7. ®nenoB M. E. Linux rmmazamu xakep — CII6.: BXB-Ilerepoypr, 2010
https://books.4nmv.ru/books/linux_glazami_khakera_3-e_izd 3643238.pdf

B) pecypchbl ceTn «AHTEepHET» (IpH HEOOXOAUMOCTH)
1. Caiir ®epnepanbHON CIyKObl TEXHMUYECKOTO U SKCIIOPTHOTO KOHTpojis Poccuiickoit
Oenepanun (https://fstec.ru) mns 3HaKOMcTBa ¢ HOpMaTHBHBIMH JokymeHTamu DCTIOK
Poccun.
2. SecurityLab.ru - uadopMaIOHHBII TOPTAII, OIIEPATUBHO U €XKEIHECBHO PACCKA3bIBAIOIIHIA
0 COOBITHSX B 00JacTH 3amMThl WH()OPMAIMM, WHTEPHET MpaBa M HOBBIX TEXHOJOTHSIX.
https://www.securitylab.ru/
3. baza nmaHHBIX OONICW3BECTHBIX  YA3BUMOCTEH WHQPOPMAIMOHHON Oe301acHOCTH
https://cve.mitre.org/
4. Kypuan «Xakepy.(https://xakep.ru/).
5. Apxus skciutonToB. (https:/www.exploit-db.com/)

8. O0pa3oBaTe/bHbIC TEXHOJIOTHH, B TOM 4YHCJIe JIEKTPOHHOe o0y4yeHHe U JMCTAHLIMOHHbIE
o0pa3oBaTe/ibHbIe TEXHOJOIMH, HCHOJb3yeMble IPH OCYLIEeCTBJICHHH 00pPa30BaTeIbHOIO
npouecca

B nporniecce 00ydeHust HCTIONB3YIOTCS CIEAYIOINE 00pa3oBaTeIbHbIE TEXHOIOTHUH:

NHcTpykTHBHAS JIeKHUSI — TPOBOJUTCS C LEJIbI0 OpraHu3aluu MOCieayrolen
CaMOCTOSITEIIbHON PabOThI CTYJIEHTOB.
KoncynbTauum — BuUJ Y4eOHBIX 3aHATUN, SBISIIONIMICS OAHONM H3 (OpPM KOHTPOIIS

CaMOCTOSITENIbHON paboThl CTyAeHTOB. Ha KOHCynbTanusx npernojaBaTellb OTBEYAET Ha BOIMPOCHI
CTYAICHTOB, KOTOPbIE BO3HUKAIOT Y HUX B IMPOLIECCE CAMOCTOATENBHOM paboThI.

OOyuaromuecs mnepea MPOXOXKIEHUEM MPOU3BOACTBEHHON IPAKTUKU 00eCTeuynBaOTCs
IIPOrpaMMOMl MTPOXOXKACHUSI NMPAKTUKKA U MHAWBHUIYAIbHBIM 3aJaHUEM DPYKOBOIMUTENS MPAKTHUKH.
CamocrosTenbHass pabora oOywaromuxcs mojpa3yMmeBaeT pabOTy TMOJ  PYKOBOJCTBOM
npernojiaBaTesiei, oCyleCTBISIONIMX PYKOBOJICTBO yueOHoH npakTukoil. IIpoBoas coGecenoBanue,
npenoaaBaTesnu 00CyX/IalT ¢ 00ydaroImUMHUcs TUlaH Oynymield NpakTUKH, (OPMUPYIOT BOMPOCHI,
KOTOpbIE HEOOXOJIMMO pacKpbITh NPH COCTaBIEHUU OTYETa O MPAKTUKE, OOBSACHIIOT MOPSIOK
3aro0JIHEHNs] JHEBHHMKA MPOXOXKICHHS MPAKTUKU M MOJNUCHIBAIOT €ro, JAl0T PEeKOMEHAALUU I10
U3y4EHHIO HE0OX0IMMOTI0 HOPMATHBHOTO MaTepraia U COOTBETCTBYIOIIEH JTUTepaTypsl. B THeBHIKE
IPOXOXKACHUSI  [POU3BOJCTBEHHOW MPAKTHUKU OTpa)kaeTcsi KpaTKoe cojJep)kaHue pador,
BBITOJIHSAEMBIX O0yYaromuMcs. 3alucH JAO0JDKHBI BHOCUTCS OOYYaIOIIUMUCS €XKEIHEBHO, OTpakas
JaHHBIE O TPOJIETaHHON paboTe, U 3aBEPATHCS MOANUCHI0 PYKOBOAMUTENS MO MECTY MPOXOKICHUS
NpPaKTUKU. B X01e MpoXoXkAeHUs MPAKTUKKA 00ydaroLniics MoyyaeT HeoOX0AUMbIE MaTepHalIbl OT
PYKOBOAMTENS MPAaKTUKH. B COOTBETCTBMU C OMMCAHHBIMHU 33JadyaMu OOydaromuiics coOupaer u
oOpabarbiBaeT MH(OPMAIUIO [T HanucaHus oTdera. 110 OKOHUAHMM MPAKTUKU OOydarOIIMHCS B
YCTaHOBJIEHHBIE CPOKH C/Ia€T PYKOBOAMTEIIO MPAKTUKHU OT MHCTUTYTA OTYET O mpakTuke. OTyeT no
NPAaKTUKE COJACPKHUT TUTYJIBbHBIN JHCT, COAepKaHue (IUIaH), TEKCTOBYIO YacTbh, CIMCOK JIUTEPATYPHI,
MPUJIOKEHUS, THEBHUK, XapaKTEPUCTHUKY.
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HeoOxomuMbIM  KOMIIOHEHTOM TPOU3BOJCTBEHHOW TMPAKTUKU SIBISIETCS BBIMOJHEHUE
WHAUBUAYAIBHOTO 3a1aHus. IHAMBHIyanpHOE 3a1aHNE HA MTPAKTUKY HAMPaBJICHO Ha yriIyOJieHHne U
pacuiipeHre TOJYyYeHHBIX CTyJCHTaMH 3HaHUH B o001acTh HMHQPOPMAIMOHHOW O€30MacHOCTH,
KOTOpO€ SIBJSIETCSI OJHUM M3 HEOOXOIMMBIX YCIOBUN JajdbHEMIEro OCBOCHHS IUCIMILIUH
po(heCcCHOHATTLHOTO IUKIIA. Pe3ynbTaThl BRIMOJHEHUS HHIUBUIYATHHOTO 3a/1aHUsT O(POPMITSIFOTCS B
BUJIE pedepara, BXOJAIIETO B COCTaB OTYETA 0 MPAKTUKE B KAUECTBE €r0 OCHOBHOTO pa3fiena.

9. IlepeyeHb JMUEH3UOHHOIO M (MJIM) CBOOOJHO PACHPOCTPAHSIEMOr0 IPOrPaAMMHOIO
olecrneyeHusl, HCIOJIb3yEeMOr0 NPH OCYIIeCTBJIEHHH 00pPa30BaTeIbHOIO Npouecca

B nporuecce ocymecTBieHust 00pa30BaTEFHOTO MPOIEcca M0 AUCHUIIIMHE HCIOIb3YIOTCS:

st (OPMHUPOBAHMS MATEPHAIOB Uil TEKYIIEr0 KOHTPOJIS YCHEBAEMOCTH M IPOBEACHUS
POMEXYTOUYHOH aTTecTaluu, Uil JOPMUPOBAHUS METOANYECKUX MATEPHAIIOB 110 JUCLUILIHHE:

- nporpammel Microsoft Office;

- 3JIEKTpOHHBIN yHUBepcuteT Moodle SApl'Y;

- Adobe Acrobat Reader.

- Nmap — cBoOoaHas yTuiuTta, npeaHa3HauCHHAs Ul Pa3sHOOOPa3HOrO HACTPaWBAEMOTO

ckanupoBanusi IP-ceteil ¢ mOOBIM KOIMYECTBOM OOBEKTOB, OIPEICIICHUS COCTOSHHS

00BEKTOB CKaHupyemoii cetu. https://nmap.org/

- Wireshark — mnporpamma-ananuzarop tpaduka s KOMIbIOTepHbIX ceredl Ethernet u

HEKOTOPBIX Apyrux. https://www.wireshark.org/

- Metasploit Project — mpoekT, MOCBIMEHHBIH HHOOPMAIIMOHHON OE30MaCHOCTH.

https://www.metasploit.com/

10. IlepeyeHb cOBpeMEHHBIX MNPOQEeCCHOHANBHBIX 0a3 JaHHBIX M HWHQOPMANMOHHBIX
CIIPABOYHBIX CHCTEM, HCTIOJIb3yeMBbIX NMPH OCYIIECTBIEHHH 00pa30BaTeJbLHOI0 NMpouecca (Mpu
HEe00XO0UMOCTH)

B npouiecce ocyiiecTBiaeHUs 00pa30BaTEIbHOrO MpoLecca Mo AUCHUIIIINHE UCITONIb3YIOTCS:
- ABTOMaTu3upoBaHHas 6noOanoTeyHo-uHpopmannonsas cucrema «bYKNU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnexTpoHHas GubnmoTevHas cucrema «Jlanpy https://e.lanbook.com

- DnektpoHHas OubroTevHas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHas 6ubnuoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»
https://www.studentlibrary.ru

11. MaTepuajbHo-TexHUYecKas 0a3a, HeoOXoAUMAs /sl IPOBeIeHUS NPAKTUKH

MarepuanbHo-TeXHHUECKass 0a3a, HeoOXoJuMas JUIsl OCYLIECTBIEHHS 00pa3oBaTeIbHOIo
mpouecca 1o JUCHHUIIIIMHE BKIFOYAET B CBOM COCTAB IIOMEUICHMS:

- yueOHbIe ayTUTOPHUHU ISl IPOBEICHHS 3aHATUH JIEKITUOHHOTO THIIA;

- yueOHbIE ayIUTOPUU AJIs1 IPOBEAECHUS TPYIIOBBIX M UHAUBUIYaTbHBIX KOHCYJIbTALIUM;

- yueOHbIe ayJTUTOPUU JJIs TPOBEACHUS TEKYIIET0 KOHTPOJIS U IMPOMEXKYTOYHOM aTTeCTalui;

- BCE JIOCTYIIHBIE PECYPCHI NMPEANPUATUS UCIIOIB3YIOTCS CTYyJI€HTaMH BO BpPEMS IPOEKTHO-
TEXHOJIOTMYECKOU IPAKTHUKHU.

12. Nnble cBeeHnst (MAaTEPHAJIbI)
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MeToanuyecKue YKazaHud AJdA CTYACHTOB IO OCBOCHUIO THCHUIIJINHDBI

Jist yCHeHOTo MPOXO0XKACHUS IPAKTUKUA BXXHO YMETh 3((EKTUBHO OPraHU30BaTh padboTy,
cpady MpHCTyHnaTh K pEIICHHIO IIOCTABJICHHBIX 3aJad, IIOCTOSHHO 3HAKOMHTCS C HOBBIMH
MCTOYHHKAMU HH()OPMAIIH 110 TEME.

Bonbimoe BHMMaHHWE ClleAyeT YACIWTh NpPaBHJIAM TEXHUKH O€30MacHOCTH, IpaBHIaM
BHYTPEHHETO PacropsIka OpraHUu3aIiK U BEICHUIO JTHEBHUKA.

CremyeT HOCTOSTHHO KOHTPOJIMPOBATh CPOKH BBIITOJTHEHUS [TOCTABJICHHBIX 3a/1a4.

B HeKoTOphIX ciydasx BO3MOYKHA KOPPEKTHUPOBKAa WM HW3MEHEHHME IUIaHa pPadoT 1o
COTJIACOBAHUIO C PYKOBOJAUTENIEM NPAKTHKH OT OPTaHU3aIHH.

IIpu odopmieHnn oTYeTa W JHEBHUKAa HE cleayeT 3a0blBaTh O MNPHIIOKEHHX, KyJa
NPUKIIAJIBIBAIOTCS UCXOIHBIE KOJBI pa3padOTaHHBIX, OOJBIIME OTYETHI, MOJyYCHHBIE C ITOMOIIBIO
IPOTPAMMHBIX M ITPOrPaMMHO-AIAPATHBIX CPEJICTB 3aIUTHl HH()OPMAIUH.

YToOBI yCTIEIIHO CTIPABUTHCS ¢ 00BEMHON paboTOoM 110 0POPMIICHHIO OTYETa O IPOXOKICHUN
NPaKTUKH, CleAyeT OQOPMIISATh OTYET MO YacTsM, B Ipolecce paboThl A00aBisisi B HETO HOBBIE
pa3elibl ¥ MMyHKTHI C HEKOTOPBIMH JIOTHYECKH 3aBEPIICHHBIMHU YaCTSIMH UCCIIECJOBAHHS.

ABTOp(BI):

Houent xadenpst Kb u MMOU, k.¢.-M.H. ®enorosa H.IT



