MHWHOBPHAYKH POCCHU
Apocaasckuii rocygapcerseHHblil yausepeurer uM. ILI. lemunosa

Kadenpa komnbroTepHO# 0€30IMaCHOCTH M MaTEMaTHYECKUX METO0B 00paboTKH HHpOpMaIUH

YTBEPXIAIO
H.o nexaHa 3KOHOMHYECKOTO
(dakynpTeTa

A

(noonucw)

«15» mast 2024 r.

T.}O. HoBukoBa

Pabouas nporpaMMa JUCHUILIMHBI
«be3onmacHoCTh B COBpeMeHHO#l MH(OPMALMOHHOM cpe/e»

Hamnpasienue moaroroBku
38.03.02 MeHemKMeHT

Hanpasnennocts (npoduib)
«Y1paBieHue IPOEKTaMU»

dopma o0yueHus

OuHas
[Tporpamma oo0peHa ITporpamma ono6pena HMK

Ha 3aceJJaHuU Kadeapsl MaTeMaTHYecKoro (akyyibTeTa

oT «26» ampens 2024 r., mpoTokoi Ne8 nipotokoi Ne 9 ot «03» mas 2024 r.

Spocnasnb



1. llesin ocBOEHUS AUCHMILIMHBI

JucuuruimHa «be3omacHocTs B COBpEMEHHOH HMH(pOpPMAIIMOHHON cpeney» oOecreyrBaeT
npuoOpeTeHne OOyYaIOIIMMHUCS 3HAHWM, yMEHUH HW HaBbIKOB 1o KomrereHmuu OIIK-5.
«CrnocoOeH TMOHMMATh TPUHIUIBI PAOOTHl COBPEMEHHBIX WH(MOPMAIMOHHBIX TEXHOJOTHHA U
UCIIONIB30BAaTh UX JMJIA pelIeHds 3adad MpodeccuoHalbHON JesTenbHOCTH» DeaepanbHOro
rOCYJJapCTBEHHOTO 00pa30BaTEIIbHOTO CTAaHAAPTa BBICIIEr0 OOpa30BaHUS MO HAIPABICHHIO
nmoarorosku 38.03.01 DxonoMuKa.

OCHOBHOH L€NbI0 W3YYEHMsI NUCLUIUIMHBI SIBJISETCS TEOPETHUYECKas M NpPaKTUYECKas
MOJIFOTOBKA O0YYAIOUINXCS K JIEATEIbHOCTH, CBA3aHHOMN C MPUMEHEHHEM COBPEMEHHBIX CPENICTB
U METOJIOB 3aIIUTHI HH(POpPMALMK B MOBCEIHEBHOHN M npodeccruoHanbHON AesTenbHocTH. Kype
JaeT MPEJCTaBICHUE O MECT€ M POJIM MH(POPMAIIMOHHOI 0E30MacHOCTH B COBPEMEHHOM MHpE.
Ero u3yueHwe naer BO3MOXKHOCTH CO3HATEIBHOTO HCIHOJIb30BaHHSA, OOpaOOTKM M 3aIIUTHI
uHpopMmaIuu.

2. MecTo TMCHUILIMHBI B CTPYKTYpPe 00pa30BaTe/ibHOI MPOorpaMMbl

JlaHHasi AUCIMIIMHA OTHOCHUTCSI K 00s3aTeNbHON YacTH 00pa3oBaTECIbLHON MPOrPaMMBL.
Jucnuninna «be3onacHOCTh B COBpEMEHHONW MH(DOPMAIIMOHHOM Cpefie» UrpaeT BaKHYIO pOIlb
JU1s1 o01enpodeccuoHanTbHON OATOTOBKY 00YYaIOIEerocs.

3. [lnanupyemMble  pe3yJbTaTbhl OO0y4YeHHS] 1O JUCHHUIJINHE, COOTHECEHHbIe C
IUIAHUPYEMBIMH Pe3yJIbTATaMH 0CBOEHHUsI 00pa30BaTe/IbHON MPOrpaMMbl

[Tponecc n3yueHus: AUCIUTLIIMHBI HapaBJieH Ha (OpMHUPOBAHKE CICTYIONIINX KOMIETCHITHIA
B cootBeTcTBUU ¢ ®I'OC BO, OOII BO 1 npuoOpereHus cienyronmx 3HaHui, yMEHUH,
HABBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

®Dopmupyemas Nuaukarop 10CTHKEHUSA Ilepeyennb
KOMIIeTeHLUS KOMIIETEHLIUH IUIAHNPYEeMBbIX Pe3yJIbTATOB 00y4eHus!
(xox u (xox u popmyIHpPOBKA)
¢opmyanposka)

Oo6menpodeccuoHaATbHbIE KOMIIETEHIIMU

3HaTh:

OCHOBHEIE MTOHSTHS B O0JIACTH
00paboTKHU U 3aIUTHl HHPOpMAIUK U
WX OTIPE/ICIICHUS;

OIIK-5.1. .
YMmern:

Hcnonp3yeT cOBpeMEHHbIE

OIIK-5. YCTaHaBIUBATh U OCYIIECTBIATH
MH(pOpPMalLlMOHHbIE o

Cnocoben NEPBUYHYI0 HACTPOUKY
TEXHOJIOTUH U IPOTPaMMHBIE

UCIIOJIb30BaTh OTIEpPAI[MOHHBIX CUCTEM,
CPEICTBA MPU PELICHUHN

COBpPEMEHHbIE AHTUBHUPYCHBIX CPEJICTB U
npodecCHOHATIBHBIX 3aj1au.

UH(POPMaLMOHHbIE MEXKCETEBBIX IKPAHOB.

TE€XHOJIOTHH U Baaners HaBbIKAMMU:

pOoTrpaMMHBbIE paloThI CO CPEICTBAMHU 3ALIUTHI

CpecTBa IIpu uH(pOopMaIU

peleHnn OIIK-5.2. 3HaTh:

npodeccroHanbHbiX | Pemraer cranmaptHele 3aqaun | OCHOBHbIE TPUHLIUIIBI

3a1a4 npodeCCHOHATBHON aJIMMHHUCTPATUBHO-TIPABOBOM 3aIIUThI
JESTEIIBHOCTH Ha OCHOBE uH(popMaIny,;
WH(POPMAIMOHHBIX Ymern:

TEXHOJIOTUH C y4eTOM
OCHOBHBIX TpeOOBaHMI1
UH(POPMALIMOHHOM
0€30IaCHOCTH.

pearupoBath Ha Pa3IUYHBIC YTPO3BI
WH(POPMAIIMOHHON 0€30MacHOCTH

Y IPUMEHSTH COBPEMEHHBIE
TEXHOJIOTHH IS €€ 00ecIeueHus;




BiageTs HaBBIKAMU:

MPUMEHEHUSI, AHTUBUPYCHBIX CUCTEM
U CHUCTEM PACIIO3HABAHUS YIPO3 U
arax.

VK-1.

CnocobeH
OCYIIIECTBJISITh MOUCK,
KPUTHYECKHUN aHAIIN3
1 CUHTE3
uH(popManuy,
MIPUMEHSTh
CUCTEMHBIN ITOAXO
JUISL peIIeHUst
MOCTaBJICHHBIX 3a/]a4.

YK-15.

Crioco0eH permiarhb
CTaHJapTHbBIE 334
npodecCHOHATBLHOM
JESITEIbHOCTH Ha OCHOBE
MH(pOPMAITMOHHON U
oubmmorpaduueckoit
KYJbTYPBI C IPUMEHECHUEM
nH(pOpMaIMOHHO-
KOMMYHHKAITTOHHBIX
TEXHOJIOTHI U C y4eTOM
OCHOBHBIX TpeOOBaHUI
HH(pOpMaAITMOHHOM
Oe3omacHOCTH

3HaTh:

NIOCJIEIOBATEIIEHOCTD BBIITOJHEHHS
pabot 1o 3ammre HHPOPMaLUY;
KJIaccu(pUKaIUI0 HapyIIUTEICH
nH()OPMAIIMOHHON OE30MaCHOCTH;
BUJIbI M HA3HAYEHHUE CPEJICTB 3aIUThI
nH(pOpMaIHH.

Ymersb:

UCIOJIb30BATh HHPOPMALMOHHEIE,
KOMITBIOTEPHBIC U CETEBBIC
TEXHOJIOTUH JUIsl TIOMCKA U XPaHCHUS
UH(POPMALIUU U TIPEICTABICHHS e€ B
TpebyemoM ¢popmare.

Baanern:

METO/IaMH TIOMCKa ¥ aHAJIN3a
UH(POPMAIIUK JIJIS TOJATOTOBKH
JIOKYMEHTOB, 0030pOB, pedepaTos,
JIOKJIAJIOB, ITyOJIMKAIIHiA, HA OCHOBE
UH(POPMALIMOHHON U
oubamorpaduueckoil KyabTyphl ¢
Y4ETOM COOJIOJICHHUS aBTOPCKOTO
npaBa ¥ TpeOOBaHUI
MH(POPMALMOHHON O€30MaCHOCTH

4. O0beM, CTPYKTYpa U coJep:kaHue TUCHUTLIUHBI

O6H_I8.SI TPYAOCMKOCTH JUCHUIIIMHBI COCTABJIACT 2 3a4eTHEIC CAWMHHNIBI, 72 aKaz. 4gaca.

Ounas popma

Ne Tembl (pa3aesnbi) Buabl y4eOHbIX 3aHATHH, ®opMbI TEKYLIET0
n/n AUCHMIINHBI, BKJIIOYAsl CAMOCTOATEIbHYI0 KOHTpPOJIS
HX CoJepKaHue = padoTy CTy1eHTOB, yCneBaeMoCTH
2 U UX TPYI0EMKOCTh
s (B aKaJeMH4eCKHX 92CAaX) ®opma
© NPOMEKYTOUYHOM
arrecTaumMu
(no cemecmpam)
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OCHOBDBI

ob0ecreueHus
HH(popMaLOHHOI
0e30macHOCTH B
Poccuiickoit
Denepanun
Tema 1.1 (IIpaBoBbIE OCHOBBI Tect
obOecrieyeHus
nH(POPMAIIMOHHOH
0e30macHOCTH
Tema 1.2 (3amura Tect
MEePCOHATBHBIX
JTAHHBIX
Tema 1.3 |Opranu3zaniioHHbIC Tect
OCHOBBI 00€eCIICUCHUS
HH(pOPMAITMOHHOM
0e30IMacHOCTH
6 mom yucie ¢ 30 u Buneoneknuu
J[OT TEKCTOBBIE
MaTepHuabl
y4e0HOTO MOCco0us,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
Pa3nen 2 [Apxurtekrypa
KOMIIBIOTEpa
Tema 2.1 |Apxutekrypa Tect
KOMIIBIOTEpa
6 mom yucie ¢ 30 u Buneonexkuun
J[OT TEKCTOBEIE
MaTepuabl
y4eOHOT0 1mocoous,
Mpe3eHTAINH, TECT B
OVYK B
DemidOnline
Pa3gen 3 |OcHOBBI Tect
HHpopMaLMOHHOI
0€30IacHOCTH B
onepanuoHHBIX
cHcTeMax
Tema 3.1 |BBenenue B Tect
MH(OPMALIOHHYIO
0e30IMacHOCTh
OTIepaIMOHHBIX
CUCTEM
Tema 3.2 |MudopmannoHHas Tect
0e30IMacHOCTh
OTIepaIMOHHBIX
CHCTEM CeMelcTBa
Windows
Tema 3.3 |MudpopmannoHHas Tect

0€30I1aCHOCTE




onep AIIUOHHBIX
CHCTEM CEMENCTBA
Linux

6 mom yucie ¢ 90 u 3 3 9 |Buneoxexuuu
J[OT TEKCTOBEIC
MaTepUaIbl
y4e0HOTO0 Moco0us,
MPEe3CHTAIMH, TECT B
OVK B
DemidOnline
Pa3gen 4 |OcHOBBI 2 3 7 9
uHGOpMAMOHHOM
0€30IacHOCTH B
JIOKAJBHBIX
BbIYHCJIHTEIbHBIX
ceTsax
Tema 4.1 |BBencuue B 2 1 2 4 |Tect
aApXHUTEKTYpPy
JIOKQJIbHBIX
BBIYMCIIATEIBHBIX
ceTel
Tema 4.2 |CereBble yrpo3sl U 2 112 4 |Tect
METO/IbI
IIPOTHUBOICHCTBHS UM
Tema 4.3 |MexcereBbie 9kpanbl | 2 | 1 | 3 3 |Tect
6 mom yucie ¢ 30 u 3 3 11 |Buneosnekuuu
J[OT TEKCTOBBIE
MaTepHaIbl
y4eOHOT0 1mocoous,
Mpe3eHTAIUH, TECT B
OVYK B
DemidOnline
Pazgen 5 [Kpunrorpagpuuecku| 2 | 2 | 2 3
€ MEeTOAbI 3alUThI
uHopmannu
Tema 5.1 |BBenecuue B 2 2 2 3 |Tecr
Kpunrorpaduueckue
METO/IBI 3aIlUThI
uHpopMaU
6 mom yucne ¢ 30 u 2 1 3 |Bugeonexnun
/[OT TEKCTOBEIC
MaTepraIbl
y4eOHOro mocoous,
MPEe3CHTAINH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 0,3 | 37,7

Co;[epmalme pa3aesoB nmporpaMmmMmbl U CIHUIVIMHBI

«be3onmacHOCTh COBpeMeHHOIl HHGOPMALIMOHHOM cpeae»
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Pa3znea 1. IlpaBoBble U OpPraHM3allMOHHBbIE OCHOBBLI oOecneyeHUsA MHGOPMAIMOHHOM
0e3onacHoctu B Poccuiickoii @enepanun.

Tewma 1.1. IIpaBoBbIe OCHOBBI 0OecniedeHus1 HH(POPMAITMOHHOM 0€30MTaCHOCTH.

OcHoBHble mpaBa rpaxiaaH B chepe o0paboTku u 3amurThl UHopmanuu. OCHOBHBIE
NOPUHIUIBL [IPABOBOTO PETYJIMPOBaHUS B 00JacTé 0OpabOTKM W 3alUThl HWH(GOPMAIHH.
Undopmanusa. OcHoOBHbIE CBOMCTBA 0€30MacHOCTH HMHGPOpPMAIUK: KOH(PHUACHUIUATbHOCTD,
[EJIOCTHOCTh, JIOCTYMHOCTb. Buasl MHQOpMAIUKM MO MOPSAAKY JOCTYNa M PacIpOCTPaHEHHS.
Orpannuenne jgoctyna K uHpopmanuu. Bwuael Taiin.  OOmanmarens  uH)opmaiuu.
Nudopmannonnsie TexHoiorud. Mupopmarnmonusie cucreMsl. Omepartop HH(OOpMAIMOHHON
cuctembl. 3amuta uHbopManuu. OOBEKTHl 3allUThL. Buabl OTBETCTBEHHOCTH B cdepe
00pabOTKH M 3aIUTHl HH()OPMAIIH.

Tema 1.2. 3amuTa nepcoHaIbHBIX JaHHBIX.

[lepconanbHble JaHHBIE W MPUHLIUINBI WX 00pabOoTkH. Buabsl nepcoHaNbHBIX HTaHHBIX:
CHelualibHble, OMOMETpUYECKHE U OOMIeNOCTYMHBbIE. YCIOBHS 00pabOTKH MEepCOHATBHBIX
nanubix. Cormacue Ha 00pabOTKYy MEpCOHANBHBIX MJaHHBIX. T[paHCrpaHUYHAs Tepeaavya
MEepCOHANBHBIX NaHHBIX. [IpaBa cyOBEKTOB MepCOHANBHBIX AaHHBIX. OmnepaTop MepCcOHATBHBIX
JAHHBIX W €ro o0s3aHHOCTH. Mepbl obOecrnieueHusi 0€30MaCHOCTH TMEPCOHAIBHBIX JTAHHBIX.
KoHTpoJib 1 HaA30p 3a BBIMOJTHEHUEM MEp MO 00eCIeYeHHI0 0€30MMacHOCTH. Y TIOJIHOMOYCHHBIN
OpraH 1o 3alUTe MPaB CyOHEKTOB MEPCOHAIBHBIX JTAHHBIX.

Tema 1.3. Opranu3anoHHbIE OCHOBBI 0OecTIedYeHHs HH(POPMAIIMOHHON 0€3011acHOCTH.

Kakue Bompocel craBuT mHpoOpMannoHHas Oe3omacHOCTh? [locmenoBareIbHOCTh IeHCTBUN
no 3amure uHpopManuu. BeisBieHne u aHanu3 MHPOPMAIMOHHBIX aKTHBOB. DOpMUpOBaHUE
TpeboBaHuii mo 3ammre WHPopManuu. [loaxoasl K MOJSITHMPOBAHUIO HAPYUIUTEIEH W yrpo3
nH(pOpMallMOHHONW Oe30macHOCTH. BBIOOp CpeacTB W METOAOB 3alIMThl  MH(OPMAIUU.
Bueapenue cuctemsl 3auThl HHGOPMAIHHU. DKCIUTyaTaI[|sl CHCTEMBI 3alTUThl HHPOPMAIIUH.

Pa3nes 2. ApxurekTypa KOMNbIOTEpA.

Tema 2.1. BBeeHue B apXuUTeKTypy KOMIIbIOTEpA.

[Ipouieccopel. OcHoBHas (K3II W OlNepaTUBHAasg) mamsaTh. BcmomorarenbHas MamsTh.
VYcTpoiicTBa BBO/Ia-BbIBO/IA (IIMHBI, MOHUTOPHI, KJIABHATYPBl U MBIIIH, BeO-KaMepbl, IPUHTEPHI).
[TepcoHanbHbIE KOMIBIOTEPHI 1 MOOUIIbHBIE YCTPOICTBA.

Paznen 3. OcHoBbI HHGOPMAMOHHOM 0€30MACHOCTH B ONMEPANMOHHBIX CHCTEMAX.

Tewma 3.1. BBenenne B nHGOPMAIIMOHHYIO 0€30MMaCHOCTh OTIEPAIIMOHHBIX CHCTEM.

O6muit cnoco® xpaHeHuss U oOpaOoTku uHopmanuu B KommbioTepe. I[lonsTus
onepanvoHHOM u (ainoBoit cucrem. CyObeKThl, OOBEKTHI, METOIbl M IMpaBa JOCTyIa,
npuBWwIeru cyObekTa Jocryna. JIMCKpEeMOHHOE YIpaBi€HHE JOCTYIIOM, MaHAaTHOE
ynpaBieHue AoctynoM. Mnenrudukanus, ayreHTHQUKALKS U aBTOpU3alus. AyTeHTU(DHUKAIHA

Ha OCHOBE MapoJiel, Ha OCHOBE BHEUIHUX HOCHUTENEH Kiltoua, OuomMeTpruyeckas ayTeHTU(UKALINSL.

Tema 3.2. UadopmannonHas 6€30macHOCTh ONEPaIMOHHbBIX crcTeM cemeiictBa Windows.



VYrpaBjeHre T0CTYIIOM B OMEPAMOHHBIX cucTemax cemeiictea Windows. Manentudukarms,
ayTeHTU(UKAIKS U aBTOPU3AIIMS B ONEPANMOHHBIX CUCTEMaX CeMeNCTBa Windows. Peanuzaims
ayJMTa B ONEpalMOHHbBIX cucTeMax cemeiictea Windows.

Tema 3.3. UadopmannonHas 6€30MacHOCTh ONEPAIMOHHBIX CHCTEM ceMeiicTBa Linux.

VmpaBieHrue IOCTYIIOM B ONEPAlMOHHBIX CHCTeMax cemeiictBa Linux. Mnentudukanus,
ayTeHTH(HKAIUSA U aBTOPHU3AIMs B OICPAIMOHHBIX CHCTeMax cemeiictBa Linux. Peanuzanus
ayJMTa B OMEPAIMOHHBIX CHCTeMax ceMercTBa Linux.

Paznen 4. OcHoBbl MHPOPMANMOHHO 0€30MACHOCTH B JOKAJIbHBIX BHIYUCIUTEIbHBIX
ceTsX.

Tema 4.1. BBeieHue B apXUTEKTYpy JOKAJIBbHBIX BBIYUCIUTEIBHBIX CETEH.

JlokanpHble BblUMCIMTENbHBIC ceTH. Mogens ISO/OSI.  ApxutekTypa ¥ OCHOBHBIC
MPOTOKOJIBI JIOKAJIbHBIX BEIYUCIUTEIBHBIX CETCH.

Tema 4.2. CeTteBble yrpo3bl U METO/IBI IPOTUBOACHCTBUS HM.

Knaccugukamum ceTeBbIX yrpo3, ys3BUMocTed W atak. CeTeBble aTakd Ha Pa3JIMYHBIX
ypoBHsix Momenu ISO/OSI. Knaccudukaiuss BpeIOHOCHOTO MPOTPaMMHOTO O0ECICUCHHUSI.
[pu3HaKy MPUCYTCTBUS BPEIOHOCHOTO IPOrPAaMMHOTO oOecrieueHus. MeTo il 00HAPYKEHUSI.

Tema 4.3. MexceTeBble YKpaHbl.

MesxcereBbie 3kpanbl (M3). Mecto u pons MD B olecrieueHUH ceTeBOM OE30MaCHOCTH.
Knaccudukanuss M3. OcHoBHbIe BO3MOXXHOCTH MD. JlocTtomHcTBa M HemocTaTku MDO.
[Toctpoenue mpaBuil GUIBTPAILIUH.

Pazgen 5. Kpunrorpaguuyeckue MeToAbl 311U ThI HHGOPMALUH.
Tema 5.1. BBenenue B kpunrorpaduyeckre MeToAbl 3alUThl HHGOpMaIUH.

Hcropuyeckuii odepk paszButus Kpunrorpapuu. CuMMETpuUYHass M acCUMMETpHYHas
kpuntorpadusi. BeMUCIUTENBHO CIOXHBIE 3a7aun  MatemaTtwku. Kpumrocuctema RSA.
[Tonsatue xpunrorpaduyeckoro mportokona. CBONHCTBA MPOTOKOJIOB, XapaKTEPHU3YIOILIHE HX
6e3omacHoCTb. CxeMbl IU(PPOBON MOAMHUCH.

5. Oopa3oBaTe/ibHbI€ TEXHOJOTHH, B TOM YHCJIe TEXHOJIOTHH JIEKTPOHHOI0 00y4YeHHUs U
JAUCTAHIHOHHBIE 00pPa30BaTebHbIE TEXHOJIOTHH, HCIOJIb3yeMble MPHU O0CYIeCTBIEHUH
00pa3oBaTeJILHOTO MPoIecca MO AUCIUIIHHE

B npornecce 00y4eHns HCIIONIB3YIOTCS CeIyroIne 00pa30oBaTeIbHbIE TEXHOJIOTUU:

AxaneMuyeckasi JeKuus (WK JEKIUs 00IIero Kypca) — Mocle0BaTeIbHOE U3JI0KEHHE
MaTepHuana, OCYLIECTBISIEMOE MPEUMYLIECTBEHHO B BHAE MOHOJIOIa IPENoAaBaTelIs.
TpeboBaHMs K aKaJeMUYECKOH JIEKIUU: COBPEMEHHBIH HAay4HbI YpPOBEHb M HACBHIIIEHHAs
I/IH(i)OpMaTI/IBHOCTB, y6e)II/ITeJ'H)Ha$I aprymMcHTanusa, A0oCTynHasd HW IIOHATHAsd pe€db, 4YCTKas
CTPYKTypa W JIOTHKA, HalM4uMe SPKUX MPUMEPOB, HAYUYHBIX [OKa3aTeIbCTB, OOOCHOBAHHIA,
¢bakToB.

IIpoGaemHass Jekuust — W3JIOKEHHE MaTepuasna, IPEANONararuee IMOCTaHOBKY
HpO6J’IeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBCIICHHUE PA3JIMYHBIX HAYYHBIX IIOAXOJ0B,



aBTOPCKHE KOMMEHTApHH, CBA3aHHBIE C PA3JIMYHBIMH MOJEISIMU HHTEPIpPETAlUU H3y4aeMOro
matepuana. [IpobnemHast TeKuss HaunHAETCs C BOIPOCOB, C OCTAHOBKH MPOOJIEMBI, KOTOPYIO B
XOJIe M3JI0KEHUs MaTepuajla HeoOXOIUMMO pemuTh. B jekuuu coderaroTcst npoOjIeMHbIE U
uHpopManroHHble Hayana. [Ipu 3TOM mpouecc MO3HAHUS CTYJIEHTOB B COTPYAHHUYECTBE U
JMajore ¢ mpenojaBareieM HNpUOIMKaeTcss K MOUMCKOBOM, UCCIIENOBATENbCKON J1E€ATEIbHOCTH.
Conepxannie mpoOJIeMBbl PAaCKphIBACTCS IIyTEM OpraHU3alMM IIOMCKA €€ pelIeHHUs HIN
CYMMUPOBAHMSI U aHAJIN3a TPAJULUOHHBIX U COBPEMEHHBIX TOUEK 3PEHHUSL.
IIpakTHyeckoe 3aHAITHE — 3aHATHE, IOCBAILIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUHN U

HaBBIKOB M 3aKPEIUICHUIO MOJTY4YEHHBIX Ha JIEKIIUU 3HAaHUH.

DIIeKTPOHHBIN y4eOHBIH Kypc «be30MmacHOCTh B COBPEMEHHONW MH(OPMAITMOHHOW cpejie» Ha
wiatgopme oHnaitH-oo6ydenuss DemidOnline, B koTopowm:

— IPEICTaBJICHbI BUAEO-JIEKIMH 110 BCEM TeEMaM JAUCLUMILIMHBI U IPE3EHTALUN K HUM;

— TPEICTaBJICHbI TEKCTHI JIGKIIMH 110 BCEM TeMaM JUCLUILIINHBL;

— TPEICTaBJICHBI MPaBUJIA MPOXOXKICHUS MPOMEKYTOUYHOM aTTECTALMU MO TUCIUIUINHE;

— TPEICTaBICHbl TECThl MO TeMaM JUCHUIUIMHBI [ CaMOCTOSITENIbHOM  paboThI
00yyJaromuxcs;

— mocpeactBOM  ¢GopyMa  OCYHIECTBISIETCS CHHXPOHHO€ H  (WIM) aCHHXPOHHOE
B3aMMOJICHCTBHE MEXIY OOy4arolMMHCS M TMPENoJaBaTeieM B paMKaxX H3YYCHHUS
JUCIIUATIITUHBI.

6. [lepeyeHb JHIIEH3HOHHOT0 W (WJIH) CBOOOJHO PACHPOCTPAHEMOr0 MPOrPAMMHOIO
o0ecrneyeHusi, MCIOJIbL3YeMOI0 IPH OCYIIECTBJIEHHMH O00pa30BaTeILHOr0 Impolecca Mo
AUCIHUIIIHHE
B mporecce ocymiecTBiaeHust 00pa30BaTEIBHOTO MPOIECcca UCTIOIB3YIOTCS:
— MpOrpaMMHOE OOecleYeHne sl CO3JaHus MW JIEMOHCTPAllMU  Tpe3eHTaluH,
WITIOCTPAIMH U IpYTUX y4eOHBIX MaTepHaOB:
Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
Microsoft OfficeSTD 2013;
Virtual Box (cBo6oaHo pactpoctpansiemoe I10);
— Ubuntu (cBo6oaH0 pacmipoctpansemoe [10);
Kali Linux (cBo6oaHo pacmpoctpansemoe I10).
— I moucka y4yeOHOHM nurepatypsl Oubnuoreku SApl'Y — ABTOMaTH3MpOBaHHAs
oubmmoreuynas napopmarmonnas cuctema «bYKM-NEXT» (ABUC «byku-Nexty»);
— TIpU MPOBEJCHUH JICKIIUH HCIIONIB3YIOTCSI MYJIbTUMETUIHBIE TIPE3EHTAIINH;
— TpU TPOBEICHHWU JIA0OPATOPHBIX pabOT HCHOIB3YIOTCS CPEICTBa BBIYUCIUTEILHON
TEXHUKH, TTOJIEPIKUBAIOIINE TTEPEUNCIICHHOE IIPOTpaMMHOE 00eCTIeYeHHE.

7. IlepeyeHb coBpeMeHHBIX MNpodecCHOHANbHBIX 0a3 JaHHBIX U HMH(OPMAIHOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YEeMbIX NPH OCYIEeCTBJICHHH 00pa30BaTeIbLHOI0 Mpouecca 1o
AUCHHUILIMHE

1. DnexTponnblie katajgoru Hb SpI'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) conepxart 6ubnuorpaduueckue 3anucu
BCEX BHJOB JIOKYMEHTOB, COCTABJIAIOMUX (POHI OMOIMOTEKH, Ha PYCCKOM M HHOCTPAHHBIX
A3BIKAX.

2. DJaeKTpoHHasi OubJIHOoTEeKA Y4eOHBbIX MaTepuasoB Spl'y


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxkutr ©Gomee 2500 mONHBIX
TEKCTOB Y4eOHBIX M y4eOHO-METOJWYECKUX MAaTepUajIoB IO OCHOBHBIM H3y4aeMbIM
TUCIUIUIMHAM, W3JaHHbIX B yHHBepcutTeTe. JlocTym B ceTH yHHBepcuUTeTa, JHOO 1O
JIOTUHY/TIAPOJIIO.

3. CnpaBouHo-nipaBoBasi cucreMa « KoHCYJIbTaHTILIIOC»

(https://www.consultant.ru/) cmpaBOYHO-TIpaBOBas CUCTEMa IO 3aKOHOJATEIbCTBY
Poccuiickoit deneparumu.

4. CnpaBo4yHO-nipaBoBas cucrema «["'apanr»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHCTeMa 10  3aKOHOJATEJIbCTBY
Poccuiickoit deneparumu.

8. [lepeyeHb OCHOBHOIi W JOMOJHHUTEJILHOW Y4eOHOW JIUTEpPaTypbl, pecypcoB
HH(OPMAIHOHHO-TEJIEKOMMYHUKANIUOHHON ceTHu «HMHTepHeT» (IPH HEOOXOAMMOCTH),
PeKOMEeHIyeMbIX /1JIs1 OCBOEHHS 1M CHUIITUHbI

a) OCHOBHAasI JIMTEepaTypa

1. Horagun, H. b. Apxurektypa xommbiotepa : yueoHoe nmocodbue / H. b. Jloragun. —
4-e u31. — Mockaa : JlabopaTopus 3Hanui, 2020. — 274 c.

2. byza, M. K. Apxwurekrypa kommbiotepoB : yueObnuk / M. K. by3a. — MuHck :
Bermitmas mkoia, 2015. — 414 c. [https://e.lanbook.com/book/75150]

3. ComnoneBnu, A. B. Komnberotepnsie cetr : yueOnuk / A. B. CononeBny. — MHHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

4. Paxutun, P. FO. Komnsrotepasie cetn : yuebnoe nocobue / P. FO. Pakurun, E. B.
MockaineHKo. — bapHayn : Antl'TlY, 2019. — 340 c.
[https://e.lanbook.com/book/139182]

5. Kopxuk, B. . OcHoBbl kpunrorpaduu : yuebnoe nocooue / B. U. Kopxkuk, B. A.
SAxoBneB. —  Cankr-llerepbypr : HWarepmemms, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 10MOJIHUTEIbHAS JIUTEepaTypa

1. Konctutyuus Poccuiickoit ®enepanuu: [OpuHATa BCEHAPOJIHBIM T'OJIOCOBAaHUEM
12.12.1993 ¢ u3zmeHeHUsIMU, OJOOPEHHBIMHU B X0JI€ OOIIEPOCCUUCKOTO TOJIOCOBAHUS
01.07.2020]. — [Moctym u3 cpaBOYHO-NPAaBOBOI cUcTeMbl « KOHCYIBTaHTILTIOC) . —
TekeT: 2neKTPOHHBIN.

2. VYronosublii konekc Poccuiickoit denepannn: Penepanbubiii 3akoH oT 13.06.1996
No63-D3: [mpunsat ['ocymapctBennont [ymoit 24.05.1996]: (¢ u3MeHEHUSAMH U
JIOTIOJIHEHUSIMN ). — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHUCTEMBI
«KoHCyIbTaHTILTIOC». — TeKCT: 2JEKTPOHHBIN.

3. Kogmexkc Poccuiickoit ®enepanuu 00 aJIMUHHCTPATUBHBIX IPAaBOHAPYIICHUSAX:
®enepanbhblil 3akoH oT 30.12.2001 Nel95-®3: [mpunst ['ocynapctBenHoit Jlymoi
20.12.2001]: (¢ u3MeHeHUAMH U JOMNOJHEHusMH). — JlocTynm M3 CHpaBOYHO-
npaBoBoi cucteMbl « KoHCynbTaHTIUIIOC). —TeKCT: 3JEeKTPOHHBIMH.

4. Tpynosoil xonekc Poccuiickoit ®@enepauuu: Penepanbubiii 3akoH ot 30.12.2001
Nel197-@3: [mpunsat ['ocymapctBennou Jymoit 21.12.2001]: (¢ u3mMeHeHUAMH |
JIOTIOJTHEHUSIMN ). — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHUCTEMBI
«KoHCynmpTaHTILTIIOC»). — TEeKCT: 2JEKTPOHHBIMN.

5. ®enepanbhblit 3ak0H 0T 27.07.2006 Ne149-D3 «O6 undopmaryu, HUHPOPMALTMOHHBIX
TEXHOJIOTHSX W O 3amuTe wuHbopMamum»: [npuHAT [ocymapcTBenHoit Jlymoit
08.07.2006]: (c u3MEHEHHMSIMH W JOMOJTHEHHWsIMH). — JlocTym u3 cIpaBOYHO-
MpaBoBOil cucTeMbl « KOHCYJIBTAaHTILIIOC). — T €KCT: JIIEKTPOHHBIM.

6. ®DenepanbHblii 3ak0H OT 27.07.2006 Nel152-D3 «O nepcoHanbHBIX JaHHBIX»: [[IPUHAT
l'ocynapcrBennoit Jlymoit 08.07.2006]: (¢ uM3MEHEHHSIMH W JIOMOJIHCHUSIMH). —

9


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

10.

11.

12.

13.

14.

15.

16.

JocTtyn U3 COpaBOYHO-TIPABOBOM  cucTeMbl «KOHCYJIBTAaHTIUIIOC». —[€KCT:
JJIEKTPOHHBIN.

[Tonoxxenue o mopsiake obOpalieHus co CiyxeOHOH uHbopManuel orpaHMYEHHOTO
pacripocTpaHeHuss B (peaepanbHBIX ~— OpraHax  MCIOJHUTENBHOM  BIACTH,
YIIOJJHOMOYEHHOM OpraHe YIpaBi€HUS MCIOJb30BAHUEM AaTOMHON SHEPrUH U
YIOJHOMOYEHHOM OpraHeé IO KOCMHUYECKOM JAEATEIbHOCTU». [YTBEPIKIEHO
[TocranoBnenuem IlpaButenscrBa Poccuiickoit @enepaunu ot 03.11.1994 Nel233]:
(c U3BMEHEHUAMHU U JONOJHEHUsIMH). — J[OCTYIl U3 CIpaBOYHO-IIPABOBON CHCTEMBI
«KoHCYyNbTaHTILTIOC». — T eKCT: 3JIEKTPOHHBIM.

TpeboBanust K 3amMTe MEPCOHAIBHBIX JAHHBIX IpU HX 00paboTke B
MH(OPMALIMOHHBIX cucTemax MIEPCOHAIBHBIX JAHHBIX: [yTBepxkneHbI
ITocranoBnenuem IlpaBurensctBa Poccuiickoit @enepanuun ot 01.11.2012 Nel119].
— JHoctyn u3 cnpaBouHo-nipaBoBor cucteMbl «Koncynbrantnllmtoc». —Tekcr:
3JIEKTPOHHBIN.

[lepeuenr Mep, HampaBIEHHBIX Ha OOECIIEYEHUE BBIIOJHEHUS O00s3aHHOCTEH,
npeaycMoTpeHHbix DenepaibHbIM  3aKOHOM  «O  TEpPCOHANBHBIX JAHHBIX» U
NPUHATBIMU B COOTBETCTBMM C HHM HOPMATHBHBIMM I[PAaBOBBIMU aKTaMH,
orepaTopamu, SIBISIOMIUMHUCS TOCYAAPCTBEHHBIMU WJIM MYHULIUIIAIbHBIMU OpTaHAMU:
[yrBepxknen IloctanoBnenuem IlpaButenbctBa Poccuiickoit ®enepanuu ot
21.03.2012 Ne211]: (c m3MeHEHUsMU U JIOTIOTHEHHUSIMH). — J[ocTyn U3 cripaBOYHO-
npaBoBoil cuctembl «Koncynbrantnllmoc». —TekeT: 3eKTpOHHBIMN.

[Tonoxxenne 06 0coOEHHOCTAX 00pPabOTKU NMEPCOHAIBHBIX JaHHBIX, OCYIIECTBISAEMOM
0e3 UCHONb30BaHUS CPEACTB aBTOMaTu3anuu: [yTBepxkaeHo IlocraHoBieHnem
[IpaButensctBa Poccuiickoit @epepauun ot 15.09.2008 Ne687]. — Hoctynm u3
crpaBo4HO-TIpaBoBoi cuctemsl «KoHcynbranTnllimrocy. —TeKcT: 3neKTpOHHBIN.
TpebGoBaHust K MaTEPHAIILHBIM HOCUTEISIM OMOMETPUYECKUX MEPCOHABHBIX JTAHHBIX
U TEXHOJOTHSM XpaHEHHs TaKuX JaHHBIX BHE MH(POPMAIMOHHBIX CHCTEM
MEepPCOHANBHBIX  JaHHBIX:  [yTBepxkaeHo  IlocranoBinenuem  IlpaBurenncrBa
Poccuiickoit @eneparuu ot 06.07.2008 Ne512]: (c u3BMEHEHUSMHU H JOMOJIHEHUSIMU).
— JHoctyn wu3 cnpaBouHo-nipaBoBoM cucteMbl «Koncynbrantnllmtoc». —Tekcr:
JJIEKTPOHHBIN.

Metoauyeckie peKOMEHJAIMK IO YBEJOMJIEHHIO YIOJHOMOYEHHOIO oOpraHa o
Hayalie OOpabOTKM NEpPCOHANBHBIX JAHHBIX U O BHECEHWHM HW3MEHEHUH B paHee
MIpe/ICTaBICHHbIE CBEICHUA: [yTBEepkKAeHbI puka3zoM Pockomuanzopa ot 30.05.2017
Ne94]: (c u3mMeHeHUsIMH M JONONHEHUsAMH). — JlocTynm M3 CrIpaBOYHO-TIPABOBOM
cucrteMsl «KoncynpranTnllmoc». —TekcT: 2IeKTpOHHBIN.

TpeboBanust © METOJBI MO OOE3TMUYMBAHUIO MEPCOHATBHBIX JAHHBIX: [YTBEP>KICHBI
npukazoM Pockomuamzopa ot 05.09.2013 Ne996]. — Jloctynm U3 cCHpaBOYHO-
npaBoBoi cuctemMbl «Koncynprantnllmoc». —TeKcT: 3IeKTPOHHBIMN.

CocTtaB M coiepxaHHE OPraHMU3alMOHHBIX M TEXHUYECKMX MeEp IO O0ECHeueHUIo
0€30MacHOCTH TEpPCOHANBHBIX MaHHBIX TpU HUX 00paboTke B MHGPOPMAIIMOHHBIX
CHUCTeMax IEepCOHAJbHBIX NaHHBIX: [yTBepxkaeHbl mnpukazom O®CTOK Poccun ot
18.02.2013 No21]: (c U3BMEHEHHMSIMH U JOTMOJHEHUsMHU). — JlocTyn w3 crpaBOYHO-
npaBoBoil cucteMbl «KoHcynpranTnllimocy. —TeKCT: 3JeKTpOHHBIMN.

bazoBast Mmonienp yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00padOTKe B
MH(POPMAIIMOHHBIX CHCTEMaxX TMEPCOHANBHBIX MaHHBIX (Beimucka): [yTBepkiaeHa
3amectutenem aupekropa ®CTIK Poccun 15.02.2008]. — octyn U3 cripaBO4HO-
npaBoBoil cuctembl «KoHcynpranTnllimocy. —TeKCT: 3JeKTPOHHBIMN.

MeTtoauka ompeseneHuss akTyalbHbIX yrpo3 0€30MacHOCTH MEePCOHATBHBIX JaHHBIX
npu ux o0paboTke B HH(MOPMALMOHHBIX CHUCTEMaX MEPCOHANbHBIX JaHHBIX:
[yrBepxkaeHa 3amectuteneM aupekropa @CTIOK Pocecun 14.02.2008]. — Hoctyn u3
cripaBoYHO-TIpaBoBOM cucTeMbl «KoHcynpTanTnllmocy. —TekCT: 3IeKTPOHHBIN.

10



17. CoctaB U cojaepkaHWE OPTaHM3AIMOHHBIX W TEXHUYECKUX MEp MO O0ECIeYeHHUIO
0€30MaCHOCTH TEPCOHAJIBHBIX JaHHBIX NpPH HX 00paboTke B HMH(OPMAIIMOHHBIX
CUCTEMax IMEPCOHANbHBIX JAHHBIX C UCHOJIB30BAaHUEM CPEJICTB KPUITOTpapuiecKon
3amMThl  MHPOpPMALKK, HEOOXOAWMBIX Ui  BBINOJHEHHUS  YCTaHOBJIEHHBIX
[IpaButenscTBoM Poccuiickoit ®@enepanuu TpeOOBaHU K 3aIUTe MEPCOHAIBHBIX
JAHHBIX JJI KaXJI0r0 M3 YPOBHEH 3alllUIEHHOCTH: [yTBepkieHbl npukazom OCh
Poccun ot 10.07.2014 No378]. — JocTyn Hu3 CHpPaBOYHO-IIPABOBOM CHCTEMBI
«KoncynpranrnlIirocy. —TeKCT: 3JIeKTpOHHBIN.

18. Meronuyeckue peKOMEHAAMUA 1O pPa3pabOTKe HOPMATHUBHBIX IPABOBHIX aKTOB,
OTIPEICNIAIONINX YTPO3bl OE30MaCHOCTH TMEPCOHAIBHBIX JAaHHBIX, AKTYaJIbHBIE IPH
00paboTKe MEepPCOHATbHBIX NAaHHBIX B MH(POPMAIMOHHBIX CHCTEMax IMEPCOHAIbHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX IpU OCYIIECTBICHUM COOTBETCTBYIOUIMX BHJOB
JeATeNIbHOCTH: [yTBepkaeHbsl pykoBojacTBoM 8§ Ilentpa ®Cb Poccum 31.03.2015
Ne149/7/216-432]. — Hocryn u3 CIIPaBOYHO-TIPABOBO CHCTEMBI
«Koncynprantnllmocy. —TeKCT: 3IeKTPOHHBIH.

19.TOCT P 51275-2006 3amuta uadpopmanuu. OO0bexT MHPOpMaTu3anmu. PakTopsl,
BO3eicTByOImMKEe Ha uHPopMaruio. O0ume nonoxenus. — JlocTyn U3 crpaBodHO-
nipaBoBoii cucteMbl « TEXOKCIIEPT). —TekcT: 351eKTpOHHBIH.

20. ®nenos, M.E. Linux rinazamu xakepa. 5-¢ usa. / M.E. ®aenos. — CII6. : BXB-
[etepOypr, 2019. —416 c.

21. JlaB, P. Linux. Cucremuoe nporpamMmmupoBanue. 2-e¢ us. / P. JlaB. — CII6. : TTurep,

2014. — 448 c.
22. Yopn, b. Bayrpennee ycrpoiictBo Linux. / b. Yopa. — CII6. : TTutep, 2016. — 384
C

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and IA-32 Architectures Software Developer’s Manual [DnexTpoHHBIi
pecypc] — DmnekTpoH. TekcToBble naH. —Ilocnennee oOHoBieHue : 16.11.2020. —
Pexxum noctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepuajbHO-TeXHHYECKAs 0a3a, HEOOX0AMMAsI IVIsl OCYIIeCTBJICHUS
00pa30BaTeIbLHOIO MpoIecca Mo TUCIUNIHHE

MarepuanbHo-TeXHUYECKas 0a3za, HeoOXoauMast JJIsi OCYIIECTBICHHUS] 00pa30BaTEIHLHOTO
mpoliecca 1o AUCUUTIIMHE BKIIOYAeT B CBOM COCTaB ClielhalbHbIe TOMEIEHUSI:

-y4eOHBIC ayIUTOPHUH TS TPOBEICHUS 3aHATHH JICKIIMOHHOTO THIIA;

-y4eOHbIe ayAUTOPUU I IPOBEJACHUS Ta0OpaTOpHBIX paboT, OCHAIIEHHBIE CPEeICTBAMU
BBIYMCIIUTEILHON TEXHUKH, IOICPKUBAOIIMMU IPOrPaMMHOE OOECIIeUeHNe, yKa3aHHOE B
MyHKTE 0;

- yueOHBIC ayTUTOPUH JJIsI TPOBECHUS TPYIIIIOBBIX M HHIUBUYy ATbHBIX KOHCYJIbTAIIHIA;

- yueOHbIE ayIUTOPUU JUISI TPOBEACHHSI TEKYIIEro KOHTPOJS W IMPOMEKYTOYHON
aTTeCTallnu;

- IOMEMICHUS IS CaMOCTOSITEIbHON paboTHI;

- TMOMENICHUS JUIsl XPAaHCHHWS W TMPO(QHIAKTHYECKOrOo OOCTY)KWBAHUS TEXHHUCCKUX
CPEICTB O0OyUYEHHUSI.

[Tomemienust Ay caMOCTOSTENBHON PabOTHl O0YYaIOUIUXCS OCHAIIEHbl KOMITbIOTEPHOM
TEXHUKOW C BO3MOXKHOCTHIO MOAKIIOUEHUs K ceTH «VIHTepHEeT» M obecrmeueHHueM JO0CTyma B
IIEKTPOHHYIO HH()OPMAIMOHHO-00pa30BaTEILHYIO CPEAY OpTaHH3aI[HH.

Uucno mocaJoyHbIX MECT B JIEKIIMOHHOW ayAMTOPHH OOJbIle TUOO0 PaBHO CIIHCOYHOMY
COCTaBy IIOTOKAa, a B ayAUTOPHH JUIA TPAKTHYSCKUX 3aHATHH (CEMHUHAPOB) — CIUCOYHOMY
COCTaBY TPYIIIBI 00YYarOIIHXCS.
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IMpuaoxenne Nel k padoyeil nporpamMme 1M CHUANINHbBI
«be3onmacHOCTh B COBpeMEeHHO MH(OPMAILMOHHOM cpe/e»

MoH/1 OLIEHOYHBIX CPEACTB
JJ1s1 IPOBe/IeHUs] TeKylleil U MPOMeKYTOUYHOI aTTecTAlMHU CTY/IEeHTOB
1O JUCHUIINHE

1. TunoBbIe KOHTPOJIbHBbIE 32/IaHUS] UJIM HHbIE MATEPHAJIbI,
He00X0UMBbIe 1JI1 OLleHKH 3HAHUI, YMEHUi, HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH,
XapakTepu3ynXx 3Tanbl popMUpPoOBaHUS KOMIIETEHIUI

1.1 KonTpoJibHbIE 32/IaHUS U HHBIE MaTePUAJIbI,
HCIoJIb3yeMble B Npouecce TeKyleil aTrecTauuu

Tect mo Teme 1.1 IlpaBoBbIe 0CHOBBI 00ecnevYeHNs] MH(POPMAITMOHHOI 0€30MIACHOCTH

Kakue nomnoxxeHus, cBsi3aHHBIE C BOIpocamMu 0oOpaOOTKM HMH(pOpMAlMU, 3aKPEIJIeHbI B
Koncturynuu Poccuiickoit ®enepaunn?

a) [IpaBo Ha HEMMPUKOCHOBEHHOCTh JTUYHOW U CEMEHHOMN TalHBI.

6) IIpaBo Ha 00pabOTKY MH000H HHDOPMAIIH JTFOOBIM BO3MOKHBIM CIIOCOOOM.

B) 3ampet Ha 00pabOTKy MH(OPMALIMK O YACTHOW KHU3HU JIMla 6€3 ero coraacus.

r) [IpaBo Ha nosyuyeHue rpaxkjlaHaMu JI0IIycKa K TOCYJapCTBEHHOM TaliHe.

Kakue Buapl uHpopMmanuu o0s3aTenbHO TpeOyercss 3alluIlaTh B COOTBETCTBHM C
3aKoHoaarenbcTBOM Poccuiickoit denepanuu:

a) Mudopmanmst 111 ciyke0HOro MOJIb30BaHUS.

0) IlepconanbHbIC TaHHBIE.

B) ['ocynapcTBenHas TaitHa.

r) BpaueOnas Taiina.

1) Bee nepeuncnennsie.

B coorBerctBun ¢ ®enepanbHbiM 3akoHOM «0O0 wuHOpmanuu, HUHGOPMAIMOHHBIX
TEXHOJIOTUSX U 3alluTe HH(pOopMauu» HH(POPMALHS — 3TO:

a) JIroOble naHHbIe, IpeACTaBICHHbIE HA MATEPHAIbHOM HOCHUTEIIE.

6) CBenenus (cooOIieHus, JaHHbIE), HE3aBUCUMO OT (DOPMBI UX MPECTABICHHUSL.

B) He sHeprus u He matepus.

r) CBeneHusi, BOCOpUHUMAaEMbIe YEIOBEKOM M (MJIM) CIIEUATbHBIMU yCTPOHCTBAMU
KaKk oOTpaxeHue (HaKTOB MaTepUaIbHOIO WJIM JyXOBHOTO MHpa B IIpolecce
KOMMYHHUKAIIH.

Uro u3 mepedncIeHHOro MOXHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHUH C
3aKoHoAarenbCcTBOM Poccuiickoit denepanuu:

a) EXCEL Tabnuiy ¢ ynmopsqo4eHHON U CTPYKTYpUPOBaHHON HH(DOpMAITHEH.

6) daiin popmara DOC, B KOTOPOM CO3aH CIHCOK CIyIIaTeae TOi MporpaMmBbl.

B) KapToTeky peructpaTypsl yupekaeHUs 3paBOOXPaHEHHUS.

r) Bee nepeuncnennsie.

[lemocTHOCTH MHpOPMALIUH — ITO:

a) OOs3arenbHOE IS BBINOJHEHUS JIMIIOM, MOJYYHMBIIUM JOCTYIl K OINpeeeHHON
uH(popMalnu, TpeOOBaHHWE HE MepeaaBaTh TaKylo HH(OPMAaLHI0 TPETbUM JHIaM 0e3
corJiacusi ee ooyajgaress.

6) Cocrostare nHGOpPMAIINH, TIPU KOTOPOM OTCYTCTBYET JIt000€ €€ M3MEHEeHHe 00
U3MEHEHHE OCYIIECTBISETCS TOJIBKO MPEeTHAMEPEHHO CYOBbEeKTaMH, UMEIOIIMMHU Ha HEero
paBo.

B) Bo3MOXXHOCTD monyueHHss MHPOPMALIUU U €€ HCIIOJIb30BaHMS.

Ha teppuropuu Poccuiickoit @eaepanuu 3anpemnieHo pacnpoCcTpaHeHHE:
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7.

8.

9.

a) Madopmaruu, koTopast HarpaBjieHa Ha TIPOIIaraHy BOWHBI.

0) KomMmepueckoii TaifHbI.

B) MH(DOopMaIim, KOTOpast HarpaBiieHa Ha Pa3KUTaHUE PEIIUTHO3HOW HEHABHUCTH.

r) [lepcoHanbHBIX TAHHBIX.
['paskJaHWH WK FOPUIMYECKOE JIUII0, OCYIIECTRIISIONINE NESITEIbHOCTD 110 SKCIUTyaTalluu
WH(OPMAIIMOHHON CUCTEMBI, B TOM YHCJIEe TI0 00paboTke MHGOpMAIUH, COJCpKAIICHCS B
ee 0a3ax JaHHBIX — 3TO:

a) Obnanarens HHPOPMALIUH.

6) Oneparop UHGOPMAITMOHHON CUCTEMBI.
Ecnu He onpeneneno nHOTo, ONepaTopoM HHPOPMALMOHHOW CUCTEMBI SIBIISETCS:

a) ObnanaTenp HHGOPMAIIHIH.

0) CoOCTBEHHHK HCIOJB3YEMBIX JUIsi 00pabOTKM cojepikaiieiics B 0a3ax JTaHHBIX
UHPOPMAIIUN TEXHHUYECKUX CPEICTB.

B) Jlumo, ompenensiomee nean oOpabOTKM HHPOPMALUU M OCYLIECTBIISIOIIEE
00paboTKy HH(pOPMAIIHH.
He moxeT ObITh OrpaHUYCH JOCTYII:

a) K nadopmanmu o cocToSIHUM OKpYIKarOIIeH Cpe/ibl.

0) K mepcoHanpHBIM JaHHBIM TOCYJaPCTBEHHBIX TPAXTAHCKUX CITYKAIIUX.

B) K nHpopManum, XpaHsimencst B OTKPBITHIX (hoHIaX OMOIHOTEK.

r) K cBenenusiM o 3010T0BaOTHBIX 3anacax Poccuiickoit @eneparuu.

10. KaKon OTBCTCTBCHHOCTb MOXKET IIOBJICUb HAPYUICHUC Tpe60BaHHfI CDeI[epaJ'IBHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) ducuummmnapuyro.
B) AIMHHHUCTPATUBHYIO.
r) ['paxnancko-npaBoByIo.
1) Bee nepeuncnennsie.

Tect mo Teme 1.2 3amuTa nNepcoHANbHBIX TaHHBIX

[lepconanbHbIe TaHHBIE — 3TO:

a) CpeneHusi 0 CyOBEKTE MEPCOHATBHBIX ITAHHBIX HE 3aBUCUMO OT (OPMBI UX
MPEICTaBICHHUS.

0) JlroGass nndopmanusi, OTHOCSIIASCS K MPSMO HJIM KOCBEHHO OMPEIECIEHHOMY HIIN
onpezaenseMomy (HpU3HUECKOMY JTHUILY (CYOBEKTY MEePCOHANBHBIX JaHHBIX).

B) Jlrobast mHpopManus, OTHOCAIIAsCS K ONPEIEICHHOMY WIH OIpeleIsieMoOMy
buznueckomy uiy (CyObeKTY IEpPCOHAIBHBIX JaHHBIX).

r) JlroOas mHpopmanus, oTHOCALIAsICS K ONPENEJICHHOMY WM ONpeeNsieMoOMy Ha
OCHOBaHUU Takoi nHbopMauu Gu3ndeckomMy Uiy (CyObeKTy MepCOHANbHBIX TAaHHBIX),
B TOM YHCJIE ero (pamMuius, UMs, OTIECTBO, T'OJI, MECSII, JaTa U MECTO POXKIACHHUSI, aJIpec,
ceMeliHOe, CcoLMalbHOE, MMYIIECTBEHHOE TIOJOXKEHHe, oOpa3oBaHHe, Mpodeccus,
JIOXOJIBI, IpyTast HH(popMaIms.

Ha xakue OTHOIIEHHS HE pacHpocTpaHseTcs aelcTBue deaepanbHoro 3akoHa «O
MEPCOHATBHBIX JaHHBIX»?

a) Ha 006paboTky mnepcoHanbHBIX JAaHHBIX, OTHECEHHBIX B YCTAHOBIEHHOM MOPSIKE K
CBEJICHUSIM, COCTABIISIFOIIINM T'OCY/IapCTBEHHYIO TaifHYy.

0) Ha 00paboTKy mepcoHanbHBIX JAaHHBIX, HEOOXOIUMYIO ISl OCYIIECTBJICHHS MPaB
Y 3aKOHHBIX MHTEPECOB OIEPaTOpa WIH TPETHUX JIUII.

B) Ha 00paboTKy TmepCcOHANbHBIX JaHHBIX, HEOOXOAUMYIO Ui HWCIOIHEHUS
Cy/1eOHOTO aKTa.
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r) Ha o0paboTKy mepCOHAIbHBIX MAaHHBIX (PU3UYECKUMU JIMIIAMHU HCKIFOYUTEIHHO
JUTSL TUYHBIX ¥ CEMEWHBIX HYXKJ, €CIH IMPH STOM HE HApYMIAIOTCA TMpaBa CyOBEKTOB
MEPCOHAIBHBIX JAHHBIX.

n) Ha o0paboTKy mepCOHANBHBIX MAaHHBIX, MOJUICKANIMX OMyOTUKOBAHUIO WU
0053aTeNTbHOMY PACKPBITHIO B COOTBETCTBUH C (eZiepaibHbIM 3aKOHOM.

e) Ha 00paboTky mepcoHaNbHBIX IaHHBIX, HEOOXOAWMYIO IS OpraHu3aluu
XpaHEHUsl, KOMIUJICKTOBaHMsI, y4deTa U HCIIOJIb30BAHUS COJEPKAIIMX IEPCOHATBHBIX
JAHHBIX AapXUBHBIX JIOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEIICTBOM 00 apXWBHOM
nene B Poccuiickoit @enepanuu.
®enepanbHblif 3aK0H «O MEPCOHAIBHBIX TaHHBIX» PEryJIUPYeT OTHOIICHUS, CBSI3aHHBIC:

a) UckimountenbHo ¢ 00pabOTKOM MEepCOHAIbHBIX MaHHBIX C MCIOJIb30BAaHUEM
CpEeICTB aBTOMAaTH3AINH.

6) C 06paboTKOM MEPCOHATBHBIX JAaHHBIX, HE3aBUCHUMO OT TOTO 00pabaThIBAIOTCS JIN
OHH C UCIIOJIb30BaHUEM CPE/ICTB aBTOMATH3AIMY WU HET.

B) C  00pa®oTKOM  MepcOHANbHBIX JAHHBIX C  HCIOJB30BAHHEM  CPEICTB
aBTOMAaTHU3alluU, a TaKXKe C OO0pabOTKOW MEepPCOHAIBHBIX JAHHBIX 0€3 HCIOJIb30BAHUS
CPEICTB aBTOMATHU3aIlMH, €CIU Takas oO0pabOTKa COOTBETCTBYET XapaKTepy ICHCTBHIA,
COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMHU C UCIIOJIB30BAHUEM CPEICTB aBTOMATH3AIIHH.

r) C o0paboTKOM TEPCOHAIBHBIX JaHHBIX 0€3  KCIOJb30BaHUS  CPEICTB
aBTOMATH3AIIHH.

JleiicTBus, B pe3yjibTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM 0€3 HCIOJIb30BaHUS
JIOTIOJTHUTEIPHONH MH(OPMAIIUU OIPENEIUTh MPUHAIICKHOCTh MEPCOHATBHBIX JTAHHBIX
KOHKPETHOMY CYOBEKTY NEpCOHAIBHBIX JaHHBIX, — 3TO:

a) brnokupoBanue nmepcoHaNbHBIX TaHHBIX.

0) YHUUTOXKEHHE NTEPCOHANBHBIX TaHHBIX.

B) O0e31nunBaHuE EPCOHATIBHBIX JIaHHBIX.

r) [lepeBos mepcoHANBHBIX JaHHBIX HA APXUBHOE XpPaHEHHUE.

JlelicTBUS, B pe3yNbTaTe KOTOPHIX gpemenHO TIpeKpamaeTcs o0paboTka MepCOHANBHBIX
TaHHBIX, — 3TO:

a) brnokupoBaHue nmepcoHaNbHBIX TaHHBIX.

0) YHUUYTOXKEHHE EPCOHAIBHBIX TaHHBIX.

B) O0e3nnunBaHue MEPCOHATIBHBIX JIaHHBIX.

r) [lepeBos mepcoHANBHBIX JaHHBIX HA APXUBHOE XpPaHEHHUE.

Kaxue u3 nepeunciieHHbIX AeMCTBUI ¢ IEPCOHANBHBIMU JIAHHBIMU SIBISIOTCS 00pabOTKOM
MEPCOHANBHBIX JTaHHBIX:

a) XpaHeHHe MePCOHATBHBIX JaHHBIX.

0) 3amuch MepcoHaNbHBIX JaHHBIX.

B) O0e3nnunBaHue MEPCOHATBHBIX JIaHHBIX.

r) YaneHue nepcoHalbHbIX TaHHbIX.

C Touku 3peHus geneparbHOTo 3aKkoHa «O ePCOHANBHBIX JaHHBIX)» OMEPATOp — ATO:

a) 'ocynapcTBeHHbIH opraH, MyHUIMIIAILHBIN OpraH, I0pHIM4YecKoe Wi (Gu3nyecKoe
JIMIIO, CAaMOCTOSITEIIFHO WJIM COBMECTHO C JIPYTHMMH JIMIIAMH OpTaHu3yIomme u (WTH)
ocymiecTBisitonue oopadotky I1J[H, a Takxke ompenensromue 1enu odpadorku [1/1H,
cocta I[1/11, moanexamux o6padoTke, neiicTBus (onepaiun), coepuiaemseie ¢ I1J1H.

6) I'paxnaHuH WM IOPUAMYECKOE JIMIIO, OCYILIECTBISIOIINE JESTEIbHOCTh 110
JKCITyaTallud MHQOPMAIIMOHHON CHUCTEMBI, B TOM uucie Mo obpaboTke mH(popManuy,
coJepxaleiicsa B ee 6a3zax JaHHBIX.

O6paboTka nmepcoHaNbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cornacus cyObeKTa NepCOHAIbHBIX JAHHBIX.

0) [lomkHa OTpaHWYHMBATHCS JOCTHIKEHHEM KOHKPETHBIX, 3apaHee ONPEICICHHBIX U
3aKOHHBIX LIeJIeH.
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10.

11.

12.

13.

14.

15.

16.

B) He nomyckaercs B ciydasx HECOBMECTHMBIX C LENISMU cOOpa MepCOHaJIbHBIX
JAHHBIX.

r) JlomkHa OCyIIECTBIATHCA HAa 3aKOHHOM U CIIPAaBEIJIMBOM OCHOBE.

O0paboTKa MepCOHANBHBIX JAHHBIX JIOIYCKACTCS:

a) C cornacusi cyObeKkTa MepCOHANBHBIX JTaHHBIX HA 00pabOTKY €ro mepcoHaJIbHBIX
JTAHHBIX.

0) B ciywasix, ecimu oHa HEOOX0IMMAa ISl UICTIOJTHEHUS CYZ€OHOTr0 aKTa.

B) B ciywasx, eciu oHa HeoOXoauma Ui OCYIIECTBICHHS MPOQeCCHOHAIBHON
NESATENIbHOCTH JKypHaAIUCTa M (WJIM) 3aKOHHOM JAESITeTbHOCTH CpEeACTBa MacCOBOM
uHpOpMaLIUH.

r) B cuyuasx, eciu Benmercss oOpaboTKa MEPCOHANBHBIX JAHHBIX, MOJJIEKAIIMX
OITyOJINKOBAHHIO B COOTBETCTBUH C 3aKOHOJaTeNbcTBOM Poccuiickoit denepanui.

Kto Hecer OTBETCTBEHHOCTH 3a JEHCTBHS IOPUIMYECKOTO JIHIA, KOTOPOMY IOpyYeHa
00paboTKa NePCOHANBHBIX IaHHBIX, NIEpe]] CyOBEKTOM MEPCOHANBHBIX TaHHBIX?

a) Oneparop.

0) IOpuanueckoe TuI10, KOTOPOMY MOPYUHIH 00Pa0OTKY.

B) Hukro.

r) Pockomuanzop.

B nopyuennn 06paboTKu AOTKHBI ObITh 00513aTEIBHO ONPEACTICHbI U YKa3aHBI:

a) llemm 0OpabOTKM MEPCOHATBHBIX JTAHHBIX.

06) CyObekThl TEpPCOHAIBHBIX MJAaHHBIX, YbH IE€PCOHAJbHBbIC JAaHHBIE OyayT
00pabaTbIBaThCS MO MOPYUYCHHIO.

B) TpeGoBaHus K 3amuTe 00padaThIBAEMBbIX ITEPCOHAIBHBIX JIAHHBIX.

r) CpexacrtBa 3amuTel WHGOpPMAIMK, KOTOPblE HEOOXOAMMO  IPUMEHSTH
IOPUANYECKOMY JIUILY, KOTOPOMY MOpydeHa 00paboTKa MepcoHANbHBIX TaHHBIX.

Ha xoMm nexuT 005S3aHHOCTH O JIOKA3aTENbCTBY IOJYYEHHUS COTJIACHs OT CyOBeKTa
MEPCOHAIBHBIX JaHHBIX?

a) Ha Pockomuanzope.

6) Ha ropuanyeckoMm Juie, KOTOpOMY MOPYUYHIIN 00paboTKYy.

B) Hu Ha kom.

r) Ha oneparope.

Cornacue cyObeKTa MePCOHANBHBIX TAHHBIX JIOJKHO BKJIFOYATh:

a) [lacnopTHble naHHbIE CyOBEKTa MEPCOHAIBHBIX JAHHBIX WJIM €ro 3aKOHHOTO
IpeICTaBUTEIIS.

6) KoHTakTHBIE JaHHBIE JMIA, OTBETCTBEHHOI'O 3a OpraHU3alMI 00pabOTKU
NIEPCOHAITBHBIX JTAHHBIX.

B) Azipec omeparopa.

r) damwimu, WMeHa W OTYECTBA (PU3UYECKUX JIMI, KOTOPHIE OCYIIECTBISIOT
00paboTKy MepCOHAIBHBIX JaHHBIX IO NOPYUYEHHUIO OllepaTopa.

B cirydae cmepTn cyObeKTa epCOHATBHBIX JAHHBIX:

a) Ilomywars corimacue Ha 0OpabOTKy €ro MepCOHANbHBIX TaHHBIX TpelOyercs y
HACJICTHUKOB CYOhEKTa MIePCOHABHBIX TaHHBIX.

6) IlomyuaTh coryiacue Ha OOpabOOTKY €ro MepCcOHaJbHBIX JAHHBIX TpeOyercs y
PockomHuamzopa.

B) [TonmyuaTs cornacue Ha 00pabOTKY €ro MepcoHaIbHBIX JaHHBIX HE TpeOyeTcs.

K cnenmaipHBIM KaTeropusiM NepCOHATBHBIX JAHHBIX OTHOCSITCS:

a) CBeJeHMsI, Kacarolrecs: pacoOBOM NMPHHAICKHOCTH.

0) CBeneHus, Kacaronuecs TpaKIaHCTBA.

B) CBeneHus, Kacaroumecs NOIUTUYECKUX B3TJISI0B.

r) CBeneHus, Kacaronuecss MHBAJIMTHOCTH.

C touku 3penus eaepaibHOro 3akoHa «O NEPCOHATIBHBIX TAHHBIX» K OMOMETPUYECKHM
NIEPCOHATBHBIM JJTAHHBIM OTHOCSITCS:
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a) Bce cenmeHus, KOTOpbIe XapaKTepU3YIOT (DU3UOJIOTHUYECKHE W OWOJIOTHYECKUE
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUHU KOTOPBIX MOKHO YCTAHOBHUTH €T0 JIMYHOCTb.

06) CseneHusi, KOTOpble BHOCATCA B 0a3y OMOMETPUYECKHX JAHHBIX TpakIaH
Poccuiickoit @enepanuu.

B) Bce cBenmenusi, KOTopble XapaKTepU3ylOT (U3HOJIOrHYEecKHe U OUOJIOTHYECKHe
0COOEHHOCTH YeNlOBeKa, Ha OCHOBAaHMM KOTOPHIX MOXKHO YCTaHOBHTH €0 JIMYHOCTh, U
KOTOPBIE UCHOJIB3YIOTCS AJIsl yCTAHOBJICHUSI €T0 JTUYHOCTH.

17.Kto o06s3aH yOemuThcs B TOM, YTO HMHOCTPAHHBIM TOCYJapCTBOM, Ha TEPPUTOPHIO
KOTOPOTO  OCYILECTBISIETCSl Mepefjadya IEepPCOHAJIbHBIX JaHHBIX, 00eCIeYnBaeTCs
aJIeKBaTHAas 3allUTa MpaB CyOBEKTOB MEPCOHATBHBIX JAHHBIX?

a) Oneparop.

0) IOpuanueckoe IuI0, KOTOPOMY MOPYUMIH 00PaOOTKY.

B) Hukro.

r) Pockomuanzop.

18. CyObeKT nepcoHa bHBIX JAHHBIX UMEET MPaBO Ha MOJy4YeHHUE clieayrolield nHpopmammu,
Kacarolieicss 00paboTKH €ro NepcoHaIbHbIX TaHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 1€ 00PaOOTKH MEPCOHANBHBIX JAHHBIX.

0) IlonmeHHBII TIepedeHb COTPYAHHUKOB ONEPaTOpa, KOTOPHIE MMEIOT JOCTYIl K €ro
MEPCOHAIBHBIM IaHHBIM.

B) CBemeHuss 00 OCYIIECTBICHHOH WM O TPEANOIaraeMoil TpaHCTPaHUYHOU
nepenavye JaHHBIX.

r) CBeZleHHs O MIPUMEHSAEMBIX OTIEPATOPOM CPENICTBAX 3aIIUTHI HHPOPMALIUH.

19.1lpaBo rpakmanmHa Ha TMody4deHHe uHoOpManMM, Kacaromeics o0paboTKU ero
NIEPCOHATBHBIX JAHHBIX, MOKET OBITH OTPaHUYEHO:

a) Ha ocHoBaHuu 3asBieHust APyroro CyoObeKTa nepcoHaIbHbIX TaHHBIX.

0) B ciyuasx, ecnmu o0paboTKa MEepCOHATBHBIX JaHHBIX OCYIIECTBISETCA B CIydasX,
MPEeyCMOTPEHHBIX 3aKOHOJATeNbCTBOM Poccuiickoit @Dexnepanii 0  TPaHCIIOPTHOM
0€30MacHOCTH.

B) B ciyuasx, ecnu oOpaboTka MEpCOHANBHBIX JAHHBIX OCYIIECTBISETCS B IIENIAX
000pOHBI CTpaHbl, 0€30MaCHOCTH T'OCYJapCTBA U OXPAHbI PABOMOPSAKA.

r) B cnywasx, ecnmu o6paboTka mepcoHaNbHBIX JAaHHBIX OCYIIECTBISETCS B paMKax
3aKOHHOM JIeATEIbHOCTHU CPEACTBA MACCOBOM MH(OPMAILIUH.

20. KonTponb W Hag30p 3a BBIIOJHEHHEM Mep 10 OOECIeYeHHI0 Oe30MacHOCTH
MEPCOHAIIBHBIX JIAHHBIX OCYIIECTBIISECT (OCYIIECTBIISIOT):

a) MunkomcBs3u Poccun.

6) PockomHamzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kakoii opraH rocyJapCTBEHHOH BJIacTH MMEET MPaBO O3HAKOMIICHHUS C MEPCOHAIbHBIMU
JTAHHBIMU TIPH OCYIIIECTBIICHUU KOHTPOJIBHBIX U TIPOBEPOTHBIX MEPOIIPUATHI?

a) ®Cb Poccun.

6) PockomHamzop.

B) ®CTIK Poccun.

22. JIuita, BAHOBHBIE B HAPYIICHUH TIOJIOKEHUH 3aKOHOAaTeNbcTBA Poccuiickoit deneparun
B 00JIaCTH TIEPCOHANBHBIX JaHHBIX MPU 00pabOTKe MEePCOHATBHBIX JAHHBIX PaOOTHHUKA,
MOTYT OBITh TPUBJICUCHBI:

a) K yronoBHO! OTBETCTBEHHOCTH.

0) K nucturummaapHOi OTBETCTBEHHOCTH.

B) K aaMuHHCTpaTHBHON OTBETCTBEHHOCTH.

r) K marepuanbHoil OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 OpraHu3anmoHHbIe OCHOBBI 00ecnedyeHr s HH(POPMAIITHOHHOI
0e3onmacHoCTH

1. Pacnonoxute B MpaBWIBHOM HOpPSAKE 3Tambl paboT MO 00ECIeYeHHI0 Oe30MacHOCTH
nHpopmanuu.
1) OnieHka cooTBETCTBHS 00BbEKTa HHPOPMATH3AIIHH.
2) BeisiBnieHue u aHainu3 HHOOPMAIIOHHBIX aKTHBOB.
3) IlpoekTupoBanue (pa3paboTKa) CUCTEMBI 3aIIUTHl HHPOPMAITUH.
4) ®opmupoBaHue TpeOOBAHUH K 3aIIMTE HHPOPMAIIUH.
5) Baenpenue cuctemsl 3aUTHl HHPOPMALIUH.
6) DKCIUTyaTausi CHCTEMBbI 3aIUThl HHPOPMAITUH.

a)1)2)3)4)5)06).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5) 1) 6).

2. Ilyctp He 00e3MMYEHHBIC IEPCOHABHBIE aHHBIE O COCTOSHUU 3/I0POBBS BCEX TpaKIaH
SApocnasckoil obimactu 00pabarbiBalOTCs B MH(GOPMALMOHHON CHCTEME, IJsl KOTOPOH
aKTyaJIbHbI YTPO3bl CBA3AHHBIE C AKCIUTyaTallell ysa3BUMOCTEH B MPUKIAJAHOM, HO HE B
CHCTEMHOM IpOrpaMMHOM obOecrieueHun. Kakoil ypoBeHb 3alIMIIEHHOCTH JOJDKEH OBITh
YCTaHOBJICH ISl TAKUX MEPCOHAIBHBIX JaHHBIX ?

a) Y31.
6) V32.
B) Y33.
r) Y34.

3. IlycTb He 00e3IMUeHHBIE TIEPCOHATTFHBIC JaHHBIE B TOM Yncie (GoTorpadusi COTpyTHUKOB
Hebonbimoro (o 10 000 coTpyaHUKOB) MpeanpusaTHs 00pabaThIBAIOTCS B CHUCTEME
KOHTPOJISI U YIPABJICHUS JOCTYIIOM, Ui KOTOPOW aKTyalbHBI yrpO3bl HE CBSI3aHHBIC C
JKCIUTyaTalel ysa3BUMOCTEH B MPHUKIAJHOM U CUCTEMHOM MPOIPaMMHOM 00€CIIeUeHUH.
Kakoii ypoBeHb 3aIIMIIEHHOCTH JOJDKEH OBITh YCTAHOBJICH JISi TAKHUX MEPCOHATBHBIX
MAHHBIX?

a) Y31.
0) V32.
B) ¥33.
r) V34.
4. BHemHWe HapyHIUTENN PEaN3yIOT YIPO3HI:
a) VI3 BHemHuX ceTeil cBsA3M 0OLIETo MOJIb30BaHMUS.
6) HenocpeactBeHHO B MHGOPMALIMOHHBIX CUCTEMAX.
B) M3 ceTeil Mex1yHapoAHOr0 MH()OPMAITMOHHOTO OOMEHa.
r) Haxomsce B mipeenax KOHTPOJIUPYEMO 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENCH MOTYT SIBISATHCS:
a) [Tomp3oBaTenn HHPOPMAITUOHHON CUCTEMBI.
6) Konkypupyromue opranuszanuu.
B) HenoOpocoBecTHbIE MapTHEPHI.
r) O6cayKUBarONUil MepcoHan OpraHu3alyH.
6. Ilpumepamu BHyTPEHHHX HApPYIIUTENEH MOTYT SIBIISTHCS:
a) AIMUHUCTPATOPHI 0€30MaCHOCTH MH(POPMAITMOHHBIX CUCTEM.
6) CroponHue pu3nvecKue JauIa.
B) Jluia, oGecrieunBaronue COnpoBOKIEHUE TPOrPAMMHOT0 00eCIIeueHusl.
r) KpuMuHanbHbIe CTPYKTYPBI.
7. K 00BEKTUBHBIM yrpo3aM OTHOCATCS:
a) OmmOKu 00CTyKMBAIOIIETO TTEPCOHANIA.
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10.

11.

12.

13.

0) HedexTsl, cOon W OTKa3bl, aBapUM TEXHUYECKHUX CPEJCTB M CHCTEM OOBEKTOB
uHpOpPMAaTU3ALUH, A TAK XKe CUCTEM o0ecrieueHuss 00BEKTOB HH(POPMATHU3ALIUH.

B) [IpuponHble siBIEHUS, CTUXUIHHBIE O€ICTBHUS.

r) @aKTOPHI COIMATBHO-TIOIUTUIECKOTO XapaKTepa.

VYTrpo3bl yTeuku HHPOPMALMU BO3MOXKHBI [TOCPEICTBOM:

a) Bo3zgelicTBUS MpOrpaMMHBIMH CpPEACTBAMH B KOMIUIEKCE C IpeIHAaMEPEHHBIM
CHJIOBBIM 3JIEKTPOMArHUTHBIM BO3CHCTBUEM.

0) [lepenaun naGOpMAIHH 11O OTKPBITHIM KaHAJIAM CBSI3H.

B) [loaxitoueHns K TEXHUYECKUM CpPE/ICTBAM M CUCTEMaM 00beKTa MH(pOpPMaTU3aUH.

r) O6paboTku nHGOPMAIIMK HA HE3AIUIIEHHBIX TEXHHUECKUX CPelICTBaX 00paboTKu
uHpopmanuu.

YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYTA K MHPOPMALIUH, PEATU3YIOTCS yTEM:

a) KonupoBanus nHpopmanuu Ha He3aperucTpUPOBAHHBIA HOCUTENb MHOOPMALIH.

0) XuIeHust HOCUTEIS 3alUIaeMoil HH(OPMAITHH.

B) Hcnonp3oBaHus  NpOrpaMMHOIO  OOECleYeHUs  TEeXHHYECKMX  CPEJICTB
UH(POPMALIMOHHON CUCTEMBI, Yepe3 MPUMEHEHNE BPEIOHOCHOTO IPOTPAMMHOTO KOJIa.

r) CHJIOBOrO 3J€KTPOMAarHUTHOIO BO3JEHCTBUS 1O HMPOBOJHBIM JIMHUSAM CBSA3HM Ha
MOPTHI BBOJA-BBIBOJIa CUTHAJIOB U TIOPTHI CBSA3H.

Kakue cpenctBa 3ammThl MHQOpMALUU OOBIYHO TNPUMEHSAIOTCS Uil OoOecredyeHus
Oe3omacHocTH HH(pOpManmu, 0OpadaTebiBacMOi Ha aBTOHOMHBIX KOMITBIOTEpaX:

a) CpencTBa 3auThl MHPOPMALMU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.

0) MexcereBble 3KpaHbI.

B) CpezactBa kpunrorpaduuecko 3amuTel HHGOPMALIUY.

r) CpeacTBa aHTUBUPYCHOM 3aIMUTHI.

1) Cucrembl OOHApYKEHUS BTOPKEHUH.

Kakme cpenctBa 3amuThl WHGOpPMAIMK IMO3BOJSIOT 00ECEYNTh 0€30ImacHOCTb
uHpOpMallMy, INepeAaBaeMoOld 10 KaHajaM CBf3M, BBIXOAALIMM 32  IPEIeIibl
KOHTPOJINPYEMOU 30HBI:

a) CpencTBa 3a1uThl THPOPMALIUU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.

0) MexceTeBble 3KpaHbI.

B) CpezacTBa Kpunrorpaduueckon 3amuTel HHGOPMALIUH.

r) CucteMbl 0OHapy>KEHUs BTOP>KEHUH.

Kakoit Bua cpenctB 3amuThl MHGOPMAILMM TO3BOJIAET KOHTPOJIMPOBATH pa3IHUHBIE
KaHaIIbI TTepeadn HHPOPMaIUH: SJIEKTPOHHYIO ITOUYTY, MECEHKEPHI, CheMHBIE HOCUTEIN
uHpopmanuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTecranus 00beKTOB HH()OPMATH3AINH — ITO:

a) JIokyMeHTaJIbHOE YJIOCTOBEPEHHE COOTBETCTBUS MPOIYKIMH HIIM UHBIX O0BEKTOB,
NPOIIECCOB MPOCKTUPOBAHUS, IPOU3BOJICTBA, CTPOUTEIHCTBA, MOHTaXa, HAJAJKH,
AKCIUTyaTallik, XpaHEeHUs, EPEBO3KU, pean3alliil U YTHIIN3AllUH, BBITOJHEHHUS padoT
WIA OKa3aHWs yCIyr TpeOOBaHWSIM TEXHHYECKHX PErJaMEeHTOB, IOJIOKEHHSIM
CTaHJApTOB, CBOJIOB MIPABMJI MJTH YCIIOBHUSM JIOTOBOPOB.

0) [IpssMoe nau KOCBEHHOE OTpe/eiieHHue COOTI0ACHHS TPEOOBaHUH, TTPEIBIBISIEMBIX
K O0BEKTY 3aIIUTHI.

B) OdunuanbHOE NpU3HAHUE KOMIIETEHTHOCTH (DM3MUECKOrO WM IOPHAWYECKOTO
JIMIIA BBITIOJIHATH pabOTHI B ONPEeICHHON 00JIacTH.

r) KoMIiekc opraHn3alimoHHO-TEXHUYECKUX MEPOTPHUSITHIA, B PE3ysIbTaTe KOTOPBIX
MOCPEJCTBOM CHEIHMAIBHOIO JOKYMEHTa IMOATBEPKAAETCS, YTO OOBEKT COOTBETCTBYET

19



14.

15.

16.

TpeOOBaHUAM CTaHJIAPTOB WJIM MHBIX HOPMAaTHBHO-TEXHHYECKMX JOKYMEHTOB IIO
6e301acHOCTH WH(pOPMAIIHH.
Kakoli 1okymeHT naeT mpaBo 00paOOTKM MH(OpMaIMKM ¢ yKa3aHHbBIM B HEM YpPOBHEM
KOH(HICHIIMATBHOCTH?

1) JIunieH3us.

2) ATTectar akKpeaUTaIIH.

3) Cepruduxar.

4) Attectatr COOTBETCTBUSI.
Ha HacTosAmmii MOMEHT CpOK JEHCTBMs aTTecTaTa COOTBETCTBUS HH(OPMALMOHHON
CHCTEMBI, B KOTOpOW oOpabaThiBaeTcsi KOH(pHICHIMATbHA HH(OPMAIIHSI, B CITydae, eCiu
B XOJI€ €€ IKCIUIyaTalliy, B Hee HEe BHOCATCS CYILIECTBEHHbIE H3MEHEHMsI, COCTABIISCT:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcruryaTanuu nHQOPMAIIMOHHON CHCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOpEE:

a) AHanu3 ysi3BUMOCTEH HH(OPMAITMOHHON CHCTEMBI.

6) WcnoblTanus cucTembl 3allUThl MUH(GOPMAIMKM IMYTEM OCYIIECTBIEHHUS HOIBITOK
HECAaHKIIMOHUPOBAHHOTO AOCTYyMA (BO3ACHCTBUS) K NH(GOPMAIIMOHHOH CHCTEME.

TecT mo Teme 2.1 ApxuTeKTYpa KOMIBIOTEPa

3a HEeMmoCPECTBEHHOE BHITIOJIHEHHE OIEpaIliy B IPOILIECCOPE OTBEYACT:
a) ApupMeTHKO-IOTUYECKOE YCTPOICTBO.
0) Kour-namsite.
B) biiok ympasienus..
r) Perucrpsl.
Ucnone3ys 10 OuT st aapecany syeek MaMsTh pasmepoM | OallT, Mbl CMOXKeM
00€ecTeunThb aapecaliio CIeaymero o0bemMa naMsTh:
a) 10 Gaiit.
6) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionoxxute B mopsiike yBenudeHust 00beMa mamsTH.
a) Ctpanura.
0) bur.
B) CrnoBo.
r) Bank.
n) Sueiika.
Pacrionoxxute BUIbI TaMSATH B TOPSAKE YBETUYEHUN CKOPOCTH PaOOTHI.
a) Peructpel nporeccopa.
0) TBeproTenbHbIC HAKOMTUTEIH.
B) OcHOBHas (OriepaTUBHAs) TAMSTh.
r) ONTHYECKHUE JUCKH.
1) MarHuTHBIE KECTKUE JUCKHU.
e) Komr-nmamste.
Kaxkas xoHmeniust 00bIYHO peasiu3yeTcsi B MPOIECCOpax BUACOKAPT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/l, MHOKECTBEHHBIN MOTOK JaHHBIX.
6) OIMHOYHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN MOTOK JTAHHBIX.
B) MHOKECTBEHHBII MTOTOK KOMaH1, OTAHOYHBII MOTOK JTaHHBIX.
r) OAMHOYHBINA TOTOK KOMaHI, OAMHOYHBIH MOTOK JaHHBIX.
J171s1 COBpEMEHHBIX MarHUTHBIX KECTKUX JIUCKOB XapaKTEepPHO:
a) bospIiast cCTOMMOCTB TIO OTHOIICHHIO K TBEPOTEIbHBIM HAKOITUTEIISIM.

20



0) IocrenenHoe N3HAMIMBAHUE TPAH3UCTOPOB.
B) Hanmnune MexaHMYEeCKHUX 2JIEMEHTOB.
r) PacrnosnoxeHnue KOHTpoJIepa Ha MAaTEPUHCKON TLIaTe.
1) Bonpmmii 00beM mamMsTH MO0 CPABHEHUIO C TBEPOTEIbHBIMUA HAKOMIUTEIISIMHU.
7. Kakas mmHa Haubojee pacnpocTpaHEeHa Ha TEKyIIMA MOMEHT B IEpPCOHAIBHBIX
KOMITBIOTEpAX:
a) ISA.
0) PCI.
B) PCI EXxpress.
r) SCSI.
8. Ilycth TakTOBast yacToTa MIMHBI KOMIIbIOTepa cocTaBigeT 5 I'T'1. 3a ouH TakT Mo muHe
MOHO niepeats 16 6ut. OnieHuTe CKOpOCTh nepeaadn HHPOpPMaLny 1Mo muHe?
a) 80 MerabuTt B CeKyHIy.
0) 10 ['urabaiit B cexyHy.
B) 80 'mrabGaiT B CEKyHIy.
r) 21 T'urabaiit B CeKyH1y.
9. Jlns mpoeKIHOHHO-EMKOCTHBIX CEHCOPHBIX IKPAHOB XapaKTEePHO:
a) Beicokast CKOpOCTh OTKIIMKA MPH KacaHUH.
0) Bo3MOXHOCTB yrpaBieHHs pa3IM4HbIMHU YCTPOICTBAMHU.
B) [Tommeprxka multi-touch.
r) HeBO3MOXKHOCTh OpE/ICICHHUSI CUITbI HAXKATHS.
n) [IpoGnema «aBoEHUA».
10. DnemMeHTaMU KUJIKOKPUCTAIIIMYECKOTO MOHUTOPA SBISIOTCS:
a) JlyueBas TpyOKa.
0) Mcrounuk cBera.
B) KK-matpua.
r) I13C-matpwuiia.
1) DIEKTPOIBI.
11. Kaxoii anemMeHT npuHTepa OTBeyYaeT 3a (pukcaluio ToHepa Ha Oymare:
a) ®ortoBa.
6) TepmoBat.
B) Ponuk mepenoca.
r) Bai nogauu ToHepa.
12. HazHavyeHuneM na3epa B IIBETHOM IIPHHTEPE SBIISIETCS:
a) Hanecenue Tonepa Ha ¢otoBa.
0) dukcanus ToHEpa Ha Oymare.
B) Y IaneHue HeCyIInX 3apsiji 3JIEMEHTOB ¢ (oTOBaIA.
r) [Togaya Oymaru B IpuHTED.
13. Dnementamu 1udpoBoil BeG-KaMepsl ABISAIOTCA:
a) dororuieHka.
0) OOBeKTHB.
B) [13C-marpuia.
r) ®ukc-dokyc
n) Ipormeccop.
14. J1na KoHIeHCATOPHBIX MUKPO(QOHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIHHOCTb.
0) YCcTOMUUBOCTh K yJapam.
B) BbIcOKast 4yBCTBUTEILHOCTb.
r) 3aBUCHMOCTh OT TApaMETPOB OKPY>KAIOILEH Cpeabl (TeMIepaTypsbl, BIAXKHOCTH).
n) [IpumeHeHne B CTyAUAX 3BYKO3AIUCH.

Tect no Teme 3.1 Beenenne B HHPOPMAIHOHHYIO 0€30NMACHOCTH ONEPALNMOHHBIX CHCTEM
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IIycts B OC peann3oBaHO AMCKPELMOHHOE YIPABIEHHE TOCTYIIOM CO CIEIYIOLIMMHU
npaBaMu: uTeHue(r), 3amuch(w) u ucnoiaHeHue(X). IlpucyrcTByer dainm mpriioKeHus
«KanpkynsTop.exe» €O cleayronmMm crnuckom poctyna: (Amuca: rwx), (bopuc: rx).
Bri6epute npaBusibHbIC YTBEPKICHUS:

a) Anuca MOXeET 3aIyCTUTh npuioxeHue «Kambkynarop.exe».

0) bopuc He MoxeT 3anmycTuTh mpuiioxkenue «Kanpkyastop.exe».

B) AJlHca HE MOXKET U3MEHHUTH coliepkuMoe daiina «KanbKysarop.exey.

r) Bopuc MokeT u3MeHHuTh cojiepxkumMoe Gaitna «KaabKyssitop.exe».

ITycts B OC peann3oBaHO IrpyIIIOBOE YIPABIECHUE JOCTYIIOM CO CIEIYIOIIUMHU MIPAaBAMU:
yteHue(r), 3anucb(w) u ucnonHeHue(x). IlpucyrcTByer daitn «Hakmamgnas.docx» co
ciaenyromum crnuckom jgocrymna: (byxranrepsi: rw), (Kypeepsi: r), (Anuca: rw). B
CHUCTEME 3aJlaHbl pOJIM, B KOTOPbIE BKJIKOYEHBI COOTBETCTBYIOIIME I10Jb30BATEIIN:
(Byxranreper: bopuc, Tamuna), (Kypsepsr: Buxtop). BeiGepute mnpaBuiibHbIC
YTBEPKICHUS:

a) bopuc He MOXkeT U3MEeHUTH cozepkumoe (daitna «HakmamHas.docxy.

0) lamura MoxeT yuTaTh coaepkumoe daiina «Hakmaanas.docxy.

B) Bukrop MoxeT uameHuTh conepxkumoe daiina «Haxnamanas.docxy.

r) BukTop Moxer unuTath comepxumoe Gaiina «HakmagHas.docxX».

1) Anrca MOXKET U3MEHHTD coaepxkumoe (aiina «Hakmamanas.docxy.

IIycte B OC peanu3oBaHO MaHAaTHOE ympaBieHue noctynom. IIpucyrcrByer daiin
«log.txt» ¢ ypoBHeM cekpeTHOocTH 1. IIpucyTcTBYIOT mOjb30BaTen AnHca ¢ YPOBHEM
nomycka 1, bopuc ¢ ypoBHem gomycka 2 u Buktop ¢ ypoBHem momycka 0. Beibepute
IIPABUJIbHBIE YTBEPKICHHUS:

a) BUKTOp MOKET U3MEHUTH coep:kumoe Gaiina «log.txty».

0) BukTop MoxeT untath cogepkumoe daiina «log.txty.

B) AJlca MOXeET U3MEHUTh cojiepskumoe (aiina «log.txty.

r) Anmica MOKET YUTaTh cojepkumoe daiina «log.txty.

1) Bopuc moxeT nuameHuTs conepkumoe ¢aiina «log.txt».

e) bopuc moxer untaTh comepkumoe daitna «log.txty.

ITyctes B OC peanuzoBana Monensd neiaoctHocTH buba. IIpucyrcrByer daiin «log.txt» ¢
ypoBHeM 1enoctHocTH 1. [IpucyTcTByIOT nonb3oBaTenn Allnca ¢ YpOBHEM LEIIOCTHOCTH
1, Bopuc ¢ ypoBHeM nenoctHocTH 2 U Bukrop ¢ ypoBHeMm nenoctHoctu 0. Beibepute
IIPABUJIbHBIE YTBEPKICHHUS:

a) Buktop MoxeT u3MeHUTh cozepkumoe (aiina «log.txt».

0) Asnca MOKeT M3MEHHTH cojiepkuMoe (aiina «10g.txty.

B) bopuc mMoxer u3meHuTh comepxkumoe daitna «log.txty.

r) Bee Tpoe moryT untath comepxumoe daiina «log.txty.

Bribepure npaBuiibHbIE YTBEP)KICHUS O ayTeHTH(PHUKAIUU B cOBpeMeHHbIX OC:

a) [Taponu mosb30Barenst XpaHITCs Ha JUCKE, HA KOTOPOM YCTaHOBJIEHA CHUCTEMa, B
NIEPBOHAYAJILHOM BHJIE.

0) DOtanoHHbIE 3HAYEHMs, HEOOXOIWMMBIE JUISI TPOXOXKIECHUS OHMOMETPHUYECKOMN
ayTeHTH(UKALMK, XpaHATCA B CHCTEME B HEIOCTaTOYHOM JJISi BOCCTAHOBIICHHS
M3HAYAIbHBIX OMOMETPHUECKUX JTAHHBIX 00bhEMeE.

B) TokeH ¢u3MYeCKH W3TOTOBIEH TakUM O0pa3oM, YTO CYUTHIBAHHE C HETO
3aKpBITOTO KJIKOYA SBJISIETCS HEBO3MOKHOW WIIA IOPOTOCTOSIIEN ONEepaliuei.

r) Jns ayTeHTU(HUKAIUU C TIOMOIIBIO TOKEHAa B CHCTEME JIOJDKEH NPHCYTCTBOBAThH
OTKPBITBIN KJTIOY MOJIb30BATENs, COOTBETCTBYIOLIUI 3aKPhITOMY KIIIOUY Ha €r0 TOKEHE.
UYro He BXOAUT B METaJaHHbIe (aiina (BbiOepuTe OJ1H BapHaHT)?

a) Bpems co3ganus daiina.

0) Aznpec KOpHEBOM JUPEKTOPHUH.

B) Bpemst moaudukarmu daiina.
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10.

r) Apeca KiiacTepoB COACPKUMOT0 (aiiyioB.

1) Uadopmanus o Bnanensle daitna.

BriGepuTe BepHbIE YTBEPKICHUS O YIPaBICHUH MaMAThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC HCIOJIB3YIOT BUPTYAIBHYIO IAMSITh.

6) CoBpemennbie OC He 3alIUIIAIOT MaMATh OJHUX MPOIECCOB OT YTCHHS JPYTUMHU
IIPOLIECCAMH.

B) CoBpemennbie OC pa3aenstoT OOMIyI0 MaMATh MEX/IY MPOIECCaMH, YacTO B TAKOM
MaMSITH HAXOAATCS OMOTMOTEKH.

r) CoBpemennbiec OC HHUKOTA HE BBIMPYKAOT YaCTH ONEPATHBHOM MaMsTH Ha JTUCK
BO BpeMs paOOoTBhl.

n) B coBpemennbix OC mamsTh pa3OuTa Ha MaJleHbKHE (parMEHTHl, Ha3bIBacMble
CTpaHHIIAMHU.

Bri6epute BepHbIE YTBEPKICHUS O IIIAHUPOBILIUKE:

a) [lmaHMpOBHIMK BBIIENSAET MPOLECCOPHOE BpeMs KOPOTKHMMH HHTEpPBAIaMH,
HA3bIBAEMbIMU KBAaHTaMHU.

0) B ciydae WCHONHEHHUS MPOIECCOM HWHCTPYKIMH, Ui 3aBEPIICHUS KOTOPOH
TpeOyeTcsl UIUTENbHOE OXKUAAHHE, TIIAHUPOBIIUK NEPEBOIAUT MPOLECC B COCTOSHUE
«3a0JI0KHpOBaH» W HE OyJeT BBIACIATH €My MPOIECCOPHOE BpEMs, MIOKa COCTOSIHHE HE
CMEHHTCS Ha «TOTOBY.

B) Jns pabGoThl TUIAHMPOBIIMKA TPOLECCHl JOJDKHBI CaMH IIepelaBaTh Ha HEro
yOpaBlieHHEe, TakK Kak KommbloTepsl He mnpeaoctaBimsitor OC  wmexaHusma Uit
NEPUOINIECKOTO MPEPHIBAHNUS BBIITOITHEHHS MOJI30BATEIHCKOTO TPOIIEcca.

r) B IuiaHMpOBaHHMH 1O MPHOPUTETAM BCE MPOIECCHI C Pa3HBIMU HMPHOPUTETAMH
MOJTYYar0T MPUMEPHO OMHAKOBOE KOJIMYECTBO BPEMEHHU.

BriGepuTe BepHOE yTBepKIeHUE (BBIOEpUTE OJTUH BapUaHT):

a) OC peayi3oBaHa anmapaTHO B MPOIECCOPE.

6) OC peann3oBaHa anmnapaTHO B MaTEPUHCKOM IjaTe.

B) OC — mporpamMHOe oOecrieueHre, KOTOpPOE TPEIOCTABISACT MPHUI0KECHUSIM
pecypchl anmapaTHOro odecreueHusl KOMIIbIOTEpa B BUJIE YJOOHBIX aOCTpakuuii, HO He
YIPaBIISIET 3TUM aIapaTHbIM 00ECTICYCHHUEM.

r) OC — mporpamMmmHOe oO0OecCre4YeHHe, KOTOpO€ IMPEIOCTABISACT MPUIOKCHUSIM
pecypchbl  amnmapaTHOTO OOECTEYEeHHs] KOMITbIOTEpa B BHUJAC YMOOHBIX aOCTpakiuid u
yIpaBIIseT 3TUM alnapaTHbIM 00eCIIeYeHHUEM.

Bri6epute BepHOE yTBEp:KIeHUE (BbIOEpUTE OJJUH BapUaHT):

a) B OC komnbloTepa ¢ OJHOSAAECPHBIM MPOLIECCOPOM B KaX/Iblii MOMEHT BPEMEHHU
MOYET paboTaTh TOJBKO OJFH MPOIIEeCC.

6) B OC kommbloTepa € OAHOSAEPHBIM IPOLECCOPOM Yy TMPOIECCOB BCeria
IPUCYTCTBYET TOJBKO OJIH MOTOK.

B) B OC xommbioTepa ¢ MHOTOSJCPHBIM MPOLECCOPOM B KOHKPETHBIA MOMEHT
BPEMEHU MOTYT BBITIOJIHSITCS HECKOJIBKO MOTOKOB OJTHOTO TIpoIiecca.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
UCTIOJIB30BaTh TOJBKO OJTHO SIIPO TpoIIeccopa.

Tect mo Teme 3.2 UndopmanuoHHas 6€30MaCHOCTh ONEPAIMOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocHoBe xakux gannbix cyosekra OC Windows mpuHUMAET pemieHne o JocTyne?
a) XeIr 3HaYeHUe MMapoJIsl MOJIb30BaTeNs, 3aITyCTHBIIIETO MPOIIECC.
0) TokeH mepeBOMIIONICHHS.
B) Unentudukarop mpoiecca.
r) Token nocrymna.
1) ba3oBbIii puOpHTET mporecca.
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Ha ocHoBe xakux manHbix 00bekta OC Windows nmpruHUMAaET penieHne o T0CTyre?

a) [IpuBunerumn.

0) Token mocTyra.

B) [leckpurnrop 6€30MacHOCTH.

r) CUCTEMHBIH CIHCOK YIPABICHHUS JOCTYIIOM.

1) Crioco6 ayTeHTHU(HUKAIIMK TI0JIh30BATEIS.

Kakue npumuTrBHBIC TpaBa o0beauHsAeT B cede mpaBo ureHus OC Windows?

a) «Yrenue arpuOyTOB 0€30MACHOCTIY.

0) «UTeHne CUCTEeMHBIX aTpUOYTOBY, KITCHHE aTPUOYTOB 0E30MMaCHOCTH.

B) «UTeHne JaHHBIX».

r) «UTeHHue CHCTEMHBIX aTpHOYTOB», «ITEHHE aTPUOYTOB OE30MACHOCTHY, «YTCHHUE
JTAHHBIX).

1) «UTeHue CUCTEMHBIX aTpuOyTOB», «YTCHHE aTpUOYTOB OE30MACHOCTHY», «UTCHHUE
JAHHBIX», «BBITIOJIHEHUE (AIIIOBY» U «IIEPEX0]] B TUPEKTOPHION.

BriGepuTe npaBuibHbIC yTBEPXKICHUS 0 MaHaaTHOHM nonutrke «He-3anuceiBaTs-BBepx»
OC Windows:

a) OGecnieurBaeT CBOMCTBO IEIOCTHOCTH JAHHBIX.

6) ObecnieunBaeT CBOMCTBO KOH(DUICHIIMAIBHOCTH TaHHBIX.

B) Mcronib3yercst B CHCTEME TOJIBKO JIIst 00BEKTOB CETEBBIX COKETOB.

r) HesiBHO ucnonb3yercs st Bcex NTFS-gaitnos.

1) Pasperiraetr 10CTyn Ha 3aMUCh TOJBKO CYOBEKTaM C YPOBHEM IEJIOCTHOCTH PABHBIM
WK OOJIBIIMM IO OTHOIIEHHIO K YPOBHIO IIETIOCTHOCTH OOBEKTA JIOCTYTIA.

Kakue u3 nepeuncnennpix nmpas OC Windows npeaocTaBisieT o yMOJIYaHUIO BIAAEIIbILy
¢aiina?

a) Yurate CCY /.

6) Yurats ACY .

B) UuTath comepxumoe daiia.

r) Usmensts JICY/I.

n) Nsmenste CCY/I.

e) Usmensats comepkumoe ¢aiina.

Bribepere nmpaBuiIbHBIE YTBEPKICHHS OTHOCHUTEIBHO QITOPUTMa  OMpeeNieHus
npaBoMepHocTH goctyna OC Windows:

a) IlepBeiM pelicTBUEM SBISIETCS MPOBEPKAa COOTBETCTBHS JOCTyMa MaHIATHOMN
TIOJINTUKE.

0) IIpoBepka COOTBETCTBHS MOCTyNa MaHIATHOW MOJUTHKE OCYIIECTBISIETCS MOCTE
ananm3a 3anuceit JICY 1.

B) Eciu ipu nmocnenoBarenpHoM ananu3e 3amnuceit JJCY [l oka3siBaeTcsi, 4TO OHO M3
3anpaniBaeMbIX MIpaB 3allpeliaeTcs B TEKYIEH 3alucH, TO JOCTYII 3allpeIiaeTcs.

r) Ecim mpu nocnenoBatensHoM ananmuse 3anmceit JICY ]l pasperaroniie mnpasa
TEKyIlel 3alucu B CyMME C paspellalolliMU [paBaMu MNPEeAbIIYIIUX 3anucei
MEePEKPBUIN BCE 3alpallliBaeMbl€ MPaBa, TO JTOCTYM Pa3peraeTcs.

n) Ecim B ciickax JICY /] He ObIIO 3ampelnaroimx 3ampaniiBaeMble mpaBa 3aruce,
U B TO K€ BpPEMS BCE pa3pellaolIne 3alMCH HE MEePEeKPbUIM 3allpalliBaeMble MpaBa, TO
JOCTYT 3alpeaeTcs.

Kakas npusuneruss OC Windows mo3BoiisieT uutath Jr000i (aiin BHE 3aBUCIMOCTH OT
3a/IaHHBIX MpaB?

a) [IpuBuierus co3ganus pe3epBHBIX KOTHIA.

0) [IpuBwierns N3MEHEHUsT CHCTEMHOT'O BPEMEHH.

B) [IpuBmIierus 3aBepiieHus: paboThl CHCTEMBI.

r) [IpuBunerus yBenuueHus padodero Hadbopa.

n) [MpuBunerus coznanus (haiia NoJKaAUYKH.

Bri6epuTte cyniHoctu, He Bxosuiie B TokeH goctyna B OC Windows:

24



a) SID nonk3oBarens.

0) JICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY /I Bcex 00BEKTOB CHCTEMBI.

n) IMpuBuneruu.

9. BriOepuTe CyIHOCTH, BXOJIIUE B Ieckpurtop 6ezomacHocty oobekra B OC Windows:

a) SID Bnanenbiia 0ObEKTA.

0) IMCKpELIMOHHBIN CIIMCOK YIIPaBJIEHUS JOCTYIIOM.

B) CHCTEMHBIH CITUCOK YIPABJICHHS JOCTYIIOM.

r) CIIMCOK TOKEHOB JOCTYyIIa MPOIECCOB, OCYIIECTBIISIOIINX JOCTYI K 00BEKTY.

1) YpOBeHb LEITOCTHOCTH.

10. Kakue w3 TMYHKTOB TMPaBUILHO OINUCHIBAIOT (MJIBTPOBAHHBIM TOKEH JOCTyIa

agmuauctpatopa B OC Windows?

a) YpOBEHb LIEJIOCTHOCTH yCTAHABINBACTCS CPETHHIM.

0) YpOBEHB IIEJIOCTHOCTH YCTaHABIIMBACTCSI BBICOKUM.

B) CIMCOK MPUBWICTHHA, KOTOPhIE MOTYT IONACTh B (PHJILTPOBAHHBIA TOKEH, CHIBHO
OrpaHUYeH.

r) Ilpu ompenencHun mnpaBoMepHOCcTH goctyma cpenu 3anmced JICYJ ¢ SID
aJIMAHUCTPATHBHBIX TPYII OyAyT YYTEHBI TOJBKO 3aIPEIIAOIIHE.

1) CrUCKY MPUBUICTHH OJJMHAKOBBI B OOBIYHOM M (DHUIIBTPOBAHHOM TOKEHE JOCTYIIa
aJIMAHUCTPATOPA.

Tect mo Teme 3.2 UndopmannonHasi 6€30MacHOCTb ONePAIMOHHBIX CHCTEM ceMeiicTBa
Linux

1. Ha ocHoBe kakux qaHHBIX cyObekTa OC Linux mpruHUMaET penieHue o J0CcTyre?
a) SUID-6ur.
0) Sticky-our.
B) YUeTHbIC JaHHbIC.
r) UID mporiecca.
1) DIEKTPOHHAS MOJMUCH POrPAMMBI.
2. Kaxwue npasa npucytctByroT B OC Linux:
a) Ucnonuenue.
0) Urenwue i-node.
B) UteHue.
r) Y nanenue.
1) 3amuce.
3. Jus gero ciayxur SUID-6ut B OC Linux?
a) [To3Bomser 3amycTuTh NPUIIOKEHHE OT UMEHHM BiaJiesblia (aiisia MpuIoKeHHs .
0) [To3BoJsieT 3amyCTUTh MPHIIOKEHHE OT UMEHH CYTIEPITOJIb30BaTEIIS.
B) [To3BousieT 3amyctuth npuinoxkenne ¢ npusmierueis CAP_SYS ADMIN.
r) [To3Bomnsiet 3anmycTuth npuioxenue ¢ UID paBHBIM HyIIIO.
o)  3ampemaer  3amycK  NPWIOKEHHS  BCEM  MOJB30BaTeNsM,  KpPOMeE
CYTIepIOIb30BaTENS.
4. Yto nenaer Macka B CIHMCKe ynpasieHus goctynoM ¢aitna 8 OC Linux?
a) 3aaeT MaKCUMaITbHBIC TIPaBa, KOTOPBIE MOKHO TTOTYYHUTh U3 3aIHCEH TSl TPYTII.
0) 3ajaeT MaKCUMaJIbHBIE NTPaBa, KOTOPHIE MOXKHO MOJIYYUTh U3 3alIUCH OCTAIbHBIX.
B) 3a/1aeT MaKCHMaJIbHbBIC MPaBa, KOTOPhIE MOXKHO MOJYYHUTh U3 3alHCH BJaJeiblia
daiina.
r) 3amaer MakCHMaJbHbIC TpaBa, KOTOPbIE MOXKHO IOJYYHTh W3 3amucedl s
NOJIb30BaTeNeN U TPYIIL.
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10.

11.

1) 3agaeT MaKCHMallbHbIE TMpaBa, KOTOPbIE MOXHO TOJYYUTh W3 3alUcedl s
MOJIb30BaTENEN.
Uro Takoe cosb xemni-3HaueHus naposist B OC Linux?

a) Crpoka, KOTOpas BBIOMpaeTCs MpH KaKAOH ayTeHTU(UKAMH CIy4ailHO ISt
obecrnieueHns 6€30MacHOCTH MapoJIs.

0) CnyuaitHo BbIOpaHHas MPU CO3JAaHUM MApOJs CTPOKA, KOTOpas CKJICHBACTCS C
XellI-3HaYeHHEM I10CJI€ BBIYHUCICHHS XelI-(DyHKIINU.

B) CiydaiiHO BbIOpaHHas NPH CO3JaHUU MApPOJsl CTPOKA, KOTOpask CKICUBACTCS C
napoJieM Iepejl BbIUMCICHUEM Xell-(DyHKINH.

r) JyimHa, 10 KOTOpOil ype3aeTcs mapoiib MMOJIb30BaTeNs Il KOMIIAKTHOTO XPaHCHUS
B CUCTEME.
Bribepure cymuocTy, BXOAAIINE B yueTHbIe JaHHbIe mporecca B OC Linux:

a) UID monw30Barens, 3amyCTUBIIETO MPOIIECC.

0) I'pynmnsl nosp30BaTENs, 3aI1yCTUBIIETO MIPOLIECC.

B) [IpuBuiieruu.

r) [IpaBa ucnonusiemoro ¢aiina, 13 KOTOPOro ObUT 3aIyIIEH MPOIIECC.

1) ®nar 3¢ (heKTUBHOCTH IPUBHICTHIA.
Bribepure cymuocTa, Bxoasmye B aTpuOyTsl 6e3onacuoctu ¢aitna 8 OC Linux:

a) Tpolika mpaB AJisl Ka)JI0H TPYIIIbI B CUCTEME.

0) [IpuBmiierumu.

B) Tpoiika mpaB Biajeibiia Qaiiia.

r) Tpoiika mpaB monb30BaTeiedd, He SBISIFOIIMXCS BiajgeiabliaMu (aina u He
BXOJISIIINX B TPYyMITy Biajaeiblia (aiiia mo yMoI4aHuio.

n) Bnanenen gaitna.
Bri6epute cyniHocTy, Bxoasiue B aTpudyThl 6ezonacHoctu ¢aitna B OC Linux:

a) Tpoiika npaB Jy1s1 KaXK0M TPYIIIBI B CHCTEME.

0) [IpuBmiierumu.

B) Tpoiika npaB Biajeinbiia daiina.

r) Tpoiika mpaB IMOJb30BaTelNicl, HE SIBISAIOIIMXCS BiaaenbliaMu Gaiina u He
BXOJISIIIUX B TPYIITY BJaeNbla Qaiiia mo yMoI4aHHIo.

1) Bragenen daiina.
Kakue Habops! ipuBmiieruii ectsb y ¢aitna B OC Linux:

a) Hacnenyewmpbie.

0) Db dexTuBHBIE.

B) BHemnwue.

r) OrpaHYUBarOIIHE.

1) PaspereHnsble.
Kakyro xem-¢pyukmuio ucnonb3yer OC Linux 1ms BRIYKMCICHUS X€II-3HAUYEHUS TIapoJis B
OC Linux?

a) MD-5.

0) SHA-256.

B) SHA-512.

r) SHA-3.

n) ODyHKIUA HECKOJbKO, OKOJO XeMI-3HAUCHHs MapoJii XPAHUTCS HOMEp
MCIIOJIb30BaHHOM XeNI-(DyHKIINU.
Uro nemaer xonseriep B OC Linux?

a) OuIbTpyeT BHIBOJ KOMaH/IBI.

0) [lepenanpanisieT CTaHIAPTHBIA BBIBOJ] KOMaH/IbI C KOHCOJIM CTaHAAPTHBIN Ha BXOJ]
JIPyror KOMaH/IE.

B) [logHrMaeT npasa 710 mpaB Cyneproab30BaTeIs.

r) OTKJ1apIBaCT BBITIOJHEHNE KOMaH bl Ha YKa3aHHBIH CPOK.
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Tect mo Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX BHIYHCJIUTEIbHBIX ceTel

1. Kakoii nopsigok ypoBueit mogenu OS| BepHbIii?
a) Ou3nueckui, KaHaJIbHBINA, TPAHCIIOPTHBINA, CETEBOW, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIaAHOM.
0) dusnueckuii, KaHaIbHBIN, CETEBOM, TPAHCIIOPTHBIM, CEAHCOBBIN, MPEICTABICHUS,
MPUKJIaAHOM.
B) Dusnueckuii, KaHAJIbHBIA, CETEBOH, TPAHCIIOPTHBIA, CCAHCOBBIN, MPUKJIAJHOM,
IPECTaBICHHUS.
r) DusnyecKuii, KaHaJbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEAHCOBBIN, MPUKIAIHOM,
IPECTaBICHHUS.
2. Kaxue npoToKOJIbl OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mozenu OSI?
a) UDP.
6) ARP.
B) IPV4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kaxkoii ypoBeHb peqHa3HAuCH IS OTIPEICIICHUS Iy TH MIepejadu JaHHbIX?
a) Ousnyeckuid.
0) CeaHCOBBIIA.
B) TpaHCIOPTHBIA.
r) [IpencraBienus.
n) KananbHbrii.
e) [MpuknaaHoii.
k) CeTeBOl.
4. Kaxue ¢uaru ucnonb3yrorcs B npotokose TCP s ycTaHOBICHUS COSAMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kaxkue npeumymectsa ecte y FTTB?
a) Bricokas ckopocTh paboTel IHTEpHET.
6) PaBHast ckopocTh puema U nepeaays HHGopMaIum.
B) HeszaBucMMOCTh CKOpOCTH JOCTyHa OT 4YMCiia abOHEHTOB, MOJKIIOYCHHBIX K
KOMMYTATopy.
r) OTcyTcTBHE HEOOXOIUMOCTH pa3MeIlleHHss KOMMYTaTopa MpoBaiiiepa B 31aHHH.
6. Kakwue Henocratku ectb y FTTB?
a) Huskas ckopocTh pabotsl IHTEpHET.
6) Pa3znas ckopocTh npremMa u rnepeaud HHGOpMaluu.
B) 3aBHCHMOCTh CKOPOCTH JOCTyla OT 4YHciaa aOOHEHTOB, MOAKIIOUEHHBIX K
KOMMYTaTopy.
r) Heo0XxoauMocTh pa3MelieH st KOMMYTaTopa IpoBaiiiepa B 31aHHH.
7. BbiOepuTe BepHbIE YTBEPKICHUS
a) TCP He rapaHTUpyeT IOCTABKY JlaTarpamM.
6) UDP He rapaHTupyeT JOCTaBKy JaTarpamm.
B) UDP rapantupyer 10CTaBKy JAaTtarpamm.
r) TCP rapaHTHpyeT TOCTaBKY JaTarpamMM.
8. Kaxoii agpec OTHOCHUTCS K aipeCHOMY TPOCTpaHCTBY IPv4?
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9.

10.

a) 192.168.0.17
0) 129.256.0.0
B) 301.169.107.0.0.3
r) 127.0.1000.0
Kaxk paboraet xoHueHntparop (xad)?

a) IIpu monydeHun makeTa JAaHHBIX Xald MepechlIaeT 3TOT MAKeT Ha BCE OCTAJIbHBIE

CBOM MOPTHI.
0) Ilpu monyuyeHWM MakeTra MaHHBIX Xad

cootBercTBUM ¢ Tabmumedr  MAC-anpecos.

oTOpachIBaeTCsl.
B) Ilpu mnonydeHWH mMakeTa MaHHBIX Xabd

NEepeChlyIaCT I3TOT NAKCT Ha IMOPT B
Ecmu  coorBeTcTBHSA HET, IIaKET

nepeCblIa€T J3TOT IHAKET Ha IOpPT B

cootBercTBUM ¢ Tabnuieit MAC-aapecos. Ecniu cOOTBETCTBUS HET, B CETh OTIPABISAETCS

ARP-3anpoc.
Kaxk paboraer kommyTtaTop?

a) B ciyuae, ecnu ans ornpasnsiemoro MAC-aapeca HET COOTBETCTBHS, KOMMYTaTOP
pacchlIaeT MakeThl Ha BCE MOPTHI, KPOME MOPTA-NI0JTydaTeNsl.
0) Ilpu monmyuyeHUM MakeTa JAaHHBIX KOMMYTATOp IEpechbUIaeT 3TOT MaKeT Ha BCe

OCTAJIbHBIC CBOH ITIOPTHI.

B) KomMmyTarop XpaHUT B HaMsATH TaOJHMIly KOMMYTAlldH, B KOTOPOW YKa3aHO
conoctarieane MAC-aapeca 1 HoMepa mopra KOMMYTaTopa.

r) Co BpeMeHeM KOMMYTAaTOp CTPOUT TaOJHILy JUisl BceX akTHBHBIX MAC-aapecos.

1) Tabmuia MAC-aipecoB KOMMYTaTOpa CTaTHYHA U HACTPAUBACTCS BPYUHYIO.

Tect mo Teme 4.2 CeTeBble Yrpo3bl H MeTOAbI IPOTHBOIEIHCTBUS UM

Kaxkue OpIBatoT HCTOYHUKY BOSHUKHOBEHUSI YSA3BUMOCTEH?

a) OmubKu peanu3anuu.

6) Ommoku 00CIy)KUBaHHUS.
B) OmmOKK MPOSKTHPOBAHUS.
r) Omm6ku HR-oTxema.

Yro He BXoAUT B 06azoByo rpymimy merpuk CVSS?

a) Crioco0 moy4yeHus J0CTyTIa.
0) Bausinue Ha KOHUAEHIIMATBHOCTb.
B) BiusiHue Ha moss3oBarels.
r) [Tokasatesnp ayTeHTH(DUKALIUH.
1) CIOKHOCTh MOTYYCHUSI JOCTYyTIA.
Kakoit rpynmsl metpuk CVSS ne cymiectByer?
a) KommiekcHas.
0) Bpemennas.
B) bazonasi.
r) KonrekcrHas.
Kewm pazpabdorana CVSS?
a) ISO.
0) FIRST.
B) WWW.
r) UCLA.
UYro He sBnsgercs merpukoit B CVSS?
a) CJI0’)KHOCTh aTaKH.
0) BausiHue Ha JOCTYITHOCTb.
B) JITUTENBHOCTD aTaKH.
r) Coco0 moy4eHus JoCTyma.
1) [okazaTtenb ayTeHTU(DUKAIINH.
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10.

UYro sBsEeTCS MACCUBHOM aTakon?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CTy)KUBaHHH.

B) ®u3MueCcKOe HAMTAJICHUE HA OOBEKT.

r) DKCIUTyaTanust yss3BUMOCTH.

Uro Takoe 3BpUCTUUECKUN aHAIN3?

a) Meron, npenHa3HaueHHBIH Ui OOHApy)XEHUS HOBBIX, €I HE BBIABICHHBIX
BUPYCOB.

0) MexaHu3M, HEOOXOAMMBIA [IJII OTCIICKMBAHHMS HEU3MEHHOCTH (ailyioB,
JIOKYMEHTOB, peecTpa, KoHpUrypamnun o0opy10BaHusl.

B) Meron, OCHOBaHHBIH Ha IOCIEIOBATEIFHOM IIPOCMOTPE MAMSTH YCTPOWCTBA,
3arpy304HBIX CEKTOPOB, (hallJIOB B IOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

UYro Takoe 63K10p?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECIEUYEHUS, PEAIN30BAaHHOTO IS
COKPBITHUS IPUCYTCTBUSI TOTO BPEAOHOCHOTO KOZA U €ro ACHCTBUI.

06) Ilpunoxkenue, wucnonb3lyemoe Ui JajdbHEMIIEH 3arpy3kd U 3alycka
HOJHOLEHHOTO BPEAOHOCHOTO IPOTPaMMHOT0 00ecieueHHs.

B) BpemonocHoe mnporpamMHOe o0ecnedeHne, KOTOpOe, TOMHMO IOJTYy4CHHsI
KOHTPOJISI HaJ 3apaXKEHHBIM YCTPOICTBOM, MBITAeTCS 3aXBaTUTh IIOJ] CBOM KOHTPOJIb
JpyTHUE Y3IIbI CETH.

r) [IpunoskeHue, MO3BOISIOIIEE YIIPABIISATH KOMIBIOTEPOM yIAJICHHO.

Urto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTrPAMMHOIO OOECHeueHHs, peaTu30BaHHOIO IS
COKPBITHS IPUCYTCTBHUSI 3TOTO BPEAOHOCHOTO KOJIa U €r0 ACHCTBUM.

6) Ilpwioxenue, wucnonb3dyemMoe JUisd JajbHEWIIeW 3arpy3kd W 3alycka
MOJTHOIIEHHOTO BPEAOHOCHOTO MPOTPAMMHOTO 00eCIIeueHHMsI.

B) BpemoHocHoe mnporpaMmHOe oOOecreueHHe, KOTOpPOe, I[OMHUMO MONTy4YCHUsI
KOHTPOJISL HAaJ| 3apaKCHHBIM YCTPOMCTBOM, IBITAETCS 3aXBaTUTh IOJ CBOH KOHTPOJIb
JpyTHUe y3JIbl CETH.

r) [IpunoxeHue, MO3BOJISIONIEE YIPABIIATH KOMITBIOTEPOM YIAJICHHO.

Yro caenyer aenarb, 4TOOBI 3aIUTUTH C€0s1 OT BUPYCOB?

a) He 3amyckaTh npuitosxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Cuneauts 3a UUGPOBBIMU MOAMUCSAMHM YCTaHABIMBAEMOI'O IPOrPaMMHOTO
oOecrieyeHus.

B) OTKJIFOUMTH MEXKCETEBOM IKpaH.

r) Bcerma OTKpbIBaTh BIIOXKEHHS OJICKTPOHHOW MOUYTHI ¢ TeMoil «BaxkHo» u
«CpouHO».

n) CBOEBpeMEHHO OOHOBJISATH  OMNEPALMOHHYI) CHCTEMY M HPOTPaMMHOE
o0ecrieueHue.

¢) Ucnonb30BaTh aHTUBUPYCHOE MTPOTPaAMMHOE 00eCTIeYeHUE.

Tect no Teme 4.3 MeskceTeBbie IKPAHBI

Uto Takoe MeKCEeTeBOM IKpaH?

a) [IporpaMmHOe WM MPOrPaMMHO-TEXHUYECKOE CPEICTBO, peanusyromiee GyHKINN
KOHTPOJIA U q)Hanpaupm B COOTBCTCTBHHU C 3aJaHHBIMU IIPaBUJIaAMU IMPOXOIAAIINX YCPE3
HEero WHGOPMAIMOHHBIX TOTOKOB.

06) VYcrpoiicTBO, TpeNHA3HAYCHHOE JJIi  COCAMHEHHUS  HECKOJbKHX  Y3JIOB
KOMIIBIOTEPHOH CETH B MPEEIax OJHOTO WIIM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISICT OPraHU30BATh JIOKATBHYIO CETh C BO3MOYKHOCTBIO
BBIXOJIa B UHTEPHET JUIs APYTUX YCTPOHCTB.

MesxceTeBble 3KpaHbl JIJIsl BEO-MIPUIIOKEHUN pacIionararoT:
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a) I[lepen 3amumiaemMbiM BeO-cepBepoM (TpaduK BHaAUYAE MEpEAacTCss MEKCETEBOMY
9KpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammmmaemoro BeO-cepBepa (Tpaduk BHadaje mepenaeTcs BeO-cepBepy,
3aTeM MEXCETEBOMY KpaHy).

B) MexceTeBOH SKpaH M 3alMIIaeMblii UM BeO-CepBep HAXOMATCS B Pa3HBIX
HOJCETAX, TPAQUK MEXTy HUMH 3aIpereH.

r) Bmecto 3ammuinaemMoro Bed-cepsepa.
[lepconanbHbIE MEKCETEBBIE IKPAHBI 11 HACTOJIBLHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBalOT JOMOJIHUTENbHBIN YPOBEHB 3alIUTHI OT CETEBBIX aTakK.

0) [TomHOCTBIO 3aMEHSIOT BCE OCTAIbHBIE HHCTPYMEHTAJIBHBIE CPEJICTBA 0OECIICUeHUS
0e30MacHOCTH.

B) [10JIHOCTBIO 3aMEHSIIOT MapIIPyTU3aTOPBI, SBJSACH HIIFO30M MO YMOJIYAHUIO JIJIS
3alUIIAeMOr0 KOMIIbIOTEpa WM HOYTOYKa.

r) IlpemocraBisiloT BCe HEOOXOJMMBIC CETEBbIC CEPBHCHI Ul 3aIIUIIAEMOTO
KOMIIBIOTEpa UM HOYTOYKa.
[lepcoHanbHBIE MEXCETEBBIE SKpaHbI JJIS HACTOJBHBIX KOMITBIOTEPOB M HOYTOYKOB
SBIISIOTCS:

a) AnmapaTHO-TIpOrpaMMHBIMHU CPEICTBAMH 3aIUTHI.

0) Bcerma BctpoeHnsiMu B OC, KOTOpYHO OHM 3allMIIAIOT; HE MOTYT OBITh
pearTn30BaHbl BHEUTHUMHU TPOU3BOTUTEIISIMH.

B) VICKIIIOYMTEILHO TIPOrPAMMHBIMHU.

r) Wckimo4ynTeibHO BHENTHUMH, HE BCTpOeHHbBIMUA B OC, KOTOPYIO OHH 3allUILIAIOT;
BCEr/ia peaan30BaHbl BHEITHUMHU IPOU3BOAUTEISIMH.
[lepcoHanbHBIE MEXCETEBBIE SKpaHbI IS HACTOJIBHBIX KOMITBIOTEPOB M HOYTOYKOB
YCTaHABIUBAIOTCSA:

a) Ha xocTax, KOTOpbIe OHU 3aIUIIAIOT.

0) Ha wmapmpyrtuszaropax, KOTOpbIe yKa3aHbl Ha XOCT€ B KadecTBe IIJII03a IO
YMOTYAHHIO.

B) Ha oT/1e/ibHBIX KOMITBIOTEpax.

r) Ha xoneunsix Toukax VPN.
Bribepure HecyleCTBYIOLINI BUJ] TPAHCISILIMK CETEBBIX aJIpeCcOB.

a) Jlunamuueckasi.

0) CraTuueckas.

B) C UCIMOJIb30BaHUEM TTOPTOB.

r) C UCronb30BaHUEM MOCTOB.
[11r0361 YpOBHS IPUIIOKEHUI TTO3BOJISIOT:

a) HckmouuTh mnpsiMoe B3auMOJIHCTBHE JBYX Y3JIOB IYTEM pealu3alud poju
MIOCPETHHKA.

0) BBIMONHATE PYHKIMY [IUTI03a CEAHCOBOTO YPOBHS.

B) AHAJM3UPOBAThH BCE CYIIECTBYIONINE B MUPE IPOTOKOJIBI.

r) AHanM3MpOBaTh TOJNBKO MOJJICPKHUBAEMBIE JTUM MEXKCETEBBIM JKPaHOM
MIPOTOKOJIBL.
VYnpasisieMble KOMMYTaTOPbI MOTYT:

a) OcymecTBiATh GPrIbTpaluio Ha ocHoBe IP-aapecos.

6) Ocy1iecTBIATh (PUIBTPALUIO IO UCTIONB3YEMOMY MTPOTOKOIY.

B) OcyiecTBisaTh (puibTparmio Ha ocHoBe MAC-anpeca.

r) OcymectBusars Gunbrpanuto Ha ocHoBe VLAN ID.
BriOepute BO3MOKHOCTH MEKCETEBOTO dKpaHa.

a) Perucrpanust coOBITHIA U TeHEepaIus OTYETOB.

6) @unbTpanus Tpaduka.

B) TpaHCIsILIMs CETEBBIX aIPecoB.

r) AyTeHTH(HKAIUS TOJIH30BATEIICH.
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1) AIMHHUCTPUPOBAHHE.

10. Kakue yTBep>KI€HHS O MPOrPaMMHOM MEXCETEBOM SKpaHe BEPHBI?

a) Ilogxomutr B ciydyasx, KOrJa YCTpPOWCTBO TMOJb30BaTelld MOMENIAeTcsl B
HEJI0BEPEHHYIO Cpeny.

6) Ilpu ero paboTe HCIONB3YIOTCS PECYypChbl YCTPOMCTBAa, HAa KOTOPOM OH
(YHKIHOHUDYET.

B) [ToaxomuT 115 3a1a4 CErMEHTHPOBAHUSI CETEH.

r) [TogxoauT A OT/ACICHUS JOBEPEHHON YaCTH CETH OT BHEIIIHUX YIPO3.

1) Cuuraercs 6ojiee 0TKA30yCTONYHMBBIM, YEM allllapaTHbBIN MEKCETEBOM IKPaH.

Tect no Teme 5.1 BBenenue B kpunrorpagpuueckue MeToAbl 3alIUTHI HHpopMauu

1. Kaxpgpiii mUppOTEeKCT MOXKET OBITh TONYYeH Kak pe3yjbTaT  CIEAYIONIEro
peoOpa3oBaHus:
a) Ex (D«(p))-
0) Dk(p).
8) Ex(p)-
r. Dk (Ex(p)).
2. Bammudpyiite ¢ nomoupo mudpa «Atdamy ciaoBo «\Worldy.
A|B|C|D |E|F|G|H]|I |J |K|L|M
Z| Y XIW|[VIU|IT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumudpyiite cimoBo «Xjxoby, 3ammdpoBanHoe ¢ momomnipio mudppa [as HOmus
[e3aps:
A/B|CIDIEJF|IGIH|I|J |K|ILIM|N|O|P |Q|R|S|T|U|V XY |Z
X|Y|Z|A|B|C|ID|E|F|G|H|I |J |[KILIM|N|O|P|Q|R|S|T|U|V
a) Tgtly.
6) Amare.
B) Crypt.
r) Vivna.
4. 3ammdpyiite cnoBo «KU3HB» ¢ MOMOUIBIO IEPECTAHOBKH
1123 14]|5
2/5/3 |14
a) Hx3bu.
0) bu3mx.
B) H3bxu.
r) Ub3xH.
5. Pacumdpyiite cnoBo «1216312611» ¢ momoripto Tadbauis! Hoanbus:
112|3]4]|5|6
1/A|B|B|T|O|E
2| E[K|3|U|U|K
3|JIIMH|O|IT|P
4 BIE|YV|D | X |1
5|4 | b |bI| b
6| D|I0/A|*|[*[*
a) benxa.
6) EsBroa.




10.

11.

12.

13.

B) Crpernxa.

r) benok.
BrniepBbie MeTO/1 4aCTOTHOTO KPUIITOAHATIN3a BIIEPBBIC U3TIOKUI:

a) Jleon barrtucra Anp6epru.

0) ®panuyecko CuMOHETTA.

B) AGy HOcyd fAxy06 ans-Kunan.

r) Jxuponamo Kapmano.
Jluck Anp0epTy MO3BOISIET aBTOMATU3HPOBATH!

a) [lIudp nmpocroii 3amensl (ogHOAN(PABUTHBIN THUGD).

6) MHuoroasnhaBuTHBII WUOD.

B) [lIudp nepectaHoOBKH.

r) [Torounsiii mugp.
Hcnonb3oBanue maposist st MHEMOHUYECKOTO 3allOMUHAHUS MEPECTaHOBKU CHMBOJIOB
andaBuTa MPEATOKUI:

a) Mareo ApmKeHTH.

0) bies ne Buxenep.

B) JI>xoBanHu barTucra bemnaso.

r) Ixambarrucra (>xoBanum) nemna [lopra.
[Tomemenue s neparoctparuu nepenuckd B XVII1 — XX Bekax Ha3bpIBaJIOCH:

a) bernbrit kabuHeT.

0) Taiinast KOMHaTa.

B) SlHTapHas KOMHaTa.

r) UepHblli KaOUHET.

1) Kpachslii kaOuner.
udpel, B KOTOPBIX KaKIbIH CHUMBOJ OTKPBITOTO TEKCTa MpeoOpa3yercss B CHUMBOI
mmdpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIIOJIOKEHHUS B OTKPHITOM TEKCTE M KIFOYa
HA3bIBAIOTCS:

a) MHoroandaBuTHBIMU K (pamMu.

6) baounbMu mudpamu.

B) [lorounbiMu mudpamu.

r) PoropubiMu mmdpamu.

3ammdpyiite cioBo «CJIOHy 6urpammusiM mudpom Ilneidepa.

vy q O b B
XK T C) H D
I r JI b IT
M ! 11, 3 P
C E A bl K
IO il 111, )41 X

a) BABU.

0) [IIADD.

B) DI VBI.

r) BITIII3.

[Tycts mepectanoBka T npencraBiieHa CaeAyOMEH TaOIuIeH:
112(3]|...{n-5|n-4{n-3|n-2|n-1|n
5(6[7]...|n-1 n 1 2 3 |4

Kaxoit Bug mmeeT nepecranoBka oOpaTHas iepectaHoBke 17

a.
1/2(3]...{n-5|n-4{n-3|{n-2|n-11|n
112(3]...{n-5|n-4{n-3|n-2|n-1|n
0.
112(3]...{n-5|n-4|{n-3|n-2|n-1|n
413(2]|...] 10 9 8 7 6 5
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1123 n-4/n-3/n-2|n-1|n
415]6 n-1] n 1 2 |3
T.
1 2 3 [4]5].../n=3|n-2|n-1| n
n-3/n-2/n-1/njl].../n-7|n-6|n-5|n-4
14. 3ammdpyiite ¢ moMousio oTKpeITOro kitova (8051, 5) kpunrtocucremsl RSA coobiienne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoO#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KPUITOrpaduyecKoro
MPOTOKOJIA IEJIOCTHOCTU MOJYYEHHOTO COOOLIEHUS U €ro Co3/JaHue JO0 MOMEHTa
MOJIyY€HUs1, HO HE TapaHTUPYET 3aLUTY OT IOBTOPHOM OTHPAaBKH COOOLIEHUS?

a) CBOMCTBO «ayTeHTH(PHUKAIUS CTOPOHY.

0) CBOIiCTBO «ayTeHTU(DHUKAINSI HCTOTHHUKAY.
B) CBOICTBO «MHBAPUAHTHOCTH OTIPABUTEIISI.
r) CBOICTBO «ayTCHTH()HUKAIUS COOOICHUS.

16. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYAaCTHUKY KPUOTOrpaduyecKoro
IPOTOKOJIA, YTO YYACTHHUKH, HayaBIIME HCIOJHEHUE IPOTOKOJAa, HE H3MEHWIHUCh C
TEYCHHEM BPEMEHU?

a) CBOMCTBO «ayTEHTHU(HUKAIHS CTOPOHY.

0) CBOIiCcTBO «ayTeHTU(PUKAINST HCTOYHUKAY.
B) CBOMCTBO «MHBAPUAHTHOCTb OTIIPABUTEIISI.
r) CBOICTBO «ayTeHTU(PUKAINS COOOLICHHS.

BepHblil 1 monHBIA OTBET Ha BOIPOC TECTa OLEHHBaeTcs B 1 Oami, Uid NpOXOXKIACHUS
TeCTa HE0OXOIMMO BEPHO U MOJHO OTBETUTH HA HE MeHee 4eM 60 MPOLEHTOB BOIIPOCOB TECTA.
Tembl NPaKTHYECKUX 3aHATHH

Tema npakTH4eckoro 3ausitus no reme 3.1
BBenenne B uHpOpMAIHOHHYIO 6€30MACHOCTH OMEPAIMOHHBIX CHCTEM

1. OcHoBBI paboTHI ¢ TIpOLIECCaMH, BBOIOM-BBIBOJIOM | daitimamu B OC Windows u Linux.

Tema npakTH4eCKOro 3aHATHA 10 Teme 3.2
NudopmannonHas 0e30MacHOCTb ONEPALIMOHHBIX cUcTeM ceMeiicTBa Windows.

1. OcuoBsl o0ecneueHus oe3zomnacaoctd B OC Windows.

Tema npakTH4YeCKOro 3aHATHS MO0 Teme 3.3
HNudopmanuonHas 6e30NaCHOCTH ONEPAIMOHHBIX CHCTeM ceMelicTBa Linux

1. OcHoBsl 00ecnieuenus oe3omacuocti B OC Linux.

Tema npakTuyeckoro 3aHaTus no reme 4.1
BBenenue B apXUTEKTYPY JIOKAJAbHBIX BBIYHCIUTEIBHBIX ceTel

1. Cereoii cauddep Wireshark. 3nakoMcTBO ¢ (pUIBTpaMu MaKeTOB.

33



.

Hw

N

=

TeMbl NPAKTHYECKOT0 3aHATHS 10 Teme 4.2
CeteBble YIpo3bl U MeTOAbI IPOTUBOAEHCTBUSI UM

WNHBeHTapu3anus W TOUCK Ys3BUMOCTEH c ucrnosib3oBanueM Open Vulnerability and
Assessment Language.

CereBoii ckaHep Zenmap. MHcmnonb3oBaHME CETEBOr0 CKaHepa Uil  BbIABICHUSA
YSA3BUMOCTEHN YPOBHS CETH.

Bupychl, uX BBIBIEHHE M YCTPAHEHHE C HCIOJB30BAHUEM CIEIMATU3UPOBAHHOTO
MPOrPaMMHOTO O00ECTICUCHUSI.

Tembl NMPAKTUYIECKOI'0 3aHATHSA 110 TEME 4.3 Me:xceTeBble IKPaHbI

Bbpanamaysp Windows. Pa3paboTka nmpaBui MEKCETEBOTO SKPAHUPOBAHUS.
Bupryansnas undpacrpykrypa Eve-NG.
MeskceTeBol 3KpaH Ha TpaHUIle ceTd. HacTpolika mpaBuiI MEKCETEBOTO SKPAHUPOBAHUSI.

Tembl NPaKTHYECKOT0 3aHATHS 1O Teme 5.1
Brenenne B kpunrorpaguyeckue MeTObI 3aIIMTHI HH(POPMAUN

Hcrtopuueckue mudpsl mudpoBanue 1 pacmudpoBaHue.
JlonoIHUTeIbHBIE 32JaHUA 1JI51 CAMOCTONATEIHLHOI0 pelleHHs

JonmosnuTtesabHblie 3a1anus 1no teme 1.1 IlpaBoBbie 0CHOBBI 00ecevyeHusI
NH(POPMALIMOHHOH 0€30I1aCHOCTH

Kakas wundopmanus mnpencrasnser i Bac nennocts? Kakue XapakTepucTUKH
UHPOPMAaLMOHHOM Ge3omacHocTH Bbl Obl Xx0TeNn obecneunTs A Takoi nHpopMau?
Bribepere kakoii-nmubo BuJ neHHOM ans Bac mHpopmanuu. B xakux dopmax Moxer
OBITH MPeJICTaBIIEH 3TOT BUA HHPOpMauu?

[IpoananusupyiiTe: K KakuM BH1aM TailH Bl MoxkeTe umMeTh 1octyn?

IIpoananusupyiite: Kakue CBA3aHHbIE ¢ Bamy JaHHBIE MOTYT SBJIATHCSA TallHAMU?

IlOHOJIHI/ITe.TIBHbIe 3aJaHud 110 TEME 12 33HII/ITa NMEePCOHATBHBIX TAHHBIX

Onummre cxemMy HHQOPMAIIMOHHBIX TOTOKOB Bammx mepcoHanbHBIX JTaHHBIX B
YHusepcurere.

Onumure cxeMy HHPOPMAIIMOHHBIX TOTOKOB Barmx nepcoHalbHBIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna au (korga 3To Heobxoaumo) ¢ Bac B3umaror corjacue Ha
00paboTKy TepCcOHANBHBIX NaHHBIX? Bcerma nmum 3TO MPOMCXOAUT B COOTBETCTBHH C
3aKOHOIATEIILCTBOM?

[Ipoananu3upyiiTe: B Kakux cUTyalusx Bbel maBanmu cornacue Ha o0paboTky Bammmx
crenraibHbIX JaHHBIX? He ObLI10 111 2TO M3IHUITHUM?

[Ipoananu3upyiiTe: B Kakux cHUTyanusx Bwl gaBanmu cornacue Ha oOpaboTky Bamrux
OuomeTpuuecknx qaHHbIX? He 0110 T 3TO U3MUIITHUM?

JlonoJiHUTeIbHBbIE 3a/1aHus 10 TeMe 1.3 Opranu3aniuoHHbie 0CHOBBI 00ecneYeHust
HH(}OPMANIMOHHOM 0€30IaCHOCTH

PazpaOoraiite Mosenb HapymuTens A Bameit tomaniHeit ”HPOPMALMOHHON CUCTEMBI.
PazpaboTaiiTe Moiens HapymIUTENs AJIT KOMIIBIOTEPHOTO Klacca Y HUBEPCUTETA.
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PazpabotaiiTe Mmomens yrpo3 mis Bamel qomamneir nHQOpPMaIMOHHON CHCTEMBI.
PazpabotaiiTe MO/€Ib HAPYIIUTENS A1 KOMITBIOTEPHOTO Klacca Y HUBEPCHUTETA.
[Ipemnoxure cpencTra 3amuThl nHGopManuu st Bamei nomanraet nHpopMannoHHON
CHUCTEMBI.

[Ipennoxute cpeacrBa 3amUThl  HMHQOpPMALMM  JUIsl  KOMIIBIOTEPHOTO  Kiacca
YHusepcurera.

JlonoJIHUTeIbHBIE 32JaHUA 110 TeMe 2.1 ApXuTeKTypa KOMIbIOTepa
N3yunre Bam nepcoHaJbHBIA KOMIBIOTEP M COBPEMEHHBIE T'aJKEThI, KOTOPBIMU BBl

nojab3yerech. CpaBHUTE UX XapaKTEPUCTUKU: ObICTpoJeiicTBUE, 00BEM ONEPaTUBHON U
BCIIOMOTI'aTeJIbHOM ITaMATH, CKOPOCTh f0ocTyna B IHTepHeT.

IlOl'[O.]'[HI/ITe.TILHLIe 3aJaHusd 110 TEME 3.1 BBenenue B I/IH(l)OpMaIII/IOHHle 0€30IMacHOCTD

NS

OnepanuoOHHBbIX CUCTEM

OC Windiws
Ortkpoiite 6paysep Internet Explorer. Haitnute ero uaeHTuHKATOp MpoIiecca, OTKPHITHIC
COEZMHEHUS 1 0a30BbII IPHOPUTET.
Otkporite Opaysep Chrome. Haiigure ero wuueHTH(GUKATOp IPOIECCa, OTKPHITHIC
COEZMHEHUS U 0a30BbII IPHOPUTET.
3amyctute npunoxenne «biroknor». Haiinmute daiinsl oTKpbIThIE IporieccoM «biokHOT
¢ moMoIbio yTuauTsl Process Explorer.

OC Linux
Haiigure msath caMbIXx TpeOOBATENBHBIX K AMSTH ITPOIIECCOB.
Otkpoiite Opay3ep ¥ HallIUTE OTKPHITHIE COSMHEHUSI.
BriBequTe CoepKUMO€e UPEKTOPHH /etc.
BeiBeaure comepxumoe aupekropun /etc/schedule.

JlonoJiHuTeIbHBbIE 3a1aHus 110 TeMe 3.2 UndopMannonHasi 6e30MacHOCTb
onepanuoOHHBIX cucTeM cemerictBa Windows

Cozpaiite monp3oBarenst «Anuca». Hasnaubre el mapons. Coznaiite rpynmy
«HenoBepeHHbIE NOIB30BATEIN.

Coznaiite nupekToputo, cojepamryro (aitnpl. HaznaubTe Ammce mpaBa IOCTaTOYHBIE
JUIS OTOOpa)keHUs CIIUCKOB (ailyIoB M MEePEeX0J0B B IUPEKTOPUU U €€ MOATUPEKTOPHUSX, a
TaK)Ke YTeHMs (aillioB B IUPEKTOpUU U ee nojpaupekropusix. [IposeprTe, uro Anmca
MOYET MPOCMaTpHUBaTh (Haibl.

3anperute rpynne «HemoBepeHHblEe NOIB30BAaTENM» JIIOOOM JOCTYN K CO3/IaHHOU
JUPEKTOPUH, €€ MOJAMPEKTOpHsIM, a Takxke K ¢ailslaM BHYTPH JUPEKTOpUU U €€
MOTUPEKTOPUI.

Hob6asbTe Anucy B rpynny «HenoBepenHsie nonb3oBatenn». [IpoBeprTe, uro Anmca He
CMOJKET MpocMaTpuBaTh (aiiibl B AUPEKTOPUH.

JlonojHuTeIbHBbIE 3a1aHus 110 Teme 3.3 UndopMannonHasi 6e30nacHOCTb
ONepauMoOHHbIX cCUCTEeM ceMelicTBa Linux

Cozpmaiite nosb3oBatens «Anuca». Hasznaupre el maposs. Cozpmaiite Tpynmy
«HenoBepeHHbIE NOIB30BATENN.
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2. Co3pmaiiTe OUPEKTOpHUIO, cofepkamtyio ¢aiiasl. HaznaubTe Asnce mpaBa JOCTATOYHBIC
JUIS. OTOOpa)KEeHUS CIIUCKOB (ailJIOB M MEPEX0JI0B B TUPEKTOPUU U €€ MOTUPEKTOPHIX, a
Takke 4YTeHusl ¢aillioB B IUPEKTOpuU U ee nonaupekropusix. [IposeprTe, uro Anmca
MOYKET YUTATh (PailiIbl.

3. C mnomoupl0 CHOHCKAa KOHTPOJS JOCTYymoB 3amperute rpymmne «HemoBepeHHbie
MIOJIb30BATENM» JIIOOOW OCTYN K BHIOpaHHOMY (ailiry BHyTpH nupekropun. [lomensiite
BJIa/IeTIbIIa ATOTO (paiiyia Ha Cynepnoib30BaTesl cucTeMbl. Pa3peninte B 6a30BbIX MpaBax
JOCTYTI K BEIOpanHoMYy (aiimy kogom 600.

4. ]Jlo6aBeTe Ammcy rpymmy «HemoBepeHHble mosb3oBaTenmn». [IpoBepbre, uTo Anuca He
CMOXET IPOYUTATh BEIOPAHHBIN (haiin.

I[OHOJIHI/ITCJIBHLIC 3aJlaHUA 110 TEME 4.1 BBenenne B APXUTEKTYPY JOKAJIbHBIX
BBIYHCJIUTEJIbHBIX ceTel

1. IIpoBepbTe JOCTYNMHOCTH JIOOOr0 HCHOAB3yeMOro Bamm 1odTOBOTO cCepBepa ¢
ucnonb3oBanuem ytuiutel Telnet. Cremyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMOCTOSATEIBHO.

2. Hacrpoiite moury B mouroBoM kimeHte Thunderbird. Crnenmyiite crathe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;j.

3. Paspaboraiite puabTpsl s TpocMoTpa Tosbko ucxoasmux ICMP-3anpocos. Cienyiite
cratbe https://habr.com/ru/post/211042/.

JlonoHuTeIbHBIE 3a1aHus 110 TeMe 4.2 CeTeBble YTPO3bl H METOAbI IPOTUBO/IECTBUSA
UM

1. TlpoBeauTe MOMCK YSA3BHUMOCTEH Ha CBOEM JOMAIIHEM II€PCOHAILHOM KOMITBIOTEpE,
O3HAKOMBTECh C ONMCAHUEM BBISBIECHHBIX YSI3BUMOCTEH, ONpenenuTe HaCKOJIBKO OHH
KpuTH4HbI 1o mkane CVSS, u ycrpanure ux.

2. IlpoBepwTe, ycrpaHeHa mu ys3BuMocTb CVE-2017-0144 wna BameM jgoMmaliHeMm
KOMITBIOTEPE, U YCTAaHOBUTE OOHOBIIEHHE OE€30MacHOCTH B CIydae, €CI YS3BHUMOCTb
npucytctByer. Cnenyiite craree https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyunte ys3Bumocth CVE-2014-0160, cnenys cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBas cratess mpeactaBasieT CcoOOi  HEOONBIION  KOMHKC,
MOKa3bIBAIOIHN, HACKOJBKO OIAaCHA WM JIETKO HCIIONb3yeMa 3Ta YSI3BUMOCTh. Btopas
CTaThs TMpeJACTaBisgeT co00W MOAPOOHOE ONHMCAaHUE YSI3BUMOCTH, IOCIEJCTBHUS ee
UCTIOIB30BAaHUS M PUCKH.

,I[OHO.]IHI/ITCJIBHLIQ 3alaHusd 110 TEME 4.3 MexceTeBbIe IKPaHbI
1. 3amenute y31b1 Hacker u Victim Ha y31bl o[l yIpaBJIeHHEM OIEPAllMOHHON CHUCTEMBbI
Windows 1 oOpaTuTech K UX CETEBBIM pecypcaM 1o npoTtokony SMB. Crenyiite crathe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JlonoiHuTeIbHBbIE 3a/1aHus 110 TeMe 5.1 BBenenune B kpunrorpaguyeckne MeToabl
3alUThl HH(POPMALMHU

1. 3ammdpyiite u pacumdpyite coodmenne «S Teds mo0m0!» BceMu n3BeCTHRIMUA Bam
HUCTOPUYECKUMHU MU PAMH.
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KpuTtepuu oneHKkH NpakTH4eCKOr0 3aHATHS.

3a MpaKTUYecKoe 3aJaHue BBHIIOJMHIETCS OJHA M3 OLCHOK: «OTJIMYHO», «XOPOIIOY,
«Y/10BJIE€TBOPHUTEIbHOY, KHEYOBJIETBOPUTEIbHOY.

OneHka «OTJIUYHO» BBICTAaBISETCS, €CIHM CTYJCHT aKTHBHO pabOTaeT B TEYEHHE BCETO
NPAaKTUYECKOTO 3aHSATHSA, JAeT BEpHbIE W TIOJHBIE OTBETHI HAa BOMIPOCHI IMPENOAaBaTeNs Hu
IIOKa3bIBaET MpPU 3TOM IIyOOKOE OBIAJCHHE JICKIMOHHBIM MaTepHajOM, BCE YaCTH 3adaHUs
BBITIOJIHEHBl BEPHO (JIOMYCKAIOTCSI HEOONbIINE HETOYHOCTH, HE SBIISAIOLINECS CIICACTBUEM
HE3HAHUs WIM HENOHMMaHWs y4eOHOro Mmatepuaina). PaboTa BBIIOJHEHA CaMOCTOSTEIBHO.
Pabora cnana ¢ cobmoaenrnem Bcex cpokoB. CoOumoIeHbI BCe MpaBuiia 0popMIICHHS.

OneHkKa «XOpOIIO» BBICTABISETCS, €CIM CTYACHT aKTHBHO PadOTaeT B TEUCHUE BCETO
NPAaKTUYECKOTO 3aHATHS, JAeT BEpHble, HO BO3MOXKHO HEIIOJHBIE OTBETHl Ha BOIPOCHI
NpEenoAaBaTessl ¥ IMOKa3bIBACT MPH 3TOM CBOOOIHOE BIIAJICHHE JICKIMOHHBIM MaTEpHaliOM, BCE
YacTH 3aJJaHHs BBIOJHEHBI BEPHO (JIOMYyCKAIOTCS HETOYHOCTH, HE SIBIISIOIIMECS CIIECTBHEM
HE3HAHUs WM HEMOHMMaHUs Yy4yeOHoro Marepuana). PaGora B 1menoM  BBINOJHEHA
CaMOCTOSITENIFHO, BO3MOYKHO C KOHCYJbTanueil npenogasarens. Pabora caana ¢ coOnoaeHrneM
BCEX CPOKOB. J{ommycKaroTcsi He3HAUYNTEIbHBIE HEJOYETH B O(OPMIICHUH.

OuneHka «yI0BJIETBOPUTEIBHO» BBICTABISIETCS B TOM Ciy4ae, KOTAa CTYJACHT B LIEIOM
OBJIAJICNl CYyTHIO BOIPOCOB IO JaHHOH TeMme, OOHapy>KMBAaeT 3HaHHE JICKIIMOHHOTO Marepuaa.
[Tpu >TOM Ha 3aHATHH BEJET ce0sl MACCUBHO, JAeT HEMOJHBIE OTBETHI HA BOIMPOCHI, JOIMYCKAET
OLIMOKHU TPH OCBEUICHUH TEOPETUYECKOr0 MaTepuaia, He MOXXET O0OOLIMTh M CIeNaTh YEeTKUE
JOTUYECKHE BBIBOJBI. Pabora crmaHa ¢ omo3jgaHueM He Oosiee NIBYX 3aHATHH. JlomyckaroTcs
HE3HAYUTEIIbHBIC HEJ0UETHI B OOPMIICHHH.

OuneHka «Hey/10BJeTBOPUTEIbHO» BBHICTABISIETCS B CIIy4ae, KOTJa CTYIACHT OOHAPYKII
HECOCTOATEILHOCTh OCBETUTH BOIPOCHI HIIM BOIIPOCHI OCBEIICHBI HEMIPAaBUIIbHO, OECCUCTEMHO, C
rpyObiMH  OmMOKaMH, OTCYTCTBYIOT TIIOHHMMAaHHUSI OCHOBHOW CYTH BOIIPOCOB, BBIBOJBI,
000011eHus, OOHApYKEHO HEeyMeHHe pemaTbh ydeOHble 3amaud. OOyuarouuiics He MOXeT
BBITIOJIHUTH paboTy 0e3 rmomoinu npemnoaaatesns. PaboTa ciana ¢ HapyleHHeM CpOKOB (TTO31HEe
YyeM yepe3 J1Ba 3aHATHS). B oopMIIeHN MPUCYTCTBYIOT 3HAUYNTEIbHbBIC HEJJOYETHI.

1.2 Cniucok BonpocoB U (WJIM) 3aaHUI 1JIsl MPOBeIeHUsI MPOMEKYTOUHON aTTecTalnu
Bonpocsl k 3auety

1. OcHoBHbIe paBa rpaxk/iad B cepe 00pabOTKU U 3alIUThl HHPOPMALUH.

2. OCHOBHbBIE NPUHIUIBI MPABOBOTO PEryJMpOBaHUS B 00JacTH 0OpabOTKM M 3alUThI
uH(pOpMaLIUH.

3. Hudopmanus. OCHOBHBIE CBOICTBa 0€30MacHOCTH MH(pOpPMAIUU: KOH(UAESHIIUAIBHOCTD,
IIEJIOCTHOCTD, IOCTYITHOCTb.

4. Bwuapl vHGOpMaIMK 1O MOPSAKY AOCTyIA U PACIPOCTPAHEHUSI.

5. Orpanundenue noctymna Kk nHpopmarmu. 3anmra nHpopmanuu. OObEKTH 3amUTH. Buab
TalH.

6. MudopmarmoHHbIe TEXHOIOTHA U HH)OPMAITIOHHBIE CHCTEMBI.

7. OOGnangarens nHGOPMAIMK U ONEpaTop MH(HOPMAITMOHHON CHCTEMBI.

8. OTBeTCTBEHHOCTH B chepe 00pabOTKH ¥ 3alTUTH HH()OPMAIIHH.

9. TlepcoHasibHBIE JaHHBIE M IPUHLUIIBI KX 00PaOOTKH.

10. Bunbl iepcoHaIBHBIX JAHHBIX: CIICUAEHBIC, OMOMETPUYIECKIE U OOIIEAOCTYITHBIE.
11. YcnoBust 06paboTKH epcoHaNbHBIX JTaHHbIX.

12. Cornacue Ha 00pabOTKY IMEPCOHATBHBIX JTAHHBIX.

13. TpancrpanuyHas nepeaya NepCcOHAIBHBIX TaHHBIX.

14. TlpaBa cyOBEKTOB EPCOHABHBIX JAHHbIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

38.
39.
40.

41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.

Omneparop nepcoHaNbHBIX JaHHBIX U €r0 00A3aHHOCTH.
Mepsl oOecrieueHHs 6€30MaCHOCTH MEPCOHABHBIX TAHHBIX.
KoHTpoab u Haa30p 3a BBIMOJIHEHHEM Mep 10 00eCeUYeHN0 0€30aCHOCTH.

YTOIHOMOYEHHBIH OpraH MO 3alIUTe MPaB CyObEKTOB MEPCOHATBHBIX TAHHBIX.

[TocnenoBarenbHOCTh ACHCTBHIA O 3aIUTe HHGOPMAIUH.
BrisiBnenue u ananu3 HHQOPMAIIMOHHBIX aKTUBOB.
dopmupoBaHue TpeOOBaHUMN MO 3alUTE UHPOPMALIHH.

[Tomxomp! K MOAETHPOBAHUIO HAPYIIUTENIEH HHPOPMALIMOHHON O€30MTaCHOCTH.

Yrpo3sl uHGOpPMALIMOHHON OE30MTaCHOCTH.

CpencrBa 3amuThl HHOOPMAIIUH.

[Ipoueccopsl.

OcHoBHas (K311 ¥ orepaTuBHAas) MaMsTh.
BcenomorarenbHas maMsTh.

YcTpoiicTBa BBOIa-BbIBOIA (ILIMHBI, MOHUTOPBI, IPUHTEPBHI).

YcrpoiicTBa BBOA-BbIBOIA (KIIaBUATYPBI U MBIIITH, BEO-KaMepbl, MUKPO(OHbI).

OO6muit cnocod xpaHeHus ¥ 00paboTKU UH(POPMAIIKU B KOMITBIOTEPE.
[TonsiTus onepanoHHON U (haiiIoBOI cUCcTEM.

CyOBeKThl, 00bEKThI, METO/IBI M TIPaBa JIOCTYIA, MPUBHUIIETHU CYOBEKTa TOCTYTIA.

JIMCKpeMOHHOE YIIPABICHUE JOCTYIIOM.

MasnaTHOe ynpaBieHHE TOCTYIIOM.

Wnentudukanus, ayreHTU(GUKALUsI 1 aBTOPU3ALHSL.

VYnpasjeHue T0CTyIIOM B ONEPAIlMOHHBIX cucTeMax cemeiicrBa Windows.,
Wnentudukanus, ayTeHTUGUKALMS M aBTOPU3aLUs B  ONEPALMOHHBIX
cemeiicrea Windows.

Peanuzanus aynura B onepannoHHbIX cuctemax cemeiictea Windows.
YnpasjieHue T0CTyIIOM B ONEPAIlMOHHBIX CHCTEMax cemeicTBa Linux.
Wnentudukanus, ayTeHTUGUKALMS M aBTOPU3aLUs B  ONEPALMOHHBIX
cemeiictBa Linux.

Mogens ISO/OSI.

ApPXUTEKTYpa ¥ OCHOBHBIE TIPOTOKOJIBI JIOKAJIHHBIX BEIYUCIUTEIBHBIX CETEH.
Knaccugukanum ceTeBbIX yrpos, ya3BUMOCTEN U aTax.

CeTteBble aTaku Ha pa3IM4YHbIX YpoBHsX Moxenu |1SO/OSI.

Knaccugukaius BpeZJoHOCHOTO TPOrpaMMHOT0 00ecieueHHs..

[Tpu3HAaKH TPUCYTCTBUS BPEAOHOCHOTO MTPOTPAMMHOTO 00€CIICUeHUSI.
Mertobl 06HapyKEeHUsI BPEJOHOCHOTO NMPOrPaMMHOI0 00ecrieyeHusl.
MecTo U posib MEXKCETEBBIX 3KPaHOB B 00ECIIEUEHNHN CETEBOW OE30MacHOCTH.
Knaccugukanus MexceTeBbIX SKPaHOB.

OCHOBHBIE BO3MOKHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA U HEJOCTATKH MEXCETEBBIX SKPAHOB.

[Toctpoenue nmpaBui GUIBTpALIUN.

Kpunrorpadus npeBHero mupa.

Kpunrorpadus cpeaHux BEeKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus HoBoro BpemeHnu.

CumMmeTpuyHas ¥ aCUMMETpUYHAast KpUNTOrpagus.

BBIMMCIUTENBEHO CIOKHBIEC 33]Ja9l MATEMATHKH.

Kpunrocucrema RSA.

[TonsATHE KpUNITOrpahUIECKOTO MPOTOKOJIA.

CBoiicTBa IPOTOKOJIOB, XapaKTepU3yIOIIKe NX 0€30IacHOCTb.

CxeMbI 1Tu(POBOM TMOTUCH.

l'IpaBn.Ha BbICTABJICHHUA OLICHKHN HA 3a4€TeE.
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B npomecce 3auera TpeOyeTcst OTBETUTh HA OAWH M3 NMPHUBEICHHBIX BhIIIE BOMpocoB. Ha
IIOATOTOBKY K OTBETY JIa€TCs HE MEHee | akazeMHU4YecKoro yaca.
ITo uToram 3adera BBICTABIACTCA OJHA U3 OLICHOK: «3a4TCHO», «HE 3a4TCHO».

Onenka «3a4yTeHO» BBICTABIIAETCA CTYJIEHTY, KOTOPBIM JIEMOHCTPUPYET BIIAJCHUE
CoJiepKaHUEM MaTepHaja M MOHATUHHBIM annapaToM TEOPHUHU ICEBAOCITyYallHbIX F€HEPaTOPOB;
YMEET CBSI3bIBaTh TEOPUIO C MPAKTUKON. B oTBeTe MOryT OmycKaTbcs OTAEIbHBIE HETOYHOCTU
(HecyllecTBEHHbIE  OIIMOKM), KOTOpblEe  MCIPABJIAIOTCA  CaMUM  CTYJEHTOM  IOciie
JIOTIOJIHUTENbHBIX U (WJIM) YTOUYHSIOLIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTh 10MOJHUTENBHBIX
BOIIPOCOB CTYJIEHT MOKET HE AaTh OTBET WJIH J1aTh HEBEPHBIN OTBET.

Onenka «He 3a4TeHo» BBICTABISAETCS  CTYJIEHTY, KOTOpPBI JEMOHCTPUPYET
pa3po3HEHHbIe, OECCUCTEMHBIE 3HAHM; OECHOPSIOYHO U HEYBEPEHHO M3J1araeT MaTepHuai; He
YMEET BBIIEIATH [NIABHOE U BTOPOCTETIEHHOE, HE YMEET COSAUHITh TEOPETUUECKUE MTOJIOKEHHUS C
IPaKTUKOH; AOMyCKaeT IrpyOble OIIMOKY NP ONpPeIeIEHUH TIOHATHH, BCIEICTBIE HETOHUMAaHUS
UX CYILLECTBEHHBIX U HECYIIECTBEHHbIX NPU3HAKOB U CBS3€H; JAET HEMOIHbIE OTBETHI, JIOTUKA U
[OCJIEI0BATEIBHOCTh  U3JIOKEHHUSI KOTOPBIX MMEIOT CYIIECTBEHHbIE M IMPUHLMINAIbHbIC
HapylLIEHUs, B OTBETaX OTCYTCTBYIOT BbIBOJbI. J[ONOJHUTENIbHbIE M YTOYHSIOIIME BOMIPOCHI
9K3aMEHATOpa He IMpPHUBOAAT K KOPPEKIMM OTBETOB CTyJdeHTa. Ha OCHOBHYIO uacTb
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYEHT 3aTPyAHAETCS AaTh OTBET UJIU J1a€T HEBEPHbIE OTBETHI.

Onenka «He 3auTeH0» BBICTABIISIETCS TAKXKE CTYACHTY, KOTOPBIH B3sUI SK3aMEHallMOHHBbIH
OuiieT, HO OTKa3ajcs JaTh Ha HErO OTBET.
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I[Mpuaoxenne Ne2 k padodeil nporpamMMme JUCIUIIAHBI
«be3onmacHOCTh B COBpeMEeHHO MH(OPMAILMOHHOM cpe/e»

MeToauuyecKue YKa3aHusl AJjs oﬁyqammnxcﬂ 0 OCBOCHHUIO JTHCHHUILIIMHBI

OcHoBHOM (hopMOH HM3TOKEHHSI Y4eOHOTO MaTepuana o AucuuIuinHe «be3ormacHocTh B
COBPEMEHHON HMH(OPMAIIMOHHON cpeie» SBISAIOTCA JEKLUH, YTO CBS3aHO, MPEXKAE BCEro, C
HOBM3HOH Marepuana i oOydatouuxcs. [1o O0NBIIMHCTBY TEM MPETyCMOTPEHBI TPAKTUYECKHE
3aHATHUSA, LENbI0 KOTOPBIX SIBJISETCS 3aKPEIUICHHE JIEKIIMOHHOIO0 Marepuaia IMyTeM peuieHUus
CHeHaIbHBIM 00pa30M NOJ0OPaHHBIX MPAKTHYECKUX 3a7ad.

Jnsg  ycrmemHoro OCBOEHMS JHMCLHUIUIMHBI BaKHO CaMOCTOSATEIBHOE  HM3Yy4YEHHE
TEOPETHYECKOr0 MaTepHajla W PEIICHHE IPAKTHYECKUX 3aJad, KaKk B ayJIUTOPUM, TaK H
CaMOCTOSITENIbHO B Ka4eCTBE CAMOCTOATEIbHOM paboThl. [Iprmepsl perienus 3anay pa3ouparorcs
Ha JIEKUUSAX M IPAKTHUUECKUX 3aHATUSAX, NPU HEOOXOIMMOCTH MO HauboJsiee TPYAHBIM TeMaM
MIPOBOJATCS JOTOJHUTEIbHbIE KOHCYIbTaMU. OCHOBHAS 1I€JIb PEIICHUS PAKTUYECKUX 3a4a4d —
[IOMOYb yCBOUTH OCHOBHBIC IMOHATUS WH()OPMALMOHHOW OE30MAaCHOCTH, WX ONpPEICNCHHs, a
TaKk)K€ OCHOBHBIE METOJIbI M CpelcTBa obecrieueHUs WMHGOpMannoHHON Oe3zomacHocTu. [lns
pelieHus 3ajad HeoOXOJUMO HE TOJIBKO 3HaTb, HO M IIOHMMAaTh JIEKIMOHHBIA MaTepual.
[Toaromy B mpolecce HU3y4YeHUS JUCHUIUIMHBI PEKOMEHIYeTCs peryispHas pabota c
KOHCIIEKTaMU JIEKIIUH U PEKOMEHAOBAHHOW JINTEPATYPOI.

bonbiioe BHMMaHuE AOMDKHO OBITH YJIEIEHO CaMOCTOSATENbHOW pabore. B kauecTBe
3a/laHuil JJI1 CaMOCTOSITENIbHOM paboThl loMa CTYAEHTaM IPEAJIaraioTcs 3a1ay, aHaJIOTUYHbIE
pa300paHHBIM Ha JIEKIMSIX U MPAKTUYECKUX 3aHITUSIX WM CXOXKUE C HUMHU.

JUis mpoBEpKH M KOHTPOJS YCBOEHHMS TEOPETUYECKOro MaTrepuaja, MpUOOPETEHHBIX
MPAKTUYECKUX HABBIKOB PaOOThI ¢ OCHOBHBIMHU MOHSATHUSMU B T€YEHHE OOYUYEHUS MPOBOAATCS
MEPOIIPUATHS TEKYIIEH aTTeCTAllMM B BHJE TECTUpPOBaHUMU. Taxxke NMpOBOAATCS KOHCYJIbTALUU
(mpu HEOOXOJMMOCTH) TO JIEKIIMOHHOMY MaTepually U pa30opy HEKOTOPBIX 3adaHuil s
CaMOCTOSITENIbHOM pabOTHI.

B KoHIE u3y4eHMs IUCLUIUIMHBI CTYAEHTHI CHAIOT 3a4eT. 3adeT IPOBOAMTCA Ha
OCHOBaHUU BBITIOJIHEHUS TECTOBBIX 3aJaHUi U coOeceloBaHUsI HA OCHOBAHUHU CIMCKa BOIIPOCOB
K 3a4€Ty, KOTOPBIM OXBATHIBAET ITOJIHOCTHIO BCIO NIPOTPaMMy AUCLIUIUIMHBI.

Y4eOHO-MeTOANIECKOE 00ecTIeueHHne
CaMOCTOSITe/ILHOI padoThI CTYIEHTOB MO JUCHUIINHE

Jlist caMOCTOSTENFHON pabOTHl PEKOMEHTyeTCS HCITOJIb30BaTh CIECAYIONIYI0 YISOHYIO
JUTEpATYypPY:

1. Tanenbaym 3. Apxurekrypa kommbtorepa. / J. Tanenbaym; [mep. c¢ aunrm. lO.
I'opoxosckoro, JI. IllunTtskoBa] - 5-e wuza. - CII6.: ITurtep, 2013. - 843 c.
(akamemMuuecKoe U3JI0KEHNE MaTepraia Mo apXUTeKType KOMITBIOTEpa).

2. Tanenbaym JO. CoBpeMeHHBIE omnepaunuoHHble cuctembl. / J. Tanenbaym, X. boc;
[ep. ¢ anri. A. JleonTseBoit, M. MansimeBoii, H. Bunsunnackoro] - 4-e uzna. - CII6.:
[Murep, 2019. - 1119 c.: un. (akageMuyeckoe HU3JIOXKEHUE Marepuaiga Io
OTIEPAIIMOHHBIM CHCTEMAM).

3. Tanenbaym D. Kommbrotepusie cetu. / D. Tanenbaym, JI. Yazepomr; [mep. ¢ aHri. A.
I'peGenbkoBa] - 5-e uzn. - CII6.: [Tutep, 2019. - 955 c. (akameMuueckoe MU3JI0KEHUE
MaTepHaa 1o KOMIBIOTEPHBIM CETIM).

4. Andepon A.Il. OcuoBbl kpunrorpaduu. Yuednoe nocodue. / A.Il. Andepos, A. O.
3y6oB, A.C. Ky3pmun, A.B. Uepemymkun. M.: TI'emmoc APB, 2005. 480 c.
(axagmeMuuecKoe U3JI0KEeHHEe MaTepraa 1o Kpunrorpapun).
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