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1. Ilesin ocBOEHUsI AUCHUIINHBI

JucriunnmHa «be3onacHOCTh B COBPEMEHHOW WH(OPMAITMOHHOW cpeziey 00ecTieunBacT
npuoOpereHue O0O0ydaroIMMHUCA 3HAHUM, YMEHMM W HaBblKkOB 1o kommereHuuu OIIK-5.
«CrnocobeH MOHMMATh MPUHLUIB PaOOTHl COBPEMEHHBIX HH()OPMALMOHHBIX TEXHOJOTHI U
UCTOJB30BaTh UX JUIA pelIeHHs 33434 Npo(ecCHOHANBHON nesTensHoCcTH» DenepaabHOro
roCy/IapCTBEHHOTO0 00pa30BaTEIbHOrO CTaHAApPTa BBICHIETO OOpa30BaHUS [0 HAIMPABICHUIO
noarotoBku 46.03.01 Mcropus.

OCHOBHOH LENBIO U3YYEHUS IUCLUILIMHBI SIBIIAETCS TEOPETUYECKas M IpaKkTUYecKas
MOrOTOBKA O0yYarOIIUXCs K JeATEIbHOCTH, CB3aHHOM C IPUMEHEHUEM COBPEMEHHBIX CPEICTB
¥ METOJIOB 3alIUThl HHGOPMAIMU B MOBCEIHEBHON U mpodeccruoHaibHon aesTenbHocTH. Kype
JIaeT MPEJICTaBICHHE O MEeCTe U PO MH(OPMAIIMOHHON 0E30MacHOCTH B COBPEMEHHOM MHpE.
Ero wu3ydyenue paer BO3MOXKHOCTb CO3HATEJIHHOIO HCHOJIb30BaHUS, OOpPabOTKHM M 3aIUThI
uHpOpMaLnH.

2. MecTo TMCHUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

JlaHHasi TUCIUIUIMHA OTHOCUTCS K 00s513aTeNbHON YacTH 00pa30BaTEIbHOM MPOTPaMMBI.

Jucuumnnuna «be3onacHOCTh B COBpeMEHHON MH(DOPMALIMOHHOM Cpefie» UTpaeT BaXKHYIO
poITb i 00IIePOoeCCHOHATBFHON TTOATOTOBKH 00YYar0IIerocs.

3. [lnanupyemMblie  pe3yJbTaTbhl OO0y4YeHHS] 1O JUCHHUIJINHE, COOTHECEHHbIe C
IUIAHUPYeMbIMU pe3y/abTaTtamu ocBoenusi OIl 6akanaBpuara

[Tponecc n3yueHust JUCUMIUIMHBI HAlIpaBjeH Ha (JOPMUPOBAHUE CIEIYIOUINX KOMIIETEHIIUN
B cooTBeTcTBUU ¢ ®PI'OC BO, OOII BO u npuobperenus caenyonmx 3HaHui, yMEHUH,
HaBBIKOB U (WJIN) ONBITA JESTEIbHOCTH:

Dopmupyemas Nuaukarop 10CTHKEHUSA Ilepeyennb
KOMIIeTeHIU KOMIETEeHINU IUIAHHPYEMBIX Pe3yJIbTATOB 00y4eHHs
(xox u (xox u popMyIHpPOBKA)
¢dopmyaupoBKa)
Oo0menpodeccuoHaATbHbIE KOMIIETCHIMU
OIIK-5. Criocoben NJ-OIIK-5.2. CriocobeH pewats | 3uams:
NPUMEHATh CTaHJapTHbIC 3aa4l OCHOBHBIE ITOHATHUS B 00J1acTH 00paboTKu
COBpPEMEHHBIC poheCCHOHATBHOMN U 3ammThl  uHQOpMaMU M HMX
WHPOPMAaITUOHHO- JIeITEeIbHOCTH Ha OCHOBE OTIpe/ieTIeH S, [IOCIIEI0BATENHHOCTD
KOMMYHHKallHOHHBIE MHQOPMALIMOHHOH U BBIMIOJIHEHUA ~ pabOT MO 3alluTe
TEXHOJIOTHH JJIS oubnmorpaduveckol KynbTypsl ¢ | HHPOPMAIHH; KJIacCU(UKAIIHIO
peleHus NpUMEHeHueM HHPOPMAIMOHHO- | HapylIHTeNeH UHPOPMAITHOHHON
MCCIIEIOBATENbCKUX U KOMMYHHMKALIMOHHBIX TEXHOJIOTHH | O€30MIaCHOCTH; BUABI M  Ha3HAuYEHHUE
NPaKTUYECKUX 33734 Y C y4ETOM OCHOBHBIX CpPEZACTB 3aIIUThl HH)OpMALHH.
npodeccCHOHANTEHON TpeOoBaHUI HHPOPMAITHOHHOH Ymemy:
JeSITeTbHOCTH 0e3omacHOCTH yCTaHaBIUBATh u OCYILIECTBIISIT
MEPBUYHYI0 HACTPOMKY OINEpaluOHHBIX
CHCTEM, aHTHBHUPYCHBIX CpEICTB H
ME)KCETEBbIX IKPAHOB.
Brademwv nagvikamu:
paboTel  CO  CcpeACTBAMHU  3allUTHI
nHpOpPMAITUH

4. O0beM, CTPYKTYpA U cojiepKaHue THCHUTITHHBI
OO61mast TpyA0eMKOCTh JUCIUIIINHBI COCTABISAET 2 3a4eTHBIC €AMHUILIBI, /2 akaJl. Jaca.




Ne Tembl (pa3aens) Buabl yueOHbIX 3aHATHI, DopMbI TEKYILLET0
n/n AUCHHUIIHHBI, BKJIIOYAsi CAMOCTOSITEILHYIO KOHTPOJISt
HX CO/IepKaAHUe = padoTy CTYE€HTOB, ycIeBaeMOCTH
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Paznen 1 (IIpaBoBble 2 6 3
OpraHu3anuoHHbIE
OCHOBBI
ol0ecneueHust
uHGOPMAMOHHOM
0e30macHOCTH B
Poccuiickoi
Denepauuu
Tema 1.1 ([IpaBOBBIC OCHOBBI 2 | 2 1 |Tecr
obecrieyeHus
HH(pOPMAITMOHHOM
0e30macHOCTH
Tema 1.2 (3amuta 2 |2 1 |Tecr
MePCOHANBHBIX
JTAHHBIX
Tema 1.3 |OpraHu3anyvoHHbIe 2 | 2 1 |Tect
OCHOBBI 00€CTICUCHHS
MH(OPMAaIMOHHOM
0€30MMacHOCTH
6 mom yucne ¢ 30 u 6 3 |Bugeonekuuun
J[OT TEKCTOBEIE
MaTepuabl
y4eOHOTr0 1mocoous,
Mpe3eHTAIUH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxuTekTypa 2 | 2 1
KOMINbIOTEPA
Tema 2.1 |Apxurekrypa 2 | 2 1 |Tecr
KOMITBIOTEpA
6 mom yucie ¢ 30 u 2 1 |Buneonexknuu
/[OT TEKCTOBEIC
MaTepraIbl
yueOHOro mocoous,
MIPE3CHTAINH, TECT B




OVK B

DemidOnline
Pa3znen 3 |OcHOBBI 9 [Tect
HHpopMaLOHHOI
0e30macHoCcTH B
OnepanuoOHHBIX
cucTeMax
Tema 3.1 |BBenenue B 3 |Tecr
nH(pOpPMaAITMOHHYIO
0€3011aCHOCTh
OTIePAIIMOHHBIX
CHUCTEM
Tema 3.2 [MudopmarmonHas 3 |Tecr
0€301aCHOCTh
OTIePaIIMOHHBIX
CHUCTEM CeMEMCTBa
Windows
Tema 3.3 |MudopmannonHas 3 |Tect
0e30IMacHOCTh
OTIepaIMOHHBIX
CHCTEM ceMelcTBa
Linux
6 mom yucie ¢ 30 u 9 |Buneonexuuu
J[OT TEKCTOBEIE
MaTepHabl
y4e0HOr0 1mocoous,
MIPE3CHTAIINH, TECT B
OVK B
DemidOnline
Paznen 4 |OcHoBbI 9
HHpopMaAOHHOI
0€30MacHOCTH B
JIOKAJBLHBIX
BBIYHCJIHTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B 4 |Tect
aApPXUTEKTYPY
JIOKAJIbHBIX
BBIYHCIIUTEIIBHBIX
cereit
Tema 4.2 |CereBbie yrpo3bl U 4 |Tect
METO/IbI
MPOTUBOJICHCTBUS UM
Tema 4.3 |MesxceTeBble SKpaHbl 3 |Tect
6 mom yucie ¢ 30 u 11 |Buneonexknuu
/[OT TEKCTOBEIC
MaTepraIbl
y4eOHOro mocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Paznen 5 |Kpunrorpadpuueckun 3




€ MeTO/bI 3aIUThI
HHpopmanuu
Tema 5.1 |BBenenue B 2 2 2 3 |Tect

KpUnTorpauueckue

METO/IbI 3aIHThI

uHpOopMaIu

6 mom yucie ¢ 90 u 2 1 3  |Buneonexknuu

J[OT TEKCTOBEIC
MaTepUaIbl
y4eOHOro 1mocoous,
MIPE3CHTAIIMH, TECT B
DVK B
DemidOnline

2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 |16 | 16 2 | 03| 37,7

Coaep:xanue pa3iesi0B NPOrpaMMbl M CHHUILINHBI
«be3onmacHoOCTh cOBpeMeHHOIl HHGOPMALMOHHOM cpeie»

Pa3nen 1. IlpaBoBble W OpraHu3allMOHHBbIE OCHOBBLI o0ecneuyeHHUs HHGOPMAIMOHHOM
0e3onacHoctu B Poccmiickoii @enepanun.

Tema 1.1. IIpaBoBbie OCHOBBI 0O€eciedeHHs] UHPOPMAIIMOHHOM 0€3011aCHOCTH.

OcHoBHBIE mTpaBa rpaxiaaH B chepe 00paboTkum W 3amuThl UHPopMaruu. OCHOBHBIC
IOPUHIUIBIL [IPABOBOTO PETYJIMPOBAaHUSA B 00jacTé 00pabOTKM U 3alUThl HH(GOPMALMH.
Nudopmanusa. OcHOBHbIE CBOiicTBa 0€30MacHOCTH WHGOpPMANMU: KOH(PHUICHIUATBHOCTD,
LIEJIOCTHOCTh, JIOCTYIHOCTb. Buabl umHopManuu mo mopsaxky AOCTyHa M paclpOCTpaHEHHUS.
Orpanwyenne goctynma K wuHpopmammu. Buasr TaitH.  OOmamatens  wuHOOpMALNW.
Nudopmannonnsie TexHoioruu. MHpopmarmonHsle cucteMbl. Omnepatop HH(OpMaIMOHHON
cuctembl. 3amurta uHpopMauuu. OOBEKTHl 3allUThl. BuIbl OTBETCTBEHHOCTH B cdepe
00pabOTKHU U 3aIUTHl HH)OPMAIIH.

Tema 1.2. 3amura nepcoHalbHBIX TAHHBIX.

[lepcoHanbHble JaHHbIE W TNPUHLUINB MX 0O0pabOTKM. BuIbl NepcOHANbHBIX JaHHBIX:
crelnuajibHble, OMOMETpUYECKHE U OOIIEeIOCTYNHbIE. YCIoBHS 00pabOTKM IMEPCOHATBHBIX
naHHbiXx. Cornmacue Ha o00pabOTKy MEpCOHAIBHBIX JaHHBIX. TpaHCTpaHWYHas Iepenaya
NEepCOHAIbHBIX AaHHbIX. [IpaBa cyOBeKTOB mepcOHANbHBIX AaHHBIX. OmnepaTop MEepCOHAIbHBIX
JAHHBIX U ero oOs3aHHOcTH. Mephl obecneueHUs] OE30MaCHOCTH TEPCOHANBHBIX JIaHHBIX.
KoHTposb 1 HaA30p 3a BBIMOJIHEHUEM Mep MO 00ecreueHni0 0€30MacHOCTU. Y TOJITHOMOYEHHBIN
OpraH 1o 3aIIuTe MpaB CyObEKTOB MEPCOHATBHBIX JAHHBIX.

Tema 1.3. Opranu3anoHHbIe OCHOBBI 00OecTiedeHns HHPOPMAIMOHHOM 6€3011acHOCTH.

Kakue Bompocs! ctaBUT MHpoOpMannoHHas Oe3omacHocTh? IlocienoBarenbHOCTh AEHCTBHIMA
no 3amure uHpopManuu. BeisBieHrne W aHaIW3 UHPOPMAIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBaHuil mo 3ammre HHGOpManuu. [loaxoabl K MOAEIMPOBAHUIO HAPYIIUTENIEH U yrpo3
uH(popMallMOHHON Oe3omacHOCTH. BBIOOp CpeacTB ©W  METOAOB 3allMThl  HMH(OPMALUU.
Buenpenue cucteMsl 3a1uThl HHGOpMAIUK. DKCIUTyaTallysl CUCTEMBbI 3aIlIUThI HH(OPMAIIHH.




Pa3nes 2. ApxuTeKkTypa KOMIbIOTEpA.

Tema 2.1. BBeieHue B apXuTeKTypy KOMIIBIOTEpA.

[Ipoueccopel. OcHoBHasg (K3II W oOlepaTUBHAasg) mnamsaTh. BcnomorarenbHas MNamsTh.
VYcrpolicTBa BBOJIa-BbIBOJIA (IIMHBI, MOHUTOPBI, KJIABUATYPhl U MBI, BeO-KaMepbl, IPUHTEPHI).
[TepconanbHble KOMIIBIOTEPHI U MOOUIIBHBIE YCTPOUCTBA.

Paznen 3. OcHoBbI HHGOPMALIMOHHOI 0€301ACHOCTH B ONEPALMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B HHPOPMAIIMOHHYIO 0€3011aCHOCTD OTIEPAIMOHHBIX CUCTEM.

OO6umii cnoco6 xpaHenus u o00paboTku wuHpopManuu B KoMmmbioTepe. [lonsaTus
onepaunoHHOM u (aiinoBoil cucrem. CyOBEeKTbl, OOBEKTHI, METOJAbl M IIpaBa JOCTYIIA,
OpUBMJIETUM CyOBeKTa JocTymna. JMCKpenMOHHOE yIpaBlieHHE JOCTYIIOM, MaHJATHOE
ynpasiieHue AoctynoM. Mnenrudukanus, ayreHTHGUKALKS U aBTOpU3aLusa. AyTeHTH(PHUKAIM
Ha OCHOBE 1apoJiei, HA OCHOBE BHEUIHUX HOCUTEJEH Kiltoua, OnoMeTpudecKkas ayTeHTU(UKALUS.

Tema 3.2. UadopmannonHas 0€30macHOCTb ONEPaIMOHHbBIX crucTeM cemeiictBa Windows.

VYrpasiieHHe TOCTYIIOM B OINEpPAIlMOHHBIX cucTemax cemeiictBa Windows. Unentudukanms,
ayTeHTU(HUKALUS 1 aBTOpU3ALUs B ONEPAMOHHBIX cuctemMax cemerictBa Windows. Peanuzarnus
ay/JMTa B ONEpaI[MOHHBIX cucTeMax cemeiicrea Windows.

Tema 3.3. UadopmannonHas 0€301MacHOCTh ONEPAIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYrpaBiieHHe JOCTYNIOM B OIEPAalMOHHBIX cHcTeMax cemeiictBa Linux. WMpentudukarms,
ayTeHTU(HKALMS U aBTOPH3ALMs B OIMEPAlMOHHBIX CHcTeMax cemeiicTBa Linux. Peanmzanus

ayJMTa B ONMEPAIMOHHBIX CHCTEMax cemeicTra Linux.

Pa3znen 4. OcHoBbl MH(OPMAIMOHHOM 0€30MACHOCTH B JIOKAJIBHBIX BHIYUCIUTEIBLHBIX
ceTHX.

Tema 4.1. BBenieHre B apXUTEKTYpy JOKAJIbHBIX BEIUUCIUTEIBHBIX CETEH.

JlokanbHble BbIUKCITHTENbHBIE ceTH. Mogens ISO/OSI.  ApxuTekTypa ©W OCHOBHBIE
MIPOTOKOJIBI IOKATEHBIX BBEIUMCITHTEIHHBIX CETCH.

Tewma 4.2. CereBbie yrpo3bl U METOJIbI POTUBOIACHCTBUS UM.

Knaccudukanumu cereBbix yrpos, ys3BumocTed u atak. CeTeBble aTaku Ha Pa3IMYHBIX
ypoBasix Mmoaenu [SO/OSI. Kiaccubpukanuss BpeIOHOCHOTO NPOTPAMMHOIO OOECIICUCHHSI.
[Tpu3Haky NpUCYTCTBHSI BPEJOHOCHOTO TPOrPaMMHOT0 obecrnieueHusi. MeToabl 0OOHapyKEHHUS.

Tewma 4.3. MexceTeBble SKpaHBI.

MexcereBbie 3kpanbl (M3). Mecro u pons MD B olecnieueHHr ceTeBOil O€30MaCHOCTH.
Knaccugpukamus M3. OcHoBHble Bo3MoxHOCTH MD. JlocTromHcTBa M HenmoctaTku MDO.

[Toctpoenue npaBuil GUIbTPALIUH.

Pa3nen 5. Kpuntorpadguyeckne MeToabl 3a1IUTHI HHPOpMALIMH.



Tema 5.1. BBenenue B kpunrorpaduueckie METO b 3aIIUTHI HHPOPMALIUH.

Hcropuyeckuii ouepk paszButusi Kpunrorpadpuu. CuMMeTpuyHass M acUMMETpUYHAs
kpuntorpadus. BoluncnuTenbHO cioxkHBIE 3amaun  Matematuku. Kpunrocuctema RSA.
[Tonsitue kpunrorpaduyeckoro mporTokona. CBONHCTBA MPOTOKOJIOB, XapaKTEPHU3YIOIIHE HX
6e3omacHOCTb. CxeMbl IU(PPOBOIA MOAMUCH.

5. O0pa3oBaTe/ibHbIE TEXHOJIOTHH, B TOM YHCJ€ TEXHOJIOTHH IJIeKTPOHHOT0 00y4eHHUsT 1
AUCTAHIMOHHBbIE 00pa30BaTe/IbHbIE TEXHOJIOTHH, UCIOJIb3yeMble NMPHU 0CYIeCTBIEHUH
00pa3oBaTeIbLHOIO Mpolecca Mo TUCIUNIHHE

B nponecce 06ydeHus UCONB3YIOTCS cielyrolue 00pa3oBaTeIbHble TEXHOIOTUN:

AxkaneMuyeckasi JJeKUus (WK JEKIUs 00IIEro Kypca) — MoclieI0BaTeNIbHOE U3JI0KEHHE
MaTepuanga, OCYILIECTBISEMOE IPEHMYILECTBEHHO B BHJE MOHOJOra IIpenojaBaTels.
TpeboBaHMs K aKaJeMHUYECKOH JIEKIUU: COBPEMEHHBIH HAYYHBIH YpOBEHb M HACBHIIICHHAsS
UH(POPMATUBHOCTh, YyOeIUTElIbHAs apryMeHTalus, AOCTYIHAas U IOHATHas pedb, YeTKas
CTPYKTypa W JIOTMKA, HAJWYUE SPKUX MPUMEPOB, HAYUHBIX JI0KA3aTEIbCTB, OOOCHOBAHUU,
(bakToB.

IIpoGaemHass JeknMst — W3JIOKEHWE MaTepuaia, IPEANoaraloniee [MOCTAHOBKY
OpoOJEeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBELICHHME pAa3JIMYHbIX HAy4YHBIX I1OAXOJIOB,
ABTOPCKHME KOMMEHTApHUH, CBA3AHHBIE C Pa3JWYHBIMM MOJEISMH MHTEPIPETALUN H3y4aeMOIo
marepuaia. [IpobiemHast 1eKIusi HaunHAeTCsl ¢ BOIPOCOB, C OCTAHOBKU MPOOJIEMBbI, KOTOPYIO B
XO0Jle M3JIOKEHUS MaTepuajla HeoOXOAMMO peumuTh. B nekuuu couerarorcss npoOsieMHblE U
uHpopMaLMOHHble Hayana. Ilpu 3TOM mpolecc NO3HAHUS CTYIAEHTOB B COTPYIHUYECTBE M
JMaiore ¢ TpenojaBareieM MPHUOIMKAECTCS K MOMCKOBOM, MCCIIEIOBATENBCKON NIESTEIBHOCTH.
Copnepxanre mnpoOsieMbl pacKpblBaeTCsi IIyT€M OpraHU3alUM II0MCKa €€ pelleHus WIN
CYMMUPOBaHHS U aHAIN3a TPAJAULMOHHBIX U COBPEMEHHBIX TOYEK 3PEHUS.

IIpakTH4eckoe 3aHATHE — 3aHATHE, IOCBALIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HAaBBIKOB M 3aKPEIUICHUIO ITOJIyYEHHBIX Ha JICKIUN 3HAHUM.

ONeKTPOHHBIN yuyeOHbIN Kypc «be3onacHOCTh B COBpEMEHHON MH(QOPMAIIMOHHOM cpesie» Ha
iatdopme oHnaitH-o0ydeHuss DemidOnline, B koTopowm:

— NpEeICTaBJICHbI BUAEO-JIEKIHMH 110 BCEM TeMaM JAUCLUMILINHBI U IPE3EHTALUN K HUM;

— TPEICTaBJICHbI TEKCTHI JIEKIIMH 110 BCEM T€MaM JUCLIUIIIINHBL;

— TPEICTaBJICHBI IPAaBUJIA IPOXOKIECHHUS IPOMEKYTOYHON aTTECTALlUU 110 JUCLIUILINHE;

— TMIpeACTaBIE€HBl TECThl IO TeMaM JUCHMIUIMHBI Ui  CaMOCTOSITENIbHOW paboThI
o0y4aromuxcs;

— 1mocpenctBoM  (opyma  OCYHIIECTBIISIETCS CHHXPOHHOE M (WJIM) aCHHXPOHHOE
B3aMMOJICHCTBHE MEXIy O0OydJarolMMHCS M TPENojaBaTeieM B paMKax H3Yy4eHHUS
JUCLIUTUIMHBL.

6. IlepeueHb JIMIIEH3MOHHOT0 M (WJH) CBOOOJAHO PACHPOCTPAHIEMOr0 NPOrPAMMHOIO
o0ecrneyeHusi, MCIOJIb3YeMOI0 IPH OCYIIECTBJIEHMH O00pa30BaTeILHOr0 Impolecca Mo
AUCUHHUIINHE
B nporiecce ocymecTBiaeHus: 00pa3zoBaTeIbHOTO MPOIECCa UCTIONb3YIOTCS:
— MpOTpaMMHOE OOeclieYeHrne ISl CO3[JaHus W JIGMOHCTPAllMU  TPE3CHTAINH,
WITIOCTPAIMNA U IPYTUX YUeOHBIX MaTepPHAJIOB:
— Microsoft Windows (B coctaBe Microsoft Imagine Premium Electronic Software
Delivery);



Microsoft OfficeSTD 2013;

Virtual Box (cBo6oano pacrnpoctpansemoe 110);

Ubuntu (cBo6oano pacipocrpansemoe I10);

Kali Linux (cBoboamno pacrnpoctpansiemoe I10).

— Ui TIoOMCKa y4deOHOH smteparypbl Oubmumorexku SApl’Y — ABTOMaTH3MpOBaHHAS
oubmoteynas nHpopmarmonnas cuctema «bYKM-NEXT» (ABUC «byku-Nexty»);

— TIpH MPOBEJICHUU JICKIIUN UCTIONB3YIOTCS MYJIbTUMEAUIHBIE PE3CHTAINY;

— TpH TPOBEICHUU JIAOOPATOPHBIX PAOOT HCIONIB3YIOTCS CPEICTBA BBIYUCIUTEIHLHOM
TEXHHKH, MOJIEP>KUBAIOIINE IEPEUUCIIEHHOE TPOTrpaMMHOE O0ecTieueHue.

7. IlepedyeHb cOBpeMeHHBIX MNPOdecCHOHAIBHBIX 0a3 JaHHBIX W HH(OPMAIMOHHBIX
CIPABOYHBIX CHCTEM, HCIIOJIb3yeMbIX IIPH OCYLIECTBJIEHUU 00Pa30BaTeJIbLHOI0 Mpolecca 1no
AUCHUILINHE

1. Dnexrponnbie katajgoru Hb Spl'y

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) conepxar 6ubnuorpadpuueckue 3anucu
BCEX BHJIOB JIOKyMEHTOB, COCTABJISIONMX (POHI OMOIMOTEKH, Ha PYCCKOM M HHOCTPAHHBIX
SI3BIKAX.

2. DueKkTpoHHasi 0ubdMoTeKa yueOHbIX MaTepuasos Apl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) coxmepxxutr ©Gomee 2500 moNHBIX
TEKCTOB Y4YEOHBIX W y4eOHO-METOJIUYECKHX MATEPHUAIOB TI0 OCHOBHBIM H3y4aeMbIM
JIMCUUIUIMHAM, W3/JaHHbIX B yHHBepcureTe. JlOoCTym B CeTH YHHMBEpPCHTETa, JHOO IO
JIOTUHY/TIapOIIIO.

3. CnpaBouHo-nnpaBoBasi cucreMa « KOHCYJIbTAHTILIIOC»

(https://www.consultant.ru/)  cnpaBodHO-TIpaBOBasi CHUCTEMa IO  3aKOHOIATELCTBY
Poccuiickoit denepaiumu.

4. CnpaBouHo-nipaBoBasi cucrema «['apanr»

(http://www.garant.ru/) cipaBoYHO-IIpaBoOBasi CHCTEMa 10 3aKOHOAATEIbCTBY Poccuiickoit
®denepauuu.

5. DuekTpoHHO-0MbGIM0TeYHasi cuctemMa «Jlanwy http://e.lanbook.com/

8. [lepeyeHb OCHOBHOI W JOMOJHHUTEJLHOH Y4eOHOW JHMTepaTypbl, pecypcoB
NHPOPMALMOHHO-TEJIeKOMMYHUKAIIUOHHOH ceTn «MHTepHeT» (IpM Heo0X0AUMOCTH),
PEKOMEHYyeMBbIX /ISl 0CBOCHHS JHCUHUILIHHbI

a) OCHOBHAasl JIUTEpPaTypa

a) OCHOBHAasl JIUTEpPaTypa

1. Bes3omacHocTh B coBpeMeHHON MH(popManoHHON cpeae. Yacts 1: yuebHOE nmocodue.
B.H. Kusses, I.M. Mypun; fpocn. roc. yu-T uM. ILI". [lemunosa. - Spocnasib:
NHJNT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]

2. Joramun, H. b. Apxutektypa koMmmeiotepa: yueonoe nocodue / H. b. Jloraaus. - 4-e
u3n. — Mocksa: JIaboparopus 3Hanwmii, 2020. - 274 c.

3. byza, M. K. Apxurekrypa kommbioTepoB: yueOHuMKk / M. K. By3a. - MuHnck:
Beimmitmas mkona, 2015. - 414 c. [https://e.lanbook.com/book/75150]

4. Cononesuu, A. B. Komnbstotepusie cetu: yueOnuk / A. B. CononeBuu. - MuHCK:
PUIIO, 2021. - 208 c. [https://e.lanbook.com/book/194950]

5. Pakurtun, P. }O. Komnbrotepusie cetu: yuebHoe nocobue / P. 0. Pakurun, E. B.
MockaneHko. - bapnaymn: AntI'TlY, 2019. - 340 c.
[https://e.lanbook.com/book/139182]


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/
http://e.lanbook.com/

6.

Kopxuk, B. . OcHoBbl kpunrorpadun: yuedHoe nocoobue / B. 1. Kopxuk, B. A.
SkoBieB. - Cankr-IletepOypr: Nutepmenus, 2017. - 312 C.
[https://e.lanbook.com/book/161359]

0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1.

10.

Konctutynus Poccuiickoit ®enepanuu: [mpuHATa BCEHAPOAHBIM TOJIOCOBAHHEM
12.12.1993 ¢ u3zmeHeHUsAMH, OJOOPEHHBIMH B X0JI€ OOIIEPOCCUHUCKOTO TOJI0COBAHUS
01.07.2020]. — JlocTyn u3 cripaBOYHO-NIPABOBOM cCHCTEMbI «KOHCYIBTaHTILTIOCY. —
TeKCT: ANeKTPOHHBIN.

VYronosubiil kopekc Poccuiickoit @enepanun: Penepanbhblii 3akoH oT 13.06.1996
No63-D3: [npunsat ['ocymapctBennorr [ymoit 24.05.1996]: (¢ u3MeHEHUAMH U
JIOTIOJIHEHUSIMN ). — Hocryn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHCynpTaHTILTIOCY. — TEeKCT: 3JEKTPOHHBIMN.

Konmekc Poccwmiickoii ®enepanun 00 aJIMUHHCTPATUBHBIX IPABOHAPYIICHUSX:
®enepanbubiii 3akoH 0T 30.12.2001 Nel95-®3: [mpunsar ['ocymapcrBennoi Jlymoi
20.12.2001]: (¢ u3MeHeHUAMH U JOMOJHEHUsMH). — JlocTynm W3 CHpaBOYHO-
paBoBOM cucTEMBbI «KOHCYNbTaHTIUIIOC». — [ €KCT: 311E€KTPOHHBIN.

TpynoBoit koxekc Poccuiickoit denepauun: denepanbubiii 3akoH ot 30.12.2001
Nel97-@3: [mpunsat ['ocymapctBennoit Jymoit 21.12.2001]: (¢ U3MEHEHHSIMH H
JIOTIOJIHEHUSIMU ). — Hocryn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHcynpTaHTILIOCY. — TEeKCT: 3JEKTPOHHBIMN.

®enepanbHeblii 3akoH 0T 27.07.2006 Nel149-03 «O06 undpopmanuu, nHOOPMAITHOHHBIX
TEXHOJOTUSIX W O 3amure uHbopManmuuy: [OpuHAT [ocymapcTBeHHOM Jlymoii
08.07.2006]: (c u3MEHEHMSIMM M JOHOJHEHHsIMHM). — JlocTyn u3 crpaBOYHO-
MpaBoBOM cUCTEMBbI «KOHCYNbTaHTIUIIOC». — [ €KCT: 3JIE€KTPOHHBIN.

®enepanbhblil 3ak0H 0T 27.07.2006 Nel152-D3 «O nepcoHanbHbIX JaHHBIX»: [[TPUHST
l'ocynapcreennoit Jymoit 08.07.2006]: (¢ u3MeHEHUSMU U JAOIMOJIHEHUSMHU). —
JocTtyn u3 CHOpaBOYHO-NIPABOBOM cUCTEMbl «KOHCYJIBTAaHTIUIIOC». —EKCT:
3IIEKTPOHHBIM.

[TonoxxeHne o mopsiake oOpalieHus co CiIyXeOHOH MHpopManueld OorpaHMYEHHOTO
pacripocTpaHeHMss B (peepalbHbIX ~ OpraHax  HCIHOJHUTENBHOM  BIAcTH,
YIOJHOMOYEHHOM OpraHe YIpaBi€HHs] HCIOJIb30BaHUEM aTOMHOM DSHEPruu U
YIIOJTHOMOYEHHOM OpraHe IO KOCMHUYECKOM JAEATEIBbHOCTH»: [YTBEPXKIEHO
[Toctanosnenuem IlpaButenscrBa Poccuiickoit @enepannu ot 03.11.1994 Nol1233]:
(c M3MEHEeHUsAMU M JONOJHEHUsMH). — JlocTyn U3 CIpaBOYHO-TIPABOBOM CHUCTEMBI
«KoHCYnbTaHTILTIOC»). —TEeKCT: 2JIEKTPOHHBIM.

TpeGoBanust K 3alMTe NEPCOHANBHBIX JaHHBIX MpH HX 00paboTke B
MH(OPMALIMOHHBIX cUCTEMax MIEPCOHANBHBIX JTAaHHBIX [yTBEepKAEeHbI
ITocranoBnenuem IlpaBurensctBa Poccuiickont @enepanuun ot 01.11.2012 Nel119].
— JHoctyn wu3 cnpaBouHo-nipaBoBoM cucteMbl «Koncynprantnllmoc». —Tekcr:
JJIEKTPOHHBIN.

[lepeuenr Mep, HampaBlIEHHBIX Ha OOecleYeHUe BBHINOJHEHUS O0O0S3aHHOCTEH,
npenycMoTpeHHbIX  DenepanbHbIM  3aKOHOM «O  MEpPCOHANBHBIX JIaHHBIX» U
NPUHATBIMU B COOTBETCTBUM C HHUM HOPMAaTUBHBIMH TIPAaBOBBIMH aKTaMH,
oIepaTopamH, SIBJISIOIIMMUCS FOCY1apCTBEHHBIMU WM MYHUIIMNIAIIBHBIMU OpPraHaMu:
[yrBepxaen IlocranoBnenuem IlpaBurtenscrBa Poccuiickoit ®enepauun or
21.03.2012 Ne211]: (¢ u3MEeHEHHUSIMH W JOTOTHEHHsIMH). — JlOCTYI M3 CIpaBOYHO-
npaBoBoil cucteMbl «KoHCcynbTanTnllmocy). —TeKCT: 3JeKTPOHHBIMN.

[Tonoxenne 06 0cOOEHHOCTSIX 00pabOTKH NMEPCOHANBHBIX JaHHBIX, OCYILECTBIIIEMON
0e3 UCHOJb30BaHUSl CpPEICTB aBTOMaTu3auuu: [yrBepxkaeHo IlocranoBienuem



11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

IIpaButensctBa Poccuiickoit ®enepanun ot 15.09.2008 Ne687]. — [octyn w3
cripaBoyHO-TIpaBoBOM cucTeMbl «KoHcymnpTantnllmocy. —TeKkcT: 3J1eKTpOHHBIN.
TpeboBaHust K MaTepuaJIbHBIM HOCUTENIAM OMOMETPUUECKUX NEPCOHAIBHBIX JaHHBIX
U TEXHOJOTHSM XpaHeHHs TaKuX JaHHBIX BHE HH(OPMALIMOHHBIX CHCTEM
IIEPCOHANBHBIX  JaHHBIX:  [yTBepxkaeHO  IlocranoBinennem  IlpaBurenncrBa
Poccutiickoit @eaepannu ot 06.07.2008 No512]: (c M3BMEHEHUSAMH U JIOMTOJTHCHHUSIMHU ).
— JHoctyn wu3 cnpaBouHo-nipaBoBoM cucteMbl «Koncynprantnllmtoc». —Tekcr:
3JIEKTPOHHBIN.

Metoauueckie pEeKOMEHJAUMM 10 YBEAOMJICHUIO YIOJIHOMOYEHHOI'O oOpraHa o
Hayajie OOpaOOTKM NEepCOHANBHBIX JAHHBIX W O BHECEHWHM H3MEHEHUH B paHee
IIpE/ICTaBICHHbIE CBEIECHUS: [yTBEpKIEHBI ITpuKka3zoM Pockomuanzopa ot 30.05.2017
No94]: (¢ u3MEHEHHSIMU U JOMOJHEHHSAMH). — J[OCTynm W3 CrpaBOYHO-TIPABOBOM
cucreMsl «KoHcynbranTnllmoc». —TekeT: 23JeKTpOHHBIN.

TpeboBanust 1 METOJBI MO OOE3TMUMBAHUIO MEPCOHATBHBIX JAHHBIX: [YTBEP>KICHBI
npukazom Pockomuamzopa ot 05.09.2013 Ne996]. — Joctyn U3 cHpaBOYHO-
npaBoBoil cuctembl «KoHCcynbTanTnIMr0C». —TEeKCT: 3JEKTPOHHBIMN.

CocTtaB M coiepkaHHE OPraHU3aLMOHHBIX M TEXHUYECKHX MeEp 0 OOECIEeUEHUIO
0€30MacHOCTH TMEepPCOHANBHBIX JaHHBIX HpU HUX 00paboTKe B HHQPOPMAIMOHHBIX
CUCTEMAax IMEpPCOHANBHBIX JAaHHBIX: [yTBepkaeHbl npukazom O®CTOK Poccunm or
18.02.2013 No21]: (c u3MeHeHUSIMH U AOMOJIHEHUsMU). — JlocTynm U3 crpaBOYHO-
npaBoBoil cucrteMbl «KoHCynpTanTnllmocy. —TeKCT: 3EeKTPOHHBIMN.

bazoBast monenp yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B
MH()OPMAIMOHHBIX CUCTEMax IePCOHAIBHBIX JaHHBIX (BbImucka): [yTBepkiacHa
3amectutenem aupekropa PCTIK Poccum 15.02.2008]. — JlocTyn u3 cupaBo4YHO-
npaBoBoil cucteMbl «KoHCynpTanTnllmocy). —TeKCT: 3JEeKTPOHHBIMN.

MeTtoauka onpezeneHuss akTyalbHBIX yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX
npu ux o00paboTke B HMH(POPMALMOHHBIX CHUCTEMaX NEPCOHANBHBIX JIAHHBIX:
[yrBepxknena 3amectutenem aupekropa @CTOK Poccun 14.02.2008]. — octyn u3
crpaBo4HO-IIPaBoBOM cucteMsl «KoHcynbranTnlliroc». —TeKCT: 2IeKTPOHHBIN.
CoctaB U coiepxaHHe OPraHU3alMOHHBIX M TEXHUYECKHX MeEp MO OOECHeueHUIo
0€30MacHOCTH TMEPCOHANBHBIX JaHHBIX IpU HUX 00paboTke B MH(GOPMALMOHHBIX
cucTeMax NMepPCOHABHBIX JAaHHBIX C MCIOJIb30BAaHUEM CPE/ICTB KPUITOTrpapuuecKon
3aluThl  MHGOpMAalMM, HEOOXOAWMBIX Ui  BBINOJIHEHMS]  YCTAaHOBJIEHHBIX
ITpaButensctBoM Poccuiickoit deneparyu TpeOOBaHUN K 3alUTe MEPCOHAIBHBIX
JMAHHBIX N7 KaXJIO0TO0 M3 YPOBHEH 3alllUIIEHHOCTH: [yTBepkIeHbl npukazom PCh
Poccun or 10.07.2014 Ne378]. — Jloctym u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnl Iimrocy. —TeKCT: 3JIeKTpOHHBIN.

Mertoanyeckre peKOMEHJAlMU MO pa3palOoTKe HOPMATUBHBIX IPABOBBIX aKTOB,
OTIPEEISIONIMX YIpo3bl OE30MACHOCTH NEPCOHAIBHBIX JaHHBIX, aKTyaJlbHbIE HpPU
00paboTKe MEepPCOHANBHBIX JAHHBIX B MH(OPMAIMOHHBIX CHCTEMax MEpCOHATbHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX TPU OCYILIECTBICHHUH COOTBETCTBYIOIIMX BHIOB
NesATeIbHOCTH: [yTBepkJeHbl pykoBojacTBoM 8 Ilentpa ®CB Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIIPaBOYHO-TIPAaBOBOM CHCTEMBI
«Koncynprantnl Iimtocy. —TeKCT: 371eKTpOHHBIH.

I'OCT P 51275-2006 3amura nndpopmanuu. O6bekT nndopmaruzanuu. DakTopsl,
Bo3jelcTBYOIME Ha HHpopMaruio. O0mue nonoxenus. — JlocTyn U3 cripaBoO4YHO-
npaBoBoil cuctemMbl « TEXOKCIIEPT». —TekcT: aneKTpOHHBIN.

®nenoB, M.E. Linux rnaszamu xakepa. 5-¢ uza. / M.E. ®nenoB. — CII6. : BXB-
[TerepOypr, 2019. —416 c.

JlaB, P. Linux. Cucremnoe nporpammupoBanue. 2-¢ u3a. / P. JlaB. — CIIG. : [Turep,
2014. — 448 c.



22. Yopa, b. Bayrpennee ycrpoiictBo Linux. / b. Yopua. — CII6. : ITutep, 2016. — 384
C.

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24.Intel 64 and IA-32 Architectures Software Developer’s Manual [DnexTpoHHBIH
pecypc] — DnekTpoH. TekcToBble naH. —Ilocnennee ooHoBieHue : 16.11.2020. —
Pexxum nmocryna: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepuajibHO-TeXHHUYECKasi 6a3a, HEOOXOAMMAs JIJIsl OCYIIeCTBICHUSI
00pa30BaTeIbHOI0 MPoIecca Mo THCIUTIINHE

MarepuanbHO-TeXHUUYECKas: 06a3a, HeoOXoquMas Il OCYIIECTBICHHS 00pa30BaTEIbHOTO
nporiecca 1o JUCIHUILTUHE BKIIOYAeT B CBOM COCTAB CHEIHATIbHBIC ITOMCIICHHS

-y4eOHbIC ayUTOPUH IS IPOBEACHUS 3aHIATHUI JICKIIMOHHOTO THUIIA,

-y4eOHbIC ayIUTOPHH ISl TIPOBEIICHHSI J1a0OPATOPHBIX pabOT, OCHAIICHHBIC CPEACTBAMU
BBIYUCIIUTEIILHON TEXHUKH, MOJCPKUBAIOIIMMHU MPOrpaMMHOE OOecCricueHre, yKa3aHHOE B
MyHKTE 6;

- yueOHbIC ayTUTOPHH IS TIPOBEICHUS TPYIITOBBIX U WHAMBHIYaTbHBIX KOHCYJIbTAIIHIA;

- ydeOHbIE ayJUTOPUU Il TPOBEACHUS TEKYIIEr0 KOHTPOJIA M IMPOMEKYTOUHOM
aTTeCTAlluH;

- MOMEUICHHUS JJIsi CAMOCTOSITEIIbHON paOOThI;

- MOMEUICHHsS I XpaHEHUS M MPOPUIAKTHYECKOTO OOCTYKMBAHUS TEXHHUUCCKUX
CpeACTB O0yUCHHSL.

[TomereHust s CaMOCTOSTEIBHON paOOThl 00YYAIOIIUXCS OCHAIICHBI KOMITbIOTEPHOM
TEXHUKOH C BO3MOXXHOCTBIO TOIKIIOUCHHs K ceth «/HTepHeT» u obecreyeHueM J0CTyrna B
SJIEKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIbHYIO CPEly OpraHU3aIlNH.

Yucno mocagoyHbIX MECT B JICKIIMOHHON ayJIMTOPUU OOJIbIe JIMOO PAaBHO CIIUCOYHOMY
COCTaBy IOTOKA, a B ayJAWTOPHH JJIS NPAKTUYCCKUX 3aHATHH (CEMHHAPOB) — CIHUCOYHOMY
COCTaBY TPYIIIbI 00yYaArOIIUXCS.

ABTOp(BI):

Kana. ¢pus.-mat. Hayk Mypun /1. M.


https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html
https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html

IIpunoxenne Ne 1 k padoueil nporpaMme AUCHUILINHBI
«be3onacHocTh B cCOBpeMeHHO MH(POPMAIIMOHHOI cpee»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNUs] TEKYylIel ¥ MPOMeKYTOYHOI aTTeCTALIMH CTYIeHTOB
Mo JUCIHUILINHE

1. TunoBbie KOHTPOJIbHBIE 32JaHUSI HJIU HHbIE MaTepPUAJIbI,
Heo0XO0UMBbIe /IJIsl OLEHKH 3HAHUI, YMeHHM i, HABBIKOB M (MJIM) ONBITA JeSITeJIbHOCTH,
XapaKTepU3yIIMUX 3TANbl (POPMHUPOBAHUS KOMIIETEHIHI

1.1 KouTpoJibHble 3a1aHNsI U MHbIE MAaTePHAJIbI,
HCIoJIb3yeMble B Mpouecce TEKyIIei aTTecTanuu

Tect mo Teme 1.1 IlpaBoBbie 0CHOBBI 00ecnieyeHNs] HHPOPMALIMOHHOH 0€30I1aCHOCTH

Kakne momoxeHus, CBsi3aHHBIE C BOIpocamMu 00pabOTKM MH(OpPMAINH, 3aKpEIUICHBI B
Koucturynuu Poccutickoii @enepannn?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTh JTUYHOW U CEMEHHOMN TallHBI.

0) [IpaBo Ha 00pabOTKy M1000i HH(MOPMALIUHU JTFOOBIM BO3MOKHBIM CITIOCOOOM.

B) 3anpeT Ha 00pabOTKy HH(OPMAIMH O YACTHOW KU3HHU JIHIA 0€3 ero corjacusl.

r) [IpaBo Ha noay4YeHue rpakaaHaMu JIOIyCcKa K rOCy/1apCTBEHHOM TaiHe.

Kakue Buapl uHpopmanuu o0s3arenbHO TpeOyeTcs 3aluiiarbh B COOTBETCTBUU C
3akoHOAaTeNnbcTBOM Poccuiickon denepannu:

a) Uadopmarus a1 cinyke0HOTO MOJIb30BAHUA.

0) IlepcoHanbHbIC TaHHBIE.

B) ['ocynapcTBeHHas TaiiHa.

r) BpaueOnas TaiiHa.

1) Bce nepeuncienssle.

B coorBerctBun ¢ PepepanbHbiM 3akoHOM «OO0 wuHpOpManuM, MHPOPMALMOHHBIX
TEXHOJIOTHSX U 3alIuTe HH(pOpMaum» UHPOPMAIHUS — ITO:

a) JIroOble naHHbIe, peACTaBICHHbBIE HA MaTEpPUAIbHOM HOCHUTEIIE.

0) CBenenus (cooOl1eHus, TaHHbIE), HE3aBUCUMO OT (POPMBI UX MPEACTABICHUS.

B) He sHeprus u He marepus.

r) CBeneHus, BOCIPUHUMAEMBbIE YEIOBEKOM M (MJIM) CHEIHAIbHBIMU yCTPOHCTBAMU
Kak OTpaXkeHHe (PaKToB MaTepHabHOTO MM JyXOBHOTO MHpa B Ipolecce
KOMMYHHKAIIH.

Uro U3 MepeunciIeHHOr0 MOYKHO paccMaTpuBaTh Kak 0a3zy JAHHBIX B COOTBETCTBHM C
3aKoHoAarenbecTBOM Poccuiickoit denepanuu:

a) EXCEL Tabauiy ¢ ynopsJ04eHHOH U CTPYKTYpUPOBAaHHON HH(OpMaIHeH.

0) ®aitn hopmara DOC, B KOTOPOM CO3/1aH CITMCOK CITYIIATEICH ITOW MPOTPaMMEI.

B) KapToTeky peructparypbl yupexIeHNs 3paBOOXPAHEHHS.

r) Bce nepeuncnenssle.

LlenocTHOCTH UHPOPMALIUU — ITO:

a) O6s3arenbHOE AJIS BBIMOJIHEHUS JIMIIOM, MOJYYUBIIMM JOCTYN K ONpPEIEIeHHOMN
uHpopManuu, TpeOoBaHME HE TepenaBaTh TaKyl0 HH(QOpPMALUIO TPETbUM JiMIaMm 0Oe3
corJiacus ee obsagarers.

6) CocrosiHue nHpoOpMaluu, MpA KOTOPOM OTCYTCTBYET J1t000€ ee M3MEeHEeHue JInho
M3MEHEHHE OCYILECTBISETCS TOJNBKO MPEIHAMEPEHHO CyObEeKTaMH, HMEIOIIMMHU Ha HETO
IPaBo.

B) Bo3MoxHOCTH noy4eHust UHQOPMALIUY U €€ UCIIOJIb30BAHMUS.

Ha Teppuropuu Poccuiickoit @enepannu 3anpeiieHo pacnpoCcTpaHeHHe:



7.

8.

9.

a) ndopmanmu, KoTopasi HarpasjieHa Ha IPOMaraH;y BOMHBI.

6) Kommepueckoii TaifHBI.

B) MH(opmarin, KOTopasi HarmpasiieHa HAa Pa3KUTaHUE PEIIUTHO3HOW HEHABHCTH.

r) [lepcoHanbHBIX JaHHBIX.
I'paskJaHUH WK IOPUIMYECKOE JIULI0, OCYIIECTBIISIONINE NS TeIbHOCTD 10 SKCIUTyaTalluu
WH(POPMAIIMOHHON CUCTEMBI, B TOM YHCIIE 110 00paboTKe MHPOPMALINH, COICPIKAIICHCS B
ee 0a3ax JaHHBIX — ATO:

a) ObnanaTenp HHGOPMAIIHIH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.
Ecnu He onpeneneHo nHOTro, OrepaTopoM HHPOPMAITMOHHOW CUCTEMBI SIBIISICTCS:

a) Obnanarens HHPOPMALIUH.

6) COOCTBEHHHMK HCHOJIb3yeMbIX 11 00pabOTKM cojaepxalieiicss B 0azax JaHHBIX
uH(pOpPMAIIUU TEXHUIECKUX CPEJICTB.

B) Jlumo, ompenenstomee menu oO0paboTku WHOOpPMAIMM M OCYIIECTBIISIONICE
00paboTky uHpOpMaIHH.
He MoxeT ObITh OrpaHUYEH JAOCTYII:

a) K napopmanmu o cocTOSTHUN OKPYXKAFOIIEH Cpe/ibl.

0) K nepcoHanbHBIM JAaHHBIM FOCYJAPCTBEHHBIX TPAXKIAHCKHUX CITY)KAIIIUX.

B) K nnopmarim, Xxpansimieics B OTKPBITHIX (GOHAaX ONOIHOTEK.

r) K cBeienusm o 3010ToBaTIOTHBIX 3anacax Poccuiickoit @eneparum.

10. Kakyro OTBETCTBEHHOCTh MOXKET IIOBJ€Yb HapylieHne TpeboBaHuii DenepanbHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) JAucuumninHapHylo.
B) AJIMUHUCTPATHUBHYIO.
r) I'pasx1aHcko-paBoBYIO.
1) Bce nepeuncienHsle.

Tect mo Teme 1.2 3ammTa NepcoHaTbHBIX JaHHBIX

[IepconasibHBIE JAHHBIE — ATO:

a) CBeneHust 0 CyOBEKTE MEPCOHAIBHBIX JAHHBIX HE 3aBUCHUMO OT (OpPMBI HX
MpEJICTaBICHMUS.

6) JIroGas unpopMmarys, oTHOCALIAsICS K IPSIMO UM KOCBEHHO ONPEACICHHOMY WU
onpezaensieMomMy GU3NUEeCKOMY JHIY (CYObEKTY NEPCOHANbHBIX TAHHBIX).

B) JltoGas umHpoOpmanus, oTHOcAWIasCAd K OINPEIeIIEHHOMY MJIM OIpeleseMOMY
¢uznueckomy uiy (CyObeKTYy NEpCOHABHBIX JaHHbIX).

r) Jlro6as mHbopmanus, oTHOCAIIAsCS K ONpEAeIEHHOMY WM ONpeessieMoOMy Ha
OCHOBaHUU Takoi nHpopManuu Gu3nuecKkoMy JuIy (CyObeKTy NepCOHAIbHBIX JIaHHBIX ),
B TOM 4HCJI€e ero ¢paMHuiIus, UMsl, OTIECTBO, T'0JI, MECIL, 1aTa U MECTO POXKAEHUS, ajpec,
ceMeifHoe, coIMallbHOe, HUMYIIECTBEHHOE TIOJI0KeHue, oOpa3zoBaHue, npodeccus,
JOXOJIBl, Ipyrast HHpOpMaIus.

Ha xakue oOTHOIIEHHS HE pacHpoCTpaHseTcss JeHcTBUE QeaepalbHOro 3akoHa «O
NEPCOHATBHBIX JAHHBIX»?

a) Ha o0paboTky mepcoHanbHbBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJIECHHOM IOPSAKE K
CBEICHMSIM, COCTABIISIOIUM I'OCYIapCTBEHHYIO TalHY.

06) Ha 06paboTky mepCOHATBHBIX TaHHBIX, HEOOXOIUMYIO ISl OCYIIECTBICHUS TIPaB
Y 3aKOHHBIX MHTEPECOB ONIEPATOpPa WIN TPETHUX JIULI.

B) Ha 00paGoTky mepcOHANbHBIX JaHHBIX, HEOOXOAMMYIO IS WCIIOJHEHUS
CyIeOHOro aKTa.



r) Ha oOpaboTKy nepcoHalbHBIX AAHHBIX (DU3HMUECKUMH JIMLIAMH HCKIIOYUTEIHHO
JUI JINYHBIX M CEMEWHBIX HYXKI, €CIU IPH TOM HE HApYLIAIOTCs NpaBa CyOBEKTOB
NEPCOHAIBHBIX JIAHHBIX.

n) Ha o0paboTky mnepcoHaIbHBIX AAHHBIX, MOJICKALIMX ONYOJMKOBAHHUIO WIIN
00513aTEIbBHOMY PAaCKpPBITHIO B COOTBETCTBUH C (hefepabHbIM 3aKOHOM.

e) Ha o00paboTKy TmepCOHAIBHBIX JaHHBIX, HEOOXOJMMYIO JUIsI OpTaHHU3aIuu
XpaHEHHs, KOMIUIEKTOBAHMSA, ydeTa M HCIIOJIb30BAaHUS COJCPKALIMX IEePCOHATBHBIX
JAHHBIX apXUBHBIX JOKYMEHTOB B COOTBETCTBMM C 3aKOHOJATEILCTBOM 00 apXHBHOM
nene B Poccuiickon @enepanuu.
®enepanbHblii 3aK0H «O MEPCOHAIBHBIX TaHHBIX)» PEryJIUpPYEeT OTHOILEHHS, CBA3aHHBIE:

a) UckimounTtenbHO ¢ 00pabOTKON MEepPCOHATBHBIX JAHHBIX C HCIOJIb30BAaHUEM
CpEeICTB aBTOMAaTU3aLUH.

0) C 00paboTKO# MepcoOHANBHBIX JAHHBIX, HE3ABUCUMO OT TOr0 00pabaThIBAIOTCS U
OHH C UCIIOJIb30BaHUEM CPE/ICTB aBTOMATH3alMK WIN HET.

B) C  00pabOTKOW MEpPCOHANBHBIX JAaHHBIX C  HCIOJB30BAaHHUEM  CPEICTB
aBTOMAaTH3allMM, a TaKkXke ¢ oOpabOTKOW NEepCOHANbHBIX JaHHBIX 0€3 HCIOJIb30BAHUSA
CPEICTB aBTOMATH3AllMH, €CIM Takas o0pabOTKa COOTBETCTBYET XapakKTepy ACHCTBHIA,
COBEpILAEMBIX C IEPCOHAIBHBIMU JAHHBIMU C UCIIOJI30BaHUEM CPE/ICTB aBTOMATH3alMH.

r)C 00paboOTKOH TEpPCOHAIBHBIX JIAHHBIX 0€3  WCIOJBh30BAaHUS  CPEICTB
aBTOMaTH3alHH.

JlelicTBUsl, B pe3yiabTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXKHBIM 0€3 WCIOJIb30BAHUS
JIONIOJIHUTEIBHONH MH(POPMALMU OINpPENeIUTh MPUHAIICKHOCTh MEPCOHANBHBIX JIaHHBIX
KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX TaHHBIX, — 3TO:

a) brokupoBaHue nepcoHaabHbIX JaHHbIX.

0) YHUUTOXKEHNE IEPCOHAIBHBIX TaHHBIX.

B) O6e31MurBaHNEe EPCOHANBHBIX JIaHHBIX.

r) [lepeBon mepcoHaNBHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

JlelicTBuUs, B pe3ysibTaTe KOTOPBIX @pemeHHO TIpeKpaliaercss o0paboTka NepCoOHaNbHbBIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHalbHbIX JaHHBIX.

0) YHUUTOXKEHNE IEPCOHANBHBIX TaHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX TaHHBIX.

r) [lepeBon mepcOHANBHBIX JaAHHBIX HAa apXHUBHOE XpaHEHHE.

Kakue u3 nepeuncieHHbIX AeHCTBUH ¢ NEpCOHANbHBIMU JJAHHBIMHU SIBIISIOTCS 00pab0TKOM
NIEPCOHATBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATbHBIX JaHHBIX.

0) 3anuch NMepcOHAbHBIX JTAHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX IaHHBIX.

r) Y najeHue nepcoHalbHBIX TAHHBIX.

C Touku 3peHus QenepaibHOro 3akoHa «O MepCOHANBHBIX JaHHBIX)» ONEPATOp — ITO:

a) ['ocynapcTBeHHBIN OpraH, MyHULIIMIIAJIBHBIN OpraH, IOpUINYecKoe WK (prU3nuecKoe
JMII0, CaMOCTOSITEIbHO WJIM COBMECTHO C JPYIMMHM JIMLAMH OpTraHu3ylomue W (HiIn)
ocymectBisitomue 0opadotky I[1JIH, a Taike ompexaensomnme menu odpadotku I[1JH,
coctaB [1/In, moexammux oOpaboTke, AelcTBU (onepanun), copepiaemsie ¢ [T/IH.

0) I'paxnmaHwH WM FOPUAMYECKOE JIMIO, OCYIIECTBISIONIAE ICSTEIbHOCTh I10
HKCIUTyaTallii MHPOPMALMOHHOM CHUCTEMBI, B TOM 4MCJe MO 00paboTke MHpOpMAIH,
coJiepkarnieiicst B ee 6a3zax JaHHBIX.

O06paboTka MepcoHaIbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cormacusi CyObeKTa MepCoOHANbHBIX JaHHBIX.

6) /lomkHa OrpaHUYMBATHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee ONpPE/ETICHHBIX U
3aKOHHBIX IIEIEH.
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B) He nomyckaercst B ciaydasx HECOBMECTHMBIX C IENsIMH cOopa MepCOHATbHBIX
JAHHBIX.

r) JlomkHa OCyIIECTBIIATHCA HAa 3aKOHHOM 1 CIIPAaBEIMBOM OCHOBE.

O06paboTka nepcoHaNbHBIX TAHHBIX JOMYCKACTCS:

a) C cormacusi cyObeKTa MepcoOHANBHBIX JAHHBIX Ha 00pabOTKY €ro MmepcoHAIbHBIX
JAHHBIX.

0) B cyuasx, eciiu oHa HEOOXOAMMA TSI UCIIOJIHEHUS CyJIEOHOTO aKTa.

B) B ciyuasx, ecnmu oHa HeoOxoauma il OCYIIECTBICHHS MNpodecCHOHaTIbLHON
JEATETbHOCTH JKypHajaucTa M (WIKM) 3aKOHHOM JEeATEIbHOCTH CpEACTBA MacCOBOM
nHpopmanuu.

r) B ciuyuasx, eciu Bemercss oOpaboTKa MEPCOHANBHBIX JAHHBIX, MOJICKAIINX
OIyOJIMKOBAaHHUIO B COOTBETCTBUU C 3aKOHOIaTeNIbcTBOM Poccuiickoit denepariui.

KTo Hecer OTBETCTBEHHOCTH 3a JCHCTBUS IOPUIMYECKOTO JIMIA, KOTOPOMY MOpydeHa
00paboTKa NepCcoOHaANbHBIX JaHHBIX, IEpe]] CYObEKTOM MEPCOHANBHBIX JaHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY MOPYIHIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

B nopyuenun 06paboTku JOJKHBI OBITH 00s13aTEIBHO ONPEACIICHBI U YKa3aHBbI:

a) [lenmn 06paboTKH NMepCOHANBHBIX JAHHBIX.

06) CyObeKTbl TMEepCOHATBHBIX JaHHBIX, YbH MEPCOHAJBHBIC JaHHBIE OYAyT
00pabaThIBaThCs 10 MOPYUCHHUIO.

B) TpeboBanus k 3amuTe 00padaThIBAEMbIX [IEPCOHANBHBIX JaHHBIX.

r) CpeacrtBa 3amuThl HMHGOPMAIMM, KOTOpble HEOOXOJUMO  IPUMEHSThH
IOPHINIECKOMY JIUITY, KOTOPOMY IOpydeHa 00paboTKa MepCoOHaTbHBIX TaHHBIX.

Ha koM nexutr 00s13aHHOCTH MO JOKa3aTeNIbCTBY MOJTY4YEHHUS corjiacus OT cyObekTa
MIEPCOHAIIbHBIX JIAHHBIX ?

a) Ha Pockomuaznzope.

6) Ha ropuanyeckom Juie, KOTOPOMY MOPYUHIIN 00paboTKy.

B) Hu Ha koM.

r) Ha onepatope.

Cornacue cyObekTa MepcOHaIbHBIX JJAHHBIX JJOJDKHO BKITIOYATh:

a) [lacnopTtHbie naHHBIE CyOBEKTa IMEPCOHATBHBIX JAHHBIX WJIH €ro 3aKOHHOTO
peCTaBUTENs.

06) KoHTakTHble [aHHBIE JUIAa, OTBETCTBEHHOIO 3a OpraHM3alMio 00paboTKU
HEPCOHAIBHBIX JIaHHBIX.

B) Azpec oneparopa.

r) damminu, uMeHa M oOT4YecTBAa (PU3MUECKUX JIUL, KOTOpPbIE OCYIIECTBISIOT
00paboTKy NepCOHAIbHBIX JAHHBIX MO MOPYUYEHUIO OIepaTopa.

B ciydae cMepTu cyObeKTa NepCOHANbHBIX JaHHBIX:

a) Ilomyuare coryiacue Ha 00pabOTKY €ro NepcOHalIbHBIX JAaHHBIX TpedyeTrcs y
HACJICIHUKOB CYOBEKTa MEePCOHABHBIX JJAHHBIX.

6) IlomyuyaTh corjmacue Ha 00pabOOTKY €ro NHEpPCOHAIBHBIX JAHHBIX TpedyeTcs y
Pockomuanzopa.

B) [lonyuaTs cornacue Ha 06pabOTKY €ro nepcoHaNbHbIX JAHHBIX HE TpeOyeTcs.

K cnenmanbHBIM KaTeropusM NepCOHANbHBIX JaHHBIX OTHOCSTCS:

a) CBeneHus1, Kacaromyecs pacoBOW MPUHAICKHOCTH.

6) CBenieHus, Kacaroluecs rpax/1aHCTBA.

B) CBeneHus, Kacarouuecs NOJTUTHYSCKIX B3TIISIOB.

r) CBeJieHHs1, KacaroIluecsi HHBAJIUIHOCTH.

C touku 3penus deaepanbHOro 3akoHa «O MEPCOHATBHBIX TaHHBIX» K OMOMETPUICCKAM
NEPCOHATBHBIM JAHHBIM OTHOCSITCS:



a) Bce cBemeHusi, KOTOpble XapaKTEpU3YIOT (U3UOJIOTHUECKHUE M OMOJOTHYECKUE
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUHU KOTOPBIX MOKHO YCTAHOBUTH €T0 JTUYHOCTb.

6) CseneHusi, KOTOpbIe BHOCATCA B 0azy OHMOMETPHUYECKMX JAHHBIX Tpa)xaaH
Poccuiickoit deneparum.

B) Bce cBeneHMs, KOTOpBIE XapaKTepH3YyIOT (DU3HOJIIOTHYECKHE U OMOIOTHYECKue
0COOEHHOCTH YellOBeKa, Ha OCHOBAaHMM KOTOPHIX MOXHO YCTaHOBHUTH €0 JMYHOCTb, U
KOTOPBIE UCIIOJIb3YIOTCS JJIs1 YCTAHOBJIEHUSI €r0 JTUYHOCTH.

17.Kto o00s3aH yOenutbcs B TOM, YTO HMHOCTPAHHBIM TOCYJapCTBOM, Ha TEPPUTOPHUIO
KOTOPOI0  OCYILECTBJISIETCSI Iepefada IEepCOHANbHBIX JAaHHBIX, 0Oecne4YnBaeTcs
aJIeKBaTHAas 3alluTa MpaB CyOBbEKTOB EPCOHANBHBIX JAHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY MOPYUHIIH 00padOTKY.

B) Hukro.

r) Pockomuazazop.

18. CyObeKT nepcoHaIbHBIX JAaHHBIX UMEET MPaBoO Ha MOJYYEHUE CIeAYIoned nH(OopMaIiH,
Kacaroleincs: 00paboTKH ero NepCOHaNbHbIX JaHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 11eJI 00PabOTKU NEPCOHATBHBIX JAHHBIX.

6) IlouMeHHBIN nepeueHb COTPYAHUKOB OIEpaTopa, KOTOpPble UMET JOCTYH K €ro
NEePCOHAIBHBIM JIaHHBIM.

B) CBeneHuss 00 OCYLIECTBICHHOH MM O MpeAnoyiaraéMoi TpaHCTPaHUYHON
nepegaye JaHHBIX.

r) CBesieHHs 0 IPUMEHAEMBIX OIIEpaTOPOM CPEJICTBAaX 3aIllUThl HHPOPMALIUH.

19.1lpaBo rpakgaHWHa Ha TOJy4YeHHWE HH(OpMaIMK, Kacaromeics oO0paboTKu ero
HEPCOHAIbHBIX JAHHBIX, MOKET OBITh OTPAHUYEHO:

a) Ha ocHOBaHMU 3asBIICHUS APYroro CyObeKTa MePCOHATBHBIX JTAHHBIX.

6) B cinyuasx, ecau 006paOoTka MepCOHAIbHBIX JAHHBIX OCYIIECTBIISIETCS B ClIydasXx,
IIPEAYCMOTPEHHBIX 3aKoHOAarenbcTBOM Poccuiickoil @Pexepanuu O TPaHCIOPTHOU
0e30MacHOCTH.

B) B ciyuasx, ecnu o0paboTKa MEpCOHATIBHBIX JAaHHBIX OCYIIECTBIISCTCS B LENAX
00OpOHBI CTpaHbl, 6€30MaCHOCTH T'OCYAAPCTBA U OXPAHBI IPABOIOPSIKA.

r) B cnyuasx, ecnu o0paboTka nepcoHalNbHBIX JaHHBIX OCYLIECTBIIIETCS B paMKax
3aKOHHOM JIE€ATENIHOCTH CPEICTBA MACCOBOM MH(OpPMAIIH.

20. KoHTpomb W Ham30p 3a BBIIOJHEHHEM Mep TI0 OOECIeYeHHI0 Oe30MacHOCTH
NEPCOHAIBHBIX JAHHBIX OCYIIECTBIISIET (OCYLIECTBISIOT):

a) MunkomcBsa3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccumn.

21. Kaxoii opraH rocyJapCTBEHHON BJIACTH MMEET MPABO O3HAKOMIICHHS C MEPCOHATbHBIMH
JAHHBIMU ITPU OCYLIECTBIIEHUN KOHTPOJIBHBIX U IIPOBEPOYHBIX MEPOIIPUATHI?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTOIK Poccun.

22. Jluiia, BUHOBHBIE B HAPYIICHUH TIOJIOKEHUH 3aKOHOAaTeNnsCcTBA Poccuiickoit deneparumn
B 00JIaCTH MEPCOHANBHBIX JAHHBIX MPU 00pabOTKE MEPCOHAIBHBIX JaHHBIX PAOOTHHKA,
MOTYT OBITh IPUBJICUEHBI:

a) K yroioBHO# OTBETCTBEHHOCTH.

6) K nucuunimHapHO# OTBETCTBEHHOCTH.

B) K aaMuHHCTpaTUBHON OTBETCTBEHHOCTH.

r) K maTepuanbHOl OTBETCTBEHHOCTH.



Tect mo Teme 1.3 OprannzannoHHbIe 0CHOBBI 00ecnedeHHs1 HHGOPMALMOHH O
Oe3onmacHOCTH

1. Pacnonoxxute B NpaBUIBHOM HOpPSAKE 3Tanbl paboT Mo olecnedeHrto 0e30MacHOCTH
uHpOpMaLIUH.
1) Ouenka cooTBeTCTBHUS 00BEKTa HHPOPMATH3AIUH.
2) BeisBnenue u anaian3 MHQOPMAITMOHHBIX aKTUBOB.
3) IIpoekxTupoBanue (pa3paboTKa) CUCTEMBI 3aIMTHI HHPOPMAIIUH.
4) ®opmupoBanue TpeOOBAHUHN K 3aIIUTE HH()OPMAIIHH.
5) Bueapenue cucteMbl 3a1IUTHI HHPOPMAIIHH.
6) DKCIuTyaTaIysi CHCTEMbI 3aIUTHl HHPOPMAIIUH.

a)1)2)3)4)5)06).
06)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctb He 00e3MYCHHBIE NMEPCOHAIBHBIC JaHHBIE O COCTOSIHHM 3/I0POBBS BCEX T'PaKIaH
SpocnaBckoii obmactu 00pabarbiBaloTCs B MHGOPMAIMOHHON cuCTeME, ISl KOTOpOi
aKTyaJbHBI YIpO3bl CBSA3aHHBIC C AKCIUTyaTallel ysI3BUMOCTEH B MPUKIIAIHOM, HO HE B
CHUCTEMHOM MpOrpaMMHOM oOecrieueHnu. Kakoil ypoBeHb 3aIlIUIEHHOCTH JTOJIKEH OBITh
YCTAHOBJIEH IS TAaKUX MEPCOHATBHBIX JAHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.

3. Ilyctb He 0Oe3nnyYeHHBIE IEPCOHANIBHBIEC JAHHBIE B TOM uncie GpoTorpadusi COTpyTHUKOB
Hebospmoro (1o 10 000 coTpyaHUKOB) Tpeanpusatus 0O0paldaThIBAIOTCS B CHUCTEME
KOHTPOJISI U YIPABIICHUS JOCTYIIOM, Ui KOTOPOM aKTyalbHBI YIpO3bl HE CBSI3aHHBIE C
OKCIUTyaTalel yI3BUMOCTEH B MPHUKIATHOM U CUCTEMHOM MPOTPaMMHOM 00ECTICUCHHH.
Kakoli ypoBeHb 3alUIIEHHOCTH JIOJDKEH OBITh YCTAaHOBIEH Ui TaKHX MEPCOHAIbHBIX
JaHHBIX?

a) Y31.
0) ¥32.
B) Y33.
r) Y34.
4. BHelIHUE HapyILIUTENIN PEANTU3YIOT YIPO3bI:
a) M3 BHENIHUX ceTel CBSA3M OOIIETO MOJIb30BAHUS.
6) HenocpencTBeHHO B MHPOPMALIMOHHBIX CUCTEMAX.
B) U3 cereil MexayHapoJHOTO HH(OPMALIMOHHOTO OOMEHa.
r) Haxonsce B mpesenax KOHTpOIUPYEMON 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENEH MOTYT SBIIATHCSA:
a) [Tonp3oBarenu nHOPMALIMOHHON CUCTEMBI.
0) Konkypupyromue opranu3aiuu.
B) HenoGpocoBecTHbIE MapTHEPHI.
r) O6CcmyKMBAIONMUI TTEPCOHATT OpTaHU3AIIH.
6. Ilpumepamu BHYTPEHHUX HapYIIUTENEH MOTYT SBIISTHCS:
a) AIMUHUCTPATOPbl 0€30M1aCHOCTH MH(POPMAIIMOHHBIX CUCTEM.
0) CropoHHue pU3NIECKUE TUTIA.
B) JIuia, oGecnieynBaromue COMpoBOKIECHNUE TPOTPAMMHOTO 00ECIIEYEHUSI.
r) KpuMuHanbHble CTPYKTYpBHI.
7. K 00BeKTUBHBIM yrpo3aM OTHOCSTCS:
a) OmumoOKu 00CITy>KUBAIOIIEr0 EePCOHAA.
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6) JedexTsl, cOOM U OTKa3bl, aBapuU TEXHUYECKHX CPEICTB U CUCTEM OOBEKTOB
nH(popMaTH3aIKK, a TaK K€ CUCTEM oOecTieueHnsI 00BEKTOB HH(OpMATHU3AIIHH.

B) [IpupoHbie siBIEeHUS, CTUXUHHBIEC OCACTBUS.

r) @akTopbl COMUANBHO-TIOTUTHYECKOTO XapaKTepa.

VYTpo3bl yTeuku HHPOPMALIUU BO3MOXKHBI TOCPEICTBOM:

a) BosznelicTBus mporpaMMHBIMU CpPEICTBAMU B KOMILJIEKCE C MpeIHAMEPEHHBIM
CHJIOBBIM 3JICKTPOMAarHUTHBIM BO3CHCTBUEM.

0) [lepenaun nHGoOpMaIHK 110 OTKPHITHIM KaHAJIaM CBSI3H.

B) [ToakitoueHNs K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa HH(POpPMaTH3AIIH.

r) O6paboTku nHPOpPMAIIMK HA HE3AIMIICHHBIX TEXHUYCCKUX CPEACTBAX 00pabOTKH
uHpOpMaLIUH.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO OCTYMA K HHPOPMAIIHH, PEaTU3yIOTCS yTeM:

a) Konuposanus unpopmanuu Ha He3aperuCTPUPOBAHHBIN HOCUTEIb HH(POPMAIIHH.

0) XwuIeHus] HOCUTEJIS 3alUIaeMOi HHGOPMAIIHH.

B) Hcnonp3oBaHuss  mporpaMMHOrO  OOECHEUYeHUS  TEXHUYECKHX  CPEJCTB
MH(OPMALIMOHHON CUCTEMBI, Yepe3 MPUMEHEHUE BPEJOHOCHOTO MMPOTrPaMMHOI0 KOJa.

r) CHJIOBOTO 3JIEKTPOMAarHUTHOTO BO3JCHCTBUS IO IPOBOJHBIM JIMHHUSM CBSI3M Ha
MOPTHI BBOJA-BBIBOJA CUTHAJIOB U MIOPTHI CBS3ZH.

Kakue cpenctBa 3ammThl MHPOPMAUWMU OOBIYHO TNPUMEHSIOTCS Ui OOECredeHUs
6e3omacHocTH uH(popManuu, o0padbaTeiBaeMON Ha aBTOHOMHBIX KOMIIbIOTEpaX:

a) CpencrBa 3amuThl THPOPMALUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

0) MexceTeBble DKpaHBI.

B) CpencrBa kpuntorpaduueckoi 3auTel HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) Cucrembl 0OHApYEHHS BTOPKEHUH.

Kakue cpenctBa 3amuTel HHGOpPMAIMU  MO3BOJISIIOT obOecredyuTh 0Oe30MacHOCTh
uHpOpMaLMK, TIepefaBaeMOl IO KaHajlaM CBSI3M, BBIXOMAIIMM 32  TPEACIIb
KOHTPOJIMPYEMOI 30HBI:

a) CpencrBa 3amuThl THPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA.

0) MexceTeBble DKpaHBbI.

B) CpencrBa kpunTorpaduueckoil 3amuThl HHQOPMALIUH.

r) CucteMbl 0OHapYKEeHUS BTOPKEHUH.

Kakoii Bua cpenactB 3amuThl HWH(DOpMAIUMK IO3BOJISIET KOHTPOJIMPOBATH pa3IMYHBIC
KaHaJbl iepeaayd nHGOPMAILIUU: HIEKTPOHHYIO MOYTY, MECEHKEPhI, CheMHbIE HOCUTEH
uH(popmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTectanus 00beKTOB HH(POPMATU3ALIUU — ITO:

a) JlokyMeHTaJIbHOE YAOCTOBEPEHNE COOTBETCTBHUS MPOIYKIIUU UM UHBIX OOBEKTOB,
MPOIIECCOB MPOEKTUPOBAHUS, MPOU3BOJCTBA, CTPOUTEIHCTBA, MOHTAXa, HaJaJKH,
OKCIUTyaTaIlH, XPaHEHUs, IEPEBO3KH, pean3alliil W YTHIN3AIlUH, BBITOJHEHUS PadoT
WIK OKa3aHWs ycAyr TpeOOBaHUSM TEXHUYECKUX PETrJIAMEHTOB, TOJOXKEHUSIM
CTaHJAPTOB, CBOJIOB MTPABHJI HITH YCIIOBHSIM JOTOBOPOB.

6) [Ipsimoe M KOCBEHHOE OTpe/ieiieHrne COOMI0IeH s TPeOOBaHUM, PEIbIBIIEMBIX
K OOBEKTY 3aIUTHI.

B) OdunmanbHOe NpU3HAHUE KOMIIETEHTHOCTH (PM3UYECKOTO WM IOPHUANYECKOTO
JIUTIA BBITIOJIHATH pa0OTHI B OMIPEICTICHHOM 00IacTH.

r) Kommiekc opraHu3aimoOHHO-TEXHUYECKIX MEPONPUATUN, B Pe3yabTaTe KOTOPBIX
MIOCPEJICTBOM CIEIHMATBHOTO JOKYMEHTa IMOJITBEPIKAACTCS, YTO OOBEKT COOTBETCTBYET



14.

15.

16.

TpeOOBaHUSM CTAaHIAPTOB WM HWHBIX HOPMATHBHO-TEXHHYECKHUX JIOKYMEHTOB II0
06e30macHOCTH HH(POPMAIIHH.
Kakoit moxymeHT naer mpaBo o0paOoTku MH(pOpPMAIMK C YKAa3aHHBIM B HEM YPOBHEM
KOH(UICHIIMATEHOCTU?

1) JInuensus.

2) ATTecTar akKpeaUTaI|H.

3) Cepruduxar.

4) AtTectat COOTBETCTBUSI.
Ha nacrosmmii MOMEHT CpOK JEHCTBHUSI arTectaTa COOTBETCTBHUS HH(DOPMAIIMOHHON
CUCTEMBI, B KOTOpoil 00pabareiBaeTcsi KoHGUACHIMAIbHas HH(GOpMalLIUs, B cllydae, ecliu
B XO/I€ €€ IKCIUIyaTal[iH, B HEE HE BHOCATCS CYLLIECTBEHHbIE U3MEHEHUS, COCTABIISIET:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcrutyaTaniuu HHQOPMAIIMOHHOM CUCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOPEE:

a) AHanM3 ysI3BUMOCTEH HH(POPMAIIMOHHON CUCTEMBI.

0) McmplTanus CUCTEMBI 3alUTHI MH()OPMAIMH ITYyTEM OCYIICCTBICHUS IMOIBITOK
HECaHKIMOHUPOBAHHOIO JOCTYMA (BO3ACHCTBUS) K MH(DOPMALIMOHHON CUCTEME.

Tect mo Teme 2.1 ApxuTeKkTypa KOMIbIOTEpPa

3a HEenmoCpeACTBEHHOE BBIMOJIHEHUE ONEPAIliH B IPOLIECCOPE OTBEYAET:
a) Apu(pMeTUKO-JIOTUYECKOE YCTPOICTBO.
6) Kour-namsrs.
B) biok ynpaBienust.
r) Peructpsr.
Ucnonp3ys 10 Out mia anmpecanmuu sUeek mMaMaTd pazmMepoMm 1 OallT, MBI CMOXKeM
o0ecrevnTh apecaluio CIeIylero oobemMa naMsTu:
a) 10 Gaiit.
0) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionoxxute B nmopsizike yBeIuueHUsi 00beMa MaMsITH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sdeiika.
Pacnionosxute BUIBI TaMSATH B MOPSKE YBEIMUSHUH CKOPOCTH PAOOTHI.
a) Peructpsl nporueccopa.
0) TBepoTeNbHbIE HAKOMIUTEIH.
B) OcHoBHas (OriepaTUBHAS) TAMSTh.
r) OnTUYecKre AUCKH.
1) MarHuTHbIE )KeCTKHUE AUCKH.
e) Komr-mamsits.
Kakas xoHmenmust 0ObI9YHO peann3yeTcs B Mpolieccopax BUICOKapT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMMOTOK JaHHBIX.
0) OnMHOYHBINM TOTOK KOMaH/, MHOKECTBEHHBIH MOTOK JIAHHBIX.
B) MHOKECTBEHHBIH MTOTOK KOMaH I, OJAHOYHBIH MOTOK JTaHHBIX.
r) OMHOYHBINA TOTOK KOMaHI, OJMHOYHBIH OTOK JTaHHBIX.
JI71s1 COBpEMEHHBIX MarHUTHBIX )KECTKUX JTUCKOB XapaKTEPHO:
a) bosnbiiasg cTOMMOCTB IO OTHOIIEHUIO K TBEPOTEIbHBIM HAKOTIUTEIISAM.



0) IlocTeneHHOE M3HAIIMBAHUE TPAH3UCTOPOB.
B) Hanmnune MexaHMUYECKHUX JIEMEHTOB.
r) Pacnonoxxenue KOHTpoJIIepa Ha MAaTEPUHCKOMH ILI1aTe.
1) bonbimii 06beM mamMsATH 1O CPaBHEHUIO C TBEPIOTEIbHBIMU HAKOITUTEISIMH.
7. Kakas mmHa Hambojee pacmpocTpaHeHAa Ha TEKYIIMH MOMEHT B IEPCOHAIBHBIX
KOMIIbIOTEpax:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas 4acTOTa IIMHBI KOMITbIOTEpa cocTapiser 5 I'TH. 3a oguH TakT MO IIUHE
MO>HO Tiepeaath 16 6ut. OneHuTe CKOpOCTh Nepeaaun nHpopmaluu mo muHe?
a) 80 MerabuT B CEeKyHIY.
6) 10 'urabaiiT B cexyHmy.
B) 80 ['urabGaiiT B CeKyHy.
r) 21 T'urabaiit B CEKyHy.
9. Jlnst mpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX AKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA MPHU KACAHUU.
6) Bo3aMOXKHOCTB yripaBieHHs pa3IUYHbIMU YCTPOHCTBAMHU.
B) ITomaepxka multi-touch.
r) HeBO3MOXKHOCTB ONpE/ICIICHNSI CUITbI HAXKATHSI.
1) IIpoGnema «IBOEHUSY.
10. DnemMeHTaMM KUAKOKPUCTATITUISCKOTO MOHUTOPA SIBJISIOTCS:
a) JlyueBas TpyOKa.
0) UcTounuk cBera.
B) J)KK-MmaTpuiia.
r) [13C-matpua.
1) DICKTPOJIBI.
11. Kakoii 351eMeHT MPUHTEpa OTBEUYALT 3a PUKCAIUIO TOHEepa Ha Oymare:
a) doroa.
6) Tepmona.
B) Posnuk nepeHoca.
r) Ban nomauu ToHepa.
12. HazHavyeHueMm na3epa B [IBETHOM IIPUHTEPE SBIISETCS:
a) Hanecenue Tonepa Ha ¢oToBa.
6) dukcanus ToHepa Ha Oymare.
B) Y1aiieHre HeCyIux 3apsi1 2JIEMEHTOB ¢ ()OoTOBaA.
r) ITogaya 6Gymaru B IpUHTED.
13. DnemeHTaMu TUGPOBOI BEO-KaMEPHhI SIBIISTIOTCS
a) doToIIeHKA.
0) OOBeKTHB.
B) [13C-marpuiia.
r) ®ukc-dokyc
1) [Ipoteccop.
14. JInist KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTbD.
0) YcTOWYMBOCTD K yaapam.
B) Bhicokast 4yBCTBUTEIILHOCTD.
r) 3aBUCHMOCTh OT MTAPaMETPOB OKPYKAIOIEH Cpeibl (TeMIepaTyphbl, BIAYKHOCTH).
1) [IpuMeHeHne B CTyIUSAX 3BYKO3AITUCH.

Tect no Teme 3.1 BeeieHne B HHPOPMALMOHHYIO 0€30NACHOCTH ONEPALMOHHBIX CHCTEM



[Iycte B OC peann3oBaHO AMCKPEIIMOHHOE YIPABJIECHUE JOCTYIIOM CO CIEAYIOUIUMHU
npaBamu: uyTeHue(r), 3anuch(w) u ucnoiHenue(x). IlpucyrcrByer ¢aiin mpunoxenus
«KanpkynsTop.exe» co cieayromuMm crnuckom nocryna: (Amwmca: rwx), (bopuc: rx).
Bribepute npaBuiIbHbBIE YTBEPIKICHHS:

a) Anuca MOXeT 3aIyCTUTh NpuioxeHne «KaabKynarop.exey.

0) bopuc He MokeT 3anycTUTh npuiIokeHne «KalbKyasaTop.exey.

B) AJlrca He MOXKET U3MEHUTh coliepkuMoe (aiina «KanbkyisTop.exer.

r) bopuc MoxkeT u3MeHHTh coziepkumoe (aita «KambKysasitop.exey.

[Tycts B OC peanu3oBaHO rpynnoBoe YIpaBieHUE JOCTYIIOM CO CIEAYIOIIUMHU MpaBaMu:
gyrenue(r), 3anmuch(w) u ucnonHenue(x). [IpucyrcrByer ¢aiin «Hakmagnas.docx» co
cienyromuM crnuckoM jgocryna: (byxramrepsr: rw), (Kypwepsl: 1), (Ammca: rw). B
CUCTEME 3aJaHbl pPOJM, B KOTOPbIE BKJIKOYEHBl COOTBETCTBYIOIIME I10JIb30BATEIIM:
(byxranteper: bopuc, I'amuna), (Kypsepsl: Bukrtop). Bribepute mnpaBuiibHbBIE
YTBEPKACHUS:

a) bopuc He MOXeT U3MEHUTD cozepkumoe (daitna «HakmamHas.docxX».

0) [amunaa MoxkeT unTaTh cogepkumoe daiina «Haxmamanas.docxy.

B) Bukrop MokeT uamMeHuTh comepkumoe daiina «Haxmamanas.docxy.

r) BukTop Moxer uutath conepxkumoe daiina «Hakmaanas.docxy.

1) Anica MOKeT U3MEHHTD coziepkumoe (aitna «HakmamHas.docxy.

ITycte B OC peann3oBaHO MaHIATHOE YIpaBiieHHe noctynom. llpucyrcrByer aiin
«log.txt» ¢ ypoBHeM cekpeTrHOoCcTH 1. [IpucyTcTBYIOT monb3oBaTenu Anuca ¢ ypOBHEM
nonycka 1, bopuc ¢ ypoBHem nomycka 2 u Buktop ¢ ypoBHem nomycka 0. Beibepure
MPABUJIbHBIE YTBEPKICHHUS:

a) BukTop Moxer u3MeHUTh cojiepkumoe (aiia «l0g.txty.

0) Bukrop MoxeT untaTh comepkumoe daiiaa «log.txty.

B) AJlnca MOXeT U3MEHHUTb cojiepkumoe (aiiia «l0g.txt».

r) Anrca MOKET 4nuTaTh coaepkumoe daiiaa «log.txty».

1) boprc MoxeT u3MeHHUTh copep:kumoe (aita «l0g.txty.

e¢) bopuc moxer untaTh comep;kumoe daiina «log.txt».

[Tyctes B OC peanuzoBana moxens menoctHoctH buba. [lpucyrcrByer daiin «log.txt» ¢
ypoBHeM nenoctHocTH 1. IIpucyreTByroT nonps3oBaTenu Anuca ¢ ypOBHEM LIEIIOCTHOCTH
1, bopuc ¢ ypoBHeM 1ienocTHOCTH 2 U Buktop ¢ ypoBHeMm 1enoctHoctu (. Beibepure
IIPABWJIBHBIE YTBEPKICHUS:

a) Buktop MoxeT u3MeHuTh couepkumoe daiina «log.txty».

0) Anunca MOXeT U3MEHHTH cofiepikimMoe daitna «10g.txty.

B) Bopuic MoxeT nu3amMeHuTh comepkumoe daiina «log.txty.

r) Bee Tpoe Moryt uutaTh copepxumoe daiina «l0g.txty».

Bri6epute npaBuiibHbIE YTBEPXKACHUS 0 ayTeHTUPHUKAUU B coBpeMeHHbIX OC:

a) [Taponu nonb3oBartesst XpaHATCS HAa AMCKE, HA KOTOPOM YCTaHOBJIEHAa CHUCTEMA, B
NePBOHAYAJILHOM BH/IE.

06) OraloHHbIE 3HAYEHMs, HEOOXOIUMBIE s TPOXOXKACHUS OHOMETPHUUECKOU
ayTeHTU(UKAlUYM, XpaHITCd B CHCTEME B HEJOCTaTOYHOM Ui BOCCTAHOBJICHMUS
U3HAYaJIbHBIX OMOMETPHUYECKUX JAHHBIX O0BbEME.

B) TokeH (u3MYECKH W3rOTOBICH TakUM O00pa3oM, YTO CYMTHIBAHHE C HETO
3aKpBITOTO KJIIOYA SIBJISETCS] HEBO3MOXKHON MIJIM JOPOTOCTOSAIIEN onepanue.

r) Jlis ayTeHTUHUKAIMU ¢ TIOMOIIBI0 TOKEHa B CHCTEME JIOJDKEH MPHUCYTCTBOBATH
OTKPBITBIN KJII0Y M0JIb30BATENS!, COOTBETCTBYIOIUI 3aKPHITOMY KJIOUY HA €T0 TOKEHE.
Urto He BXOAWT B MeTaIaHHbIe (aiisa (BpIOepUTE OIMH BapHaHT)?

a) Bpems co3ganus daiina.

0) Anpec KOpHEBOM AUPEKTOPHUH.

B) Bpems moaudukanuu daiina.



10.

r) Azpeca KJIacTepOB COJCPKUMOTo (paiioB.

1) Uadopmarnus o Bragensiie daiiia.

Br16epute BepHbIE YTBEPKIECHUS O YIIPABICHUH NTaMATHIO B cCOBpeMeHHbIX OC:

a) CoBpemennbie OC HCIONB3YIOT BUPTYAIBHYIO TTIAMSITh.

0) CoBpemennsle OC He 3alMIIAIOT MaMATh OJAHUX IPOLECCOB OT YTEHUS APYTUMU
IpOILECCaMH.

B) CoBpemennbie OC pa3aenstor o0IIy0 maMsITh MEX/1y MPOLECCaMU, YacTO B TAKON
NaMsTH HaXOAATCs OMOITMOTEKH.

r) CoBpemennbie OC HUKOTIA HE BBITPYXKAIOT YaCTH ONEPATHBHOW MaMsATH Ha JIMCK
BO BpeMsl paboTBhI.

n) B coBpemennsix OC mamsaTh pa3OuTa Ha MalleHbKHE (parMeHThI, Ha3bIBaeMbIe
CTpaHHIIaMHU.

Br16epute BepHbIE YTBEPKAEHUS O IUIAHUPOBILUKE:

a) IlmaHMpoBLIIMK BBIIENSET MPOLECCOPHOE BpeMs KOPOTKMMM HHTEpBalaMH,
Ha3bIBAEMBIMU KBAaHTAMHU.

6) B ciyuae ucnoiHeHus MNpPOLECCOM HUHCTPYKLHMH, JUId 3aBEpUICHUs KOTOPOH
TpeOyeTcs UINTEIbHOE OXKUAAHWE, IUIAHUPOBIIUMK IEPEBOIAUT IPOLECC B COCTOSHUE
«3a0JI0KHPOBaH» U He OYyAeT BBLACIATh €My IPOLIECCOPHOE BpeMsl, OKa COCTOSIHUE He
CMEHUTCS Ha «TOTOBY.

B) s paOoThl IIaHUPOBIIMKA MPOLECCHl JODKHBI CaMH IIepelaBaTh Ha HEro
yIOpaBieHUE, TaK Kak KommbloTepbl He mnpepoctaBisitor OC  mexaHusma  JUist
HEPUOJIMYECKOT0 NMPEPhIBAHNUS BBIITOJHEHHS M10JIb30BATEIbCKOTO IPOLIECcca.

r) B mimaHMpoBaHMM 1O MPHOPUTETAM BCE IMPOIECCHl C Pa3HBIMU HPUOPUTETAMH
HOJIY4al0T IPUMEPHO OJAMHAKOBOE KOJIMYECTBO BPEMEHHU.

Br16epute BepHOE yTBEpKIeHUE (BBIOEpUTE OJJUH BapUaHT):

a) OC peanu3oBaHa anmnapaTHo B IPOLIECCOpE.

6) OC peanu3oBaHa anmapaTrHo B MAaTEPUHCKOM IJIaTe.

B) OC — mporpammHOe oO0Oecre4eHHe, KOTOpOEe MPEIOCTaBISCT MPHIOKECHHIM
pecypchl arnmapaTHOTO OOECIeYeHUs] KOMITbIOTEepa B BUJE YAOOHBIX abCTpakiuii, HO HE
yIpaBJIET 3TUM alIapaTHbIM 00ECIIEYeHUEM.

r) OC — mporpaMMHOe oOecrieueHHe, KOTOpPOEe TPEIOCTABISACT MPHI0KECHUSIM
pecypchl anmapaTHOro oOecledyeHHs KOMIbIoTepa B BHUAE YAOOHBIX aOCTpakuuil H
yIpaBJsieT 3TUM anlapaTHbIM 00€CIIEYEeHUEM.

BriOepure BepHOE yTBEpKIeHHE (BBIOEPUTE OJTUH BAPHAHT):

a) B OC komnbloTrepa ¢ OJHOSIIEPHBIM IPOLECCOPOM B KaXK/Iblii MOMEHT BpEeMEHU
MOYeET paboTaTh TOJIBKO OJMH MPOIiecC.

6) B OC kommbloTepa ¢ OJIHOSAEPHBIM IPOLIECCOPOM Y TPOILIECCOB BCEraa
HPUCYTCTBYET TOJIBKO OJJUH MOTOK.

B) B OC kommbroTepa ¢ MHOTOSJICPHBIM IIPOLECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHM MOTYT BBIIIOJIHATCSA HECKOJIBKO IIOTOKOB OJIHOTO IpoIiecca.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
MCII0JIb30BaTh TOJIBKO OJHO SAPO MPOLECCopa.

Tect o Teme 3.2 UndopManmoHHasi 6€30MACHOCTH ONMEPALMOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocnoBe xakux nansaeix cyobekta OC Windows mpuHHUMAaET pemieHnue o J0CTyme?
a) XeIl 3HaYeHUe MapoJIst MOJIb30BaTeNs, 3aIlyCTUBIIETO MpoIecc.
0) TokeH mepeBOIIOMIECHHUS.
B) Unentudukarop mpoiecca.
r) Token gocryma.
1) ba3oBblii npuopuTeT Nporecca.



Ha ocHoBe kakux ganabix 00bekta OC Windows nmpuHHMAaET pelieHue o J0cTymne?

a) [Ipuswmnerun.

0) TokeH nocryna.

B) Jleckpunrop 6€30MacHOCTH.

r) CUCTEMHBII CIIMCOK YIIPABICHHUS JTOCTYIIOM.

1) Crioco0 ayTeHTH(UKAIMH [T0Tb30BATENS.

Kakue npumuTHBHEIE 1TpaBa 00benuHseT B cede npaBo utenns OC Windows?

a) «UreHue atpulOyToB 0€30MACHOCTHY.

0) «UreHne CUCTEMHBIX aTpHOYTOBY, «YTEHUE aTPUOYTOB OE30IIACHOCTIY.

B) «UTCHHUE TaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTpHOYTOBY», «YTEHHE aTPUOYTOB OC30MACHOCTHY, «YTCHUE
JAHHBIX».

1) «UTeHue CUCTEMHBIX aTpUOYTOB», «YTCHUE aTPUOYTOB OC30MACHOCTHY, «YTCHHE
JAHHBIX», «BBIIIOJIHEHUE (ANIOB» U «I1€PEXO0]l B TUPEKTOPUION.

Bri6epute nmpaBuiibHbBIE YTBEPXKAECHUS O MaHnaTHOW noiutuke «He-3anuceiBatb-BBepx»
OC Windows:

a) ObecrnieunBaeT CBOMCTBO 1IEJIOCTHOCTH JIAHHBIX.

6) OGecrieunBaeT CBOMCTBO KOHPUACHIIMATHHOCTH JTAHHBIX.

B) Vcnonb3yercs B cCTEME TOJIBKO ISl 00bEKTOB CETEBBIX COKETOB.

r) HesiBHo ucnonb3yercst st Bcex NTFS-aiinos.

1) Paspernraer 1ocTyn Ha 3amuch TOJIBKO CyObEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM 10 OTHOILEHHIO K YPOBHIO LIEIOCTHOCTH OOBEKTa JOCTYIA.

Kakwne u3 nepeuncnennsix npaB OC Windows npenoctaBiseT 0 yMOIYaHUIO BIIAICIbILY
datina?

a) Yurtate CCY .

6) Yurats JICY .

B) UuTath comepxumoe daiina.

r) Usmensts JJCY/I.

n) Usmensats CCY/I.

e) 3MensTh coaepkiumoe daiina.

Bribepere mpaBuiIbHBIE  YTBEP)KICHHS OTHOCHUTEIBHO QJITOPUTMa  ONpEesICHUs
npaBomepHocTH foctyna OC Windows:

a) IlepBeIM pelicTBHEM SBISIETCS MpPOBEPKAa COOTBETCTBHS JOCTyNa MaHAaTHOMN
MIOJINTHUKE.

6) IIpoBepka COOTBETCTBHS JOCTyla MaHJATHOW MOJUTHKE OCYIIECTBISIETCS IOCIEe
ananu3a 3anuceit JICY /.

B) Ecin nipu nocnenoBarensHoM ananu3e 3anuceit JJCY /] oka3biBaercs, 4To 0JJHO U3
3anpanmBacMbIX IIPaB 3allPeIlaeTCs B TEKYILEN 3alIUCH, TO JTOCTYII 3allPEIaeTCs.

r) Ecniu mpu mocnemoBatensHoM aHanmuse 3anuceit JJCY]l paspemaromue mpasa
TEKyIled 3alucd B CyYMME C pa3pellalollMMU IpaBaMU MPEAbIIYIIUX 3arnucen
MEPEKPbUIN BCE 3allpalliiBaeMble MpaBa, TO JOCTYII pa3peraeTcs.

1) Ecmu B ciimickax JICY/] He ObLTO 3ampeniaoniux 3anpaiiiBaeMble paBa 3amucei,
U B TO K€ BPEMsI BCE pa3pelIalolliye 3alicy He NMEePeKpbUIN 3arpalivBaeMble MpaBa, TO
JOCTYT 3alpeniacTcs.

Kaxkas npusuneruss OC Windows no3BosisieT uutath 10001 (aiin BHE 3aBUCHMOCTH OT
3a/laHHBIX 1IpaB?

a) [IpuBuierus co3ganusi pe3epBHBIX KOMHIA.

6) [IpuBniIerus U3MEHEHUs] CHCTEMHOTO BPEMEHH.

B) [IpuBnierus 3aBepiieHust pabOThl CUCTEMBI.

r) [IpuBunerus yBenunueHus padodero Hadbopa.

1) [puBuierus co3nanus ¢aiiaa moJKauku.

Bribepure cymnoctu, He Bxozsmue B TokeH goctyna B OC Windows:



a) SID monb3oBarerns.

6) AICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00bEKTOB CUCTEMBI.

n) [MpuBuneruu.

9. BsiOepuTe CyIIHOCTH, BXOAIINE B JeCKpUNITOp Oe3omacHocTh oobekTa B OC Windows:

a) SID Bnajenpia 00beKTA.

0) AMCKpEeIMOHHBIN CITUCOK YIPABIICHUS JOCTYIIOM.

B) CHCTEMHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

r) CECOK TOKEHOB JJOCTYIIA MPOIIECCOB, OCYIIECTRIISIONIMX JOCTYI K 00BEKTY.

1) YpOBEHb LIETOCTHOCTH.

10. Kakue U3 TMYHKTOB TMPaBUJIBHO OINHUCHIBAIOT (HIBTPOBAHHBIM TOKEH JOCTyMa

apmuuuctparopa B OC Windows?

a) YpOBeHb LIEJIOCTHOCTH YCTaHABIUBACTCS CPETHUM.

0) YpoBeHb LIETOCTHOCTH YCTAHABIMBAETCS BHICOKUM.

B) CIHCOK MPHUBHUJICTHIA, KOTOPBIC MOT'YT MOINACTh B (PUIBTPOBAHHBINA TOKEH, CHIBHO
OTpaHHYEH.

r) Ilpu ompeneneHun npaBoMepHOCTH pgoctyna cpeau 3amuceir JICY]J] ¢ SID
AJIMHUHHCTPATUBHBIX TPYII OYAYT YYTEHBI TOJIHKO 3aMPEIIAIONIHE.

1) Crucky MPUBHUIIETHIA OMHAKOBBI B OOBIYHOM M (DHIBTPOBAHHOM TOKEHE JOCTYyIIa
aJIMHHHCTPATOPA.

TeCT II10 TEME 32 I/IH(l)OpMaIII/IOHHaﬂ 6e30nacn0cn> onepaunonnmx CHUCTEM ceMeﬁCTBa
Linux

1. Ha ocHoBe kakux naHHbIX cyobekTa OC Linux npuHUMaeT peiieHue o 1octymne?
a) SUID-6wur.
0) Sticky-6ur.
B) YueTHbIC JaHHBIC.
r) UID mporiecca.
1) DJNEeKTPOHHAS TOAMUCH POTPAMMBI.
2. Kaxwue npasa npucyrctBytoT B OC Linux:
a) Mcnonuenue.
6) Urenwue i-node.
B) UrteHue.
r) Vnanenue.
1) 3aruce.
3. s gero cayxut SUID-6ut B OC Linux?
a) [To3BomsieT 3amycTUTh NMPUIIOKEHNE OT UMEHH BJaJIeNblia (aiiia MpHIoKEHHS .
6) ITo3BossteT 3amyCTUTh MPUIIOKEHUE OT UMEHHU CYIEpIIOIb30BaTEeIs.
B) [To3BounsieT 3amyctuth npuinoxkenne ¢ npusuierueit CAP_SYS ADMIN.
r) [To3Bousier 3amyctuth npusioxenue ¢ UID paBHBIM HYITIO.
1)  3ampemiaer  3amyCcK  NPWIOKEHHS ~ BCEM  IOJb30BATENsIM,  KPOME
CYIIEpITIOJIb30BaTEIs.
4. Yro nenaet Macka B CIIUCKe ynpasieHus noctynom ¢aiina 8 OC Linux?
a) 3ajaeT MaKCUMaJIbHbIE MPaBa, KOTOPbIE MOXKHO MOIYYUTh U3 3alMCEl JUIsl TPYIIIL.
0) 3agaeT MaKCHUMaJbHBIE TTPaBa, KOTOPHIE MOXKHO MOJIYYUTh U3 3aITHCH OCTAITBHBIX.
B) 3a/1aeT MaKCUMallbHbBIE MPaBa, KOTOPhIE MOYKHO MOJYYUTh M3 3alMCU BJaJelblla
daiina.
r) 3agaeT MakCHMalbHBIE TpaBa, KOTOPbIE MOXKHO IONYYHTh W3 3amHCeil s
MIOJIB30BATENEN U TPYIIIL.



1) 3amaeT MakCHUMalbHBIE MpaBa, KOTOPbIE MOXHO MOJYYHTh W3 3amuced s
MIOJIb30BaTENEH.
5. Yro Takoe coib xemi-3HaueHus naposst B OC Linux?
a) Ctpoka, koTopasi BBIOMpaeTCA MpH KaXI0M ayTeHTH(PHUKAIUU CIIydalHO IS
oOecrieyeHns OE30MACHOCTH MAPOJIIS.
6) CnyuaitHo BbIOpaHHasi MpPH CO3JaHUM MApOJsl CTPOKA, KOTOpas CKIIEUBAETCS C
XeII-3HaueHHEeM N0CIIe BEIYUCIICHUS Xell-(QyHKIINH.
B) CiydaiiHo BbIOpaHHas MPH CO3JAHUU MApPOJsl CTPOKA, KOTOpas CKJICHBACTCS C
napoJieM repe]l BBIYUCICHHEM Xell-(DyHKIUH.
r) JliuHa, 10 KOTOpO#l ype3aeTcs maposib MOJIb30BATENs I KOMITAKTHOTO XPaHECHUsI
B CHCTEME.
6. BriOepute cynHOCTH, BXOAIIME B yueTHbIE JaHHbIe mporecca B OC Linux:
a) UID nonb3oBatens, 3a1yCTUBILETO ITPOLIECC.
0) ['pynmbl moap30BaTeNs, 3ayCTUBILETO MTPOLIECC.
B) [IpuBunerun.
r) [IpaBa ucnonusiemoro ¢aiisa, ©3 KOTOPOro ObLT 3aMyIIEH MPOIIECC.
1) ®nar 3¢ (HeKTUBHOCTH IPUBUIICTHH.
7. BpibepuTte CymHOCTH, BXOASIIUE B aTpuOyThl Oe3omacHocTH ¢aitna B OC Linux:
a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika npaB Biajeinbiia Qaiiia.
r) Tpoiika mpaB ToONb30BaTeNeii, He SBSIONMXCS BiaaeabllaMud (aiina u He
BXOJISIIIUX B TPYIITY Biajesbla Qaiiia rmo yMoIdaHHIo.
n) Bnanenen gaiina.
8. BriOepuTe cynHOCTH, BXOAIHUE B aTpuOyThl 6e3omacHocTH (aiina B OC Linux:
a) Tpolika mpaB AJisl Ka)JI0H TPYIIIbI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika mpaB Biajeiblia Qaiiia.
r) Tpoiika mpaB monb30BaTeield, He SBISIFOIIMXCS BlaaelbliaMu (aiiina u He
BXOJIIINX B IPYIITY Biajenblia (aiisia mo yMoIdaHuio.
n) Bnanenen gaiina.
9. Kaxkue Habops! npuBmiieruii ects y ¢aitna 8 OC Linux:
a) Hacnenyewmbie.
0) DddexTuBHEIE.
B) BHemnwue.
r) OrpaHHYHBAOIITHE.
1) PasperieHHsble.
10. Kakyto xem-pynkuuro ucnonszyer OC Linux Asnis BRIYUCIEHUS XeNI-3HAYECHUS TapoJis B
OC Linux?
a) MD-5.
0) SHA-256.
B) SHA-512.
r) SHA-3.
n) ODyHKOMIA HECKOJIBKO, OKOJO XeMNI-3HAUeHHs MapoJisi XpaHUTCI HOMEp
UCIOJIb30BaHHOM XenI-(QyHKIUY.
11. Yto nenaet xouseitep B OC Linux?
a) OUIBTPYET BHIBOA KOMaH/IbI.
0) [lepenanpaBnsieT CTaHIaPTHBIN BBIBOJ KOMAHABI C KOHCOJH CTaHIAPTHHIN Ha BXOJT
JIpyroi KOMaHsje.
B) [TosHMMaeT mpaBa JIo mpaB CyNeproab30BaTesl.
r) OTKIaIpIBaEeT BHITOJHEHUE KOMAH/IbI HA YKA3aHHBIH CPOK.



Tect mo Teme 4.1 BBeieHHe B apXUTEKTYPY JOKAJIbHBIX BBIYMCIUTEIbHBIX CeTel

1. Kakoii nopsinox ypoBHeit monenu OS| BepHbIii?
a) Ousnveckuii, KaHAIBHBINA, TPAHCIIOPTHBINA, CETEBOW, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
0) ®u3nueckuii, KaHAJIbHBIN, CETEBOM, TPAHCTIOPTHBIN, CEAHCOBBIHN, TPEICTABICHHUS,
MIPUKJIAHOM.
B) Du3nuecKuil, KaHAIbHBINA, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIM, MPHUKIATHOM,
MIPEICTaBICHMSI.
r) Du3MYCCKHi, KaHAIbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEaHCOBBIN, MPUKIIAJIHOM,
MIPEICTaBICHMSI.
2. Kaxkue nmpoToKoJIbl OTHOCATCS K TPAHCIIOPTHOMY YpoBHIO Mojenn OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeHa3HaueH Ui ONpe/IesIeHUs TyTH Niepeayn JaHHbIX ?
a) Ouznueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBienus.
n) KananbHbIi.
e) IIpuknaaHoii.
k) CeTeBOM.
4. Kakwue ¢uaru ucnonb3yroTces B npotokosne TCP s ycTaHOBIEHUS COSMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakwue npeumytiectsa ects y FTTB?
a) Bricokast ckopocTh paboTel IHTEpHET.
0) PaBHas ckopocThk pueMa u nepeaadu HHGoOpMaIuu.
B) He3aBHCHMOCTH CKOPOCTH JOCTyMa OT 4YHCiIa abOHEHTOB, MOJKITIOYCHHBIX K
KOMMYTaTOpY.
r) OTcyTcTBHE HEOOXOAUMOCTH pa3MEIleHHss KOMMYTaTopa rpoBaiiiepa B 31aHHH.
6. Kaxue Hemocratku ectby FTTB?
a) Huzkas ckopocts pabotel IHTEpHET.
0) Pa3znas ckopocTh pueMa u nepeadn HHGOpMaLuu.
B) 3aBHCHMOCTh CKOPOCTH JIOCTylla OT 4YHCJIa aOOHCHTOB, TOJKIFOYCHHBIX K
KOMMYTaTOpY.
r) HeoOxoaumMocTh pa3MerieHus KoOMMyTaTopa IpoBaijiepa B 31aHHUH.
7. BpiOepute BepHbIE YTBEPKICHUS
a) TCP He rapanTupyeT 10CTaBKY JlaTarpaMm.
6) UDP He rapaHTHpyeT JOCTaBKY JaTarpamm.
B) UDP rapantupyer 1octaBKy gatarpamm.
r) TCP rapanTHpyeT JOCTaBKY JaTarpamM.
8. Kaxoii agpec OTHOCHTCS K aipeCHOMY NMPOCTpaHCTBY IPv4?



9.

10.

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak paboraet koHIeHTpatop (xab)?

a) IIpu nonydyeHun nakera JaHHBIX Xald MepechUIaeT 3TOT MAKET Ha BCE OCTaJIbHbIE
CBOM IOPTHI.

6) Ilpm nonydyeHuum mnakera AaHHBIX Xxa0 IepecbUIaeT 3TOT IMAaKeT Ha IMOPT B
coorBerctBuM ¢ Tabmuueii MAC-ampecoB. Ecmum  cooTBeTCTBHS HET, MaKeT
oTOpackIBaeTCsl.

B) Ilpym nonyueHuu makeTa OaHHBIX Xa0 IEpechUIaeT ATOT IaKeT Ha IOpPT B
coorBercTBUM ¢ Tabuuueit MAC-anpecos. Eciiu cOOTBETCTBUS HET, B CETh OTIIPABIISAETCS
ARP-3amnpoc.

Kak paboraet kommyTaTop?

a) B ciyuae, eciiu s otnpasisiemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOp
pacchlIaeT nakeThl Ha BCE MOPThI, KpOME MOPTa-TOITydaTes.

0) Ilpu monmyyeHUM mnakera JAHHBIX KOMMYTAaTOp IEPEChUIAET 3TOT MAKeT Ha BCe
OCTaJIbHbIE CBOU MOPTHI.

B) KommyTarop XpaHUT B mHaMsaTH TaOJHWIly KOMMYTallMH, B KOTOPOW YKa3aHO
conocraBienne MAC-aapeca u Homepa nopra KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJUILY JUIs BceX akTUBHBIX MAC-aipecos.

1) Tabnmua MAC-aapecoB KOMMYTaTOpa CTAaTUYHA U HACTPAUBACTCS BPYUHYIO.

Tect no Teme 4.2 CeteBble YIpo3bl 1 METOAbI MPOTUBOAEIHCTBUS UM

Kakue ObIBAaIOT HCTOYHUKHM BO3HUKHOBEHUS YSI3BUMOCTEH?
a) OmmoOKu peanu3anuu.
0) OmubKu 00CITy>KUBaHHUS.
B) OMIMOKK POCKTUPOBAHUSI.
r) Omm6ku HR-oTxena.
Yro He BXOAUT B 6azoByo rpymny Metpuk CVSS?
a) Crioco6 mosryyeHust JOCTyIa.
0) Bnusinue Ha KOH(PUIEHIUAIBHOCTD.
B) Binsinue Ha mosp3oBarens.
r) [TokazaTenb ayTeHTU(HUKAIINH.
1) CII0)HOCTh MOJTYYCHUSI JOCTYIIA.
Kakoit rpynmer metpuk CVSS we cymectByer?
a) KommnekcHasl.
0) Bpemennasi.
B) basogas.
r) KoHTekcTHasl.
Kewm pazpaborana CVSS?
a) 1SO.
6) FIRST.
B) WWW.
r) UCLA.
UYro He sBisiercst meTpukoit B CVSS?
a) CII0KHOCTh aTaku.
0) Bnusinue Ha TOCTYMHOCTb.
B) JIMUTENBHOCTD aTaKH.
r) Crioco6 mosydeHus JOCTyIa.
1) ITokazaTenb ayTeHTU(UKAIINH.



10.

Uro sBisieTCS TaCCUBHOM aTakoi?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CITyKHUBaHUU.

B) ®usnyeckoe HamaJeHUe Ha O0BEKT.

r) DKCIUTyaTanus ysi3BUMOCTH.

Uto Takoe 3BpUCTUYECKHUIN aHATU3?

a) Meton, mpenHazHaueHHBIA Ui OOHApY)KEHHUS HOBBIX, €II€ HE BBIABICHHBIX
BUPYCOB.

06) MexaHnu3M, HEOOXOAUMBIH [UIS OTCIEXKHMBAHUS HEU3MEHHOCTH (HailiioB,
JIOKYMEHTOB, peecTpa, KOH(pUrypauu o00pya0BaHusL.

B) MeToa, OCHOBaHHBIM Ha IOCIICAOBATEILHOM IMPOCMOTPE HaMSTH YCTPOWMCTBA,
3arpy304HbIX CEKTOPOB, (hailJIoB B IOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Uro Takoe 63k10p?

a) YacTte BpEIOHOCHOIO NPOrPAMMHOIO OOECHEYEHHs, peaTu30BaHHOIO IS
COKPBITHS IPUCYTCTBUS 3TOTO BPEAOHOCHOI'O KOJA U €r0 EUCTBUH.

6) Ilpwioxenue, wucnonb3yemMoe Uil JalbHEHIIEW 3arpy3ku U 3alycka
MOJTHOIIEHHOTO BPEAOHOCHOTO MTPOTPAMMHOTO 00ecrieueHMsI.

B) BpemoHocHoe mnporpaMmHOe oOOecreueHHe, KOTOpPOe, I[OMHUMO MOIy4YCHUsI
KOHTPOJISI HaJl 3apak€HHBIM YCTPOMCTBOM, IBITAETCSl 3aXBaTUTh 1107 CBOW KOHTPOJIb
JpyTHUe y3ibl CETH.

r) [IpuoxkeHue, MO3BOJISIONICE YIPABIIATH KOMITIBIOTEPOM Y/IaJICHHO.

UYrto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEUEHHs, PEATU30BAaHHOTO IS
COKPBITHUS IPUCYTCTBUS ITOT'O BPEAOHOCHOTO KOJIAa U €ro ACHCTBUIA.

06) Ilpunoxenue, wucnonb3lyemoe JUIsl JalbHEMIIed 3arpy3kd U 3amycka
HOJHOLEHHOTO BPEAOHOCHOTO IPOTPaMMHOT'0 00ecieueHHs.

B) BpemoHnocHoe mnporpaMMHOe oOOecHeYeHHEe, KOTOpOe, IOMHUMO TIONyYCHHS
KOHTPOJISI HaJ| 3apaXKEHHBIM YCTPOMCTBOM, NBITAETCS 3aXBaTUTh II0J] CBOM KOHTPOJIb
JIPYTHUE y3JIbl CETH.

r) [IpuoxeHue, MO3BOJISIOIIEE YIPABISATH KOMIBIOTEPOM YIAICHHO.

Uro cnenyer aenarb, 4TOOBI 3alTUTUTE CE0S1 OT BUPYCOB?

a) He 3amyckaTh npuiiosxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Cnemutp 3a UUGPOBBIMH MOANUCAMU YCTAaHABIMBAEMOI'O IPOrPaMMHOIO
o0ecreyeHusl.

B) OTKJIIOYHTH MEKCETEBOM IKPaH.

r) Bcerma OTKpbIBaTh BIIOKCHHUSI OJJIEKTPOHHOH MOYTHI ¢ TeMod «BaxHO» U
«Cpo4HO».

n) CBOeBpeMEHHO OOHOBISITH  OMEPALMOHHYKD CHUCTEMY W MPOTPaMMHOE
obecrnievyeHue.

¢) Mcnonb30BaTh aHTUBHPYCHOE MPOTPAMMHOE 00ECIICUCHHE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

UTto Takoe MexceTeBOM FKpaH?

a) [IporpaMmHOe WM TPOrpaMMHO-TEXHHUUECKOE CPEACTBO, peanusymollee GyHKIUN
KOHTPOJISI U GUIBTPAIIMH B COOTBETCTBUU C 33JJaHHBIMU MPAaBHJIAMU MPOXOJAIINX Yepes
HEro HH(POPMAIMOHHBIX TOTOKOB.

0) VYctpoiicTBO, TpenHA3HAYEHHOE JJIsi COCOUHEHUS  HECKOJIbKUX  Y3JIOB
KOMIIBIOTEPHOM CETH B MpeJiesiax OJHOTO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOiCTBO, KOTOPOE MO3BOJISIET OPraHU30BATh JIOKATBHYIO CETh C BO3MOYKHOCTBIO
BBIXOJa B UHTEPHET I IPYTUX YCTPOMCTB.

MesxceTeBble dKpaHbI IS BEO-TIPUIIOKEHUN PacIioararoT:



a) Ilepen 3amuimaemMsiM BeO-cepBepoM (TpaduK BHAYalE MEPEAACTCS MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammumiaemoro BeO-cepBepa (Tpaduk BHaJale mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY 3KpaHy).

B) MexceTeBOM 9KpaH M 3alldIacMblii MM BeO-CepBep HAxXOJATCS B Pa3HBIX
HOJCETAX, TPA(PUK MEXTy HUMU 3allpelleH.

r) BmecTo 3ammuiiaemoro Be6-cepBepa.
IlepcoHanbHbIe MEXCETEBbIE SKPAHBI [ HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBarOT JOMOJIHUTEIbHBIM YPOBEHD 3AIMTHI OT CETEBBIX ATaK.

6) [TomHOCTBIO 3aMEHSIOT BCE OCTAJIbHBIE HHCTPYMEHTAJIbHbBIE CPEJICTBA 0OECIIeUEeHUs
0€30MaCHOCTH.

B) [10JHOCTBIO 3aMEHSIOT MapIIPyTU3ATOPbI, SBJISACH UTIO30M IO YMOJIYaHUIO LIS
3alUIAEMOT0 KOMITBIOTEPA WM HOYTOYKA.

r) IlpemocraBinsitoT Bce HEOOXOIMMBIC CETEBBIC CEPBUCHI JUIS  3alIUIIACMOTO
KOMIIBIOTEpA WU HOYTOYKa.
IlepcoHanbHble MEXCETEBbIE SKpaHbl JJs HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnnapaTHO-IIPOrPaMMHBIMU CPE/ICTBAMHM 3aLUTHI.

0) Bcerma BcTpoeHHpiMH B OC, KOTOpYHO OHM 3allMIIAIOT; HE MOTYT OBITh
peaa30BaHbl BHEIIHUMU IPOU3BOJUTEISIMH.

B) VCKIIIOYHMTEIIEHO TIPOrPAMMHBIMHU.

r) VcKiIrounTenbHO BHEIIHUMHE, He BCTpoeHHbIMH B OC, KOTOPYIO OHH 3allHUILIA0T;
BCET/a PEATM30BaHbl BHEITHUMHU TPOU3BOTUTEIISIMH.
IlepcoHanbHble MEXCETEBbIE 3KpaHbl JJs HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
yCTaHaBJIMBAIOTCS:

a) Ha xocrax, KOTOpble OHM 3alMIIAIOT.

06) Ha wmapmpyru3aTopax, KOTOpbIE yKa3aHbl Ha XOCTE B KAyecTBE MULII03a II0
YMOJTYaHHUIO.

B) Ha oTenbHBIX KOMITBIOTEPAX.

r) Ha koneunsix Toukax VPN.
Br16epute HecylecTBYIONUI BUA TPAHCISLUU CETEBBIX aIPECOB.

a) lunamuueckas.

0) CraTuueckas.

B) C HCHOJB30BaHIEM MTOPTOB.

r) C UCTOIh30BaHUEM MOCTOB.
1110361 ypOBHS NPUIIOKEHUHN TO3BOJISIOT:

a) Ucknrounth npsMoe B3aMMOJCHCTBHE JABYX Y3JIOB IyTEM peaJu3alud PO
HOCpETHUKA.

0) BoImoaHATh QYHKIINY MITI03a CEAHCOBOTO YPOBHSI.

B) AHaJIN3UPOBATh BCE CYLICCTBYIONIHE B MUPE MPOTOKOIIBI.

r) AHaTM3MpOBaTh TOJBKO MOJICPKHUBAEMBIE 3TUM MEXKCETEBBIM JKPAHOM
HPOTOKOJIBL.
VYnpasisieMble KOMMYTaTOPBI MOTYT:

a) OcymiecTBiATh (huIbTpanuio Ha ocHoBe IP-aapecos.

0) OcymiecTBIsATh (GUIBTPAIUIO 110 UCTIOJIB3YEMOMY ITPOTOKOIMY.

B) OcymecTBnsaTh ¢puiibTpanuto Ha ochoBe MAC-anpeca.

r) Ocymiectsisth puiabpTpanuto Ha ocHoBe VLAN ID.
Bri0epure BO3MOKHOCTH MEKCETEBOI0 3KpaHa.

a) Peructpanusi COOBITHIT M TeHEpaITUsl OTUYETOB.

0) @unbTpanus Tpaduka.

B) TpaHCIsIIIKs CETEBBIX aJIPEeCcOB.

r) AyTeHTH(HKAUS TOJIH30BaTEICH.



1) AIMUHUCTPUPOBAHHUE.

10. Kakue yTBepx/aeHUS O MPOTPAMMHOM MEKCETEBOM IKpPaHe BEPHBI?

a) llomxomut B ciy4asix, KOTJa YCTPOMCTBO IIOJIb30BaTessl IMOMEIIAeTCsl B
HEJJOBEPEHHYIO CpENy.

0) Ilpu ero paboTe HCHIONB3YIOTCS PECYPChl YCTPOHCTBA, HAa KOTOPOM OH
(GYHKIIMOHUPYET.

B) [TogxomuT 1ist 3a1a4 CErMEHTHPOBAHHS CETEH.

r) [ToaxoauT it OTJCTICHHUS TOBEPEHHON YacTH CETH OT BHELITHUX YIPO3.

1) Cunraercst 60j1€e OTKa30yCTOWYHMBBIM, YEM alIapaTHBII MEXKCETEBOM IKPaH.

Tect o Teme 5.1 BBenenne B kpunrorpagpuyeckne MeToAbl 3allIMTHI HHPOPMALMH

1. Kaxnpiii mmdpoTeKCT MoXeT ObITh MOJMY4eH Kak pe3ylbTarT  CICIYIOIIEeTO
npeoOpa3oBaHuUs:
a) Ex (Dk(p))-
0) Dk(p).
B) Ex(p).
r. Dk (E(p))-
2. Sammdpyiite ¢ momomipio mudpa «Atodamn» cinoso «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L|M
Z|I Y XIW|V|IUIT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite ciaoBo «Xjxoby, 3ammudpoBanHoe ¢ mnomoinsio mudppa Ias HOmwus
[e3aps:
A/B|CIDIE|IF|G|H|I |J|K|LIM|N|O|P |Q|R|S|T|U|V|X|Y|Z
X YZ|A/B|CIDIE|F|G|H|I |J |K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.
4. Bammdpyiite cnoBo «KHU3HB» ¢ TOMONIBIO TEPECTAHOBKH
11213415
25|13 |14
a) Hx3bu.
0) bu3mx.
B) H3pxu.
r) Ub3xH.
5. Pacmudpyiite cnoBo «1216312611» ¢ momorpio Tadauis [lomuous:
112|3|4]|5|6
1/A|B|B|T|O|E
2| E[X|3 |1 |U|K
3|JJIM/H|O|IT|P
4 BIE|V|O|X|
S|Y || b |bl|b
6 (DO *|*|*
a) benka.

6) EsBroa.




10.

11.

12.

13.

B) Crpenka.

r) benok.
BriepBbie MeTO/T YaCTOTHOT'O KPUIITOAHAIN3a BIIEPBHIC U3II0KHUIL:

a) Jleon barrtucra Ans6epTH.

0) ®panuecko CUMOHETTA.

B) AOy IOcyd Aky06 ans-Kunnu.

r) xuponamo Kapnano.
Juck AnpOepTy Mo3BOJISIET aBTOMATU3UPOBATH:!

a) ludp mpoctoit 3amens! (ogHOaN(PaBUTHBINA MHDD).

6) MHuoroandaBuTHBIN mUdp.

B) llIudp nmepecranoBkw.

r) [Torounsnii mudp.
Vcnonp3oBanue maposst i MHEMOHHYECKOTO 3allOMHUHAHUS TIEPECTaHOBKH CHMBOJIOB
andaBuTa MPeAIOKUI:

a) Marteo Ap/KeHTH.

0) biie3 ne Buxenep.

B) Jl)xoBanuu barrucra bemnnazo.

r) JbxambarTucta (J»xoBannu) aemna Iopra.
[Tomemenue nns nepiaroctpaunu nepenucku B XVII — XX Bekax Ha3bpIBaIoCh:

a) benbrii kaOuHeT.

0) TaitHas koMHaTa.

B) SIlHTapHas KOMHaTa.

r) UepHblif KaOUHET.

1) KpacHbiit kaOuHET.
ugpel, B KOTOPBIX KaXIbIH CHUMBOJ OTKPBITOTO TEKCTa Mpeodpa3yercss B CHMBOI
HIHUPPOTEKCTa, B 3aBUCUMOCTH OT CBOETO PACIIOJIOXKEHHUS B OTKPHITOM TEKCTE M KIIH0Ya
Ha3bIBAIOTCS:

a) MHoroapaBUTHBIMU HIHPPAMHU.

0) brounbME mE(pamu.

B) [ToTouHbIMU TIHIpaMHU.

r) PoTopupiMu mmmdppamu.

ammdpyiite cnoo «CJIOH» durpammusim mudpom Ineidepa.
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a) BAbU.

6) LHADb.

B) OIIYBI.

r) bILILL3.

ITycts mepectanoBka T npezcraieHa cieayromen Tabauien:
1/2]3]...|n=-5|n=-4|n-3|n-2|n-1|n
5(6|7|.../n=1] n 1 2 3 |4

Kakoii Buz nmMeeT nepecraHoBka oopaTHasi nepecranoBke T?

a.
1/2]3]...|n=-5|n-4|n-3|n-2|n-1|n
1/12]3 n-5/n-4/n-3|/n-2|n-1|n
0.
1/2]3 n-5|n-4/n-3|n-2|n-1|n
4132 10 9 8 7 6 |5




1/2]3 n-4|/n-3|n-2|n-1|n
4156 n-1| n 1 2 |3
T.
1 2 3 |4|5].../n=-3|n-2|n-1| n
n-3|/n-2|n-1|njl]...|n-7|n-6|n-5|n-4
14. 3ammdpyiiTe ¢ momombio oTKpbITOrO Kirtoua (8051, 5) kpunrocuctemsl RSA coobienne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYAaCTHUKY KpUOTOrpaduyueckoro
IPOTOKOJIa IIEJIOCTHOCTH TIOJYYEHHOIO COOOLICHHS W €ro Co3JaHue J0 MOMEHTa
MOJIyYEHUsl, HO HE TapaHTUPYET 3alIUTy OT MOBTOPHOU OTIPABKH COOOIICHUS?

a) CBOMCTBO «ayTEHTH(HUKALHI CTOPOH.

0) CBoIicTBO «ayTeHTU(DUKAINST HICTOUHUKA.
B) CBOMCTBO «MHBapUAaHTHOCTb OTIIPABUTEIISI.
r) CBOMCTBO «ayTeHTU(PHUKAIUS COOOIICHUS.

16. Kakoe cBoiiCTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KPHUITOrpaduyecKoro
MPOTOKOJIA, YTO YYACTHHUKH, HAYaBIIME HCIOJHEHUE MPOTOKOJIA, HE H3MEHUIIHCH C

TE€YEHUEM BPEMEHU?
a) CBOMCTBO «ayTEeHTHU(HKALHS CTOPOH.
0) CBoiicTBO «ayTeHTH(UKALINS UICTOUHUKAY.
B) CBOWCTBO «MHBAPUAHTHOCThH OTIPABUTEIS.
r) CBOMCTBO «ayTeHTU(PHUKAIIUS COOOIICHUS.

BepHblii 1 1OHBIA OTBET HAa BONPOC TeCTa OIEHUBAeTCs B 1 Oami, [uisl MPOXOXKIACHUS
TecTa HEOOXOAMMO BEPHO U MOJHO OTBETUTH Ha HE MeHee ueM 60 MPOIIeHTOB BOIIPOCOB TECTA.

1. OcHoBBI pabOTHI C MpoOIecCaMu, BBOJAOM-BbIBOIOM U daiimamu B OC Windows u Linux.

TeMbl NpaKTUYECKUX 3aHATHI

Tema npakTHYecKkoro 3aHsiTusi mo Teme 3.1
BBenenue B MHPOPMAIMOHHYIO 0€30IIACHOCTH ONEPAIHOHHBIX CHCTEM

Tema npakTHYecKOro 3aHsATHSI MO0 Teme 3.2
HNudopmannonHas 6e30MacHOCTh ONepallMOHHBIX cucTeM ceMeiicTBa Windows.

1. OcHoBsl 00ecnieuenus oe3omacuoctt B OC Windows.

Tema npakTH4eCKOro 3aHATHSA 10 Teme 3.3
HNudopmanuonnas 6e30nacHOCTH ONEPANMOHHBIX CHCTeM ceMelicTBa Linux

1. OcuoBbl 00ecneueHus oe3zomacaoctd B OC Linux.

Tema npakTH4eckoro 3ansatus no reme 4.1
BBeneHue B apXUTEKTYPY JOKAIbHBIX BBIYMCIUTEIBHbBIX CeTel

1. Cereoii cuuddep Wireshark. 3nakoMcTBO ¢ pUIBTPaMy MaKETOB.




N

w

N

TeMbl NPAKTHYECKOT0 3aHATHS 1O Teme 4.2
CeteBble YIpo3bl M METO/IbI MPOTUBOAECHCTBUS UM

WuBeHTapHu3aMsg U MOUCK ySI3BUMOCTeH ¢ ucmonb3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. MHcnonb3oBaHue CeTEBOro CKaHEpa JJisi  BbISBJICHUS
YSI3BUMOCTEH YPOBHS CETH.

Bupychbl, MX BbIBIIEHME M YCTPAHEHUE C HCIIOJIb30BAHUEM CHELUAIN3UPOBAHHOIO
IPOrPaMMHOT0 OOeCTIeUeHUsI.

TeMbl NPAKTHYECKOT0 3aHATHSI 10 TeMe 4.3 MeskceTeBble IKPAHBI

bpanamaysp Windows. Pa3paboTka nmpaBui MEXCETEBOT0 SKpaHUPOBAHHMS.
Bupryansnas undpacrpykrypa Eve-NG.
MexceTeBoi 5KkpaH Ha rpaHuIle ceTu. HacTpoiika npaBui MEXCETeBOro SKpaHUPOBAHMSL.

TeMbl NPaKTHYECKOT0 3aHATHS MO Teme 5.1
BBenenne B kpunrorpaguueckue MeToAbl 3a1IUTHI HHGOpMALHT

Hctopuueckue mmdps! mmdpoBanue u pacumdpoBaHue.
JlonoJIHUTeIbHbIE 32/IaHUS VIS CAMOCTOSITEJILHOTO PeleHus

JonosnurtenbHble 3a1anus mo teme 1.1 [IpaBoBble 0CHOBBI 00ecneYeHU
HH(OPMAIMOHHOI 0€30MACHOCTH

Kakas wundopmanus mnpexacraBiser g Bac nenHocts? Kakue XapakTepUCTHKU
UHPOPMALMOHHOM Oe3omacHOCTH Bl ObI X0TeNN 00eceunTs s Takoi nHpopMarimn?
BriOepere kakoii-nu6o Buj neHHoi ans Bac mnpopmauuu. B kakux dopmax moxer
OBITH MPEJCTABJIEH ITOT BUJ HH(DOpMAIUN?

IIpoananusupyiiTe: K KakMM BHJ1aM TaiiH Bbl MokeTe UMETh 1OCTyH?

[Ipoananu3upyiite: kKakue CBsI3aHHbIE C BaMu JaHHBIE MOTYT SBJISITHCS TaltHAMU?

IIOHOJIHI/ITCJIBHBIC 3aJaHud 110 TEME 1.2 3aumTa NMEPCOHAJTBHBIX JAHHBIX

Onumure cxeMy HWH(POPMAIMOHHBIX TOTOKOB Bammx mepcoHaNbHBIX JIaHHBIX B
YHuBEpCUTETE.

OmnumuTe cxemy HH()OPMAIMOHHBIX TOTOKOB Bamux nmepcoHanbHBIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna ju (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cornacue Ha
00paboTKy NHepcOoHaANbHBIX JIaHHBIX? Bcerma nm 3TO MPOMCXOAUT B COOTBETCTBHM C
3aKOHO/ATENbCTBOM?

[Ipoananu3upyiite: B Kakux cuUTyarusx Bl maBanm coriiacue Ha 00paOoTKy Bammmx
CHelHalbHbIX JaHHbIX? He ObU10 11 3TO M3MUITHIM?

[Ipoanamm3upyiiTe: B Kakux cUTyanusx Bbl maBamu cormacue Ha 00paboTky Bammx
OnoMeTrpuueckux JaHHbIX? He ObLI0 1 3TO U3IUIITHUM?

JlonoiHuTeAbHBbIE 3a/1aHus 110 TeMe 1.3 Opranu3anmoHHbIe OCHOBBI 00ecneYeHus!
HH(POPMALIMOHHOH 0€30I1aCHOCTH

Pazpabotaiite Mmomens HapymuTens A Bameit momanraeit nHGOPMAIMOHHONW CHCTEMBI.
Pa3paboraiiTe MOJeNb HAPYIIUTENS A1 KOMIBIOTEPHOTO Kilacca Y HUBEPCUTETA.



Pazpaboraiite Mozens yrpo3 st Baeit nomanrseit nH(pOpMaMOHHON CUCTEMBI.

PazpabotaiiTe Moenb HapYIIUTENS 111 KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.

5. Ilpemnoxute cpenctsa 3ammThl nHGopManuu Ais Bamrelr nomaniaei nHGOpMamoHHON
CUCTEMBI.

6. Ilpemmoxure cpeactBa 3amuThl  HWHGOpPMAMKU Ui  KOMITBIOTEPHOTO  KJiacca

YHuBepcurera.

~ow

JlonmosiHuTEIbHBIE 3aJaHUA 110 TeMe 2.1 ApXuTeKTypa KOMIbIOTEpa

1. U3yuute Bam mnepcoHajabHBIH KOMIBIOTED U COBPEMEHHBIE TaJKEThl, KOTOPHIMU BbI
nosib3yeTech. CpaBHUTE UX XapaKTEPUCTUKU: OBICTPOJACHCTBHE, 00BEM ONEPATHBHOU U
BCIIOMOTaTeNbHOM MaMATH, CKOPOCTh JocTyna B IHTepHeT.

JonosiHuTeILHBbIE 3a1aHKs 110 TeMme 3.1 BBenenue B nH(GOPMAIIHOHHYIO 0€30MIACHOCTh
ONepalOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukatop mpoiecca, OTKPhIThIE
CcoeMHEHUS U 0a30BBIil IPUOPHUTET.
2. Ortkpoiite Opayszep Chrome. Haiimure ero wuaeHTudukaTop mpoiecca, OTKPHITHIC
coeTMHEHUS U 0a30BbIi IPUOPHUTET.
3. 3amyctute npunoxenue «baokHoT». Haiinure Qaiinbl oTkpbIThie pouieccoM «bIoOKHOT
¢ momMotsio yruiutsl Process Explorer.

OC Linux
Haiinure nate caMbix TpeOOBATEIbHBIX K MAMSITH MPOIECCOB.
OTxkpolite Opay3ep U HAMIUTE OTKPHITHIC COSAMHCHHUS.
BriBenuTe comepkumoe TUPEKTOpuu /etc.
BeiBenute comepkumoe aupekropuu /etc/schedule.

P

JonosHuTeIbHBIE 3a1aHus M0 TeMe 3.2 UHdopmanmoHHasi 6€30MaCHOCTH
OIepalMOHHBIX cucTeM cemerictBa Windows

1. Coznaiite mnone3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE OIb30BATETN .

2. Co3zpaiiTe ITUpeKTOpulo, coaepkairyro (ainbl. HazHaubTe Annce mpaBa JOCTaTOYHBIE
JUIsl OTOOpa)keHUs CIIUCKOB (DaiiyioB M MEPEX010B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKXke yTeHHUs (aiaoB B TUPEKTOpUH M ee nmojpaupektopusx. IIpoeprTe, uto Anuca
MOJKET pOoCMaTpuBaTh (aiibl.

3. 3amperute rpynne «HemoBepeHHbIE MOJIb30BaTENU» JOOOH JOCTYN K CO3JaHHOM
JTUPEKTOPUH, €€ MOJAMPEKTOpUsAM, a TakkKe K (aiimaM BHYTpU JTUPEKTOPHUH U €€
MOAUPEKTOPUH.

4. Jlo6asbTe Anucy B rpynny «HenoBepeHnHble nonb3oBarenn». [IlpoBepbTe, uto Annca He
CMOXeT IPOCMAaTpUBATh (ailsibl B JUPEKTOPHH.

JononHuTeIbHBIE 3a1aHus M0 TeMe 3.3 UHdopmanmoHHasi 6€30MacCHOCTD
OnepanuoHHbIX cucTeM ceMeiicTBa Linux

1. Cozpaiite mnonb3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE OIB30BATEIN.



2. Cozpaiite nupekTopuio, cojepxairyio (aiinel. HasHaubTe Ammce mpaBa J0CTaTOYHBIE
JUI OTOOpa)KEHUs CIIUCKOB (ailyIoB M MEPEX0I0B B IUPEKTOPUU U €€ MOJAJUPEKTOPUSIX, a
TaKXke YTeHHs (PaiijIoB B TUPEKTOPUH M ee moaaupekTopusx. IIpoeprTe, uto Anmca
MOYET YUTaTh (ailibl.

3. C momouiplo CcHUcCKa KOHTPOJS JOCTymoB 3amperure rpymme «HemoBepenusie
HI0JIb30BaTENN» JIIOO0H N0CTYyN K BhIOpaHHOMY (aility BHyTpHu qupekropun. [Tomensiite
BJIaJIENIbLIA ATOTO (haiiyia Ha Cyneproab30BaTeis cucTeMbl. Paszpemmure B 6a30BBIX MpaBax
JIOCTYII K BeIOpaHHOMY (haitiry kogom 600.

4. Jlo6aBpTe Ammcy rpynny «HemoBepenHsle monb3oBarenny. [IpoBepbTe, uto Anuca He
CMOJKET IMPOYMTATh BEIOPAHHBIN (haii.

JlonoJiHUTe/ILHBbIE 3a1aHKs 110 TeMe 4.1 BBe/ieHne B apXUTEKTYPY JOKAJBHBIX
BbIYHMCJIHUTEIbHBIX CeTel

1. TIpoBeppTe HOCTYMHOCTH JIOOOrO0 HCHOJIB3yeMoro Bamm mouToBOrO cepepa ¢
ucrnonp3oBannem ytuutel Telnet. Cremyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosTenbHO.

2. Hactpoiite moury B mnouroBoM kiueHte Thunderbird. Cnenyiite craTbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Pazpaboraiite punbTpsl s mpocMoTpa Toabko ucxoaaumx ICMP-3anpocos. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

I[OHOJIHHTGJII)HI)IC 3aJlaHUA 110 TEME 4.2 CereBble YIrpo3bl U METOAbI HpOTHBOI[eﬁCTBHﬂ
UM

1. TlpoBeaute MOMCK YSA3BMUMOCTEH Ha CBOEM JOMAIIIHEM IE€PCOHAIBHOM KOMIIbIOTEpE,
03HAKOMBTECh C ONMCAHHUEM BBISIBICHHBIX YA3BUMOCTEW, ONPEAEIUTE HACKOJIBKO OHU
kputnuHbl no mkane CVSS, u ycrpanure ux.

2. IlpoBepwre, yctpaneHa mnu ys3BuMocth CVE-2017-0144 wna BameMm jgomamrHeMm
KOMIIbIOTEPE, U YCTAaHOBUTE OOHOBJIEHHE O€30MaCHOCTH B Cilydae, €CIU YA3BHUMOCTb
npucytctByeT. Cnenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyuntre ys3Bumocth CVE-2014-0160, cnemys cratesm  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TlepBas craThs mpeacTaBiuseT CcoOOW  HEOONBIION  KOMHKC,
MOKa3bIBAIOUINH, HACKOJBKO ONAacHa M JIETKO MCIOJb3yeMa 3Ta YSI3BUMOCTb. BTopas
CTaThsl MpeACTaBIseT co00N MOoApOOHOE OMHMCAHHWE YA3BUMOCTH, IIOCIEJICTBUS €€
UCIIOJIb30BAaHUS M PUCKH.

JlonoJHuTeIbHBbIE 3a1aHus 10 TeMe 4.3 MekceTeBble IKPAHBI

1. 3amenute y3nel Hacker u Victim Ha y371bl mOJ ylpaBlI€HHUEM OINEPALMOHHON CHCTEMBI
Windows 1 o6patuTech K UX CETEBBIM pecypcaM 1o nporokony SMB. Cnenyiite craThe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonosHuTeILHBIE 3a1aHKUA 110 TeMe 5.1 BBeneHue B kpunrorpadgpuueckne MeToabl
3alUThI HH(POPMALMHU

1. Bammdpyiite u pacmudpyiite coobuienne «5 Tedst m06mI0!» BceMu U3BECTHHIMU Bam
HUCTOPUYECKUMHU MU PaAMHU.


https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf

Kpurtepnu oneHKH NPaKTHYeCKOro 3aHATHS.

3a TIpakTUYeCKOe 3aJaHWE€ BBINOJHIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOIIO0Y,
«Y/10BJIETBOPHUTEJIBHOY, «HEY/I0BJIETBOPUTEIbHOY.

OneHka «OTJHYHO» BBICTABIISAETCS, €CIU CTYACHT aKTUBHO paboTaeT B TEYEHUE BCETO
MPAKTUYECKOIO 3aHSTHUS, JaeT BEpHbIE M TOJHBbIE OTBETHl HA BOMPOCHI MpernojaBaTens Hu
IMMOKAa3bIBaACT IIpHU 3TOM FJIYGOKOC OBJIAICHUC JICKIHMOHHBIM MAaTCpraJIiOM, BCC YaCTU 3aJJaHUsA
BBIMIOJTHEHBl BEPHO (JIOMYCKAIOTCSI HEOOJBIINE HETOUYHOCTH, HE SIBIISIIOIIUECS CIEICTBUEM
HE3HAHWS WIM HENOHMMaHMA YdeOHOro Mmarepuaina). PaboTa BBHINONHEHA CaMOCTOSTEIHHO.
Pabora cnana ¢ cobmonenneM Beex cpokoB. CoOutto/IeHbl Bee paBuiia 0pOpMIICHHUS.

OneHka «XOpOLIO» BBICTABIISCTCS, €CIIU CTYIEHT aKTUBHO PabOTaeT B TEUCHHE BCETO
MPAKTUYECKOTO 3aHATHSA, JaeT BEpHbIE, HO BO3MOXKHO HEMOJHbIE OTBETHl Ha BOMPOCHI
npenoaaBareyidi U MOKa3bIBACT IMPU 3TOM CBOGOIIHOC BJIAAICHUC JICKIUOHHBIM MaTCpuajioM, BCC
YacTH 3aJjaHus BBINIOJHEHBl BEPHO (JOMYCKAIOTCS HETOUYHOCTH, HE SIBIISIOUIMECS CIEICTBHUEM
HE3HAHWS WJIM HENOHUMaHWsA YydeOHoro marepuana). PaGora B 1eIOM BBIIIOJHEHA
CaMOCTOSITENIbHO, BO3MOXKHO C KOHCYJbTalMel npenonaasarens. Pabora caana ¢ cobmonenueM
BCEX CPOKOB. JlomycKaroTcs He3HAYUTENIbHbBIE HEJOUEThl B O(POPMIICHUH.

OuneHka «ya0BJIETBOPUTEIbHO)» BBHICTABISIETCS B TOM ClIy4ae, KOr/la CTYJEHT B LEJIOM
OBJIa/Ie]I CYTHIO BOIPOCOB IO JAHHON TeMe, OOHApY>KMBACT 3HAHUE JICKIIMOHHOTO MaTepuaa.
[Tpu >TOM Ha 3aHATUU BelEeT ceOs MACCUBHO, JACT HEMOJHbIE OTBETHI HA BOMPOCHI, JOIYCKaeT
OIIMOKH MPH OCBEIIEHUH TEOPETHYECKOTO MaTepualia, He MOXXET OOOOIIMTh U C/IeNaTh YETKHE
Joru4eckre BbIBOABI. PaboTa cnana c omo3gaHueM He Oolee ABYyX 3aHsaTHM. [lomyckarorcs
HE3HAYUTCIIbHBIC HEAOYCTHI B O(i)OpMJ'ICHI/II/I.

OueHka «Hey/A0BJIETBOPUTEIBLHO» BBHICTABISIETCS B Clydae, KOrjia CTYACHT OOHapy KU
HECOCTOSITENIFHOCTh OCBETUTH BOTPOCHI WJIM BOIPOCH! OCBEUICHBI HETPaBMIIbHO, OECCHCTEMHO, C
rpyObIMH  OIIMOKaMH, OTCYTCTBYIOT TIOHMMaHHUsI OCHOBHOM CYTH BOIIPOCOB, BBIBOJBI,
0000meHns, 00HAPY)KCHO HEYMEHHE pemiath ydeOHble 3amaud. OOydaromuiicss HE MOXKET
BBIMIOJHUTH paboTy 6e3 momoru npenojasatens. Pabora caana ¢ HapylieHHeM CPOKOB (TI03/1HEe
4YeM 4uepe3 JIBa 3aHsTHs ). B oopMiIeHHH IPUCYTCTBYIOT 3HAUUTEIBHBIC HEIOYCTHI.

1.2 Cnucok BonpocoB U (MJ1H) 3aJaHU UIs1 IPOBeIeHUs MPOMEKYTOYHOM aTTecTaluu

Bonpocsl k 3auery

=

OcHoBHbIE TpaBa rpaXx/iaH B cgepe 00pabOoTKH U 3alUThl HH(OPMAIIH.

2. OCHOBHBIE TPHUHIUIIBI MPABOBOTO PETYIMPOBAaHUS B 00JacTH OOpabOTKM W 3alIHTHI
UHpOpMaLUH.

3. Hudopmanus. OCHOBHBIE CBOICTBA 0€301MacHOCTH WH(GOpMAIMU: KOH(UACHITHAIEHOCTB,

LIEJIOCTHOCTD, JTOCTYITHOCTb.

4. Bunel nHGOpMaLMHK 110 MOPSIIKY AOCTYIIAa U PacpOCTPAHEHHUS.

5. Orpanndenue nocrtymna Kk nHpopmanuu. 3amuta nHGopmarun. OOBEKTHI 3alUThl. Buabl
TalH.

6. MudopmarmoHHble TEXHOIOTHH U MH()OPMAIIMOHHBIE CUCTEMBI.

7. OGnamarenb nHGOpPMAIIUK U OnIepaTop HHHOPMAITMOHHON CHCTEMEI.

8. OTBeTCTBEHHOCTH B chepe 00pabOTKHU U 3alIUThI HH(OPMALIHH.

9. TlepcoHasbHBIC JaHHBIC ¥ PUHIIUAIIEI UX 00PAOOTKH.

10. Bupl nepcoHaIbHBIX JAHHBIX: ClIEUATbHbIE, OMOMETPUYECKHE U OOIIEIOCTYITHbIE.
11. YcnoBust 00pabOTKH MEPCOHATBHBIX JaHHBIX.

12. Cornacue Ha 06pabOTKy NEPCOHANBHBIX JaHHBIX.

13. TpancrpannyHas repeada MepcoOHATBHBIX TaHHBIX.

14. TIpaBa cyOBEKTOB IEPCOHANBHBIX JIaHHBIX.



15.
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Omneparop nepcoOHANTBHBIX JAHHBIX U €T0 00sI3aHHOCTH.
Mepsi obecrieueHust 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.
KonTpomns 1 Ha30p 3a BEIOJIHEHHEM MEP IO 00ECTIEYEHHIO Oe30MaCHOCTH.

V1oJIHOMOYEHHBIHM Ooprad I10 3aluTE IIpaB CY6’BGKTOB MNEPCOHAJIbHBIX JTaHHBbIX.

[TocnenoBaTenbHOCTD AEMCTBUH MO 3aIIUTE HH()OPMAIIHH.
BrrsaBnenue u ananu3 nHGOPMAIMOHHBIX aKTHBOB.
®opmupoBaHue TpeOOBAHUH 1O 3aIIUTE UH(POPMALIHH.

[Toaxobl K MOJEIUPOBAHUIO HApYLIUTENEeH HHGOPMAITMOHHON 0€3011aCHOCTH.

Yrpo3sl uHGOPMATMOHHON OE30TTACHOCTH.

CpencTBa 3amuThl HTHGOPMAIIHH.

IIpoueccopsl.

OcHoBHas (K311 ¥ OrepaTUBHAs ) TAMSTh.
BcmomorarennHas maMsITh.

VYcrpoiicTBa BBOAA-BhIBOIA (IITMHBI, MOHUTOPHI, IPUHTEPHI).

YcrpoiicTBa BBOa-BhIBOJIA (KIIABUATYPBI U MBIIIH, BEO-KaMepbl, MUKPO(OHDI).

O6mmit coco6 xpaHeHus U 00pabOTKK H(GOPMAITUU B KOMITBIOTEPE.
[TonsaTHSs ONepanMoHHON 1 (PalIOBOM CUCTEM.

CY6T>GKTBI, 06'beI(TLI, MCTOJbI U IIpaBa NOCTYIIa, TPHUBUJICTUN CY6’beKTa AocTyna.

JluckpennonHoe yrpaBjieHue JOCTYIIOM.

. MaHzaTHOe ynpaBlieHHE JIOCTYIIOM.
35.
36.
37.

Wnentudukamnys, ayreHTH(GUKALINSA 1 aBTOPU3ALIHSL.

VipasieHue T0CTYIIOM B OIIEPALMOHHBIX cucTeMax cemeiicta Windows.
Wnentudukanus, ayreHTUGUKAIMS ¥ aBTOPU3ALUS B  ONEPAIIMOHHBIX
cemeiictBa Windows.

Peanuzanus ayaura B onepaiioHHbIX cucTeMax cemeiicrsa Windows.
VipasiieHue TO0CTYIIOM B OIEPAl[MOHHBIX CUCTEMax cemeiicTa Linux.
Wnentudukanus, ayreHTUGUKAMS ¥ aBTOPHU3AalUs B  ONEPAIMOHHBIX
cemeiicTBa Linux.

Mopnens ISO/OSI.

ApPXUTEKTYpa 1 OCHOBHBIE IIPOTOKOJIbI JJOKAJIbHBIX BBIYMCIUTEIbHBIX CETEH.
Krnaccudukannu ceteBbix yrpo3, ya3BUMOCTEN U aTak.

CeteBble aTaku Ha pa3nH4HbIX ypoBHsx Moaenu ISO/OSI.

Krnaccudukanus BpeioHOCHOTO TPOrpaMMHOT0 O0ecTIeueHusl.

ITpu3HaKM NPUCYTCTBUS BPEAOHOCHOTO MPOTPAaMMHOT0 00€CIeUeHHS.
Metob1 00HapYKEHUST BPEJOHOCHOTO MPOTPaMMHOT0 00eCTIeYeHUsI.

MecTo U posib MEXCETEBBIX IKPAaHOB B 00E€CIIEUEHUH CETEBON OE30MaCHOCTH.
Knaccugukanms Me:KceTeBbIX IKPaHOB.

OCHOBHBIE BO3MOXHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA ¥ HEJJOCTATKH MEXKCETEBBIX IKPAHOB.

ITocTpoenue npaBui GuUILTPALMH.

Kpunrorpadus npesnero mupa.

Kpunrorpadus cpeTHIX BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus Hosoro Bpemenu.

CummeTpudHast 1 aCHMMETpHYHAs KpunTorpagusi.

BbIuuciInTeNnbHO CI0KHBIE 33Ja4l MAaTEMaTHKH.

Kpunrocucrema RSA.

[Tonatue kpunTorpauuecKoro NpoToKoa.

CaoiicTBa IPOTOKOJIOB, XapaKTePU3yIOIINe X 0€30MacCHOCTb.

Cxemsbl 1u(pOBOIl MOAMTUCH.

HpaBnna BbBICTABJICHHSA OLICHKH HA 3a4e€Te.

CHUCTEMaAxX

CHUCTEMaAXxX



B mporuecce 3auera TpedyeTcss OTBETUTh Ha OJWH U3 NMPUBEIEHHBIX BhIIIE BompocoB. Ha
IOJIFOTOBKY K OTBETY JIa€TCsl HE MEHee | akaJleMHU4ecKoro yaca.
ITo uroram 3aueTa BBHICTABISAETCS OJHA U3 OLEHOK: «3aYTEHO», «HE 3aUTEHOM.

Ouenka «3a4TeHO» BBICTABISAETCA CTYACHTY, KOTOPBIM JI€MOHCTPUPYET BIAJACHUE
coJiep’KaHUEM MaTepuaja U HNOHSITUWHBIM alnapaToM TEOPUHU IICEBJOCIyYallHbIX FE€HEPaTOPOB;
yYMEET CBA3BIBAaTh TEOPUIO C MPAKTUKOU. B O0TBETE MOTYT JOMYyCKaThCs OTAEIIbHBIE HETOYHOCTH
(HecymiecTBeHHbIE  OMIMOKM), KOTOpbIE  HCIPABIAIOTCS  CaMUM  CTYJAEHTOM  IOCIe
JOTIOTHUTEIBHBIX U (WJIM) YTOYHSIIOLIMX BOMPOCOB 3K3aMeHaTopa. Ha 9yacTh JAOMONHUTENbHBIX
BOIIPOCOB CTYZI€HT MOJKET HE J1aTh OTBET WJIM JaThb HEBEPHBIA OTBET.

Ouenka «He 3a4TeHo» BBICTABISIETCS  CTYACHTY, KOTOPBIM JEMOHCTPUPYET
pa3po3HEHHbIe, OECCUCTEMHBIC 3HAHUS; OECIOPSI0YHO M HEYBEPEHHO H3JIaraeT MaTepuall; He
YMEET BBIACIATH TJIABHOE U BTOPOCTENIEHHOE, HE YMEET COEUHATh TEOPETUUECKUE MTOJIOKEHUS C
NPaKTUKOM; JOMYCKaeT TpyOble OMMOKH P ONPEICIICHUH TOHATHHA, BCISICTBIE HETOHUMAaHUS
UX CYIIECTBEHHBIX U HECYLIECTBEHHBIX IPU3HAKOB U CBS3€H; AACT HEIOJIHbIE OTBETHI, JIOTUKA U
NIOCJIEI0BATENbHOCTh W3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHbIE M MPUHLUUIHUAIbHbIE
HapylIEHUs, B OTBETAX OTCYTCTBYIOT BbIBOJbI. JlOMOJHUTENbHBIE M YTOUHSIOUIME BOIPOCHI
9K3aMEHAaTOpa HE MPUBOAAT K KOPPEKLUMU OTBETOB CTyJdeHTa. Ha OCHOBHyIO 4acTb
JIOTIOJIHUTEIbHBIX BOIIPOCOB CTYAECHT 3aTPYHSAETCS 1aTh OTBET WM 1a€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeHO0» BBICTABIISAETCS TAKXKE CTYAECHTY, KOTOPBIH B34J1 3K3aMEHALMOHHbII
OuJieT, HO OTKa3aycs JaTh Ha HETO OTBET.



IIpunoxenne Ne 2 k padoueil nporpaMme AUCHUILINHBI
«be3onacHocTh B COBpeMeHHO MH(OPMAIIMOHHOI cpeie»

MeToanyeckue yKa3aHus JJIs1 00y4aIOMIMXCS 110 0CBOEHUIO U CIUTIIHHBI

OcHoBHOU (opMO# H3TOKEHHST Y4eOHOro Mmarepuana o AUCHUIUIMHE «be3onacHocTh B
COBPEMEHHOW WH(GOPMAIIMOHHON cpene» SBISIOTCS JIEKLIUH, YTO CBS3aHO, HPEXJIE BCEro, C
HOBU3HOI Matepuaina /it o0ydaromuxcs. [1o O0NBIIMHCTBY T€M IPEeTyCMOTPEHBI TPAKTHUECKHE
3aHATHSL, LENbI0 KOTOPBIX SBIIAETCSA 3aKpPEIUIEHHE JIEKIMOHHOIO MaTepuana IyTeM peLIeHUus
CHelHalbHBIM 00pa3oM NoJ00paHHbBIX MPAKTUYECKUX 3a]1a4.

JUia  ycrnemHoro OCBOEHHS JAMCLMIIMHBI Ba)XHO CAMOCTOATEIbHOE HM3YyYEHHE
TEOPETUYECKOr0 MaTepuaja M pelIeHHE MPAKTUYeCKUX 3aJady, KaKk B ayJIuTOpUHU, TaK U
CaMOCTOSITENIFHO B KAYECTBE CAaMOCTOATENBbHOM paboThl. [Ipumeps! petenus 3agad pa3ouparorcs
Ha JICKIUSAX M MPAKTHYECKUX 3aHATHUSAX, MPU HEOOXOIUMOCTU IO Hambosee TPYIHBIM TeMam
IIPOBOASTCS JOTIOJIHUTENbHBIE KOHCYJIbTaMU. OCHOBHAS LI€b PEIICHUS MTPAKTUYECKUX 3a7au —
MOMOYb YCBOUTH OCHOBHBIE MOHATUS WH(OPMALMOHHOW OE€30MacHOCTH, MX OMpeIesieHus, a
TaK)K€ OCHOBHBIE METOJBI M CpeICTBa oOecriedeHus HHGOpMAIMOHHON Oe3omacHocTH. Jlns
pelieHus 3anad HeoOXOAMMO HE TOJBKO 3HaTh, HO M TMOHHUMAaTh JIEKIIMOHHBIM MaTepuall.
[Toaromy B mpouecce H3yuyeHUs JTUCLUIUIMHBI PEKOMEHIYeTCs peryispHas paboTta c
KOHCIIEKTaMU JIEKIIMI U peKOMEHIOBAHHOM JINTEPATypOHl.

bonbiioe BHMMaHME JOJKHO OBITH YIEJIEHO CaMOCTOsATENbHOW pabore. B kauecTBe
3aJJaHUM I CAMOCTOSITENIbHOM paboThl IoMa CTyACHTaM IpeaaraloTcs 3ajJ1ay, aHaJlOTUYHbIe
pa300paHHBIM Ha JIEKIUAX U IPAKTUYECKUX 3aHATHSAX UM CX0KHE C HUMH.

Jlis mpoBepKHM M KOHTPOJS YCBOCHHS TEOPETUYECKOro MaTepuasa, MPHOOPETEHHBIX
IIPAKTUYECKUX HABBIKOB pa0OThl ¢ OCHOBHBIMH MNOHATHUSIMH B T€UEHHE OOYUYEHHS MPOBOAATCS
MEPONPUITHS TEKYyILEeH aTTecTalMy B BUJIEC TECTUPOBaHUU. Takke MPOBOIATCS KOHCYJIbTALIUU
(mpu HEOOXOIMMOCTH) MO JICKIIMOHHOMY MaTepuaay M pa300py HEKOTOPBIX 3aJaHuil s
CaMOCTOSITENILHOM pabOTHI.

B KoHLe u3ydyeHHs IUCHUIUIMHBI CTYJIEHTHl CHAIOT 3a4yeT. 3adyeT IPOBOAMTCA Ha
OCHOBaHUU BBINIOJIHEHUS TECTOBBIX 3aJ]aHUI U coOeceloBaHUsI HA OCHOBAHUHU CIHCKa BOIIPOCOB
K 3a4€eTy, KOTOPBIA OXBATHIBAET IMOJHOCTHIO BCIO IPOrPaMMY JTUCHUTIINHBI.

YueOHO-MeTOAMUECKOE 00ecTeueHne
CaMOCTOSITEIbLHOM paﬁoTbl CTYACHTOB IO TMCHUIIJINHE

Jl1st caMOCTOSTENTbHON pabOThl PEKOMEHTyeTCs HCII0JIb30BaTh CIEIYIOLIYI0 YUEOHYIO
JUTEPaTypy:

1. Tanenbaym O. Apxurextypa kommbioTepa. / O. Tanenbaywm; [mep. ¢ anria. lO.
I'opoxosckoro, JI. IllunTsikoBa] - 5-e wum3n. - CII6.: Ilurep, 2013. - 843 c.
(akamemMHuuecKoe U3JI0KEHNE MaTepraa Mo apXUTeKType KOMIIbIOTEPa).

2. Tanmenbaym 3. CoBpeMeHHBIE ornepannoHHbIe cuctembl. / O. Tanenbaym, X. boc;
[mep. ¢ anrn. A. JleontseBoii, M. MansimeBoii, H. Bunsunnckoro] - 4-e uza. - CIIO.:
[Mutep, 2019. - 1119 c.: un. (akagemMuyeckoe W3JIOKEHHE MaTepuaga Io
OTIEPALIMOHHBIM CUCTEMAM).

3. Tanenbaym D. KommbroTepusie cetu. / D. Tanenbaym, 1. Ya3zepoit, [mep. ¢ anri. A.
I'pebennkoBal - 5-e uzn. - CII6.: [Turep, 2019. - 955 c. (akamemudeckoe U3NOKEHUE
MaTepHala 1o KOMIBIOTEPHBIM CETSIM).

4. Andepor A.Il. OcHoBsl kpunrorpadguu. Yuebnoe nocodue. / A.Il. Andepos, A. HO.
3y6oB, A.C. Ky3pmun, A.B. Uepemymkun. M.: I'emuoc APB, 2005. 480 c.
(akamemMHuuecKoe U3JI0KEHUE MaTepuaia o Kpunrorpapun).



